Ana pG6OMbI npunoxceHuUA Ha KAUeHMCKuUx ycmpoﬁcmeax Heobxodumo obecrneyumo docmyn K cemeeabiM pecypcam.

Ecnun B MHGPACTPYKTYPE UCNONb3YIOTCA CUCTEMBI MHCNEKUUM unn dunbTpaumm Tpadumka (NGFW, DPI, npokcu), TpebyeTca paspewntb
WebSocket-coegmHeHuns. [lonoaHUTENbHO MOXKET NoTpeboBaTbea HacTpolika VPN-TyHHenen, npasun WAF unu KoHourypaums

NPOKCH-CepBEPOB.

B 3aBMCMMOCTM OT apXUTEKTYPbI NPUIOKEHUA U 0COBEHHOCTEW ceTeBO MHOPACTPYKTYPbl OPraHM3aLMmn CNMCOK HEOBXOAMMBbIX
[OOCTYNOB MOXET PaCLLUMPATLCA — PEKOMEHAYETCA CBEPUTLCA C NPOEKTHOW AOKYMEHTaLMeN NoCTaBLmMKa 1 NPoTeCcTMPOBaTb
MOAKNOYEHUNE B MU30/IMPOBAHHOM cpeae nepes pa3sepTbiBaHUEM.

Y3HaTb TeKyWwMin IP-aapec pecypca yepes TepmuHan: nslookup FQDN

O603HavyeHus:

e RTS — gnsa nonb3osartenen nybanyHoro cepsepa express
e CTS/Lite — aona nonb3oBaTeneit KopnopaTMBHOro cepsepa eXpress u eXpress Lite
e ETS — ana nonb3osaTenei 6peHanposaHHoro ETS-npunoxkeHua (eCTS — CTS nog ETS)

FQDN Appeca MopTbl Komy OnucaHue
ru.public.express nnn FQDN 178.154.245.193 443 RTS [octyn k ny6nnyHoMy cepepy RTS. EcTb
51.250.112.173 CTS/Lite | RTS ansa pasHbix nokaumin. Jna Bxoaa no
Apyroro RTS (cm. onvcakme) 178.154.244.107 HOMepy TenedoHa COOTBETCTBYIOLLEN CTpaHbl
TpebyeTcsa AOCTyn K COOTBETCTBYOWeMY RTS.
CooTtBeTtctBue RTS TenedoHHbIM KoAaM CTpaH
CM. HUXe.
captcha-api.yandex.ru https://yandex.ru | 443 RTS Ons Yandex Captcha Ha akpaHe 3anpoca
smartcaptcha.yandexcloud.net /ips CTS/Lite | SMS-kopa. Ans ETS — Tonbko ecnu
img.smartcaptcha.yandexcloud.net ETS MUCMOoNb3yeTcs.
mc.yandex.ru
yastatic.net
smartcaptcha.cloud.yandex.ru
storage.yandexcloud.net 213.180.193.243 443 RTS [octyn kK 06MeHy dalinammn ¢ yyactmem
ny6nnyHbix nonb3oBatenen RTS. davinbl
ny6nnMYHbIX NONb30BaTENEN XPaHATCA B
Yandex Cloud. 1ns npocMoTpa aBaTapoB
ny6nnyHbIX Nonb30oBaTeNnen 3ToT AOCTyN
HY>XeH n ans nonb3oBaTtenen CTS/Lite/ETS
api.push.apple.com 443 RTS Ons paboTbl Push-yBegomneHnin yepes
CTS/Lite | cootBetcTBYlOWME cnyx6bl: Apple APN (ecnn
ETS ncnonb3yetcs i0S-nNpunoxexHune).
fcm.googleapis.com 443 RTS Ons paboTtbl Push-yBenoMneHui yepes
www.googleapis.com CTS/Lite | Google FCM (ecnu ncnonb3yetca Android-
ETS npunoxeHune c cepsncammn Google, nnm seb-
npunoxeHue B 6paysepax Chrome nnm
Chromium, wan geckTon-npuaoxeHume).
push-api.cloud.huawei.com oauth- 443 RTS Ons paboTbl Push-yBegomneHnin yepes
login.cloud.huawei.com CTS/Lite | Huawei HMS (ecnu ncnone3syetcs Android-
ETS NpuUIoXeHMe ¢ cepsmcammn Huawei).
vkpns.rustore.ru 443 RTS Ons paboTtel push-yBeagomneHuin yepes
CTS/Lite | RuStore (ecnu ncnonb3yetca Android-
ETS npuioXxeHue c cepsmucammn RuStore).
* notify.windows.com 443 RTS Ons paboTtbl Push-yBenoMneHui yepes
*.wns.windows.com CTS/Lite | Microsoft Edge (ecnu ncnonb3yetcs Beb-
login.microsoftonline.com ETS npunoxeHue B 6paysepe Microsoft Edge);
login.live.com WNS He paboraer 4epes3 npokcu unm SSL-
bump — noapobHee.
push.services.mozilla.com 443 RTS Ons paboTbl Push-yBegomneHnin yepes
autopush.prod.mozaws.net CTS/Lite | Mozilla Firefox (ecnu ncnonb3syetcs Beb-
updates.push.services.mozilla.com ETS npunoxeHue B 6paysepe Firefox); He
pabortaer yepes npokcu mam SSL-bump.
web.push.apple.com 443 RTS Ons paboTbl Push-yBegomneHnin yepes Apple
CTS/Lite | Safari (ecnun ncnonb3yetca Beb-npunoxeHune
ETS B 6pay3epe Safari); He paboraer 4epes
npokcu nam SSL-bump.
push.yandex.ru 443 RTS Ons paboTbl Push-yBegomneHnin yepes
CTS/Lite | Anpekc bpaysep (ecnu ucnonb3lyetcs Beb-
ETS npunoxeHue B SlHaekc bpaysepe); He

pabortaer yepes npokcu mam SSL-bump.
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https://yandex.ru/ips
https://yandex.ru/ips
https://learn.microsoft.com/en-us/windows/apps/develop/notifications/push-notifications/firewall-allowlist-config

corp.express 178.154.229.149 443 RTS [ocTyn k Be6-npunoxeHuto eXpress.
(aapec Beb-npunoxeHus express) CTS/Lite
updates.express.ms 213.180.193.247 443 RTS Onsa nonyyeHusi aBToMaTU4eCKNX
CTS/Lite | 06HOBMEHUI AECKTON-NPUIOXEHUS eXpress.
xIlnk.ms 178.154.229.149 443 RTS [Ona paboTbl CCbINOK Ha YaTbl U 3BOHKM,
CTS/Lite | oTnpaBieHHbIX U3 exXpress.
ETS
effectssdk.ai 443 RTS Ons ¢oHoB 3BOHKa. B 6yaywem byaer
CTS/Lite | cobcTBeHHbIN IOKaNbHbIN CepBEp.
ETS
FQDN_of_CTS 443 CTS/Lite | JocTyn kK KOpnopaTUBHOMY cepBepy
(Hanpumep, cts.yourcompany.ru) ETS CTS/eCTS.
FQDN_of_openid(keycloak) MopTt CTS/Lite | Ans ayTeHTMdUKaLUUN KOPNOPATUBHbIX
OpenlD ETS rnosib3oBaTenen, ecnm NCnonb3lyeTcs
(Keycloak) nHTerpaums ¢ OpenID/Keycloak.
m-ru-al.public.express 158.160.48.253 3478 TCP u RTS Ons paboTbl 3BOHKOB C y4acTMeM nyb6anyHbIx
m-ru-a4.public.express 51.250.83.232 UDP; nonb3oBaTtenen RTS ru.public.express.
m-ru-a5.public.express 158.160.104.254 20000-
m-ru-a6.pub|!c.express 158.160.217.58 40000 UDP ECAM NONb30BATENM MAGHMPYIOT
m-ru-a7.publ!c.express 158.160.208.170 MOAKNOYATLCA KaK roctu yepes nyb6anyHbIn
m-ru-a8.publ!c.express 158.160.209.85 cepBep, TOrAa 3TOT AOCTYM HYXeH 1 AN
m-ru-a9.public.express 158.160.226.97 N .
m-ru-a10.public.express 158.160.207.229 nonesosatenet CTS/Lite/ETS.
m-ru-all.public.express 158.160.224.151
m-ru-al2.public.express 158.160.210.35
m-ru-al3.public.express 158.160.221.22
av.xcts.ru 158.160.94.161 3478 TCP un CTS Ons paboTbl 3BOHKOB, €C/IM UCMNOJIb3yeTCs
UDP; NUNOTHbIN cepBep B obnake (SaaSs).
20000-
40000 UDP
m.xcts.ru 217.198.90.217 3478 TCP un CTS Ons paboTbl 3BOHKOB, €C/IM UCMNOJIb3yeTCs
UDP; nuUNoTHbIM cepep (Demo).
20000-
40000 UDP
FQDN_of_CTS 3478 TCP n CTS/Lite | [ns paboTbl 3BOHKOB Ha KOPNopaTMBHOM
(HanpumMmep, cts.yourcompany.ru) UDP; ETS cepBepe CTS/eCTS.
nnn FQDN_of_Medial, 20000-
FQDN_of_media2... (cepBepsbl 40000 UDP
Media)
FQDN_of_link_service 443 CTS/Lite | [1ns paboTbl CCbIIOK Ha YaTbl U 3BOHKU, €CNun
ETS MCMNONb3yeTCs CBOM CepBep ANs CCbUIOK.
FQDN_of_ETS 443 ETS JocTtyn K cepsepy ETS.
(HanpumMmep, ets.yourcompany.ru)
Web_FQDN 443 ETS [octyn k 6peHanpoBaHHOMY Beb-
(aapec Beb-npunoxenusa ans ETS) npunoxexuto ans ETS (ecnu ectb).
S3_for_updates_FQDN 443 ETS Onsa nonyyeHust aBToMaTUYeCKNX

06HOBMIEHMI AecKTon-nNpuaoxeHus ans ETS.
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ConocrtaBneHuAa RTS TenedpoHHbIM KOAaM pa3HbIX CTPaH

Ecnu ans onpenenéHHom nokauunm Het RTS, npomcxoguT aBTOMATMYECKOe NepeHanpas/ieHUe Ha APpYron AocTynHbin RTS. Takxke
BO3MOXHO BPYYHYIO BbIOPaTb PErMOH NPU perncTpaumm.

ad: prefix: 1242 host: dm.public.express
host: ad.public.express bt: prefix: 1767
prefix: 376 host: bt.public.express do:

ae: prefix: 975 host: do.public.express
host: ae.public.express bw: prefix: 1
prefix: 971 host: bw.public.express dz:

af: prefix: 267 host: dz.public.express
host: af.public.express by: prefix: 213
prefix: 93 host: by.public.express ec:

ag: prefix: 375 host: ec.public.express
host: ag.public.express bz: prefix: 593
prefix: 1268 host: bz.public.express ee:

al: prefix: 501 host: ee.public.express
host: al.public.express ca: prefix: 372
prefix: 355 host: ca.public.express eg:

am: prefix: 1 host: eg.public.express
host: am.public.express cd: prefix: 20
prefix: 374 host: cd.public.express eh:

ao: prefix: 243 host: eh.public.express
host: ao.public.express cf: prefix: 212
prefix: 244 host: cf.public.express er:

ar: prefix: 236 host: er.public.express
host: ar.public.express cg: prefix: 291
prefix: 54 host: cg.public.express es:

at: prefix: 242 host: es.public.express
host: at.public.express ch: prefix: 34
prefix: 43 host: ch.public.express et:

au: prefix: 41 host: et.public.express
host: au.public.express ci: prefix: 251
prefix: 61 host: ci.public.express fi:

az: prefix: 225 host: fi.public.express
host: az.public.express cl: prefix: 358
prefix: 994 host: cl.public.express fj:

ba: prefix: 56 host: fj.public.express
host: ba.public.express cm: prefix: 679
prefix: 387 host: cm.public.express fm:

bb: prefix: 237 host: fm.public.express
host: bb.public.express cn: prefix: 691
prefix: 1246 host: cn.public.express fr:

bd: prefix: 86 host: fr.public.express
host: bd.public.express co: prefix: 33
prefix: 880 host: co.public.express ga:

be: prefix: 57 host: ga.public.express
host: be.public.express cr: prefix: 241
prefix: 32 host: cr.public.express gb:

bf: prefix: 506 host: gb.public.express
host: bf.public.express cu: prefix: 44
prefix: 226 host: cu.public.express gd:

bg: prefix: 53 host: gd.public.express
host: bg.public.express cv: prefix: 1473
prefix: 359 host: cv.public.express ge:

bh: prefix: 238 host: ge.public.express
host: bh.public.express cy: prefix: 995
prefix: 973 host: cy.public.express gh:

bi: prefix: 357 host: gh.public.express
host: bi.public.express cz: prefix: 233
prefix: 257 host: cz.public.express gl:

bn: prefix: 420 host: gl.public.express
host: bn.public.express de: prefix: 299
prefix: 673 host: de.public.express gm:

bo: prefix: 49 host: gm.public.express
host: bo.public.express dj: prefix: 220
prefix: 591 host: dj.public.express gn:

br: prefix: 253 host: gn.public.express
host: br.public.express dk: prefix: 224
prefix: 55 host: dk.public.express gq:

bs: prefix: 45 host: gg.public.express
host: bs.public.express dm: prefix: 240
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gr:

host: gr.public.

prefix: 30
gt:

host: gt.public.

prefix: 502
gw:

host: gw.public.

prefix: 245
gy:

host: gy.public.

prefix: 592
hk:

host: hk.public.

prefix: 852
hn:

host: hn.public.

prefix: 504
hr:

host: hr.public.

prefix: 385
ht:

host: ht.public.

prefix: 509
hu:

host: hu.public.

prefix: 36
id:

host: id.public.

prefix: 62
ie:

host: ie.public.

prefix: 353
il:

host: il.public.

prefix: 972
in:

host: in.public.

prefix: 91
ig:

prefix: 964
ir:

host: ir.public.

prefix: 98
is:

host: is.public.

prefix: 354
it:

host: it.public.

prefix: 39
jm:

host: jm.public.

prefix: 1876
jo:

host: jo.public.

prefix: 962
jp:

host: jp.public.

prefix: 81
ke:

host: ke.public.

prefix: 254
kg:

host: kg.public.

prefix: 996
kh:

host: kh.public.

prefix: 855
ki:

host: ki.public.

prefix: 686
km:

host: km.public.

prefix: 269
kn:

host: kn.public.

prefix: 1869
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host: ig.public.

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

kp:

host: kp.public.
prefix: 850

kr:

host: kr.public.
prefix: 82

kw:

host: kw.public.
prefix: 965

kz:

host: kz.public.
prefix: 7

la:

host: la.public.
prefix: 856

1b:

host: lb.public.
prefix: 961

lc:

host: lc.public.
prefix: 1758

1i:

host: li.public.
prefix: 423

1k:

host: lk.public.
prefix: 94

1r:

host: lr.public.
prefix: 231

1s:

host: ls.public.
prefix: 266

1t:

host: lt.public.
prefix: 370

lu:

host: lu.public.
prefix: 352

1lv:

host: lv.public.
prefix: 371

ly:

host: ly.public.
prefix: 218

ma:

host: ma.public.
prefix: 212

mc:

host: mc.public.
prefix: 377

md:

host: md.public.
prefix: 373

me:

host: me.public.
prefix: 382

mg:

host: mg.public.
prefix: 261

mh:

host: mh.public.
prefix: 692

mk:

host: mk.public.
prefix: 389

ml:

host: ml.public.
prefix: 223

mm:

host: mm.public.
prefix: 95

mn:

host: mn.public.
prefix: 976

mo:

host: mo.public.
prefix: 853

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

mt:

host: mt.public.

prefix: 356
mu:

host: mu.public.

prefix: 230
mv:

host: mv.public.

prefix: 960
mw:

prefix: 265
mx:

host: mx.public.

prefix: 52
my:

host: my.public.

prefix: 60
mz:

host: mz.public.

prefix: 258
na:

prefix: 264
ne:

host: ne.public.

prefix: 227
ng:

prefix: 234
ni:

host: ni.public.

prefix: 505
nl:

host: nl.public.

prefix: 31
no:

host: no.public.

prefix: 47
np:

prefix: 977
nr:

prefix: 674
nz:

prefix: 64
om:

host: om.public.

prefix: 968
pa:

host: pa.public.

prefix: 507
pe:

host: pe.public.

prefix: 51
pg:

host: pg.public.

prefix: 675
ph:

host: ph.public.

prefix: 63
pk:

host: pk.public.

prefix: 92
pl:

host: pl.public.

prefix: 48
pt:

host: pt.public.

prefix: 351
pw:

host: pw.public.

prefix: 680
py:

host: py.public.

prefix: 595

host: mw.public.

host: na.public.

host: ng.public.

host: np.public.
host: nr.public.

host: nz.public.

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express

express



ga: tl:

host: ga.public.express host: tl.public.express
prefix: 974 prefix: 670

ro: tm:
host: ro.public.express host: tm.public.express
prefix: 40 prefix: 993

rs: tn:
host: rs.public.express host: tn.public.express
prefix: 381 prefix: 216

ru: to:
host: ru.public.express host: to.public.express
prefix: 7 prefix: 676

rw: tr:
host: rw.public.express host: tr.public.express
prefix: 250 prefix: 90

sa: tt:
host: sa.public.express host: tt.public.express
prefix: 966 prefix: 1868

sb: tv:
host: sb.public.express host: tv.public.express
prefix: 677 prefix: 688

sc: tw:
host: sc.public.express host: tw.public.express
prefix: 248 prefix: 886

sd: tz:
host: sd.public.express host: tz.public.express
prefix: 249 prefix: 255

se: ua:
host: se.public.express host: ua.public.express
prefix: 46 prefix: 380

sg: ug:
host: sg.public.express host: ug.public.express
prefix: 65 prefix: 256

si: us:
host: si.public.express host: us.public.express
prefix: 386 prefix: 1

sk: uy:
host: sk.public.express host: uy.public.express
prefix: 421 prefix: 598

sl: uz:
host: sl.public.express host: uz.public.express
prefix: 232 prefix: 998

sm: va:
host: sm.public.express host: va.public.express
prefix: 378 prefix: 379

sn: ve:
host: sn.public.express host: vc.public.express
prefix: 221 prefix: 1784

s0: ve:
host: so.public.express host: ve.public.express
prefix: 252 prefix: 58

sr: vn:
host: sr.public.express host: vn.public.express
prefix: 597 prefix: 84

ss: vu:
host: ss.public.express host: vu.public.express
prefix: 211 prefix: 678

st: WS
host: st.public.express host: ws.public.express
prefix: 239 prefix: 685

sv: ye:
host: sv.public.express host: ye.public.express
prefix: 503 prefix: 967

sy: za:
host: sy.public.express host: za.public.express
prefix: 963 prefix: 27

td: zZm:
host: td.public.express host: zm.public.express
prefix: 235 prefix: 260

tg: ZW:
host: tg.public.express host: zw.public.express
prefix: 228 prefix: 263

th:
host: th.public.express
prefix: 66

tj:

host: tj.public.express
prefix: 992
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