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1) edqqQ3IEdY¥sqachbFy bEMIdoyeF (dbo.
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1. pddBIYesq |)] Astra Linux Jdqa. Eo2 3dgopy oadsEbo.
cdoj dEponbojo oéqdeqagqb¥Yyeée J3Igdqay¥Ysq aFroldgq dd
bojo (QodsoaecBF SSH.

2. pdosEbo3I¥Yosq Docker gop2)6¥y ®vOopnEDb(Qg:
# sudo apt install docker.io

3. pdosEbo f¥ysagaby¥osqachdom nfYRq) .

Oay oadosEbode¥Y (doecoab¥sqacechboj o nj:
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2. nqgdqr Feadoay¥Yoasq dasRéa qay edY¥nqbqgqb¥Yy YroqbqbVy:
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Oay cdodqdeyY 6o eavyadgghdyiyg d Bo NY®ecoaGcfr aysq da

eopDEb(a:
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}
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O2k DDz njl | pU 0O&as6i UpAD3 gnjDz lj anji gADDz 2 1 gDAAG UDND
OlT 21717 2 C8pja pANjkO INDZE Njg -
naqadqq o9dosEbodeoy dqddqdE VoEXx:
1. J]edgdqay¥Ysq oQqQYbEeodo (dodososebgy ddqay o2¢dEJ qb¥Yy
edYysYy Y YboqdbqoFE-EidadugFZdehgyqdBqdF VoEXx.
2. ndo3qdeoaq edFE3IYaechodoascec 3gdoFlaqbbge bEdoadoqe
ekl Brils! ftojHisMisOodz dF SoBfOdedj?2 ©OLKGOBBIY]JS B
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D¢ a Y5 E

yEedFE3Iaqgqh OdsosbYindYqobye nods ndosoeas

ndaqdbEfr bEz3q

co2d9F
Eeodu) Yy  AdminlP STUN/TURN 22 TCP SSH
Eeodu) Yy CTS STUN/TURN 6379 TCP REDIS
Eeoduy) Yy CTS MCU 8188 TCP Management
conference
Eeodquyy) Yy OYgoy STUN/TURN 3478 - TCP/UDP TURN
3479
Eeodu) Yy d¥goy STUN/TURN 5349 - TCP/UDP TURN TLS
5350
EeoqQuy) Yy OYgoy MCU 20000 - UDP SRTP media
40000
EeodQQuyy Yy OYEOoYy STUN/TURN 49152 - UDP SRTP media
65535
Odeoqy) Yy STUN/TURN OYgoy 6¥Ygoy UDP SRTP media
Odeoqyy Yy STUN/TURN DNS 53 TCP/UDP DNS
Odeoquyy ¥y STUN/TURN NTP 123 uDP NTP
Odeoqy) Yy STUN/TURN registry.public.e 443 TCP Docker registry

Xpress

ndqyd3oysq (qoobqbboq Yoy dgddqds VoOEXx.

nodj 092369q 3qed23zea dqdoY¥YaYeEsd23d SSL 3 aodpnFEcs
cdqY3IEobgy eavs.

@] Ay EOA ) 61 E8t A VOEX

Jagde~¥x) Yy bFéod eopEbBbQ 3Igeoabyqgqoasdy 3 eopnEbdboy
9doEbEFEIaYIEqoady VoEXx.

Oay odsEbolde¥Y dqddqdE VoOEX:

N =

4.

OFcodoevonqgebdbay dosdoea.

nodeaxya3>Y¥Yoasqdse © dgedof¥sod¥Yy dFEr dEEoos3YeE 3 Dock
bqdod.

docker login -u Login -p Password registry.public.express
f1 Dnjl O3ADAz:0UI 0621 NaSDAg Dz I gl aNk DO aNji DOKS OF
2ApgKoOk 1 gDZ £3a06UD3% anj:

E daoa3Fq odosEbode¥Y dgdos¥Yea¥Y3YdoIEbboy 3Jqdd¥YyY ¢
bEeoe¥osqaec d edojdEononbgn oédqdeq3gb¥Yqgn © caF9a:
dYs oadosFbolel, V¥dqaFddbBhwow¥ya cts_€.€€.C. zip.
O0Fcoadoas¥Ysq o06qdE3YY YbdosFaaysYY.

# docker run -d -- rm -- name dpl -install \
registry.public.express/dpl:master sleep 10 && \
docker cp dpl - install:/deployka /usr/local/bin/dpl

Ofr dqeof¥osodYy bE dqdidgqdodwEasfgYAMLo>Ey@oboayb
YbdsFaaysod.

] of QEysq dE€o3Yy ©vEo9Faosj edoqesk:

# mkdir - p /opt/express - voice
# cd /opt/express - voice
#dpl -- init express - voice

pdosEbo3Y¥sq 3qeo3ea dgdos¥YaYeFEsod ¥ evarszE SSL g

# mkdir - p certs
# cp /somew here/my - certificate - chain.crt certs/coturn.crt
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# cp /Isomewhere/my - unencrypted - key.key certs/coturn.key

6. | o2 ¢ QE pH @iffie Hellman) e a ¥.3
# openssl| dhparam - out certs/dhparam.pem 2048
7. L o9edoyosq oFEya eoba¥YjodE3YY (Qay dgqQdqFesYdodEbYy:
external_interface: ethO
permit_ip: []
project_type: express - voice
turnserver_listening_ip: 2.3.4.5
turnserver_server_name: localhost
8. Ebqd¥sq YfropqbgbYy 3 bEdsdoye¥ 0 9p0D2a3EbYYy Y
pqodg:
turnserver_external_ip:
- 1234
redis_optio  ns:
command:
- redis - server
- -- requirepass verystrongpassword
redis_userdb: ip=localhost password=verystrongpassword dbname=1
port=6379
redis_statsdb: ip=localhost password=verystrongpassword dbname=1
port=6379
bE ¢ a YIBE
YyEfr JEDbYq bEdsdoyeyY 6bE3qb¥Yq
external_interface YVEYDQgqboJ3EDbYq Ybosqdeqy dEZdqdqg d:
permit_ip ] eYdoe dEfrdoqeFGQhgdo I P
 Qay oQqE®ESjdgdIqdE 6 aqj o EQQ
1 qda@TSYVoEx dqddqd bEeoqusd
dqddqdg 6 eadooy de¥Ydoe:
turnserver_listening_ip Ebqeb¥y YaY Jbo-BEqdoOY¥bbBRdae
TURN Y STUN dqddqdod
turnserver_server_name noabogq Ynpy (qoogbE QEbBDbOjO dc
d EQdgdon, edoeYdEbbgon 3 dq
turnserver_external_ip Ebge bYyZAQdry d
redis_options Eeavy3qb¥Yq FKFaogqboYaYeE3Y¥YY 3
verystrongpassword ¢gadqs Yd
doocFE © ¢Frq (QEDDbge, ¥ 2b R«
3JqdE CTS 3 cKEdFEpgoadq voex_re
6 Eo qfmY sc Ed verystrongpassword csdY eqd
JorpoRbodsY
nat_1_1_mapping ndY¥ Ydeoaecfro23EDBYY NAT 1:1 o
keep_private_host IP-EQdqd Y Jdeaxy3Fgqoady dqR¥Ybp
bojo-FORqdE
9. OogKFIcoq daqQdavYv) Yq cZEdEpnqoadag Y adosEbo
¢janus_nat _1_1_mappingeée dFEIDbgpo -FEQFEpdhd Y¥ Sdhaw b
sqdbqgqses, d ©vo2s50dojo edo¥Yrdo(d¥sasdy e6q9gdqé¢dod s2d9:
janus_enabled: true
janus_keep_private_host: true
janus_ws_ip: 172.17.0.1
janus_ws_acl: 172.18.0.
janus_nat 1 1 mapping: 1.2.3.4
10, Egeoab¥asg¥Ebdes e6dgQqIEdY¥osqachbojo jgbqd¥Ydo3EbYy o
#dpl -p
1IPOHtej MM HBdyid BT Is4 ¢BJ dzr dze.
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Oay 2j dEbYz>qbYy (QqodososcF e ¢FEF@JOFEDD gee BRYS ¢ IcF

dqd dqddqdE Back CTS 3 eoba¥YjoadE3aYobboo

express - voice/express - voice.service
11. pdo9 Ebo3Y¥sq systemd Yunifte o adrvdiagqp a

# Cp express -voice/express - voice.service [etc/systemd/system/ \
&& systemctl daemon- reload \
&& systemctl enable express - voice.service \
&& systemctl start express - voice.service

aFyaq.

yA] bt | 008t Ed NBEX
EdodoyeF dqddedE3¥qBExJ3 dqguy:
bEdoadoyes dgqddqdod STHWNRIY TURN (do.
bEdoadoyea Ybosqj dE3YY Mi ndds(ddg;3 YobFaeho,

bEdoadoywegalgBob¥YY (0e3Yobh&db)bo, db.
oy bEdesdoyeY dqddqdE VoEx (STUN ¥ TURN):

y
1
1
1T bEdoadoyesa ¥Yboqj dE3YY Vinta®edOpesaYobFacbho, dbo.
1
o
1.

O0Fcoadoay¥Yasq dgqddqd VOEx 3 eveoponEb(Qboy dsdoeq

#dpl -d
2. | s9edoysq vobdoacec E(Qo¥YbYdsosdEsodE.

do.

eonEl

nadaydyeaq 3 dE»Qqiodoh¥oeER s e ERYosq EdQdaqd daqddad

62d9e turn/stun dqgqdJ3qdkE:

T 3 e2a0aqg ¢TURN Server (3qdqfr fEFEeysor)e

3J3qqQqys

dgqd3dgqdFE Y 3quyqoeo3Yqd bongd c0d9E, b

«express.firma.ru:3478»,

T eo2aq ¢STUN Server (3qdqf fFEFeyosoeavy)e fFEFeoabygq

VOEX

BK/O4NTL NOTVPOBAHNE 3BOHKOB
Mepwop O4MCTKM NIOTOB 3BOHKOB (B CeKXyHax)

259200

TURN Server (uepes 3anstyio)

cts.company.ru:3478

STUN Server (Yepe3 3anaTyio)

cts.company.ru:3478

Mind

VHTerpaums ¢ Mind Bknio4eHa
APIURL

http:/fmind.company.ru

NorvH agMUHUCTPaTOpa

user-admin

Naponk agMUHUCTpaTopa

fomen Mind

mind.ru@s

t Ydob6e
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3. E3qQy¥Ysq JIbqFEOYQmdEP I doosdqsdsdarvy¥Yq 200y Y
¢c]J]oedEbYoace.

Oay +FeodeF dogqdlddEowb¥Exq eopEbQg, EbEadj Yabgq
codeF dqddqd#FodsTS ObEDbQg odosFEboldeY dqdIqdE VoEX
avydqesodYY [/ oqudicE/lexpr ess

Oay bPEdasd¥Fedj dEsYY d Mind:

1. E dqes Yy ¢cMindé adoaEbod¥Yoq oa ki ¢cObosqj dE3 ¥
(t Yda b6).e

E 6209 ¢API URLeée 8eERYsq EFQdgqd APl Mind.

3. 6Eeoab¥sq soay ¢O00jY¥Yb EQoYbYdosdEsodEe, ¢nEdoa
pgb Minde.

4. YVERpDYosq evbogcea ¢)oedEbYoce.
OGay bEdsdoyeY Ybosqj dE3YY dntewd Jaaqgpn EO) Vi

1. E dqe3¥Y <c¢Vinteoe odoEbolYoq VmmaoEjileag DbofF & 3
(t Yda bn).e

Vinteo

WHTerpauus ¢ Vinteo BKMoYeHa
API URL

vinteo.mydomain.tid

Koy API

very-strong-password

t Ydoab7oe

2. 6Fcoab¥sq s020ay:

hE¢avYEE

noagq VEf bE3>qb¥Yq

API URL nesec e API poQeay EOQj Vinte
Oaxs API APl eavs djgbqdYdoldEbbgy 3

3. yERpYoq bE evbogegea ¢cjJoecdEbYosce.
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Oay bEdsdoysedtadao bYY:
1. E dges3¥YY ¢Sl Pe odoEb3dd¥sgqb¥EpPnsySI P

SIP

SIP exneouéH
SIP cepeep

ip.com.m

Cnwcok paspewetbix agpecos anA SIP Trunk (yepes sanATyio)

21216221 21932 121.21121.103/21, 212.21.0.1732

SIP Proxy
MNpedmec

MpegnoyTHTeN:EHEIA THN Tenedoda

IF renedon w

1t Ydo b& e

2. 0Feoab¥sq s020ay:

bE¢aYBE

noagq VEf bE3qb¥Yq

SIPdaqddaqd AQdqd SIP dqd3qdFE

] sYdoe dFfrdgeqbbge

Trunk

SIP Proxy AQdad g elgeddWdE SIP
ndgeyYed ndgeay¥Yed bopngdFE sqoaqedbB

ndqdeo3s¥Yasqachgy 9Ye dbYe s9qaqad2bi, d evos09dojo ¢
r3dobeyY. Eg€YdEqody Yf de¥Yde

3. YERopYelhoeceoas ¢)oedqEbYoce.

@] DAy | E®At n) t ADOEYy | el | 6t EB6 A EXPRESS

I AA8l.Y 1 p AgOgNjan 11 adNpBe A Db I Mp&lad@ide 7 2IVAEX
nj: 260061

—_

L

o™
B

@] ®AY | ES®INGLE CTS
Jagdex) Yy bFEéod eopEbQ 3geoabyqgqosdy 3, ebBEOOHD GO 0
9doEbEIaYIFEqady CTS.
Oay odsEbode¥Y CTS:
1. noQqearya¥Yoasq o93qddosqachgycdbFe¥ovdbgwe 26 qgdeqaqb
caFosaodonq, bBbE vosodoy edo¥Ydeo(d¥s odosEboleEk
2. 6Fcoadoa¥Ysq eonEDb(gbay dsdoes.

EgecodeqEdec Feodea EKEdeY3Iod d eQiSsqybqgqdEn¥Y day
#tar - xvf project_backend_2.5.tar.gz

31



10.

ngdydyYsdy eEosEFaoij d dEdcFeo3EZbbgnYYa2E¥iHBPYe X
docker images 3 dqeof YsodVYy:

# docker load < service_name.tar.gz
OFcodo¥Ysq ONQdEE¥®WYys3 YY

# docker run -d -- rm -- name dpl -install \
registry.public.express/dpl:master sleep 10 && \
docker cp dpl - install:/deployka /usr/local/bin/dpl

Of doqboxrdYy bE deFeHosdyw 3 o9 dD0 Foeqd bysAdWindg
YbdoaFaaysod.

] Of QEqEEgYye Eoaoj. CTS

# mkdir - p /opt/express

# cd /opt/express

#dpl - initcts

nodagq Jdgeoabqgb¥Ydpl =initwtE bddg QF q s d ysettdsSy a

pdoEFadgqeo3ey¥Y dqdos¥YaYeFEsdd ¥ evearv3E SSL

T ed¥Y Ydecoac rdo¥abpW¥WWYWbboj o dagam@EBg¥EeaBoodyYy (dal
dgdoasYeYeEood
EERBDoOD pEyidgdoYoYe oK aowas@®oaRbg doosdgqsadsdo
csdYnpqgqdea bYRQ:
# mkdir - p nginx/certs

#cp /somewhere/my - certificate - chain.crt nginx/certs/nginx.crt
# cp /somewhere/my - unencrypted - key.key nginx/certs/nginx.key

Oo b d s d o lsam®where/my -certificate -chain.crt Y /somewhere/my -unen-
crypted -key.key ¥ b QY3 Y(Jo EhocypRJog onbedqodod aE y

O o b deseds Ynginx/certs/nginx.crt Y nginx/certs/nginx.key ylayrxady -
t Eosqachbgny

bdgqgo3EDbYYy © dqdoYoYeEFEaBo0YraoRqbg DE

T ed¥Yd&oacr ¥¥dgbd s Yo Ve Rat'¥Enaypt JoEya setti mpyg Jo¢
cZEdEnqgsd | edm@eimpany -mail.ru

ndodgqdel eoeavy3qb¥Yy dqdoaYaeYeHEos03d codag38¥bds Ec

Egeoab¥asq bEdsdoyeo DE®ooYd OpbliondkiEd Eqrdas-EZdb:
QgdRYpopnpa doo¢g) gby¥Yy (cFEdEosedg).  bEdasdoyeY db.
pdoEboag YcAdybdeEDboleF 3geoabyqsdy Yf evEosFaojFE
# dpl cadvinstall

#ps ax|grep cadvisor | grep - v grep

Egdodp o EhQg
17605 ? Ssl 44:20 /usr/bin/cadvisor - listen_ip 172.17.0.1 - port
9100

pd s E b o Prometheus nodeexporter Y+ ©FEo9Faoji BFE / dptbeapc@&sBO-
pEbdQg:

# dpl nxinstall

#ps ax|grep node_exporter | grep - v grep

EgdodponEb(dg

17802 ? Ssl 322:51 /usr/bin/node_exporter -- web.listen -

address=172.17.0.1:9200
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mailto:admin@company-mail.ru

no fEFE3gqdeqb¥YY odosEbode¥Y CTSnky ddsgBEqpHEgoqeBZhaje
dE3YY, 3 evo090don bqogEdENpadg EQEwee o Jearxa3qbyYy
3gbYy pulxopnagbyYdpooEMbYY Y (ddoj Ye ao0besyYy.

] Oof QEbbgy €9 ©8Do203EbYY oFE¥YoqeoabddggqdERBY¥YHqdTqoyY
dqQEesYdoa3IEbYy

f Y DAnjl O:g AD3

9 |
e

1T NAg Ul ADk T gis gdnils hdstars_id Dits_token p & Nj! AA Az G2AhD@TUOEK]) ¢ !
2A01 | ~.L%Afpﬁ'wF5Dﬂ Tevenl 67 A pgAAal 07 | 3 a2NNiDa

ITT1paocz2i gll ADk aUDz aDg njl | AjDDnjl Np" oAlko DA a2 g AAasa
TngnjloZAganDAAAnJD e iggaoUDﬂjgnj

' 1181861 2A7 | DEFAg 8zZW DDZ UOs6gAazljDz -¢z Ol 2
2A1 UAKK DAOS6 g NNk GDK® Uljgbg?2 Uu+-é6CEg 2 EUggi AcE

project_type: cts
api_internal_token: verystrongpassword
ccs_ho st:  ‘cts_name.somedomain.sometld'
cts_id: ' aaaa- bbbb- cccc - dddd*
phoenix_secret_key_ base: verystrongpassword
postgres_password: verystrongpassword
project_type: cts
prometheus_users: verystrongpassword
prometheus:  verystrongpassword
rts_host: 'rts_name.some domain.sometld'
rts_id: ' aaaa- bbbb- cccc - dddd*
rts_token: verystrongpassword

Oay Yropgbagb¥Yy oFyaF eoBdeddradmsarywaqde arvggnp sqe
QFesodon ¥ 3bgd¥sq YdedFEIagb¥Yy 3 aFEya

DE ¢ a YIOF

VEr IEbFEdoadoyeY OG6bE3qbyYq

project_type dbYe dqdiqdB

ccs_host noabosgq Yoy CQqopngbE dEBDOjo dqddqdE,
Jgasdoadoar)jqq Yogqby¥Y, DEF ®vos9s0doq ed¥Yo¢g:

cts_id OQqbosYaYekEosod oadosEbholagqbbojo dgddqd
go293Yeon

prometheus_users JeYdoe co20Gfo3IKEsqaqy d cEZdoayny,
ht passwd, qay QodosaegFE ®© Ybsosqjd¥Ydo.
Prometheus

rts_host noaboq Yoy QqoongqbBE dgd3qdE RTS, e e
adoEbodagqbbgy CTS (edqQodsEddyqoady

rts_id O0dqbsYaYeFEsod dqddqd¥fE RTS (sdqdodsi.

rts_token doeqhb dqay F3osodYr E3YY bE dqddqdq
dEZf dEEgosaYeon)

le_emalil nEZd¥Enqsd odoEbEFEIaYIEqoasdy ed¥ ¥Ydeoa
eoDecEbYY Let s Encrypigsd®#bFHaqgRbq B«
JEsemeei | , bE e©o90dgy ¢€o9deos e6dq¥Yeo(qy:
Encrypt

janus_enabled pdoEbo3¥eaq ¢+ bE3xqb¥Yq c¢ctruee

janus_url ws://172.17.0.1:8188

voex_redis_connection_string redis://:verystrongpassword@172.17.
do 3 Eosc ==apehsgkrand -hex 16 »

admin_url nZdEngead oeoeHEfrgdFgqoady dqay eqdqoedqdqc

(/admin) e 3qg¢ Ybsqgdeqyds E(bpYDb-¥dmnind

OauysoQearsqhiyqyIqdE YoEIQ ¢EIcoaq I evoboaYjoadE3Yr:
voex_enabled: true

d e
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voex_redis_connection_string: redis://
verystrongpassword@  voex_fqdn_address: 6379/1

nEdEongad voex_redis_connection_str i nbgEdwvrdoaghe¥odr
co(Qeavy3qbyYy eVoixqY JhHroq ,Redibse 3 Yob Ydoa ¥v).py EBF bBrao
verystrongpassword 8 ys929 eEFEdoaec © €Ffrq (QFEbbge redis, ©o292
do f bE3>dDEYgESd.

- -- requirepass verystrongpasswaord

redis _userdb : ip =localhost password =verystrongpassword

ndY eqdloy JorpnoRDOBGFEEqQDEOghPEsgstrongpassword b
bogq

@] DAYy | EEMCKCTS RRONTCTS | 6t E6+ ) E

pdoEbo3eF eoDnDgYDbE3YY Front CTS ¥ Back 3JCD® dddqdd q«

agbbon eo2dyqQeq.

Oay o ds FbBadkeLys

1. nodqeavys3>Y¥Yoasaq 93gddosqacbgy bFEeoese¥Yosqac d edoj dFE
caFoao0donq, bBbE vosodoy edo¥Ydeo(d¥s odosEbolek

. OFecoado¥Yosq eonDEb(Qboeay dosdoes.

3. EgeodmqEdecFeolea EdeVYIold doeRatk€TSy bqdEnY
#tar - xvf project_backend_2.5.tar.gz

4. nqdydy¥Yosdqy evEsEaoij d dEdcFEeo3IEbbgnYVYaE¥o§HBDY e &
docker images 3 dqeof YsodVYy:
# docker load < service_name.tar.gz

5. 6Fcada¥Ysq o0c6qdFE3Yy YbdsEFaaysyYyY.

# docker run -d -- rm -- name dpl - install \
registry.public.express/dpl:master sleep 10 && \
docker cp dpl - install:/deployka /usr/local/bin/dpl

Ofr dqeofrY¥YosodYy bE dqddqd deEszsFEgqsdy oFya 3 aodr
YsFaaysod.
6. Jor QFyosq dFEéEo3zYy eEoFaoj Back CTS.

# mkdir - p /opt/express
# cd /opt/express
# dpl -- initcts

7. pdoaEbo3I¥Yoesq 3qeo23e¥ dqdoYeYeFEs02} ¥ evavyzE SSL.

T ed¥Y Ydecoacfr oIEDBYY dogdoadqbbojo dgdos¥YaYeEoFE
dgdosYeYeEosod.

EERboODYy oFEyaF dgdosYoaYeFEsE Y Yoy evavy3sFE (dJoaR
csd¥Ynpqgdes bYRQq:
# mkdir - p nginx/certs

# cp /somewhere/my - certificate - chain.crt nginx/certs/nginx.crt
# cp /Isomewhere/my - unencrypted - key.key nginx/certs/nginx.key

Oo b d s d o lsam@where/my -certificate -chain.crt Y /somewhere/my -unen-
crypted -key.key ¥Yb QY3 Y Jo FhocgbyRJog obedgqodod mE y

0o b d s d @ aginX/certs/nginx.crt Y nginx/certs/nginx.key ydayrvxaody -

t Esqachgn¥

dbdqgoIEbYYy © dgdo¥YeYeEosEn20¥YraoRgqbg bE dsd

T ed¥Y Ydeoaecfr 2IEDYY dqdsYaYeEo9E 05 Let's Encr )
cEdEnqgsd | edm@eimpany -mail.ru
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10.

11.

ndodgqdelF eoeay3zqb¥Yy dqdoYaYeEo023d e0dag38¥bdsoEc

Loedoysq Qqay dqQqKEes¥Ydo3IEbYy wevoba¥YjodE3aYobbgy
co0G6roaqodHrmeseyY :: YAML)

f Y Dnjl U:;x AD3

1 DAgUI ADk T gignjl 67ia2 TgE-i O EgE-éCEg" EQE-i0
jg2A01 1l ~v1 AahU: ceg pi USDE T gV gnl 61 A pgAAa
T e’ 10180 2AT I DEAy 8zZW DDZ U006 g Aaz2l DOl @azNjudl
DXdz1 2Al1 UAKK DA OOS g NjNjk (i DK Uljgbz2 Uu=+-éCEg 2

project_type: cts
api_internal_token: verystrongpassword
ccs_host: 'cts_name.somedomain.sometld'
cts_id: ' aaaa- bbbb- cccc - dddd'
janus_url: ws://172.17.0.1:8188
phoenix_secret_key_base: verystron gpassword
postgres_password: verystrongpassword
prometheus_users:

prometheus:  verystrongpassword

rts_host: 'rts_name.somedomain.sometld'
rts_id: ' aaaa- bbbb - cccc - dddd'
rts_token: verystrongpassword

voex_redis_connection_string: redis://172.17.0.1:6379/1

nd Y dqqEesYdoIEDYY >y aF J3Jbeqodbveei o ddPxVYW bYsoqaoc
bEdoadoyeY:
cts_backend: true
frontend_host: frontend_name.somedomain.sometld
backend_host: backend_name.somedomain.sometld
kafka_advertised_host_name: backend_name.somedomain.sometl
set_real_ip_from:
- 10.4.151.168 #IP frontend

pdoEbo3l¥Ysq cAdvisor (odoEbodeFE 3geoabygsdy ¥Yr
# dpl cadvinstall

#ps ax|grep cadvisor | grep - v grep

Egdodp o EhQg

17605 ? Ssl 44:20 /usr/bin/cadvisor - listen_ip 172.17.0.1 - port
9100

pdoEbo3¥sq Prometheus node exporter Yf evEosFaoij
pEbdQg:
# dpl nxinstall

#ps ax|grep node_exporter | grep - v grep

Oay o dsEbbBrahteCYS:

nodqear3¥sgq o93qddosqaoacbgy dbiFePo¥mgmwmoe o @qdew q3qb?
caFoaodng, bE voosodoy edo¥Ydeo(dq¥Ys oadoFbolek

OFcodas¥Ysq evoponEb(Qboay dsdoes.
EgecodaorbqEdec Eeodea EdeVYIod dJoapobtsGIg:bgqdEnoY
#tar - xvf project_backend 2.5.tar.gz

nqdywdyYosdy eEsKaoj d dEdcFEed23Ebbgn¥YVYaE¥pRmey Y
docker images 3 dqeof YsodqYy:

# docker load < service_name.tar.gz
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10.

OFcoadoa¥Yasq o06qdE3YY YbdosFaaysyYY.
# docker run -d -- rm -- name dpl -install \
registry.public.express/dpl:master sleep 10 && \
docker cp dpl - install:/deployka /usr/local/bin/dpl
Ofr dqeofr¥YsodYy bE dqddqd deEszsFEgqsesdy oFya 3 aodr
YbdoaFaaysod.
] of QEysq dE€o3>Yy ©vEosKFaos2j Front CTS:
# mkdir - p /opt/express
# cd /opt/express

PdoEbo3IY¥esq dqitavae¥eFEs0203 Y evaxvx3zE SSL.

T ed¥Y Ydecoacfro23IEDBYY dogdoadqbbojo dgdoa¥YoaYeEoFE
dgqdoaYeYeEosod.

EERboODYy oFEyaF dgdosYoaYeFEsE Y Yoy evavysFE dJoaR
csd¥Ynpqgqdes bYRQq:

# mkdir - p nginx/certs

# cp /somewhere/my - certificate - chain.crt nginx/ certs/nginx.crt

# cp /somewhere/my - unencrypted - key.key nginx/certs/nginx.key

Oo b d s d o lsam®where/my -certificate -chain.crt Y /somewhere/my -unen-
crypted -key.key ¥ b QY 3 Y(Jo EhocygpHRJog nbedqodod aE y

092 b d s d a wginX/certs/nginx.crt Y nginx/certs/ nginx.key y3ayyady -
t Eosqachbgny

dbdqgoIEbYYy © dgdoYoaYeEosEn20YraoRqbg bE dsd.

T ed¥Y Ydeoaecfr 0IEDYY dqdosYaYeEo9E 09 Let's Encr )
c Ed E o desedhail: admin@company -mail.ru

ndodgqdel eoeavy3zqb¥Yy dqdoaYaYeHEos03d co0dag38¥bds Ec

] 06 Ydooyloym o boaYi o dEBaGKYCTS (/ opt/express /settings ) b Ed g d 3 qd
Front CTSYdEf npqde¥3aqFec oapt/express.

LoadqgdFes¥Ydoeysq evoboa¥YjodEaYobbgy oFKFya se@tings
a¥sq doadoe¥Y dodqdRF} ¥Yq prometheus users, cts_|
} Yqa e EdEpgqsdg:

cts_frontend: true

kafka_host: backend_name.somedomain.sometld

postgres_host: backend_name.somedomain.sometld

frontend_host: frontend_name.somedomain.sometld

backend_host: backend_name.somedomain.sometld

EbYDEDYqdladgro 9dqgo3EbYyn YbaodoEsYobboy €qroecBEdb:
bges d Back CTS (doaRqb ¢€gosc 2jdqEDbY3qgb, edgdadnosd
ndY bqogeodYpnodo™eYdaowwxet,o EioobEb Qoo bZyWosdoyeoy

pr
il
Oa
1.

2.

oxy Qay dasaR¢g Docker 09 ddgaeq:
https://docs.docker.com/config/daemon/systemd/
y o d s EbDnyRrdry

EeFZoFao2jq, 3 ©2090do0n nrnHeoXdexdodgtdE || .

Ubuntu \ Debian - sudo apt - getinstall - y tinyproxy
RHEL CentOS i sudo yum install -y epel -release
RHEL CentOS - sudo yum install - y tinyproxy

Jofr QFw¥ga /etc/tinyproxmpddeigdigerydayysdy eodoag
doockF 3qdqgqf edoed¥Y:

re gistry.public.express

registry - auth.public.express
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A3 osop Eo Yaggedagwmo r BHE Yy e o baYj ad ExYtihyproxy: /etc/ti-
nyproxy/tinyproxy.conf.

3. E & E y tetc/tinyproxy/tinyproxy.conf Jbgdys#gdsdayeyY

User tinyproxy

Group tinyproxy

Port 8888

Timeout 600

DefaultErrorFile "/usr/share/tinyproxy/default.html"
StatFile "/usr/share/tinyproxy/stats.html"
LogFile “/var/log/tinyproxy/tinyproxy.log"
LogLevel Info

PidFile "/var/run/tinyproxy/tinyproxy.pid"
MaxClients 10

MinSpareServers 1

MaxSpareServers 5

StartServers 1

MaxRequestsPerChild 0

#BackIP

Allow 192.168.80.22

ViaProxyName "tinyproxy"

Filter "/etc/tinyproxy/filter"
FilterDefaultDeny Yes

ConnectPort 443

ConnectPort 563

4. nqdogfr Eecgdgqifdtingproxy d copo2) 6y eODEDB(Q
sudo systemc tl restart tinyproxy

@] Ay | ERIS O ETS

pdoEbodel dgqddqdE RTS Qqay dgdosYe¥Y3YdodEbboy Jqdd
EbEFaoj¥YY d oadsEboldeoy dqdidqdE Single CTS:

T 6dY dqqEesYdoIEDYY oEy arff CihyboseqY j doadof®Bavsy] Yq e EdED
cassandra_host: 10.0.0.1
cassandra_keyspace_authentication: authentication
cassandra_keyspace_kdc: kdc
cassandra_keyspace phonebook: phonebook
cassandra_keyspace_trusts: trusts
ccs_host: ‘cts_name.somedomain.sometld'
phoenix_secret_key base: "
project_type: rts
prometheus_users:

prometheus: $aprl$dafdabfg$l8dafaOuAUolp6KRIV.ISR1
grafana: $aprl$skedsaFd$WIiMfdafaObhEBrAn4SzPZxDisAO
region: ru
rts_id: ' aaaa- bbbb- cccc - dddd'
rts_token:

pdoEboleF dqddgqdE ETS Qqay dgqdosYeY¥Y3ay¥YdodEbboy 3qdd
EbFZoojdyYy¥edoKEbodeoy dqddgdE Single CTS:

T 6dY dqdFEeoaYdoIEDYY oFEyaF evoba¥YjadE3YY frEFE(QEyoq
project_type: ets
api_internal_token:
ccs_host: ‘cts_name.somedomain.sometld'
ets_id:
phoenix_secret_key base:
postgres_password:
prometheus_users:
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prome theus:

rts_host: 'rts_name.somedomain.sometld'
rts_id: ' aaaa- bbbb - cccc - dddd'
rts_token:

nt: | E6ts OA | 6t bOKAOOAM] E

Oay sqdes¥YdodEbYy evoddqeshode¥ddqd¥BdsBAaGaYY Yr
Jgeoab¥Ysq vopnEb(Qa:
# openssl s_client - connect fqnd - cts:443

] 00¢l qiMgaYyy) qf o IYQE dYji bEa¥Yfr Ydoaqos o¢ o268Y¢eq:
depth=0 CN = *.domain.ru

verify error:num=20:unable to get local issuer certificate

verify return:1

depth=0 CN = *.domain.ru

verify error:num=21:unable to verify the first certificate

verify return:1

8Anp Gt ESL A

Oay ¢ Fe addqed® q:d

f 7T Dhjl OgADBjg ApA pNk DZTUOlig Oli21l1g 2AT aNjAkKo Ok

/opt/express.

1. Egeoab¥sq vonEb(a:
F1Dnjl O3ADEANUUg I DOT aNiDAaz2gADk T gDpI Njl AAadz U0b ¢
T aNAkl 60k O AgUgNjg Ag @i dIielI ¥Al EECAR DbZal nj
#dpl -d

2. ndodqdeosq, fEeadosYa¥Yde a¥Y 3dq vobosqgqybgdg, d g
dockerps -a

0day¥Y evobsqybgdg bg frEFEeadsYayYdoc, day edodpnosdHFk
bYsq vopbnEb(s:
# dpl --dclogs -tail =200 <dzj _LOfEMCOj 3" 2 _Ctsdzlsj 2 dzj t
0day¥Y ecdosadaB®oIeyY dgqdIqdE 3Igeo2abgbBE edEIYach
DYboos ¢odqs odoEbodagqbE ¥ (QqodoochE vevvbhaogdsc F
aq y dhitps://ccs_host/admin

f1 Dnjl ONARE a7 71 joAadz T gz Db gBA0ENBzand BpAI1 6 Ok

I & Nju DAlRegneétiExplorer .

3. JorQFEpaqoboay f+FeYdec E(QonYbYdoadEosodE
# dpl -- dc exec admin bin/admin add_admin -uadmin -p
'veryinsecurepassword123'
0day¥Y evobdoae FE Qb Y bovddasFdbadoydo obcae d 0 Y ¥ 9 6 cbHy| dooc3Y-¢ e
cdgqb¥Yy e90 esoZadVaoerq
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https://ccs_host/admin

4.

0da
dEgoozYel.

E eo0yd3¥yYdeyYedy aoj Fe DbDEFEy(QdYsq bEY¢€oaqq 3EFEdosoq -
c6qdgfr Feadoa¥Ysq voboqybqd, JIgdE¥ )} Yy 0@Y¢gea, ®©OD
dpl -dc restart {ddiw_ Ctdasj?2dzj O}

yEedYoaqd:
dpl -- dc restart nginx

Al Y 0aasoz2l 6062 UKUG DA

1 Dnjl O DA Dnjl Az ljaAsl dAl T a2’
T 1 ODOMN AZK DAITNjIDDX % 6 UT ¢

Y oeqdEs3eryn bRgoe, dIyRYsqde d osqgeb¥azqdeoy 69200
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eaRIE 3

yA) bt L 0OA | 6t EBL A

OapodpFacbaprayYobYdodEbBYy dYdsqpng bgqogeod¥pno 3g
sqachar bEdoadoyeal JIJdygddalmdFEa Y FQoYbYdodEosodFE I
bEdodoyeY f EJIYddvod Joged Fo YWe Foe YdgIFEqody JecdbBodqoad
b¥YRQq

T RTSododos dio;

1 ETS db b4

1T CTS doe 8.

Oay EIosodYHIExvPDPdoayY EQonyYbYdsdEosodFE

1. E EQdqdboy dosdoeq ¢€dEafrqdFE o2eFERYosqgq E(Qdqd eveobd:

fY Dnjl ONARI vez 20ap 2AI-BANRKI 610&OI2 1pa AO0a NjDz g p njDz
https://rts_host/admin p Njk -8 ¢ https://ets_host/admin p Njk - ¢z
https://cts_host/admin .

Lg! Aal.DZ 6ggeE ljaAOaNji gpnDADOST goai g Al padsUT A

Loedoqgqeady oebo EISdaME3IYY

& NoruH
& Mapons

Bxopn

Lt Ydo b e

2. E3qQdy¥Ysq Yoy o93qoboy fEeYdY Y eFdoacec 3 doosltqo:
YyERDYosq eboegea c¢cEeo(e.
Loaedoqady jaF3boq oebo evofMdoa¥Y E(doyYbYdoasdEso(qd

Oay JgeodF Yr HOPFDF¥Oloy v bERDIDq e?dckedebqy aq-
Joy 3Eds¥ oebE.

yA) bt L 6 OA RTS

VEdoasdoyeRBeBRT¥FSEqes 3 dqéy daqgqQexy) Yqg e©do23qQdsadg

T eoeavy3qhHdgqdoYoEBEdBHadaY yos2 bg ¢€gao JIgeoabqgbo
adoEbo3deWDRT S5, ( .

1T bEdodog&¥HEegdy j oaododoy dbIyr.¥zsdrgel! OFeaFEQeE ©
2edqdqaqbEk.

co(eavya3qb¥ed qdMToBdOE  dib;d .

bEdodoye P Jpquagoly b Yiyo .  diB;q .

coQeavy3gqgby¥Yq EFEdQo¥YbYdosdFEsododdmEbd®ado RTS Y+ AD
bEdodoyeF eo(dearxs3qbdrmy. EisSd.Y CTS

=A =4 =4 =4

40


https://rts_host/admin
https://ets_host/admin
https://cts_host/admin

n,L 006”8t dy Ob6-] Bt SHOAOOA bA
Oay bEdsdoyedrgdalySeYe Eo F:

1. Eeobdoa¥Y EdQoyYybvgeqiE¥oaqFecabes npqby ¢)Jgddqde
Loedogasdy oebo d YbaodponEs3Yqy o YQEODWMEo RTS dqd.

L
[
H

e ——

Akl & buschogre-ard o

f— S —
—

(] ove e

e Euaiogrz e —

e ]

Wk e Sz agrra o

Wiaka high mashrson, bnckgrauned || ViethOpWaian of al

[ | o v i

— Morwy -

Wiaka clar gt masistan b groand e

—— C
A PCAT A AT

Lt Ydobloe

Oay ed¥ongbqgbYoeydoToloSeoaE 3 o9dKEdsoldge doqQYbgb¥yYye:

1. Ebqdy¥sqgq (dEbbgg o2 dgqdos¥YaYeFEsq Y eavyszq 3 doosd
«TLS-dgdoaYaYekEs o9dFEdsode.
YVERDYosq ©hogea ¢)JoedEbYoace.
f Y Dnjl ONADAVOIj g1 6 Ok 17 -Omji AIDADA g®Z2 DOl aNjiDA2gAA&S
AazljDz - ¢z:

yA) bt | oPAOS6L0 eL 6L LELO J EABO
YyEdodo¥ye®gY j oao0dodo¥ygaldagbyqody cod¥gqgdaqddftkEIVoe
Y o6 YdEDE 20.F dosd.

n,L 006”8t oy 08 -PMETESLL A
coearaqbyYy q3IMTQR]| £ :

Oay
1. E pnpgby 3géqdy¥Yoegnabé b ¥do DlEk
2. E odaBdoY c¢cyHFohadbgeN¥EFEeoab¥osq e2ay:

Ndeyem M
obdesb it
12. 10.2022
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T 3 6200 ¢l o9e oaeFERYosq o¢édFoabgy EQdqd;
1 3 e20q ¢Jqddqde odfRYaq; SMTP
J 62a0aq9q ¢nodoe aeERYosq bongd e2do9F dQqay dgosdE®b
25, 587 ¥Ya¥Y 465. yopnpqd e602d9F +f+EIVAQX bxyd YyY o |
1 E soaye ¢Opy so0acfroIFosqaye Y ¢nEdoaceée oaeERY
3YY DE -8MIPqdq
3. Eg¢gqdy¥oaq 9 Ye frF)y Yy qgbboj o dogqQqyYbqgbyYy 3 Jgs B
Start/ TLS ¥Ya¥ None.
4. YVERpYosq evbhogcea ¢)oedEbYoce.
HacTpoiiki e-mail TecTupoeaHue oTnpaskK e-mail
o
Lt Ydoablie
Oay edodqde¥Y bEdsdoqe dodesovsalywqde ogaFdscy ¢
bYg o9ed¥mbheY eée EecY¥YeYosq 3 eadsoq e20q Fddgd eo2asa3
¢cloedBEIYoace

yA) bt | 0 OA -RPESH] Yoby O0
Oay soQeaxyszqbyYy Y
«Push Service».

Obsqdaqyd

cdgdbFEr bEzqhb

bpshi sal by @¥o a o beYagyd qy QYo q 3 dEF (

Ja y-2 & g Je o & gt WdFeyb(ld)u s h
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Push Platforms

© Cozpate ana HMS Android © Coapate ana Android © Coapats anA I0S © Coapats ana Web

Mnatdropma ~ ~ Package ID ~ v~ Nata o6GHOBNEHUA ~ ~ [aTta UCTEYEHUA ~ v
web_firefox ru tech ets 2020-10-28 08:4542 2020-10-28 12:00:00Z &
o
web_chrome rutech.ets h.ets 2020-10-28 08:44:57 2020-10-28 12:00:00Z rd
o
web ru.tech.ets h.ets 2020-10-28 08:42:05 2020-10-12 12:00:00Z &
i}
android_silent rutechets  hetsdebug 2020-10-27 14:02:54 2028-10-27 12:00:00Z &
o
1t Yde bl2e

bEEda¥Y3E doqqdRYs daqeavy) ey YbaodobE3Yry:

D¢ a Y2F

JyEfr 3EBYq dosoa Obaodn ks Yy

nakZsaodok nakFoaodpnkE, bHE vosodoy wIqeovagbyypush
Package ID VEr 3EbYq dgode¥Y edYaoRqbYy Express

OFs#¢gbodaqbyy OFsE sodaqQbqjo Yrogbqbd»y qgidpdadidywegyY pu
OFsE YdsqaqbyY OFsE Ydsqaqb¥Yy codedgaqb¥qbifysh

Oay
)

dqQFesYdodEbYy colRRovad Ye oreelbqdyYosq Yroqbq
3 e

sedgdeqndy oebq.

Hay oaqFagqb¥Yy 6o qemERobsry e Togces

Yqe EbY+ D o qeay3xndbF@o paughyYy dEfaYasqb dJay ecaEosadc
Y J®g YaoRqbyYy. Oay AmdYoiRqEYdgedguGohnagb¥Yy ecodear
¥yoady 3qdqf FCM, (Qay i OS 6 3qdgqf APNS.
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ay dor QEbYy eo0(Qeavy3z>qb¥Yy BbE Android/ HMS Android

Loegadsq vobdoaoae Firebase.

E e6doqesq (pbpgbry c¢Project Overviewe), { Qg dec
Android, 3géqd¥osq cobeos: gPwdadBlect settingse (

n Firebase androidtest ¥

Project settings

Users and permissions
Build
Usage and billing

=a Authentication

~ Firestore

P

L Y che 93

E eobdoa¥Y E(QoyYbYdosdFosodE Express 3 dEf qqaq ¢ Pl
¢)Jo+frQFose qay Androidé 3 3qgqgdebgnp edFE3Ion ojasa.

Losedoqoady oebo do+ QEb Yy coeavr3aqbyy dauy
(t+ Ydo bld)

oush platform ans android B Hasaz K Ciu

FCM API Key

t Ydo blde

O0Feoab¥sq e2ay ao02dpng:

b ¢ a YAFE

nEdEnpgsd LeYdEbYq 6bFEsqb¥q

naZseaosdnk naFoaodnk, bFE ®©o90doy 303Qr android_silent

dopnagb¥yy

Package ID VEf 3EDYq déodeY sdYaoRgb¥Yy

OFsE Ydosq: OFEsE Ydsqaqb¥Yy scodoedgdqb¥q

FCM URL AQd ofch d 3 gFiteBase Cloud Messaging https://fcm.goog-
leapis.com/fcm/send

FCM API Key Oa¥3z> API, 3gQqEJIEqpgy 3 weol|;ptydobhlse

950dF Firebase
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A—— 2

zeo

Project settings

Web Push certibeates

Coaparte push platform ana android = Ha

=3
I Ydobldbe

5. YERnYosq ebogsea ¢)oedEbYoce.

Oay dorqQEBYyYy soQeaxrszqby¥Yy bE i OS:

1. VERpDYsq ©bogea ¢)ofrJdEse Qqay i OSe 3 3qdebgon ed|
Loedogady oebo dofr qEBYYy eco(eavy3qbh¥do @)y caFoa:
Cosparb push platform gns ios = Hasag k cnucky
Mnardopma
[lata ucTeueHUs (aBTOMATUHECKH JaNOMNHSAETCH U3 CepTUdMKaTa)

t} Ydoblbe
2. 0Feoab¥sq e2ay ao0dpnQ:

bE ¢ a Y2 F

nEdEonqs ]| s YdEDbYQq

)
eo290do 1

naFsaodnakosaodnk, bHE
push-a 3 gdopnaqb¥Yy
1
Package ID yEfr JEDYq dgodeyY |
Express
OFosfF Y OFEsE <Ydesqaqb¥Yy scods:
>qb¥Yy 93qopnaqb¥yy
Mode t qRYndEgosg -plig@Qopaq ¢
EofrpoRbgq fbE3qbYy p ¢
Oa~xs ndY3Esbgy eavrs
Cert ] gdosYaYeks

ios_apns ( Qaalert push d dqq
Y e Eoapns);

ios_voex ( Qapush-a 3 qgQonac
rlobeod d dqdeppye

dev
prod

(day
(qQay

dgode¥Y be
dga¥yYr B/ e
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nEdEonqges ]| s YAEDbYQq 8bE3qb¥Yq
Topic yEfr JEDYq dgodeyY | Package ID ( J a tips_apns);

Express cadoeoq fbE3qb¥Yq (day
3. YERpDYosq ebogsea ¢)JoedEbYoce.
Oay dor QEbYyYy soQeaxsglYgoRqby¥:
1. | sedoysq vobdoaec Firebase.
2. E eobdoa¥ Firebase dof Q#&WsYp ocdRkdqqobdiages @mdey I q ¢

’J Firebase killmeplease

ki"meplease Spark plan

Get started by adding
Firebase to your app

000 «

Add an app to gr . started

Release & Monitor

Analytics

a4l Das

® Real

t Ydo bl e

3. E o9edgldeqndy oebq bERDYsq evboeeaVdoGadker at e

Lt Ydo bl8e

Ndeyem M
obdesb it
12.10.2022
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