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É ȰɔɒɕɆɓɎɥ çȦɓɑɎɒɎɘɋɊ ɕɖɔɊɆɐɞɋɓè, 2023. Ȩɗɋ ɕɖɆɈɆ ɍɆɟɎɟɋɓɡ. 

Ȩɗɋ ɆɈɘɔɖɗɐɎɋ ɕɖɆɈɆ ɓɆ ɣɐɗɕɑəɆɘɆɜɎɔɓɓəɤ ɊɔɐəɒɋɓɘɆɜɎɤ ɍɆɟɎɟɋɓɡ. 

Ƀɘɔɘ Ɋɔɐəɒɋɓɘ ɈɛɔɊɎɘ Ɉ ɐɔɒɕɑɋɐɘ ɕɔɗɘɆɈɐɎ ɎɍɊɋɑɎɥ. ȳɆ ɓɋɉɔ ɖɆɗɕɖɔɗɘɖɆɓɥɤɘɗɥ 

Ɉɗɋ əɗɑɔɈɎɥ ɑɎɜɋɓɍɎɔɓɓɔɉɔ ɗɔɉɑɆɞɋɓɎɥ. ȧɋɍ ɗɕɋɜɎɆɑɢɓɔɉɔ ɕɎɗɢɒɋɓɓɔɉɔ ɖɆɍɖɋ-

ɞɋɓɎɥ ɐɔɒɕɆɓɎɎ «ȦɓɑɎɒɎɘɋɊ ɕɖɔɊɆɐɞɋɓè ɣɘɔɘ Ɋɔɐəɒɋɓɘ ɎɑɎ ɋɉɔ ɝɆɗɘɢ Ɉ ɕɋɝɆɘ-

ɓɔɒ ɎɑɎ ɣɑɋɐɘɖɔɓɓɔɒ ɈɎɊɋ ɓɋ ɒɔɉəɘ ɇɡɘɢ ɕɔɊɈɋɖɉɓəɘɡ ɐɔɕɎɖɔɈɆɓɎɤ ɎɑɎ ɕɋɖɋ-

ɊɆɝɋ ɘɖɋɘɢɎɒ ɑɎɜɆɒ ɗ ɐɔɒɒɋɖɝɋɗɐɔɏ ɜɋɑɢɤ. 

ȮɓɚɔɖɒɆɜɎɥ, ɗɔɊɋɖɌɆɟɆɥɗɥ Ɉ ɣɘɔɒ Ɋɔɐəɒɋɓɘɋ, ɒɔɌɋɘ ɇɡɘɢ ɎɍɒɋɓɋɓɆ ɖɆɍɖɆɇɔɘ-

ɝɎɐɔɒ ɇɋɍ ɗɕɋɜɎɆɑɢɓɔɉɔ əɈɋɊɔɒɑɋɓɎɥ, ɝɘɔ ɓɋ ɥɈɑɥɋɘɗɥ ɓɆɖəɞɋɓɎɋɒ ɔɇɥɍɆɘɋɑɢɗɘɈ 

ɕɔ ɔɘɓɔɞɋɓɎɤ ɐ ɕɔɑɢɍɔɈɆɘɋɑɤ ɗɔ ɗɘɔɖɔɓɡ ɐɔɒɕɆɓɎɎ çȦɓɑɎɒɎɘɋɊ ɕɖɔɊɆɐɞɋɓè. 

ȵɔɝɘɔɈɡɏ ɆɊɖɋɗ: 127055, ɉ. ȲɔɗɐɈɆ, əɑ. ȳɔ-

ɈɔɗɑɔɇɔɊɗɐɆɥ, Ɋ.24, ɗɘɖ.1 

ȸɋɑɋɚɔɓ: +7 (495) 968 -96 -58  

E-mail:  support@express.ms 

Web:  https://express.ms/  
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ȨȨȫȪȫȳȮȫ 

ȶəɐɔɈɔɊɗɘɈɔ ɕɖɋɊɓɆɍɓɆɝɋɓɔ Ɋɑɥ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɎɍɊɋɑɎɥ çȷɎɗɘɋɒɆ ɐɔɒɒəɓɎɐɆ-

ɜɎɏ çExpressè 05262609.62.01.29.000.001  (ɊɆɑɋɋ ï ȷȰ çExpress », Express, ɗɎ-

ɗɘɋɒɆ). Ȩ ɓɋɒ ɗɔɊɋɖɌɆɘɗɥ ɗɈɋɊɋɓɎɥ, ɓɋɔɇɛɔɊɎɒɡɋ Ɋɑɥ əɗɘɆɓɔɈɐɎ Ɏ ɓɆɗɘɖɔɏɐɎ ɗɎ-

ɗɘɋɒɡ.  

ȷɑəɌɇɆ ɘɋɛɓɎɝɋɗɐɔɏ ɕɔɊɊɋɖɌɐɎ. ȷɈɥɍɆɘɢɗɥ ɗɔ ɗɑəɌɇɔɏ ɘɋɛɓɎɝɋɗɐɔɏ ɕɔɊ-

ɊɋɖɌɐɎ ɒɔɌɓɔ ɕɔ ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɋ support@express.ms . ȷɘɖɆɓɎɜɆ ɗɑəɌɇɡ ɘɋɛ-

ɓɎɝɋɗɐɔɏ ɕɔɊɊɋɖɌɐɎ ɓɆ ɗɆɏɘɋ ɐɔɒɕɆɓɎɎ çȦɓɑɎɒɎɘɋɊ ɕɖɔɊɆɐɞɋɓè 

https://express.ms/ru/support . 

ȷɆɏɘ Ɉ Ɏɓɘɋɖɓɋɘɋ. ȮɓɚɔɖɒɆɜɎɤ ɔ ɕɖɔɊəɐɘɋ ɐɔɒɕɆɓɎɎ çȦɓɑɎɒɎɘɋɊ ɕɖɔɊɆɐɞɋɓè 

ɕɖɋɊɗɘɆɈɑɋɓɆ ɓɆ ɗɆɏɘɋ https://express.ms/ . 

 

mailto:support@express.ms
https://express.ms/ru/support
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ȸȫȶȲȮȳɁ Ȯ ȴȵȶȫȪȫȱȫȳȮɅ 

ȸɋɖɒɎɓ ȴɕɖɋɊɋɑɋɓɎɋ 

AD Active Directory ð ɗɑəɌɇɆ ɐɆɘɆɑɔɉɔɈ ɐɔɖɕɔɖɆɜɎɎ Microsoft Ɋɑɥ ɔɕɋɖɆɜɎɔɓɓɡɛ ɗɎɗɘɋɒ 
ɗɋɒɋɏɗɘɈɆ Windows Server 

API Application programming interface ð Ɏɓɘɋɖɚɋɏɗ Ɋɑɥ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ɕɖɔɉɖɆɒɒ Ɏ ɕɖɎ-
ɑɔɌɋɓɎɏ 

APNS Apple Push Notification Service  ð ɗɋɖɈɎɗ push -əɈɋɊɔɒɑɋɓɎɏ Apple  

botX  ȵɑɆɘɚɔɖɒɆ Ɋɑɥ ɖɆɍɖɆɇɔɘɐɎ ɝɆɘ-ɇɔɘɔɈ 

CTS Corporate Transport Server ð ɐɔɖɕɔɖɆɘɎɈɓɡɏ ɗɋɖɈɋɖ 

ETS Enterprise Transport Server ð ɗɋɖɈɋɖ ɕɖɋɊɕɖɎɥɘɎɥ 

FCM Firebase Cloud Messaging ð ɗɑəɌɇɆ, ɐɔɘɔɖɆɥ əɕɖɔɟɆɋɘ ɔɇɒɋɓ ɗɔɔɇɟɋɓɎɥɒɎ ɒɋɌɊə 
ɒɔɇɎɑɢɓɡɒɎ ɕɖɎɑɔɌɋɓɎɥɒɎ Ɏ ɗɋɖɈɋɖɓɡɛ ɕɖɎɑɔɌɋɓɎɏ 

JSON ȸɋɐɗɘɔɈɡɏ ɚɔɖɒɆɘ ɔɇɒɋɓɆ ɊɆɓɓɡɒɎ, ɔɗɓɔɈɆɓɓɡɏ ɓɆ JavaScript 

NTLM ȵɖɔɘɔɐɔɑ ɗɋɘɋɈɔɏ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ, ɖɆɍɖɆɇɔɘɆɓɓɡɏ ɚɎɖɒɔɏ Microsoft Ɋɑɥ Windows 
NT 

RTS Regional Transport Server ð ɖɋɉɎɔɓɆɑɢɓɡɏ ɗɋɖɈɋɖ 

SIEM Security information and event management ð əɕɖɆɈɑɋɓɎɋ ɎɓɚɔɖɒɆɜɎɋɏ ɔ ɇɋɍɔɕɆɗ-

ɓɔɗɘɎ Ɏ ɗɔɇɡɘɎɥɒɎ ɇɋɍɔɕɆɗɓɔɗɘɎ 

Single CTS  ȫɊɎɓɡɏ ɐɔɖɕɔɖɆɘɎɈɓɡɏ ɗɋɖɈɋɖ 

SMTP ȷɋɘɋɈɔɏ ɕɖɔɘɔɐɔɑ, ɕɖɋɊɓɆɍɓɆɝɋɓɓɡɏ Ɋɑɥ ɕɋɖɋɊɆɝɎ ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɡ Ɉ ɗɋɘɥɛ 
TCP/IP  

SSL ȰɖɎɕɘɔɉɖɆɚɎɝɋɗɐɎɏ ɕɖɔɘɔɐɔɑ Ɋɑɥ ɇɋɍɔɕɆɗɓɔɏ ɗɈɥɍɎ 

STUN ȷɋɘɋɈɔɏ ɕɖɔɘɔɐɔɑ Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ Ɉɓɋɞɓɋɉɔ IP-ɆɊɖɋɗɆ, Ɏɗɕɔɑɢɍəɋɒɡɏ Ɋɑɥ əɗɘɆ-
ɓɔɈɑɋɓɎɥ ɗɔɋɊɎɓɋɓɎɥ UDP ɒɋɌɊə ɊɈəɒɥ ɛɔɗɘɆɒɎ Ɉ ɗɑəɝɆɋ, ɋɗɑɎ ɔɓɎ ɔɇɆ ɓɆɛɔɊɥɘɗɥ 
ɍɆ ɒɆɖɞɖəɘɎɍɆɘɔɖɔɒ NAT 

TLS ȵɖɔɘɔɐɔɑ ɍɆɟɎɘɡ ɘɖɆɓɗɕɔɖɘɓɔɉɔ əɖɔɈɓɥ 

TURN ȵɖɔɘɔɐɔɑ Ɋɑɥ ɕɔɑəɝɋɓɎɥ ɈɛɔɊɥɟɎɛ ɊɆɓɓɡɛ ɝɋɖɋɍ TCP ɎɑɎ UDP ɗɔɋɊɎɓɋɓɎɥ 

VAPID -ɐɑɤɝɎ Voluntary Application Server Identification ð ɕɆɖɆ ɐɑɤɝɋɏ: ɔɘɐɖɡɘɡɏ Ɏ ɍɆɐɖɡɘɡɏ. ȭɆ-

ɐɖɡɘɡɏ ɐɑɤɝ ɗɋɖɈɋɖ ɛɖɆɓɎɘ Ɉ ɘɆɏɓɋ, Ɇ ɔɘɐɖɡɘɡɏ ɕɋɖɋɊɆɦɘ ɐɑɎɋɓɘə. ȰɑɤɝɎ ɕɔɍɈɔ-
ɑɥɤɘ ɗɋɖɈɎɗə push-əɈɋɊɔɒɑɋɓɎɏ ɍɓɆɘɢ ɔ ɘɔɒ, ɐɆɐɔɏ ɗɋɖɈɋɖ ɕɖɎɑɔɌɋɓɎɥ ɕɔɊɕɎɗɆɑ 
ɕɔɑɢɍɔɈɆɘɋɑɥ, Ɏ ɇɡɘɢ əɈɋɖɋɓɓɡɒ Ɉ ɘɔɒ, ɝɘɔ ɣɘɔ ð ɘɔɘ Ɍɋ ɗɆɒɡɏ ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ 
ɔɘɕɖɆɈɑɥɋɘ əɈɋɊɔɒɑɋɓɎɥ ɐɔɓɐɖɋɘɓɔɒə ɕɔɑɢɍɔɈɆɘɋɑɤ 

ȨɎɊɌɋɘ ȰɔɓɗɘɖəɐɘɎɈɓɡɏ ɣɑɋɒɋɓɘ ɕɆɓɋɑɎ, ɔɘɈɋɝɆɤɟɎɏ ɍɆ ɈɎɍəɆɑɢɓɡɏ ɈɡɈɔɊ ɝɆɗɘɎ Ɏɓɚɔɖ-

ɒɆɜɎɎ, ɗɔɇɖɆɓɓɔɏ ɗɎɗɘɋɒɔɏ 

ȨȰȷ ȨɎɊɋɔ-  Ɏ ɐɔɓɚɋɖɋɓɜ-ɗɈɥɍɢ 

ȰȷȵȪ ȰɔɖɕɔɖɆɘɎɈɓɆɥ ɗɋɘɢ ɕɋɖɋɊɆɝɎ ɊɆɓɓɡɛ 

Ȱɣɞ ȵɖɔɒɋɌəɘɔɝɓɡɏ ɇəɚɋɖ ɗ ɇɡɗɘɖɡɒ Ɋɔɗɘəɕɔɒ, ɗɔɊɋɖɌɆɟɎɏ ɎɓɚɔɖɒɆɜɎɤ, ɐɔɘɔɖɆɥ ɒɔ-
Ɍɋɘ ɇɡɘɢ ɍɆɕɖɔɞɋɓɆ ɗ ɓɆɎɇɔɑɢɞɋɏ Ɉɋɖɔɥɘɓɔɗɘɢɤ 

ȵȪȷ ȵɑɆɘɚɔɖɒɆ ɊɔɈɋɖɋɓɓɡɛ ɗɋɖɈɎɗɔɈ 

ȵȰ ȵɋɖɗɔɓɆɑɢɓɡɏ ɐɔɒɕɢɤɘɋɖ 

ȶɆɍɊɋɑɋɓɓɡɏ CTS ȶɆɍɊɋɑɋɓɓɡɏ ɐɔɖɕɔɖɆɘɎɈɓɡɏ ɗɋɖɈɋɖ:  Front CTS Ɏ Back CTS 

ȶɔəɘɎɓɉ Ȱɔɓɘəɖ, Ɉ ɐɔɘɔɖɔɒ ɗəɟɋɗɘɈəɋɘ ɝɆɘ (ɐɔɖɕɔɖɆɘɎɈɓɡɏ, ɕəɇɑɎɝɓɡɏ,  

ɗɒɋɞɆɓɓɡɏ) 

ȸɖɆɗɘ ȷɋɖɈɎɗ Ɋɑɥ ɕɋɖɋɊɆɝɎ ɊɆɓɓɡɛ ɒɋɌɊə CTS Ɏ RTS Ɏ ɊɖəɉɎɒɎ ɗɋɖɈɎɗɆɒɎ, ɈɛɔɊɥɟɎɒɎ Ɉ 

Ɏɛ ɐɔɓɘəɖ 
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ȩɑɆɈɆ 1 
ȴȧȿȮȫ ȷȨȫȪȫȳȮɅ 

ȳȦȭȳȦȽȫȳȮȫ ȰȴȲȵȱȫȰȷȦ 

ȷȰ «Express » ɕɖɋɊɓɆɍɓɆɝɋɓɔ Ɋɑɥ ɕɖɋɊɔɗɘɆɈɑɋɓɎɥ ɐɆɝɋɗɘɈɋɓɓɔɏ Ɏ ɓɋɕɖɋɖɡɈɓɔɏ 

ɗɈɥɍɎ ɒɋɌɊə ɗɔɘɖəɊɓɎɐɆɒɎ ɐɔɒɕɆɓɎɎ Ɏ ɗɓɎɌɋɓɎɥ ɖɎɗɐɔɈ əɘɋɝɋɐ ɎɓɚɔɖɒɆɜɎɎ ɍɆ 

ɗɝɋɘ ɕɋɖɋɒɋɟɋɓɎɥ ɐɆɓɆɑɔɈ ɔɇɒɋɓɆ Ɏɍ ɗɋɘɎ Ȯɓɘɋɖɓɋɘ Ɉ ɕɋɖɎɒɋɘɖ ɑɔɐɆɑɢɓɡɛ  

ɈɡɝɎɗɑɎɘɋɑɢɓɡɛ ɗɋɘɋɏ ȰɔɒɕɆɓɎɎ.  

ȴȷȳȴȨȳɁȫ ȺȹȳȰȼȮȮ 

Express ɖɋɆɑɎɍəɋɘ ɗɑɋɊəɤɟɎɋ ɔɗɓɔɈɓɡɋ ɚəɓɐɜɎɎ: 

¶ ɇɡɗɘɖɡɏ ɔɇɒɋɓ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɘɋɐɗɘɔɈɡɒɎ ɗɔɔɇɟɋɓɎɥɒɎ Ɏ ɚɆɏɑɆɒɎ ɗ ɕɔɒɔ-

ɟɢɤ ɒɔɇɎɑɢɓɡɛ əɗɘɖɔɏɗɘɈ Ɏ Ɉɋɇ-ɐɑɎɋɓɘɆ ɓɆ ȵȰ Ɉ ɖɆɒɐɆɛ ɕɋɖɗɔɓɆɑɢɓɡɛ  

Ɏ ɉɖəɕɕɔɈɡɛ ɝɆɘɔɈ; 

¶ ɔɗəɟɋɗɘɈɑɋɓɎɋ ɕɋɖɗɔɓɆɑɢɓɡɛ Ɏ ɉɖəɕɕɔɈɡɛ ɆəɊɎɔ-  Ɏ ɈɎɊɋɔɍɈɔɓɐɔɈ; 

¶ ɔɇɋɗɕɋɝɋɓɎɋ ɇɋɍɔɕɆɗɓɔɉɔ ɛɖɆɓɋɓɎɥ Ɏ ɕɋɖɋɊɆɝɎ ɐɔɓɚɎɊɋɓɜɎɆɑɢɓɡɛ ɊɆɓɓɡɛ; 

¶ ɗɔɍɊɆɓɎɋ ɐɔɕɎɎ ɊɆɓɓɡɛ Ɋɑɥ ɈɔɗɗɘɆɓɔɈɑɋɓɎɥ ɖɆɇɔɘɔɗɕɔɗɔɇɓɔɗɘɎ ɕɔɊɗɎɗɘɋɒɡ 

Ɉ ɗɑəɝɆɋ ɋɋ ɕɔɈɖɋɌɊɋɓɎɥ ɎɑɎ ɖɆɍɖəɞɋɓɎɥ; 

¶ ɔɕɘɎɒɎɍɆɜɎɥ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɖɋɗəɖɗɔɈ.  

ȴȷȳȴȨȳɁȫ ȰȴȲȵȴȳȫȳȸɁ 

ȷȰ çExpr ess» ɕɖɋɊəɗɒɆɘɖɎɈɆɋɘ ɘɖɎ ɐɔɓɘəɖɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ  

(ɐɔɘɔɖɡɋ ɒɔɉəɘ ɕɔɗɘɆɈɑɥɘɢɗɥ Ɉ ɘɖɋɛ ɎɗɕɔɑɓɋɓɎɥɛ) :  

¶ ɕəɇɑɎɝɓɡɏ (ɈɓɋɞɓɎɏ);  

¶ ɐɔɓɘəɖ ɕɖɋɊɕɖɎɥɘɎɥ (ɈɓəɘɖɋɓɓɎɏ ɐɔɓɘəɖ ɐɔɒɕɆɓɎɎ, ɔɇɠɋɊɎɓɥɤɟɎɏ  

ɓɋɗɐɔɑɢɐɔ ɈɓəɘɖɋɓɓɎɛ ɗɋɖɈɋɖɔɈ);  

¶ ɐɔɖɕɔɖɆɘɎɈɓɡɏ (ɈɓəɘɖɋɓɓɎɏ).  

ȵəɇɑɎɝɓɡɏ (ɈɓɋɞɓɎɏ) ɐɔɓɘəɖ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ: 

¶ ɕɋɖɈɎɝɓɔɏ ɖɋɉɎɗɘɖɆɜɎɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ; 

¶ ɔɘɕɖɆɈɐɎ push-əɈɋɊɔɒɑɋɓɎɏ; 

¶ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ Ɏ ɚɆɏɑɆɒɎ ɗ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ, ɓɋ ɕɔɊɐɑɤɝɋɓɓɡɒɎ ɐ ɐɆ-

ɐɔɒə-ɑɎɇɔ Ɉɓəɘɖɋɓɓɋɒə ɐɔɓɘəɖə; 

¶ ɗɔɈɋɖɞɋɓɎɥ ɍɈɔɓɐɔɈ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ, ɓɋ ɕɔɊɐɑɤɝɋɓɓɡɒ ɐ ɐɆɐɔɒə-ɑɎɇɔ Ɉɓəɘ-

ɖɋɓɓɋɒə ɐɔɓɘəɖə; 

¶ ɒɆɖɞɖəɘɎɍɆɜɎɎ ɗɔɔɇɟɋɓɎɏ Ɏ ɚɆɏɑɔɈ ɒɋɌɊə ɈɓəɘɖɋɓɓɎɒɎ ɐɔɓɘəɖɆɒɎ, ɓɋ Ɏɒɋ-

ɤɟɎɒɎ ɕɖɥɒɡɛ ɊɔɈɋɖɋɓɓɡɛ ɕɔɊɐɑɤɝɋɓɎɏ. 

Ȱɔɓɘəɖ ɕɖɋɊɕɖɎɥɘɎɥ (ɈɓəɘɖɋɓɓɎɏ ɐɔɓɘəɖ ɐɔɒɕɆɓɎɎ) Ɏɗɕɔɑɢɍəɋɘɗɥ Ɋɑɥ: 

¶ ɖɋɉɎɗɘɖɆɜɎɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ; 

¶ ɔɘɕɖɆɈɐɎ push-əɈɋɊɔɒɑɋɓɎɏ; 

¶ ɒɆɖɞɖəɘɎɍɆɜɎɎ ɗɔɔɇɟɋɓɎɏ Ɏ ɚɆɏɑɔɈ ɒɋɌɊə ɐɔɖɕɔɖɆɘɎɈɓɡɒɎ ɐɔɓɘəɖɆɒɎ, ɓɋ 

ɎɒɋɤɟɎɒɎ ɕɖɥɒɡɛ ɊɔɈɋɖɋɓɓɡɛ ɕɔɊɐɑɤɝɋɓɎɏ. 
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ȰɔɖɕɔɖɆɘɎɈɓɡɏ (ɈɓəɘɖɋɓɓɎɏ) ɐɔɓɘəɖ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɏɗɕɔɑɢɍə-

ɋɘɗɥ Ɋɑɥ: 

¶ ɖɋɉɎɗɘɖɆɜɎɎ ɐɔɖɕɔɖɆɘɎɈɓɡɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ; 

¶ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ, ɚɆɏɑɆɒɎ Ɏ ɗɔɈɋɖɞɋɓɎɥ ɍɈɔɓɐɔɈ ɗ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ ɐɔɒ-

ɕɆɓɎɎ; 

¶ ɕɖɋɊɔɗɘɆɈɑɋɓɎɥ ɐɔɖɕɔɖɆɘɎɈɓɔɏ ɆɊɖɋɗɓɔɏ ɐɓɎɉɎ; 

¶ ɒɆɖɞɖəɘɎɍɆɜɎɎ ɗɔɔɇɟɋɓɎɏ Ɏ ɚɆɏɑɔɈ ɒɋɌɊə ɐɔɖɕɔɖɆɘɎɈɓɡɒ ɐɔɓɘəɖɔɒ ɐɔɒ-

ɕɆɓɎɎ Ɏ ɐɔɖɕɔɖɆɘɎɈɓɡɒɎ ɐɔɓɘəɖɆɒɎ ɕɆɖɘɓɋɖɔɈ, ɗ ɐɔɘɔɖɡɒɎ əɗɘɆɓɔɈɑɋɓɡ Ɋɔ-

Ɉɋɖɋɓɓɡɋ ɕɔɊɐɑɤɝɋɓɎɥ. 

ȷȰ çExpress » ɈɐɑɤɝɆɋɘ ɗɑɋɊəɤɟɎɋ ɔɘɊɋɑɢɓɔ əɗɘɆɓɆɈɑɎɈɆɋɒɡɋ ɐɔɒɕɔɓɋɓɘɡ:  

¶ ɖɋɉɎɔɓɆɑɢɓɡɏ ɗɋɖɈɋɖ Express (ɊɆɑɋɋ ð RTS);  

¶ ɗɋɖɈɋɖ ɕɖɋɊɕɖɎɥɘɎɥ (ɊɆɑɋɋ ό ETS);  

¶ ɐɔɖɕɔɖɆɘɎɈɓɡɏ ɗɋɖɈɋɖ Express (ɊɆɑɋɋ ð CTS) ;  

¶ ɒɔɇɎɑɢɓɔɋ ɕɖɎɑɔɌɋɓɎɋ;  

¶ Ɋɋɗɐɘɔɕ-ɕɖɎɑɔɌɋɓɎɋ; 

¶ Ɉɋɇ-ɕɖɎɑɔɌɋɓɎɋ.  

RTS, ETS  Ɏ CTS ɥɈɑɥɤɘɗɥ ɔɗɓɔɈɓɡɒɎ ɣɑɋɒɋɓɘɆɒɎ Ɉ ɗɘɖəɐɘəɖɋ ɐɔɒɕɑɋɐɗɆ.  

RTS ɔɇɠɋɊɎɓɥɤɘ Ɏ ɔɇɗɑəɌɎɈɆɤɘ ɐɔɒɕɢɤɘɋɖɓɡɋ ɗɋɘɎ ɈɓəɘɖɎ ɔɊɓɔɉɔ ɖɋɉɎɔɓɆ Ɏ ɔɘ-

ɈɋɝɆɤɘ ɍɆ ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɋ ɕəɇɑɎɝɓɔɉɔ ɐɔɓɘəɖɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ.  

ETS ɔɇɠɋɊɎɓɥɤɘ Ɏ ɔɇɗɑəɌɎɈɆɤɘ ɐɔɒɕɢɤɘɋɖɓɡɋ ɗɋɘɎ Ɏ ɐɔɖɕɔɖɆɘɎɈɓɡɋ ɗɋɖɈɋɖɡ 

ɈɓəɘɖɎ ɔɊɓɔɏ ɇɔɑɢɞɔɏ ɐɔɒɕɆɓɎɎ Ɏ ɔɘɈɋɝɆɤɘ ɍɆ ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɋ ɐɔɓɘəɖɆ ɕɖɋɊ-

ɕɖɎɥɘɎɥ. ȵɔɊ ETS ɈɡɕəɗɐɆɋɘɗɥ ɔɘɊɋɑɢɓɔɋ ɕɖɎɑɔɌɋɓɎɋ, ɐɔɘɔɖɔɋ əɕɖɆɈɑɥɋɘɗɥ ɐɔɒ-

ɕɆɓɎɋɏ, Ɏɗɕɔɑɢɍəɤɟɋɏ ETS. ȵɔɑɢɍɔɈɆɘɋɑɎ CTS, ɕɔɊɐɑɤɝɋɓɓɡɋ ɐ ETS, ɕɔɑəɝɆɤɘ 

ȷȲȷ Ɏ push-əɈɋɊɔɒɑɋɓɎɥ ɗ ɣɘɔɉɔ ETS. 

CTS ɔɇɠɋɊɎɓɥɤɘ Ɏ ɔɇɗɑəɌɎɈɆɤɘ ɐɑɎɋɓɘɗɐɎɋ əɗɘɖɔɏɗɘɈɆ Ɉ ɕɖɋɊɋɑɆɛ ɔɖɉɆɓɎɍɆɜɎɎ, 

ɕɔɊɐɑɤɝɆɤɘɗɥ ɐ ETS ɎɑɎ RTS Ɏ Ɉɡɕɔɑɓɥɤɘ ɖɔɑɢ ɕɔɗɖɋɊɓɎɐɆ ɒɋɌɊə ɐɑɎɋɓɘɗɐɎɒ 

əɗɘɖɔɏɗɘɈɔɒ Ɏ ETS/ RTS. CTS ɔɘɈɋɝɆɋɘ ɍɆ ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɋ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɐɔɓ-

ɘəɖɆ. ȵɖɎ əɗɘɆɓɔɈɑɋɓɓɔɒ ETS ɎɓɚɔɖɒɆɜɎɔɓɓɡɏ ɔɇɒɋɓ ɒɋɌɊə ɐɔɖɕɔɖɆɘɎɈɓɡɒɎ 

ɗɋɖɈɋɖɆɒɎ ɕɖɔɎɗɛɔɊɎɘ ɈɓəɘɖɎ ɕɖɋɊɕɖɎɥɘɎɥ, ɊɆɓɓɡɋ ɗ CTS ɕɋɖɋɊɆɤɘɗɥ ɓɆ ETS, 

ETS ɔɗəɟɋɗɘɈɑɥɋɘ ɎɓɚɔɖɒɆɜɎɔɓɓɡɏ ɔɇɒɋɓ ɗ ɈɓɋɞɓɎɒ ɐɔɓɘəɖɔɒ. 

ȰɑɎɋɓɘɗɐɔɋ əɗɘɖɔɏɗɘɈɔ ɒɔɌɋɘ ɕɔɊɐɑɤɝɆɘɢɗɥ ɐɆɐ ɐ CTS, ɘɆɐ Ɏ ɐ ETS ɎɑɎ RTS 

ɓɆɕɖɥɒəɤ. Ȫɑɥ ɐɆɌɊɔɉɔ ɗɋɖɈɋɖɆ ɕɔɑɢɍɔɈɆɘɋɑɢ ɖɋɉɎɗɘɖɎɖəɋɘ ɗɈɔɏ ɕɖɔɚɎɑɢ. Ȩ ɍɆ-

ɈɎɗɎɒɔɗɘɎ ɔɘ ɆɐɘɎɈɓɔɉɔ ɕɖɔɚɎɑɥ ɕɔɑɢɍɔɈɆɘɋɑɤ Ɋɔɗɘəɕɓɡ ɗɈɔɎ ɖɋɗəɖɗɡ Ɉ ɈɎɊɋ 

ɝɆɘɔɈ, ɐɔɓɘɆɐɘɔɈ Ɏ ɎɗɘɔɖɎɎ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ. ȵɔɊɐɑɤɝɋɓɎɋ ɐɑɎɋɓɘɆ ɐ CTS 

ɈɔɍɒɔɌɓɔ ɕɔɗɑɋ ɕɔɊɐɑɤɝɋɓɎɥ ɐ RTS ɎɑɎ ETS. Ȩɗɋ ɗɔɔɇɟɋɓɎɥ, ɕɋɖɋɊɆɓɓɡɋ ɒɋɌɊə 

ɐɔɖɕɔɖɆɘɎɈɓɡɒɎ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ, ɛɖɆɓɥɘɗɥ ɓɆ CTS Ɉ ɍɆɞɎɚɖɔɈɆɓɓɔɒ ɈɎɊɋ Ɏ ɓɋ 

Ɋɔɗɘəɕɓɡ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆɒ ɗɋɖɈɋɖɆ. Ȫɑɥ ɔɇɋɗɕɋɝɋɓɎɥ ɖɆɇɔɘɡ ɉɔɑɔɗɔɈɡɛ ɈɡɍɔɈɔɈ 

Ɏɗɕɔɑɢɍəɋɘɗɥ ɗɋɖɈɋɖ STUN/TURN (VoEx) , ɐɔɘɔɖɡɏ ɒɔɌɋɘ ɇɡɘɢ ɖɆɗɕɔɑɔɌɋɓ ɔɘ-

Ɋɋɑɢɓɔ, ɗɔɈɒɋɟɋɓ ɗ CTS ɎɑɎ ɖɆɗɕɔɑɔɌɋɓ ɓɆ RTS/ETS. 

ȹɕɖɆɈɑɋɓɎɋ ɐɔɒɕɑɋɐɗɔɒ ɔɗəɟɋɗɘɈɑɥɋɘɗɥ ɗ ɕɔɒɔɟɢɤ Ɉɋɇ-ɎɓɘɋɖɚɋɏɗɆ ð ɐɔɓɗɔɑɎ 

ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ, ɐɔɘɔɖɆɥ ɕɖɋɊɔɗɘɆɈɑɥɋɘ ɈɔɍɒɔɌɓɔɗɘɎ Ɋɑɥ ɓɆɗɘɖɔɏɐɎ Express Ɏ 

ɐɔɓɘɖɔɑɥ ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɥ ɕɖɎɑɔɌɋɓɎɥ.  

ȪȴȷȸȹȵȳɁȫ ȶȴȱȮ 

ȹɕɖɆɈɑɋɓɎɋ ɐɔɒɕɑɋɐɗɔɒ ɔɗəɟɋɗɘɈɑɥɤɘ ɗɔɘɖəɊɓɎɐɎ ɔɖɉɆɓɎɍɆɜɎɎ, ɔɇɑɆɊɆɤɟɎɋ 

ɕɖɆɈɆɒɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. ȦɊɒɎɓɎɗɘɖɆɘɎɈɓɡɋ ɕɖɆɈɆ ɗɎɗɘɋɒɡ ɓɆɍɓɆɝɆɤɘɗɥ  

ɎɋɖɆɖɛɎɝɋɗɐɎ. 



 

Ƞɗɢɣɚɱ ʩ 

ȯɓɠɢɜɒ ʧƚ5 

12. 10.2022  

10  

Ȫɑɥ ɇɋɍɔɕɆɗɓɔɏ Ɏ əɗɕɋɞɓɔɏ ɣɐɗɕɑəɆɘɆɜɎɎ Express ɔɕɖɋɊɋɑɥɤɘɗɥ  

ɗɑɋɊəɤɟɎɋ ɖɔɑɎ: 

ȸɆɇɑɎɜɆ 1 

ȶɔɑɢ ȵɖɆɈɆ ȸɎɕ əɝɋɘɓɔɏ ɍɆɕɎɗɎ 

ȦɊɒɎɓɎɗɘɖɆɘɔɖ ¶ ɓɆɍɓɆɝɋɓɎɋ ɖɔɑɋɏ; 

¶ ɕɖɔɗɒɔɘɖ ɌəɖɓɆɑɆ ɇɋɍɔɕɆɗɓɔɗɘɎ; 

¶ əɕɖɆɈɑɋɓɎɋ ɝɆɘɆɒɎ; 

¶ əɕɖɆɈɑɋɓɎɋ əɝɋɘɓɡɒɎ ɍɆɕɎɗɥɒɎ 
ɕɔɑɢɍɔɈɆɘɋɑɋɏ; 

¶ ɕɔɊɐɑɤɝɋɓɎɋ ɝɆɘ-ɇɔɘɔɈ; 

¶ əɕɖɆɈɑɋɓɎɋ ɓɆɗɘɖɔɏɐɆɒɎ ɗɎɗɘɋɒɡ 

ȨɓəɘɖɋɓɓɎɏ  

ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȰɔɖɕɔɖɆɘɎɈɓɡɏ  
ɕɔɑɢɍɔɈɆɘɋɑɢ 

¶ ɔɘɕɖɆɈɐɆ ɗɔɔɇɟɋɓɎɏ; 

¶ ɗɔɍɊɆɓɎɋ ɝɆɘɆ; 

¶ ɕɖɔɗɒɔɘɖ ɆɊɖɋɗɓɔɏ ɐɓɎɉɎ ɗɋɖɈɋɖɆ; 

¶ ɕɔɊɐɑɤɝɋɓɎɋ ɐ ɝɆɘ-ɇɔɘɆɒ 

ȨɓəɘɖɋɓɓɎɏ  
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȶɋɉɎɔɓɆɑɢɓɡɏ  
ɕɔɑɢɍɔɈɆɘɋɑɢ 

¶ ɔɘɕɖɆɈɐɆ ɗɔɔɇɟɋɓɎɏ; 

¶ ɗɔɍɊɆɓɎɋ ɝɆɘɆ 

ȨɓɋɞɓɎɏ  
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȦɊɒɎɓɎɗɘɖɆɘɔɖ  
ɇɋɍɔɕɆɗɓɔɗɘɎ 

¶ ɕɖɔɗɒɔɘɖ ɗɔɔɇɟɋɓɎɏ Ɉ ɐɔɓɗɔɑɎ DLP;  

¶ ɕɖɔɗɒɔɘɖ ɌəɖɓɆɑɔɈ Ɉ ɐɔɓɗɔɑɎ DLP 

ȨɓəɘɖɋɓɓɎɏ  
ɕɔɑɢɍɔɈɆɘɋɑɢ 

 

ȸɎɕ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɍɆɈɎɗɎɘ ɔɘ ɕɔɑɔɌɋɓɎɥ ɗɋɖɈɋɖɆ, ɓɆ ɐɔɘɔɖɔɒ ɆɈɘɔɖɎɍɔɈɆɓ 

ɕɔɑɢɍɔɈɆɘɋɑɢ. ȫɗɑɎ Ɉ ɍɆɟɎɘɓɔɒ ɐɔɓɘəɖɋ ɓɆɛɔɊɎɘɗɥ RTS, ɘɔ ɖɋɉɎɔɓɆɑɢɓɡɏ ɕɔɑɢ-

ɍɔɈɆɘɋɑɢ ɗɘɆɓɔɈɎɘɗɥ ɈɓəɘɖɋɓɓɎɒ. 

ȷȰ «Express » ɕɖɋɊəɗɒɆɘɖɎɈɆɋɘ ɗɔɍɊɆɓɎɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɗ ɔɉɖɆɓɎɝɋɓɓɡɒɎ ɕɖɆ-

ɈɆɒɎ Ɋɑɥ ɖɋɞɋɓɎɥ ɐɔɓɐɖɋɘɓɡɛ ɍɆɊɆɝ. 

ȭɆɊɆɝɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ: 

¶ əɗɘɆɓɔɈɐɆ Ɏ əɕɖɆɈɑɋɓɎɋ ɔɇɓɔɈɑɋɓɎɥɒɎ ɔɇɟɋɗɎɗɘɋɒɓɔɉɔ Ɏ ɕɖɎɐɑɆɊɓɔɉɔ ȵȴ; 

¶ ɓɆɗɘɖɔɏɐɆ, ɕɔɊɊɋɖɌɐɆ Ɉ ɖɆɇɔɘɔɗɕɔɗɔɇɓɔɒ ɗɔɗɘɔɥɓɎɎ Ɏ ɒɔɓɎɘɔɖɎɓɉ ɖɆɇɔɘɡ 

ɗɋɖɈɋɖɓɔɉɔ ɔɇɔɖəɊɔɈɆɓɎɥ; 

¶ əɕɖɆɈɑɋɓɎɋ ɖɋɍɋɖɈɓɡɒ ɐɔɕɎɖɔɈɆɓɎɋɒ Ɏ ɈɔɗɗɘɆɓɔɈɑɋɓɎɋ ɊɆɓɓɡɛ; 

¶ ɜɋɓɘɖɆɑɎɍɔɈɆɓɓɆɥ ɓɆɗɘɖɔɏɐɆ ɒɔɇɎɑɢɓɔɉɔ ɕɖɎɑɔɌɋɓɎɥ; 

¶ əɕɖɆɈɑɋɓɎɋ əɝɋɘɓɡɒɎ ɍɆɕɎɗɥɒɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ. 

ȦȶȻȮȸȫȰȸȹȶȦ 

ȷȰ çExpressè ɗɔɗɘɔɎɘ Ɏɍ Ɉɓɋɞɓɋɉɔ ɐɔɓɘəɖɆ Ɏ Ɉɓəɘɖɋɓɓɋɉɔ ɐɔɓɘəɖɆ. ȷɈɥɍɢ ɒɋɌɊə 

ɈɓɋɞɓɎɒ Ɏ ɈɓəɘɖɋɓɓɎɒ ɐɔɓɘəɖɔɒ ɗɖɋɊɗɘɈɆ Ɉ ɑɔɐɆɑɢɓɔɏ ɗɋɘɎ ɔɗəɟɋɗɘɈɑɥɋɘɗɥ ɗ 

ɕɔɒɔɟɢɤ ɗɕɋɜɎɆɑɢɓɔɉɔ ɗɋɖɈɎɗɆ ό ɘɖɆɗɘɆ. ȨɓɋɞɓɎɏ ɐɔɓɘəɖ ɗɔɗɘɔɎɘ Ɏɍ ɖɋɉɎɔɓɆɑɢ-

ɓɔɉɔ ɗɋɖɈɋɖɆ (RTS), ɈɓəɘɖɋɓɓɎɏ ɐɔɓɘəɖ ɗɔɗɘɔɎɘ Ɏɍ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ (CTS) 

ɎɑɎ ɗɋɖɈɋɖɆ ɕɖɋɊɕɖɎɥɘɎɥ (ETS) Ɏ CTS, ɐɔɘɔɖɡɋ ɐ ɓɋɒə ɕɔɊɐɑɤɝɆɤɘɗɥ. 

ȷɋɖɈɋɖɓɆɥ ɝɆɗɘɢ Express  ɔɗɓɔɈɆɓɆ ɓɆ ɒɎɐɖɔɗɋɖɈɎɗɓɔɏ ɆɖɛɎɘɋɐɘəɖɋ ɗ Ɏɗɕɔɑɢɍɔ-

ɈɆɓɎɋɒ ɐɔɓɘɋɏɓɋɖɎɍɆɜɎɎ ɓɆ ɔɗɓɔɈɋ Docker. ȪɆɓɓɔɋ ɖɋɞɋɓɎɋ ɕɔɍɈɔɑɥɋɘ ɒɆɐɗɎ-

ɒɆɑɢɓɔ ɆɈɘɔɒɆɘɎɍɎɖɔɈɆɘɢ ɖɆɍɈɋɖɘɡɈɆɓɎɋ Ɏ ɔɇɓɔɈɑɋɓɎɋ ɗɋɖɈɋɖɓɔɉɔ ȵȴ Express. 

CTS ɕɔɊɊɋɖɌɎɈɆɋɘ 2 ɈɎɊɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ: 

¶ ɋɊɎɓɡɏ ɗɋɖɈɋɖ Express (Single C TS) , ɗɒ. ɗɘɖ.  12 ;  

¶ ɖɆɍɊɋɑɋɓɓɡɏ ɗɋɖɈɋɖ Express (Front CTS Ɏ Back CTS), ɗɒ. ɗɘɖ. 13 . 

ETS ɕɔɊɊɋɖɌɎɈɆɋɘ 2 ɈɎɊɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ: 

¶ ETS Ɏ ɋɊɎɓɡɏ ɗɋɖɈɋɖ Express (Single CTS), ɗɒ. ɗɘɖ. 15 ;  

¶ ETS Ɏ ɖɆɍɊɋɑɋɓɓɡɏ ɗɋɖɈɋɖ Express (Front CTS Ɏ Back CTS), ɗɒ. ɗɘɖ. 16 . 
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ȷɋɖɈɋɖ ɈɎɊɋɔɗɈɥɍɎ (VoEx) ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɗɋɘɎ Ȯɓɘɋɖɓɋɘ ɑɎɇɔ Ɉ ɊɋɒɎɑɎɘɆɖɎɍɔ-

ɈɆɓɓɔɏ ɗɋɘɋɈɔɏ ɍɔɓɋ ɐɔɒɕɆɓɎɎ. ȵɖɎ ɖɆɍɒɋɟɋɓɎɎ Ɉ ɗɋɘɎ Ȯɓɘɋɖɓɋɘ, VoEx ɖɆɗɕɔɑɆ-

ɉɆɋɘɗɥ ɓɆ ɈɡɊɋɑɋɓɓɔɒ ɗɋɖɈɋɖɋ. ȵɖɎ ɖɆɍɒɋɟɋɓɎɎ Ɉ ɊɋɒɎɑɎɘɆɖɎɍɔɈɆɓɓɔɏ ɗɋɘɋɈɔɏ 

ɍɔɓɋ ɐɔɒɕɆɓɎɎ, VoEx ɒɔɌɋɘ ɖɆɗɕɔɑɆɉɆɘɢɗɥ ɓɆ ɈɡɊɋɑɋɓɓɔɒ ɗɋɖɈɋɖɋ, ɓɆ ɗɋɖɈɋɖɋ 

Single CTS ɎɑɎ Front CTS (Ɉ ɗɑəɝɆɋ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ɖɆɍɊɋɑɋɓɓɔɉɔ ɗɋɖɈɋɖɆ).  

ȷɋɖɈɋɖ ɝɆɘ-ɇɔɘɔɈ (Bot -ɗɋɖɈɋɖ) ɖɆɍɒɋɟɆɋɘɗɥ Ɉɔ Ɉɓəɘɖɋɓɓɋɏ ɗɋɘɎ ɐɔɒɕɆɓɎɎ Ɏ 

ɕɖɋɊɓɆɍɓɆɝɋɓ Ɋɑɥ ɖɆɍɒɋɟɋɓɎɥ ɝɆɘ-ɇɔɘɔɈ Ɏ ɓɋɔɇɛɔɊɎɒɡɛ ɐɔɒɕɔɓɋɓɘɔɈ Ɋɑɥ Ɏɛ 

ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɥ, ɓɆɕɖɎɒɋɖ ɇɆɍ ɊɆɓɓɡɛ. ȷɔɋɊɎɓɋɓɎɋ ɗ Bot -ɗɋɖɈɋɖɔɒ Ɉɡɕɔɑɓɥ-

ɤɘɗɥ ɗ ɕɔɒɔɟɢɤ docker-ɐɔɓɘɋɏɓɋɖɆ botx . 

Ȫɑɥ ɣɐɗɕɑəɆɘɆɜɎɎ ɎɍɊɋɑɎɥ ɘɖɋɇəɋɘɗɥ ɓɆɑɎɝɎɋ ɒɋɌɗɋɘɋɈɔɉɔ ɣɐɖɆɓɆ ɓɆ ɉɖɆɓɎɜɋ 

ɕɋɖɎɒɋɘɖɆ ɗɋɘɎ ɗ ɔɉɖɆɓɎɝɋɓɎɋɒ ɊɔɗɘəɕɆ ɐ ɗɑɋɊəɤɟɎɒ ɐɔɒɕɔɓɋɓɘɆɒ: 

¶ ɗɋɖɈɎɗ ɎɓɘɋɉɖɆɜɎɎ ɗ ɋɊɎɓɡɒ ɐɆɘɆɑɔɉɔɒ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ (ad_integration);  

¶ ɗɋɖɈɎɗ ɔɇɒɋɓɆ ɘɋɐɗɘɔɈɡɒɎ Ɏ ɉɔɑɔɗɔɈɡɒɎ ɗɔɔɇɟɋɓɎɥɒɎ (messaging);  

¶ ɗɋɖɈɎɗ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ (authentication);  

¶ ɗɋɖɈɎɗ ɆɊɒɎɓɎɗɘɖɎɖɔɈɆɓɎɥ (admin);  

¶ ɗɋɖɈɎɗ ɒɆɖɞɖəɘɎɍɆɜɎɎ ɗɔɔɇɟɋɓɎɏ ( routing_schema);  

¶ ɗɋɖɈɎɗ ɕɋɖɋɊɆɝɎ ɕɆɖɔɑɋɏ (kdc);  

¶ ɗɋɖɈɎɗ əɕɖɆɈɑɋɓɎɥ ɓɆɗɘɖɔɏɐɆɒɎ ɗɋɖɈɋɖɆ (etcd, settings).  

ȪɔɕɔɑɓɎɘɋɑɢɓɔ ɊɔɑɌɓɆ ɕɖɎɒɋɓɥɘɢɗɥ ɕɔɑɎɘɎɐɆ ɇɋɍɔɕɆɗɓɔɗɘɎ ɐɔɓɘɋɓɘɆ (Content 

Security Policy) Ɉ ɜɋɑɥɛ ɕɖɋɊɔɘɈɖɆɟɋɓɎɥ Ɏ ɒɎɓɎɒɎɍɆɜɎɎ ɆɘɆɐ ɘɎɕɆ XSS. 

ȶȫȩȮȴȳȦȱɂȳɁȯ ȷȫȶȨȫȶ 

Ȫɑɥ Ɉɗɋɛ ɈɆɖɎɆɓɘɔɈ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ɗɎɗɘɋɒɡ ɖɋɉɎɔɓɆɑɢɓɡɏ ɗɋɖɈɋɖ (RTS) ɖɆɍɒɋ-

ɟɆɋɘɗɥ Ɉ ɗɋɘɎ Ȯɓɘɋɖɓɋɘ Ɏ ɗɔɊɋɖɌɎɘ Ɉ ɗɋɇɋ ɗɑɋɊəɤɟɎɋ ɐɔɓɘɋɏɓɋɖɡ: 

¶ admin (Ɏɓɘɋɖɚɋɏɗ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ); 

¶ audit (ɗɋɖɈɎɗ ɆəɊɎɘɆ ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ authentication_service (ɔɘɈɋɝɆɋɘ ɍɆ ɆɈɘɔɖɎɍɆɜɎɤ ɓɆ RTS); 

¶ email_notifications (ɔɘɈɋɝɆɋɘ ɍɆ ɖɆɗɗɡɑɐə e-mail ɗɔɔɇɟɋɓɎɏ c ɐɔɊɔɒ ɆəɘɋɓɘɎ-

ɚɎɐɆɜɎɎ); 

¶ etcd (ɊɔɕɔɑɓɋɓɎɋ ɐ settings, ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ events  (ɗɋɖɈɎɗ ɎɓɚɔɖɒɎɖɔɈɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɔ ɗɔɇɡɘɎɥɛ Ɉ ɝɆɘɆɛ);  

¶ file_service (ɗɋɖɈɎɗ ɍɆɉɖəɍɐɎ ɚɆɏɑɔɈ); 

¶ janus (ɗɋɖɈɎɗ Ɋɑɥ ɉɖəɕɕɔɈɡɛ ɍɈɔɓɐɔɈ); 

¶ kafka (ɊɎɗɕɋɘɝɋɖ ɗɔɔɇɟɋɓɎɏ ɒɋɌɊə ɗɋɖɈɎɗɆɒɎ); 

¶ kdc (ɛɖɆɓɎɑɎɟɋ ɐɑɤɝɋɏ); 

¶ messaging (ɗɋɖɈɎɗ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ, ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɊɐɑɤɝɋɓɎɋ ɐɑɎɋɓɘɔɈ 

ɝɋɖɋɍ ɕɖɔɘɔɐɔɑ websocket); 

¶ nginx (Ɉɋɇ-ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɕɖɎɓɎɒɆɋɘ ɕɔɊɐɑɤɝɋɓɎɥ ɎɍɈɓɋ Ɏ ɔɘɈɋɝɆɋɘ ɍɆ 

ɒɆɖɞɖəɘɎɍɆɜɎɤ ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ phonebook (ɆɊɖɋɗɓɆɥ ɐɓɎɉɆ); 

¶ postgres (ɔɗɓɔɈɓɆɥ ɇɆɍɆ ɊɆɓɓɡɛ ɗɋɖɈɎɗɔɈ); 

¶ postgres_exporter (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ postgres); 

¶ preview_service (ɗɋɖɈɎɗ ɕɖɋɊɕɖɔɗɒɔɘɖɆ ɗɘɖɆɓɎɜ, ɓɆ ɐɔɘɔɖɡɋ ɔɘɕɖɆɈɑɋɓɡ 

ɗɗɡɑɐɎ); 

¶ prometheus (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ, ɔɇɖɆɇɔɘɐə Ɏ ɛɖɆɓɋɓɎɋ ɒɋɘɖɎɐ ɗɋɖɈɎɗɔɈ); 
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¶ push_service (ɗɋɖɈɎɗ ɔɘɕɖɆɈɐɎ push-əɈɋɊɔɒɑɋɓɎɏ); 

¶ redis (KV -ɛɖɆɓɎɑɎɟɋ); 

¶ redis_exporter (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ redis); 

¶ routing_schema_service (ɗɋɖɈɎɗ ɕɔɗɘɖɔɋɓɎɥ ɗɛɋɒ ɖɔəɘɎɓɉɆ, ɈɎɍəɆɑɎɍɎɖəɋɘ 

ɗɛɋɒə ɒɆɖɞɖəɘɎɍɆɜɎɎ Ɉ ɝɆɘɆɛ); 

¶ settings (ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ sms_service (ɗɋɖɈɎɗ Ɋɑɥ ɔɘɕɖɆɈɐɎ ȷȲȷ-ɗɔɔɇɟɋɓɎɏ); 

¶ stickers (ɗɋɖɈɎɗ Ɋɑɥ əɕɖɆɈɑɋɓɎɥ ɗɘɎɐɋɖɆɒɎ); 

¶ trusts(ɔɘɈɋɝɆɋɘ ɍɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ ɗ ETS Ɏ CTS); 

¶ voex (ɗɋɖɈɎɗ Ɋɑɥ ɗɔɈɋɖɞɋɓɎɥ ɆəɊɎɔɈɡɍɔɈɔɈ); 

¶ zookeeper (ɐɔɔɖɊɎɓɆɘɔɖ Ɋɑɥ kafka). 

ȫȪȮȳɁȯ ȰȴȶȵȴȶȦȸȮȨȳɁȯ ȷȫȶȨȫȶ 

ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ Single  CTS ɎɍɔɇɖɆɌɋɓɆ ɓɎɌɋ (ȶɎɗəɓɔɐ 1) . 

 

ȶɎɗəɓɔɐ 1. ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ Single CTS 

ȳɔɒɋɖɆ ɗɋɘɋɈɡɛ ɈɍɆɎɒɔɊɋɏɗɘɈɎɏ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɓɔɒɋɖə ɗɘɖɔɐɎ  

Ɉ ȵɖɎɑɔɌɋɓɎɎ 1.  

Single CTS ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɊɋɒɎɑɎɘɆɖɎɍɔɈɆɓɓɔɏ ɗɋɘɋɈɔɏ ɍɔɓɋ ɐɔɒɕɆɓɎɎ Ɏ  

ɗɔɊɋɖɌɎɘ Ɉ ɗɋɇɋ ɗɑɋɊəɤɟɎɋ ɐɔɓɘɋɏɓɋɖɡ docker: 

¶ ad_integration (ɎɓɘɋɉɖɎɖəɋɘɗɥ ɗ Active Directory Ɏ ɊɖəɉɎɒɎ LDAP-ɗɋɖɈɎɗɆɒɎ, 

ɔɘɈɋɝɆɋɘ ɍɆ ɆɈɘɔɖɎɍɆɜɎɤ ɐɑɎɋɓɘɆ ɗ ɕɔɒɔɟɢɤ NTLM Ɏ AD); 

¶ admin (Ɏɓɘɋɖɚɋɏɗ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ); 

¶ apigw  (ɗɋɖɈɎɗ ɎɓɚɔɖɒɎɖɔɈɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɔ ɗɔɇɡɘɎɥɛ Ɉ ɝɆɘɆɛ);  

¶ audit (ɗɋɖɈɎɗ ɆəɊɎɘɆ ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ botx (ɔɘɈɋɝɆɋɘ ɍɆ ɎɓɘɋɉɖɆɜɎɤ ɗ ɇɔɘɆɒɎ); 

¶ docker -socket -proxy (ɔɘɈɋɝɆɋɘ ɍɆ ɔɉɖɆɓɎɝɋɓɎɥ ɊɔɗɘəɕɆ ɐ ɗɔɐɋɘə Docker); 

¶ dlps (DLP -ɗɎɗɘɋɒɆ Express); 

¶ email_notifications (ɔɘɈɋɝɆɋɘ ɍɆ ɖɆɗɗɡɑɐə e-mail ɗɔɔɇɟɋɓɎɏ c ɐɔɊɔɒ ɆəɘɋɓɘɎ-

ɚɎɐɆɜɎɎ); 
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¶ metrics_service  (ɗɋɖɈɎɗ ɗɇɔɖɆ ɎɓɊɎɈɎɊəɆɑɢɓɡɛ ɕɔɐɆɍɆɘɋɑɋɏ ɗ ETS Ɏ CTS ɗɋɖ-

ɈɋɖɔɈ);  

¶ etcd ( ɊɔɕɔɑɓɋɓɎɋ ɐ settings, ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ);  

¶ events  (ɗɋɖɈɎɗ ɎɓɚɔɖɒɎɖɔɈɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɔ ɗɔɇɡɘɎɥɛ Ɉ ɝɆɘɆɛ);  

¶ file_service (ɗɋɖɈɎɗ ɍɆɉɖəɍɐɎ ɚɆɏɑɔɈ); 

¶ janus (ɗɋɖɈɎɗ Ɋɑɥ ɉɖəɕɕɔɈɡɛ ɍɈɔɓɐɔɈ); 

¶ kafka (ɊɎɗɕɋɘɝɋɖ ɗɔɔɇɟɋɓɎɏ ɒɋɌɊə ɗɋɖɈɎɗɆɒɎ); 

¶ kdc (ɛɖɆɓɎɑɎɟɋ ɐɑɤɝɋɏ); 

¶ messaging (ɗɋɖɈɎɗ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ, ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɊɐɑɤɝɋɓɎɋ ɐɑɎɋɓɘɔɈ 

ɝɋɖɋɍ ɕɖɔɘɔɐɔɑ websocket); 

¶ nginx (Ɉɋɇ-ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɕɖɎɓɎɒɆɋɘ ɕɔɊɐɑɤɝɋɓɎɥ ɎɍɈɓɋ Ɏ ɔɘɈɋɝɆɋɘ ɍɆ 

ɒɆɖɞɖəɘɎɍɆɜɎɤ ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ phonebook (ɆɊɖɋɗɓɆɥ ɐɓɎɉɆ); 

¶ postgres (ɔɗɓɔɈɓɆɥ ɇɆɍɆ ɊɆɓɓɡɛ ɗɋɖɈɎɗɔɈ); 

¶ postgres_expor ter (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ postgres); 

¶ prometheus (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ, ɔɇɖɆɇɔɘɐə Ɏ ɛɖɆɓɋɓɎɋ ɒɋɘɖɎɐ ɗɋɖɈɎɗɔɈ); 

¶ redis (KV -ɛɖɆɓɎɑɎɟɋ); 

¶ redis_exporter ( ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ redis); 

¶ routing_schema ( ɗɋɖɈɎɗ ɕɔɗɘɖɔɋɓɎɥ ɗɛɋɒ ɖɔəɘɎɓɉɆ, ɈɎɍəɆɑɎɍɎɖəɋɘ ɗɛɋɒə 

ɒɆɖɞɖəɘɎɍɆɜɎɎ Ɉ ɝɆɘɆɛ); 

¶ settings (ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ trusts (ɔɘɈɋɝɆɋɘ ɍɆ ɔɇɒɋɓ ɗɔɇɡɘɎɥɒɎ ɒɋɌɊə RTS, ETS  Ɏ CTS, Ɇ ɘɆɐɌɋ ɍɆ ɈɍɆɎ-

ɒɔɊɋɏɗɘɈɎɋ ɗ ɊɖəɉɎɒɎ ɗɋɖɈɋɖɆɒɎ Express );  

¶ voex (ɗɋɖɈɎɗ Ɋɑɥ ɗɔɈɋɖɞɋɓɎɥ ɆəɊɎɔɈɡɍɔɈɔɈ);  

¶ zookeeper (ɐɔɔɖɊɎɓɆɘɔɖ Ɋɑɥ kafka).  

ȶȦȭȪȫȱȫȳȳɁȯ ȰȴȶȵȴȶȦȸȮȨȳɁȯ ȷȫȶȨȫȶ 

ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ Front CTS Ɏ Back CTS ɎɍɔɇɖɆɌɋɓɆ ɓɎɌɋ  

(ȶɎɗəɓɔɐ 2) . 

 

ȶɎɗəɓɔɐ 2. ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ɖɆɍɊɋɑɋɓɓɔɉɔ CTS (Front/Back) 
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ȳɔɒɋɖɆ ɗɋɘɋɈɡɛ ɈɍɆɎɒɔɊɋɏɗɘɈɎɏ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɓɔɒɋɖə ɗɘɖɔɐɎ Ɉ ȵɖɎɑɔɌɋɓɎɎ 2.  

ȶɆɍɊɋɑɋɓɓɡɏ ɗɋɖɈɋɖ ɗɔɗɘɔɎɘ Ɏɍ Front CTS Ɏ Back CTS ɗɋɖɈɋɖɔɈ.  

Front CTS ɗɋɖɈɋɖ ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɊɋɒɎɑɎɘɆɖɎɍɔɈɆɓɓɔɏ ɗɋɘɋɈɔɏ ɍɔɓɋ ɐɔɒɕɆɓɎɎ Ɏ 

ɗɔɊɋɖɌɎɘ Ɉ ɗɋɇɋ ɊɈɆ ɐɔɓɘɋɏɓɋɖɆ Ɏ ɑɔɐɆɑɢɓɡɏ ɕɖɔɐɗɎ-ɗɋɖɈɋɖ: 

¶ nginx (Ɉɋɇ-ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɕɖɎɓɎɒɆɋɘ ɕɔɊɐɑɤɝɋɓɎɥ ɎɍɈɓɋ Ɏ ɔɘɈɋɝɆɋɘ ɍɆ 

ɒɆɖɞɖəɘɎɍɆɜɎɤ ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ trusts (ɔɇɋɗɕɋɝɎɈɆɋɘ ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ ɗ ɗɋɖɈɋɖɔɒ ETS/RTS Ɏ ɊɖəɉɎɒɎ ɊɔɈɋ-

ɖɋɓɓɡɒɎ ɐɔɖɕɔɖɆɘɎɈɓɡɒɎ CTS). 

¶ tinyproxy (ɔɇɋɗɕɋɝɎɈɆɋɘ Ɋɔɗɘəɕ Back CTS ɐ ɖɋɕɔɍɎɘɔɖɎɤ express).  

ŕǐǅǌǀǗƹǍǅǀː ņǑǋǅ Ǎƹǒǎǌ ǃǀǑǀǐƻǀǐǀ ǐƹǄƻǀǐǍǓǒǉǎǌǏǎǍǀǍǒ ²Ć8ĳˋǏǀǐǀǗǀǍǜ ǉǎǍǒǀǆǍǀǐǎƻ
ƿǎǏǎǋǍǅǒǑǩ ǑǋǀƿǓǨǚǅǌǅ: 

¶ coturn  (ǑǀǐƻǀǐSTUN/TURN); 

¶ redis (KV-ǖǐƹǍǅǋǅǚǀ˝˕ 

¶ öÀĀĥĚ ˜ǑǀǐƻǅǑ ƿǋǩ ƼǐǓǏǏǎƻǞǖ ǄƻǎǍǉǎƻ˝ː 

ŕǐǅ ǓǑǒƹǍǎƻǉǀ ǐǀǉǎǌǀǍƿǓǀǒǑǩ ǅǑǏǎǋǜǄǎƻƹǒǜ ǎǒƿǀǋǜǍǞǆ ǑǅǑǒǀǌǍǞǆ vÙÓíĚ. 

Back CTS ɗɋɖɈɋɖ ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɑɔɐɆɑɢɓɔɏ ɗɋɘɎ ɐɔɒɕɆɓɎɎ Ɏ ɗɔɊɋɖɌɎɘ Ɉ ɗɋɇɋ ɗɑɋ-

ɊəɤɟɎɋ ɐɔɓɘɋɏɓɋɖɡ docker: 

¶ ad_integration (ɎɓɘɋɉɖɎɖəɋɘɗɥ ɗ Active Directory Ɏ ɊɖəɉɎɒɎ LDAP-ɗɋɖɈɎɗɆɒɎ, 

ɔɘɈɋɝɆɋɘ ɍɆ ɆɈɘɔɖɎɍɆɜɎɤ ɐɑɎɋɓɘɆ ɗ ɕɔɒɔɟɢɤ NTLM Ɏ AD); 

¶ admin (Ɏɓɘɋɖɚɋɏɗ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ); 

¶ audit (ɗɋɖɈɎɗ ɆəɊɎɘɆ ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ apigw  (ɗɋɖɈɎɗ ɎɓɚɔɖɒɎɖɔɈɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɔ ɗɔɇɡɘɎɥɛ Ɉ ɝɆɘɆɛ);  

¶ botx (ɔɘɈɋɝɆɋɘ ɍɆ ɎɓɘɋɉɖɆɜɎɤ ɗ ɇɔɘɆɒɎ); 

¶ docker -socket -proxy (ɔɘɈɋɝɆɋɘ ɍɆ ɔɉɖɆɓɎɝɋɓɎɥ ɊɔɗɘəɕɆ ɐ ɗɔɐɋɘə Docker); 

¶ dlps (DLP -ɗɎɗɘɋɒɆ Express); 

¶ metrics_service  (ɗɋɖɈɎɗ ɗɇɔɖɆ ɎɓɊɎɈɎɊəɆɑɢɓɡɛ ɕɔɐɆɍɆɘɋɑɋɏ ɗ ETS Ɏ CTS ɗɋɖ-

ɈɋɖɔɈ);  

¶ email_notifications (ɔɘɈɋɝɆɋɘ ɍɆ ɖɆɗɗɡɑɐə e-mail ɗɔɔɇɟɋɓɎɏ c ɐɔɊɔɒ ɆəɘɋɓɘɎ-

ɚɎɐɆɜɎɎ); 

¶ etcd (ɊɔɕɔɑɓɋɓɎɋ ɐ settings, ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ events  (ɗɋɖɈɎɗ ɎɓɚɔɖɒɎɖɔɈɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɔ ɗɔɇɡɘɎɥɛ Ɉ ɝɆɘɆɛ);  

¶ file_service (ɗɋɖɈɎɗ ɍɆɉɖəɍɐɎ ɚɆɏɑɔɈ); 

¶ janus (ɗɋɖɈɎɗ Ɋɑɥ ɉɖəɕɕɔɈɡɛ ɍɈɔɓɐɔɈ); 

¶ kafka (ɊɎɗɕɋɘɝɋɖ ɗɔɔɇɟɋɓɎɏ ɒɋɌɊə ɗɋɖɈɎɗɆɒɎ); 

¶ kdc (ɛɖɆɓɎɑɎɟɋ ɐɑɤɝɋɏ); 

¶ messaging (ɗɋɖɈɎɗ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ, ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɊɐɑɤɝɋɓɎɋ ɐɑɎɋɓɘɔɈ 

ɝɋɖɋɍ ɕɖɔɘɔɐɔɑ websocket); 

¶ phonebook (ɆɊɖɋɗɓɆɥ ɐɓɎɉɆ); 

¶ postgres (ɔɗɓɔɈɓɆɥ ɇɆɍɆ ɊɆɓɓɡɛ ɗɋɖɈɎɗɔɈ); 

¶ postgres_exporter (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ postgres);  

¶ prometheus (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ, ɔɇɖɆɇɔɘɐə Ɏ ɛɖɆɓɋɓɎɋ ɒɋɘɖɎɐ  

ɗɋɖɈɎɗɔɈ); 
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¶ redis (KV -ɛɖɆɓɎɑɎɟɋ)1 ;  

¶ redis_exporter (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ redis); 

¶ routing_schema ( ɗɋɖɈɎɗ ɕɔɗɘɖɔɋɓɎɥ ɗɛɋɒ ɖɔəɘɎɓɉɆ, ɈɎɍəɆɑɎɍɎɖəɋɘ ɗɛɋɒə 

ɒɆɖɞɖəɘɎɍɆɜɎɎ Ɉ ɝɆɘɆɛ); 

¶ settings (ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ voex (ɗɋɖɈɎɗ Ɋɑɥ ɗɔɈɋɖɞɋɓɎɥ ɆəɊɎɔɈɡɍɔɈɔɈ);  

¶ zookeeper (ɐɔɔɖɊɎɓɆɘɔɖ Ɋɑɥ kafka).  

¶ tinyproxy (ɑɔɐɆɑɢɓɡɏ ɕɖɔɐɗɎ-ɗɋɖɈɋɖ, ɔɇɋɗɕɋɝɎɈɆɋɘ ɕɔɊɐɑɤɝɋɓɎɋ Back CTS ɐ 

ɖɋɕɔɍɎɘɔɖɎɤ ɔɇɖɆɍɔɈ docker, Ɏɗɕɔɑɢɍəɋɒɡɛ Ɋɑɥ əɗɘɆɓɔɈɐɎ Ɏ ɔɇɓɔɈɑɋɓɎɥ Ɏɍ-

ɊɋɑɎɥ). ȹɗɘɆɓɆɈɑɎɈɆɋɘɗɥ ɔɘɊɋɑɢɓɔ ɕɖɎ ɔɘɗəɘɗɘɈɎɎ ɊɔɗɘəɕɆ ɗ ɗɋɖɈɋɖɆ ɐ 

registry.public.express.  

ȷȫȶȨȫȶ ȵȶȫȪȵȶȮɅȸȮɅ Ȯ ȫȪȮȳɁȯ ȰȴȶȵȴȶȦȸȮȨȳɁȯ ȷȫȶȨȫȶ 

ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ETS Ɏ Single  CTS ɎɍɔɇɖɆɌɋɓɆ ɓɎɌɋ  

(ȶɎɗəɓɔɐ 3) . 

 

ȶɎɗəɓɔɐ 3. ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ETS Ɏ Single  CTS 

ȳɔɒɋɖɆ ɗɋɘɋɈɡɛ ɈɍɆɎɒɔɊɋɏɗɘɈɎɏ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɓɔɒɋɖə ɗɘɖɔɐɎ Ɉ ȵɖɎɑɔɌɋɓɎɎ 3.  

ȷɋɖɈɋɖ ETS ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɊɋɒɎɑɎɘɆɖɎɍɔɈɆɓɓɔɏ ɗɋɘɋɈɔɏ ɍɔɓɋ ɐɔɒɕɆɓɎɎ Ɏ ɗɔɊɋɖ-

ɌɎɘ Ɉ ɗɋɇɋ ɗɑɋɊəɤɟɎɋ ɐɔɓɘɋɏɓɋɖɡ: 

¶ authentication_service (ɔɘɈɋɝɆɋɘ ɍɆ ɆɈɘɔɖɎɍɆɜɎɤ ɓɆ ETS Ɏ RTS);  

¶ email_notifications (ɔɘɈɋɝɆɋɘ ɍɆ ɖɆɗɗɡɑɐə ɕɔ ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɋ ɗɔɔɇɟɋɓɎɏ c 

ɐɔɊɔɒ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ); 

¶ etcd (ɊɔɕɔɑɓɋɓɎɋ ɐ settings, ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ events  (ɗɋɖɈɎɗ ɎɓɚɔɖɒɎɖɔɈɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɔ ɗɔɇɡɘɎɥɛ Ɉ ɝɆɘɆɛ);  

¶ file_service (ɗɋɖɈɎɗ ɍɆɉɖəɍɐɎ ɚɆɏɑɔɈ); 

¶ janus (ɗɋɖɈɎɗ Ɋɑɥ ɉɖəɕɕɔɈɡɛ ɍɈɔɓɐɔɈ); 

 

1 ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʪʜʝʣʴʥʳʡ ʩʠʩʪʝʤʥʳʡ Redis. ɺʩʪʨʦʝʥʥʳʝ ʢʦʥʪʝʡʥʝʨ Redis ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʜʝʤʦʥ-
ʩʪʨʘʮʠʡ ʚʦʟʤʦʞʥʦʩʪʝʡ ʠʟʜʝʣʠʷ. 
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¶ kafka (ɊɎɗɕɋɘɝɋɖ ɗɔɔɇɟɋɓɎɏ ɒɋɌɊə ɗɋɖɈɎɗɆɒɎ); 

¶ kdc audit stickers (ɗɋɖɈɎɗ Ɋɑɥ əɕɖɆɈɑɋɓɎɥ ɗɘɎɐɋɖɆɒɎ); 

¶ messaging (ɗɋɖɈɎɗ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ, ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɊɐɑɤɝɋɓɎɋ ɐɑɎɋɓɘɔɈ 

ɝɋɖɋɍ ɕɖɔɘɔɐɔɑ websocket); 

¶ nginx (Ɉɋɇ-ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɕɖɎɓɎɒɆɋɘ ɕɔɊɐɑɤɝɋɓɎɥ ɎɍɈɓɋ Ɏ ɔɘɈɋɝɆɋɘ ɍɆ 

ɒɆɖɞɖəɘɎɍɆɜɎɤ ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ phonebook (ɆɊɖɋɗɓɆɥ ɐɓɎɉɆ); 

¶ postgres (ɔɗɓɔɈɓɆɥ ɇɆɍɆ ɊɆɓɓɡɛ ɗɋɖɈɎɗɔɈ); 

¶ postgres_exporter (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ postgres); 

¶ preview_servi ce (ɗɋɖɈɎɗ ɕɖɋɊɕɖɔɗɒɔɘɖɆ ɗɘɖɆɓɎɜ, ɓɆ ɐɔɘɔɖɡɋ ɔɘɕɖɆɈɑɋɓɡ 

ɗɗɡɑɐɎ); 

¶ prometheus (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ, ɔɇɖɆɇɔɘɐə Ɏ ɛɖɆɓɋɓɎɋ ɒɋɘɖɎɐ ɗɋɖɈɎɗɔɈ); 

¶ push_service (ɗɋɖɈɎɗ ɔɘɕɖɆɈɐɎ push-ɗɔɔɇɟɋɓɎɏ);  

¶ redis (KV -ɛɖɆɓɎɑɎɟɋ); 

¶ redis_exporter (ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ redis); 

¶ setting s (ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ sms_service (ɗɋɖɈɎɗ Ɋɑɥ ɔɘɕɖɆɈɐɎ ȷȲȷ-ɗɔɔɇɟɋɓɎɏ); 

¶ trusts (ɔɘɈɋɝɆɋɘ ɍɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ ɗ RTS Ɏ CTS); 

¶ voex (ɗɋɖɈɎɗ Ɋɑɥ ɗɔɈɋɖɞɋɓɎɥ ɆəɊɎɔɈɡɍɔɈɔɈ); 

¶ zookeeper (ɐɔɔɖɊɎɓɆɘɔɖ Ɋɑɥ kafka). 

ȷɕɎɗɔɐ ɐɔɓɘɋɏɓɋɖɔɈ Single CTS ɕɖɋɊɗɘɆɈɑɋɓ Ɉ ɕ. çȫɊɎɓɡɏ ɐɔɖɕɔɖɆɘɎɈɓɡɏ ɗɋɖ-

Ɉɋɖè, ɗɘɖ. 12 . 

ȷȫȶȨȫȶ ȵȶȫȪȵȶȮɅȸȮɅ Ȯ ȶȦȭȪȫȱȫȳȳɁȯ ȰȴȶȵȴȶȦȸȮȨȳɁȯ ȷȫȶȨȫȶ 

ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ETS, Front CTS Ɏ Back CTS ɎɍɔɇɖɆɌɋɓɆ ɓɎɌɋ  

(ȶɎɗəɓɔɐ 4) . 

ȳɔɒɋɖɆ ɗɋɘɋɈɡɛ ɈɍɆɎɒɔɊɋɏɗɘɈɎɏ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɓɔɒɋɖə ɗɘɖɔɐɎ Ɉ ȵɖɎɑɔɌɋɓɎɎ 4.  

 

ȶɎɗəɓɔɐ 4. ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ETS, Front CTS Ɏ Back CTS  
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ȷɋɖɈɋɖ ETS ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɊɋɒɎɑɎɘɆɖɎɍɔɈɆɓɓɔɏ ɗɋɘɋɈɔɏ ɍɔɓɋ ɐɔɒɕɆɓɎɎ Ɏ ɗɔɊɋɖ-

ɌɎɘ Ɉ ɗɋɇɋ ɗɑɋɊəɤɟɎɋ ɐɔɓɘɋɏɓɋɖɡ:  

¶ authentication_service (ɔɘɈɋɝɆɋɘ ɍɆ ɆɈɘɔɖɎɍɆɜɎɤ ɓɆ ETS Ɏ RTS);  

¶ email_notifications  (ɔɘɈɋɝɆɋɘ ɍɆ ɖɆɗɗɡɑɐə e-mail ɗɔɔɇɟɋɓɎɏ c ɐɔɊɔɒ ɆəɘɋɓɘɎ-

ɚɎɐɆɜɎɎ); 

¶ etcd (ɊɔɕɔɑɓɋɓɎɋ ɐ settings, ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ events  (ɗɋɖɈɎɗ ɎɓɚɔɖɒɎɖɔɈɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɔ ɗɔɇɡɘɎɥɛ Ɉ ɝɆɘɆɛ); 

¶ file_service  (ɗɋɖɈɎɗ ɍɆɉɖəɍɐɎ ɚɆɏɑɔɈ); 

¶ janus (ɗɋɖɈɎɗ Ɋɑɥ ɉɖəɕɕɔɈɡɛ ɍɈɔɓɐɔɈ); 

¶ kafka (ɊɎɗɕɋɘɝɋɖ ɗɔɔɇɟɋɓɎɏ ɒɋɌɊə ɗɋɖɈɎɗɆɒɎ); 

¶ kdc audit stickers (ɗɋɖɈɎɗ Ɋɑɥ əɕɖɆɈɑɋɓɎɥ ɗɘɎɐɋɖɆɒɎ);  

¶ messaging (ɗɋɖɈɎɗ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ, ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɊɐɑɤɝɋɓɎɋ ɐɑɎɋɓɘɔɈ 

ɝɋɖɋɍ ɕɖɔɘɔɐɔɑ websocket); 

¶ nginx (Ɉɋɇ-ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɕɖɎɓɎɒɆɋɘ ɕɔɊɐɑɤɝɋɓɎɥ ɎɍɈɓɋ Ɏ ɔɘɈɋɝɆɋɘ ɍɆ 

ɒɆɖɞɖəɘɎɍɆɜɎɤ ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ phonebook (ɆɊɖɋɗɓɆɥ ɐɓɎɉɆ); 

¶ postgres (ɔɗɓɔɈɓɆɥ ɇɆɍɆ ɊɆɓɓɡɛ ɗɋɖɈɎɗɔɈ); 

¶ postgres_exporter (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ postgres); 

¶ preview_service (ɗɋɖɈɎɗ ɕɖɋɊɕɖɔɗɒɔɘɖɆ ɗɘɖɆɓɎɜ, ɓɆ ɐɔɘɔɖɡɋ ɔɘɕɖɆɈɑɋɓɡ 

ɗɗɡɑɐɎ); 

¶ prometheus (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ, ɔɇɖɆɇɔɘɐə Ɏ ɛɖɆɓɋɓɎɋ ɒɋɘɖɎɐ ɗɋɖɈɎɗɔɈ); 

¶ push_service (ɗɋɖɈɎɗ ɔɘɕɖɆɈɐɎ push-ɗɔɔɇɟɋɓɎɏ);  

¶ redis (KV -ɛɖɆɓɎɑɎɟɋ)1 ;  

¶ redis_exporter (ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ redis); 

¶ settings  (ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ);  

¶ sms_service (ɗɋɖɈɎɗ Ɋɑɥ ɔɘɕɖɆɈɐɎ ȷȲȷ-ɗɔɔɇɟɋɓɎɏ);  

¶ trusts  (ɔɘɈɋɝɆɋɘ ɍɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ ɗ RTS Ɏ CTS); 

¶ voex  (ɗɋɖɈɎɗ Ɋɑɥ ɗɔɈɋɖɞɋɓɎɥ ɆəɊɎɔɈɡɍɔɈɔɈ);  

¶ zookeeper  (ɐɔɔɖɊɎɓɆɘɔɖ Ɋɑɥ kafka).  

ȷɕɎɗɔɐ ɐɔɓɘɋɏɓɋɖɔɈ ɖɆɍɊɋɑɋɓɓɔɉɔ CTS ɕɖɋɊɗɘɆɈɑɋɓ Ɉ ɕ. çȶɆɍɊɋɑɋɓɓɡɏ ɐɔɖɕɔɖɆ-

ɘɎɈɓɡɏ ɗɋɖɈɋɖè, ɗɘɖ. 13 . 

ȷȮȷȸȫȲȳɁȫ ȸȶȫȧȴȨȦȳȮɅ 

ȸȶȫȧȴȨȦȳȮɅ Ȱ ȵȱȦȸȺȴȶȲȫ 

CTS ɒɔɌɋɘ ɇɡɘɢ ɖɆɍɈɋɖɓəɘ ɓɆ ɆɕɕɆɖɆɘɓɔɏ ɕɑɆɘɚɔɖɒɋ ɎɑɎ Ɉ ɗɖɋɊɋ ɈɎɖɘəɆɑɎɍɆɜɎɎ.  

ȲɎɓɎɒɆɑɢɓɡɋ ɗɎɗɘɋɒɓɡɋ ɘɖɋɇɔɈɆɓɎɥ ɐ ɆɕɕɆɖɆɘɓɔɏ ɕɑɆɘɚɔɖɒɋ Single CTS ɑɎɇɔ 

ɗɋɖɈɋɖ Back CTS Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɐɔɑɎɝɋɗɘɈɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:  

 

1 ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʪʜʝʣʴʥʳʡ ʩʠʩʪʝʤʥʳʡ Redis. ɺʩʪʨʦʝʥʥʳʝ ʢʦʥʪʝʡʥʝʨ Redis ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʜʝʤʦʥ-
ʩʪʨʘʮʠʡ ʚʦʟʤʦʞʥʦʩʪʝʡ ʠʟʜʝʣʠʷ. 
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ȸɆɇɑɎɜɆ 2 

Ȱɔɑ-Ɉɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ vCPU/CPU Core  RAM ȩɇ HDD ȩɇ 

10  4 8 70  

25  4 8 145  

50  6 10  270  

100  6 12  520  

200  8 16  1020  

500  12  24  2520  

1000  16  32  5020  

2000  16  36  10020  

5000  24  52  25020  

10000  32  64  50020  

 

ŕǐǅǌǀǗƹǍǅǀː Ŕƺǝǀǌ K22 ƻǄǩǒ ǅǄ ǐƹǑǗǀǒƹ ƼǋǓƺǅǍǞ ǖǐƹǍǀǍǅǩǃǓǐǍƹǋǎƻ ˜ʵ łƺ˝ ǅ ǏǎǋǜǄǎƻƹˡ
ǒǀǋǜǑǉǅǖ ƿƹǍǍǞǖ ˜ʸ łƺ˝ Ǆƹ ʸ Ƽǎƿƹː ŅƹǍǍǞǀ Ǐǎ ǒǐǀƺǓǀǌǎǌǓ ǌǀǑǒǓ ǌǎƼǓǒ ǄǍƹǗǅǒǀǋǜǍǎ ǎǒǋǅˡ
ǗƹǒǜǑǩ ǎǒ ǐƹǑǗǀǒǍǞǖ Ǐǐǅƺǎǋǀǀ ƹǉǒǅƻǍǎǌ ǅǑǏǎǋǜǄǎƻƹǍǅǅ ǅǄƿǀǋǅǩː 

ȹ Front CTS ɊɔɑɌɋɓ ɇɡɘɢ ɔɊɎɓ ɗɋɘɋɈɔɏ Ɏɓɘɋɖɚɋɏɗ ɗ ɕɔɊɊɋɖɌɐɔɏ IPv6 (ɓɋɔɇɛɔɊɎɒ 

Ɋɑɥ ɍɆɕəɗɐɆ ɗɋɖɈɎɗɔɈ, ɒɆɖɞɖəɘɎɍɆɜɎɥ ɘɖɆɚɎɐɆ ipv6 ɓɋ ɘɖɋɇəɋɘɗɥ) .  

ȲɎɓɎɒɆɑɢɓɡɋ ɗɎɗɘɋɒɓɡɋ ɘɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɈɋɖə Front CTS ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɖɆɍ-

Ɋɋɑɋɓɓɔɉɔ CTS Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɐɔɑɎɝɋɗɘɈɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:  

ȸɆɇɑɎɜɆ 3 

Ȱɔɑ-Ɉɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ vCPU/CPU Core  RAM ȩɇ HDD ȩɇ 

50  2 4 42  

100  2 4 42  

200  2 4 42  

500  4 8 42  

1000  4 8 42  

ȲɎɓɎɒɆɑɢɓɡɋ ɗɎɗɘɋɒɓɡɋ ɘɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɈɋɖə CTS Ɋɑɥ əɗɘɆɓɔɈɐɎ ɕɔɊɗɎɗɘɋɒ 

(ɇɋɍ ɔɘɐɆɍɔəɗɘɔɏɝɎɈɔɗɘɎ): 

ȸɆɇɑɎɜɆ 4 

Ƀɑɋɒɋɓɘ ȵɆɖɆɒɋɘɖɡ 

ȵɖɔɜɋɗɗɔɖ 4 ɥɊɖɆ, ɝɆɗɘɔɘɆ ɓɋ ɒɋɓɋɋ 3.60 ȩȩɜ 

ȴɕɋɖɆɘɎɈɓɆɥ ɕɆɒɥɘɢ 16 ȩȧ 

ȴɕɋɖɆɜɎɔɓɓɆɥ ɗɎɗɘɋɒɆ Astra Linux Special Edition 1.7  

ȬɋɗɘɐɎɏ ɊɎɗɐ ȳɋ ɒɋɓɋɋ 500 ȩȧ 

ȵɖɋɊəɗɘɆɓɔɈɑɋɓɓɔɋ ȵȴ ¶ Docker -ce ɈɋɖɗɎɎ 18 ɎɑɎ 20; 

¶ PostgreSQL ɈɋɖɗɎɎ 9, 10  ɎɑɎ 14;  

¶ Postgres Pro Enterprise 9.6, 10, 11.13.1, 13.4.1, 11.14.1, 
13.5.1, 11.15.1. Ɏ 13.6.1; 

¶ Postgres Pro Standard 9.6  ɎɑɎ 10;  

¶ Postgres Pro Enterprise C ertified 9.6 ɎɑɎ 10; 

¶ Postgres Pro Certified 9.6 ɎɑɎ 10 

ȷɋɘɋɈɔɏ ɆɊɆɕɘɋɖ Ethernet  

 

ȲɎɓɎɒɆɑɢɓɡɋ ɗɎɗɘɋɒɓɡɋ ɘɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɈɋɖə ETS Ɋɑɥ əɗɘɆɓɔɈɐɎ ɕɔɊɗɎɗɘɋɒ 

(ɇɋɍ ɔɘɐɆɍɔəɗɘɔɏɝɎɈɔɗɘɎ): 

ȸɆɇɑɎɜɆ 5 

Ƀɑɋɒɋɓɘ ȵɆɖɆɒɋɘɖɡ 

ȵɖɔɜɋɗɗɔɖ 4 ɥɊɖɆ, ɝɆɗɘɔɘɆ ɓɋ ɒɋɓɋɋ 3.60 ȩȩɜ 

ȴɕɋɖɆɘɎɈɓɆɥ ɕɆɒɥɘɢ 16 ȩȧ 

ȴɕɋɖɆɜɎɔɓɓɆɥ ɗɎɗɘɋɒɆ Astra Linux Special Edition 1.7  

ȬɋɗɘɐɎɏ ɊɎɗɐ ȳɋ ɒɋɓɋɋ 500 ȩȧ 
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ȵɖɋɊəɗɘɆɓɔɈɑɋɓɓɔɋ ȵȴ ¶ Docker -ce ɈɋɖɗɎɎ 18 ɎɑɎ 20; 

¶ PostgreSQL ɈɋɖɗɎɎ 9,10  ɎɑɎ 14;  

¶ Postgres Pro Enterprise 9.6, 10, 11.13.1, 13.4.1, 11.14.1, 
13.5.1, 11.15.1. Ɏ 13.6.1; 

¶ Postgres Pro Standard 9.6  ɎɑɎ 10;  

¶ Postgres Pro Enterprise Certified 9.6 ɎɑɎ 10; 

¶ Postgres Pro Certified 9.6 ɎɑɎ 10 

ȷɋɘɋɈɔɏ ɆɊɆɕɘɋɖ Ethernet  

 

ȲɎɓɎɒɆɑɢɓɡɋ ɗɎɗɘɋɒɓɡɋ ɘɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɈɋɖə RTS Ɋɑɥ əɗɘɆɓɔɈɐɎ ɕɔɊɗɎɗɘɋɒ 

(ɇɋɍ ɔɘɐɆɍɔəɗɘɔɏɝɎɈɔɗɘɎ): 

ȸɆɇɑɎɜɆ 6 

Ƀɑɋɒɋɓɘ ȵɆɖɆɒɋɘɖɡ 

ȵɖɔɜɋɗɗɔɖ 4 ɥɊɖɆ, ɝɆɗɘɔɘɆ ɓɋ ɒɋɓɋɋ 3.60 ȩȩɜ 

ȴɕɋɖɆɘɎɈɓɆɥ ɕɆɒɥɘɢ 16 ȩȧ 

ȴɕɋɖɆɜɎɔɓɓɆɥ ɗɎɗɘɋɒɆ Astra Linux Special Edition 1.7  

ȬɋɗɘɐɎɏ ɊɎɗɐ ȳɋ ɒɋɓɋɋ 500 ȩȧ 

ȵɖɋɊəɗɘɆɓɔɈɑɋɓɓɔɋ ȵȴ ¶ Docker -ce ɈɋɖɗɎɎ 18 ɎɑɎ 20; 

¶ PostgreSQL ɈɋɖɗɎɎ 9, 10 ɎɑɎ 14; 

¶ Postgres Pro Enterprise 9.6, 10, 11.13.1, 13.4.1, 11.14.1, 
13.5.1, 11.15.1. Ɏ 13.6.1; 

¶ Postgres Pro Standard 9.6  ɎɑɎ 10;  

¶ Postgres Pro Enterprise Certified 9.6 ɎɑɎ 10;  

¶ Postgres Pro Certified 9.6 ɎɑɎ 10 

¶ Apache Cassandra ɈɋɖɗɎɎ 3.11.4 

ȷɋɘɋɈɔɏ ɆɊɆɕɘɋɖ Ethernet  

 

ȸɖɋɇɔɈɆɓɎɋ ɐ ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɋ: ȷɋɖɈɋɖɡ CTS, ETC, RTS ɕɔɊɊɋɖɌɎɈɆɤɘ 

ɑɤɇəɤ ȴȷ ɗɋɒɋɏɗɘɈɆ Linux, ɓɆ ɐɔɘɔɖɡɏ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ Docker 18.03.0-ce. ȶɋ-

ɐɔɒɋɓɊəɋɘɗɥ Ubuntu 20.04 LTS ɎɑɎ Ubuntu 18.04 LTS .  

ŕǐǅǌǀǗƹǍǅǀ. ŗǀǐƻǀǐǞ -¢zˋ 8¢-ˋ v¢zǏǎƿƿǀǐǃǅƻƹǨǒ Ŕŗ ĚġĖÀ ZíĀĥĳ ʶːʵʶːʸʷ -ĆÿÿĆĀ 8ÓíġíĆĀ
ˣŔǐǂǋˤ. 

ȸɖɋɇɔɈɆɓɎɋ ɐ ȵȴ ɐɔɓɘɋɏɓɋɖɎɍɆɜɎɎ: Docker: 18.03.0 -ce (ɓɆɗɘɔɥɘɋɑɢɓɔ ɖɋɐɔ-

ɒɋɓɊəɋɘɗɥ əɗɘɆɓɔɈɐɆ Ɏɍ ɖɋɕɔɍɎɘɔɖɎɥ docker, 

https://docs.docker.com/ install/linux/docker -ce/ubuntu/ ).  

ȸɖɋɇɔɈɆɓɎɋ ɐ ɗɎɓɛɖɔɓɎɍɆɜɎɎ ɈɖɋɒɋɓɎ: ȳɋɔɇɛɔɊɎɒ əɗɘɆɓɔɈɑɋɓɓɡɏ Ɏ ɓɆɗɘɖɔ-

ɋɓɓɡɏ ɑɔɐɆɑɢɓɡɏ ɗɋɖɈɋɖ NTP ɗ əɖɔɈɓɋɒ stratum ɓɋ ɓɎɌɋ 15. 

Ȫɑɥ ɈɔɗɕɖɔɎɍɈɋɊɋɓɎɥ Ɉɋɇ-ɎɓɘɋɖɚɋɏɗɆ ɖɋɐɔɒɋɓɊəɋɘɗɥ ɎɗɕɔɑɢɍɔɈɆɘɢ ɇɖɆəɍɋɖɡ: 

ȸɆɇɑɎɜɆ 7 

ȧɖɆəɍɋɖ ȨɋɖɗɎɥ 

Google Chrome  68  

Chromium  68  

Yandex Browser  19  

Firefox  79  

Opera  56  

Edge 79  

 

https://docs.docker.com/install/linux/docker-ce/ubuntu/
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Ȫɑɥ ɈɔɗɕɖɔɎɍɈɋɊɋɓɎɥ Ɋɋɗɐɘɔɕ-ɎɓɘɋɖɚɋɏɗɆ ɖɋɐɔɒɋɓɊəɋɘɗɥ ɎɗɕɔɑɢɍɔɈɆɘɢ ɕɋɖɗɔ-

ɓɆɑɢɓɡɋ ɐɔɒɕɢɤɘɋɖɡ ɗ ɔɕɋɖɆɜɎɔɓɓɡɒɎ ɗɎɗɘɋɒɆɒɎ, ɕɋɖɋɝɎɗɑɋɓɓɡɒɎ Ɉ ɘɆɇɑɎɜɋ 

ɓɎɌɋ (ȸɆɇɑɎɜɆ 8)  

ȸɆɇɑɎɜɆ 8 

ȴȷ ȨɋɖɗɎɥ 

Linux Astra "ȷɒɔɑɋɓɗɐ" 1. 7 

Linux Astra " ȨɔɖɔɓɋɌ" 1.7 

 

ȸȶȫȧȴȨȦȳȮɅ Ȱ ȵȱȦȸȺȴȶȲȫ STUN/TURN 

ȷɋɖɈɋɖ STUN/TURN ɒɔɌɋɘ ɇɡɘɢ ɖɆɍɈɋɖɓəɘ ɓɆ ɆɕɕɆɖɆɘɓɔɒ ɗɋɖɈɋɖɋ ɎɑɎ Ɉ ɗɖɋɊɋ 

ɈɎɖɘəɆɑɎɍɆɜɎɎ. ȸɖɋɇɔɈɆɓɎɥ ɐ ɆɕɕɆɖɆɘɓɔɏ ɕɑɆɘɚɔɖɒɋ ɗɋɖɈɋɖɆ STUN/TURN Ɉ ɍɆ-

ɈɎɗɎɒɔɗɘɎ ɔɘ ɐɔɑɎɝɋɗɘɈɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ: 

ȸɆɇɑɎɜɆ 9 

Ȱɔɑ-Ɉɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ vCPU/CPU Core  RAM ȩɇ HDD ȩɇ 

10  2 1 42  

25  4 2 42  

50  4 2 42  

100  8 4 42  

200  10  5 42  

500  12  6 42  

1000  16  8 42  

2000  18  9 42  

5000  32  16  42  

10000  64  32  42  

 

ȵɖɎ ɖɆɍɈɋɖɘɡɈɆɓɎɎ ɗɋɖɈɋɖɆ STUN/TURN ɓɆ ɗɋɖɈɋɖ Single CTS ɘɖɋɇɔɈɆɓɎɥ  

ɗəɒɒɎɖəɤɘɗɥ. 

ȸȶȫȧȴȨȦȳȮɅ Ȱ DNS 

ȸɖɋɇəɋɘɗɥ DNS-Ɏɒɥ Ɋɑɥ ɗɋɖɈɋɖɆ CTS, ɖɆɍɖɋɞɆɋɒɔɋ Ɉ ɗɋɘɎ Ȯɓɘɋɖɓɋɘ Ɏ ɗɗɡɑɆɤɟɎ-

ɋɗɥ ɓɆ ɈɓɋɞɓɎɏ IP-ɆɊɖɋɗ ɕəɇɑɎɐɆɜɎɎ ɗɋɖɈɋɖɆ Single CTS ɎɑɎ Front CTS. ȶɋɐɔɒɋɓ-

Ɋəɋɘɗɥ Ɏɒɥ ɘɖɋɘɢɋɉɔ əɖɔɈɓɥ express.mydomain.tld.  

Ȩɔ Ɉɓəɘɖɋɓɓɋɏ ɗɋɘɎ ɐɔɒɕɆɓɎɎ DNS-Ɏɒɥ ɊɔɑɌɓɔ ɖɆɍɖɋɞɆɘɢɗɥ Ɉɔ ɈɓəɘɖɋɓɓɎɏ IP-

ɆɊɖɋɗ ɗɋɖɈɋɖɆ Single CTS. ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɖɆɍɊɋɑɢɓɔɏ əɗɘɆɓɔɈɐɎ ɐɆɌɊɔɒə 

ɗɋɖɈɋɖə ɓɆɍɓɆɝɆɋɘɗɥ Ɉɓəɘɖɋɓɓɋɋ DNS-Ɏɒɥ,  ɔɘɑɎɝɓɔɋ ɔɘ ɎɒɋɓɎ CTS-ɗɋɖɈɋɖɆ.  

ȸɖɋɇɔɈɆɓɎɥ ɐ DNS-ɎɒɋɓɎ STUN/TURN ɗɋɖɈɋɖɆ ɆɓɆɑɔɉɎɝɓɡ ɘɖɋɇɔɈɆɓɎɥɒ ɐ DNS-

ɎɒɋɓɎ ɗɋɖɈɋɖɆ CTS. 

ȸȶȫȧȴȨȦȳȮɅ Ȱ ȷȫȶȸȮȺȮȰȦȸȹ 

Ȫɑɥ ɖɆɇɔɘɡ ɎɍɊɋɑɎɥ ɘɖɋɇəɋɘɗɥ ɔɚɔɖɒɎɘɢ ɗɋɖɘɎɚɎɐɆɘ ɓɆ Ɉɓɋɞɓɋɋ Ɏɒɥ ɗɋɖɈɎɗɆ 

Express (FQDN ɎɑɎ wildcard), Ɉɡɕəɟɋɓɓɡɏ ɕəɇɑɎɝɓɡɒ ɊɔɈɋɖɋɓɓɡɒ ɜɋɓɘɖɔɒ ɗɋɖ-

ɘɎɚɎɐɆɜɎɎ Ɏ əɊɔɈɑɋɘɈɔɖɥɤɟɎɏ ɗɑɋɊəɤɟɎɒ ɘɖɋɇɔɈɆɓɎɥɒ: 

¶ ɈɋɖɗɎɥ 3 Ɏ ɓɋ ɓɎɌɋ TLS 1.2; 

¶ ɊɑɎɓɆ ɐɑɤɝɆ ɓɋ ɒɋɓɢɞɋ 2048 ɇɎɘ; 

¶ ɆɑɉɔɖɎɘɒ ɕɔɊɕɎɗɎ SHA 256;  

¶ ɈɋɖɗɎɥ ɗɎɓɘɆɐɗɎɗɆ X.509 3; 

¶ ɓɋɍɆɞɎɚɖɔɈɆɓɓɡɏ ɍɆɐɖɡɘɡɏ ɐɑɤɝ. 
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ȺɆɏɑ ɊɔɑɌɋɓ ɗɔɊɋɖɌɆɘɢ Ɉ ɗɋɇɋ ɗɋɖɘɎɚɎɐɆɘ ɗɋɖɈɋɖɆ, ɗɋɖɘɎɚɎɐɆɘɡ ɕɖɔɒɋɌəɘɔɝ-

ɓɔɉɔ ɜɋɓɘɖɆ ɗɋɖɘɎɚɎɐɆɜɎɎ Ɏ ɐɔɖɓɋɈɔɉɔ ɜɋɓɘɖɆ ɗɋɖɘɎɚɎɐɆɜɎɎ. ȺɔɖɒɆɘ ɗɋɖɘɎɚɎ-

ɐɆɘɔɈ ɊɔɑɌɋɓ ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ ɐɔɊɎɖɔɈɐɋ Base64. ȺɆɏɑ ɍɆɐɖɡɘɔɉɔ ɐɑɤɝɆ ɊɔɑɌɋɓ 

ɗɔɊɋɖɌɆɘɢ ɓɋɞɎɚɖɔɈɆɓɓɡɏ ɍɆɐɖɡɘɡɏ ɐɑɤɝ ɐɔɊɎɖɔɈɐɎ Base64. 

ȵɖɎɒɋɖɓɆɥ ɗɘɖəɐɘəɖɆ ɚɆɏɑɆ ɗɋɖɘɎɚɎɐɆɘɆ ɎɍɔɇɖɆɌɋɓɆ ɓɆ ɖɎɗəɓɐɋ ɓɎɌɋ 

(ȶɎɗəɓɔɐ 5) . 

 

ȶɎɗəɓɔɐ 5 

ȵɔɊɊɋɖɌɎɈɆɋɘɗɥ ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɇɋɗɕɑɆɘɓɔɉɔ ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ ɐɔɒɕɆɓɎɎ Let`s  

Encrypt.  

ȸȶȫȧȴȨȦȳȮɅ Ȱ ȰȴȶȵȴȶȦȸȮȨȳȴȲȹ ȰȦȸȦȱȴȩȹ LDAP  

ȵɖɎ ɎɓɘɋɉɖɆɜɎɎ Express ɗ ɐɔɖɕɔɖɆɘɎɈɓɡɒ ɐɆɘɆɑɔɉɔɒ ɓɆ ɇɆɍɋ Microsoft Active 

Directory ɘɖɋɇəɋɘɗɥ ɗɔɍɊɆɓɎɋ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɗ ɕɖɆɈɆɒɎ çDomain Usersè Ɏ ɐɔɓ-

ɘɋɏɓɋɖɆ çdeleted objectsè (https://docs.microsoft.com/ru -

ru/troubleshoot/windows -server/identity/non -administrators -view -deleted -object -

container ).  

ȷɘɆɓɊɆɖɘɓɔɏ ɕɖɆɐɘɎɐɔɏ ɕɖɋɊɔɗɘɆɈɑɋɓɎɥ ɊɔɗɘəɕɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɐ Express ɥɈɑɥ-

ɋɘɗɥ ɗɔɍɊɆɓɎɋ ɉɖəɕɕɡ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Express Ɉ Active Directory. ȸɎɕ ɉɖəɕɕɡ ð 

çSecurityè, ɈɎɊɎɒɔɗɘɢ ɉɖəɕɕɡ ð «Universal».  

ȵɖɎ ɎɓɘɋɉɖɆɜɎɎ Express ɗ ɐɔɖɕɔɖɆɘɎɈɓɡɒ ɐɆɘɆɑɔɉɔɒ ɓɆ ɇɆɍɋ LDAP-ɗɔɈɒɋɗɘɎɒɔɉɔ 

ɗɋɖɈɋɖɆ ɘɖɋɇəɋɘɗɥ ɗɔɍɊɆɓɎɋ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɗ ɕɖɆɈɆɒɎ ɝɘɋɓɎɥ ɐɆɘɆɑɔɉɆ.  

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɐɆɘɆɑɔɉɆ AD LDS ɆɈɘɔɖɎɍɆɜɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɔɗəɟɋɗɘɈɑɥɋɘɗɥ 

ɘɔɑɢɐɔ ɕɔ ȵȮȳ-ɐɔɊə ɓɆ email. 

ȸȶȫȧȴȨȦȳȮɅ Ȱ ȷȫȶȨȫȶȹ SMTP  

Ȫɑɥ ɈɔɍɒɔɌɓɔɗɘɎ ɔɘɕɖɆɈɐɎ ȵȮȳ-ɐɔɊɔɈ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ əɗɘɖɔɏɗɘɈɆ ɕɔɑɢɍɔɈɆɘɋɑɥ 

ɘɖɋɇəɋɘɗɥ ɗɔɍɊɆɓɎɋ ɓɆ ɕɔɝɘɔɈɔɒ ɗɋɖɈɋɖ əɝɋɘɓɔɏ ɍɆɕɎɗɎ, ɕɔɊ ɐɔɘɔɖɔɏ ɇəɊɋɘ ɕɖɔ-

ɎɍɈɔɊɎɘɢɗɥ ɔɘɕɖɆɈɐɆ ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɡ.  

ȸȶȫȧȴȨȦȳȮɅ Ȱ ȷȫȸȫȨɁȲ ȨȭȦȮȲȴȪȫȯȷȸȨȮɅȲ 

ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɘɋɈɡɒ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥɒ ɔɕɎɗɆɓɡ Ɉ ȵɖɎɑɔɌɋɓɎɎ 1, 

ȵɖɎɑɔɌɋɓɎɎ 2, ȵɖɎɑɔɌɋɓɎɎ 3,  Ɏ ȵɖɎɑɔɌɋɓɎɎ 4.  

ȸȶȫȧȴȨȦȳȮɅ Ȱ ȷȫȶȨȫȶȹ VOEX 

ȷɋɖɈɋɖ VoEx ɒɔɌɋɘ ɇɡɘɢ ɖɆɍɈɋɖɓəɘ ɓɆ ɆɕɕɆɖɆɘɓɔɒ ɗɋɖɈɋɖ ɎɑɎ Ɉ ɗɖɋɊɋ ɈɎɖɘəɆɑɎ-

ɍɆɜɎɎ. ȲɎɓɎɒɆɑɢɓɡɋ ɗɎɗɘɋɒɓɡɋ ɘɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɈɋɖə VoEx Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɐɔ-

ɑɎɝɋɗɘɈɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ: 

https://docs.microsoft.com/ru-ru/troubleshoot/windows-server/identity/non-administrators-view-deleted-object-container
https://docs.microsoft.com/ru-ru/troubleshoot/windows-server/identity/non-administrators-view-deleted-object-container
https://docs.microsoft.com/ru-ru/troubleshoot/windows-server/identity/non-administrators-view-deleted-object-container
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ȸɆɇɑɎɜɆ 10  

Ȱɔɑ-Ɉɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ vCPU/CPU Core  RAM ȩɇ HDD ȩɇ 

10  2 1 42  

25  4 2 42  

50  4 2 42  

100  8 4 42  

200  10  5 42  

500  12  6 42  

1000  16  8 42  

2000  18  9 42  

5000  32  16  42  

10000  64  32  42  

 

ŕǐǅǌǀǗƹǍǅǀː ŕǐǅ ǐƹǄƻǀǐǒǞƻƹǍǅǅ Ǒǀǐƻǀǐƹ ²Ć8ĳ Ǎƹ Ǒǀǐƻǀǐ zíĀçúÙ -¢zǅǋǅ EĖĆĀġ -¢z ǒǐǀƺǎˡ
ƻƹǍǅǩ ǑǓǌǌǅǐǓǨǒǑǩː 

ȸȶȫȧȴȨȦȳȮɅ Ȱ DLP 

Ȫɑɥ ɔɇɋɗɕɋɝɋɓɎɥ ɖɆɇɔɘɡ DLP ɓɋɔɇɛɔɊɎɒ Ɋɔɗɘəɕ ɐ ɗɑɋɊəɤɟɎɒ ɔɇɠɋɐɘɆɒ Ɏ ɚəɓɐ-

ɜɎɔɓɆɑə:  

¶ ɕɔɊɗɎɗɘɋɒɋ kafka Ɋɑɥ ɕɔɑəɝɋɓɎɥ ɗɔɇɡɘɎɏ çadmin-eventsè Ɏ çsystem-events»;  

¶ API ɕɔɊɗɎɗɘɋɒ kdc (ȧȪ ɐɑɤɝɋɏ ɇɋɍɔɕɆɗɓɔɗɘɎ) Ɏ messaging (ȧȪ ɗɔɔɇɟɋɓɎɏ); 

¶ ɇɆɍɆɒ ɊɆɓɓɡɛ messaging (ȧȪ ɗɔɔɇɟɋɓɎɏ) Ɏ DLP; 

¶ LDAP-ɗɋɖɈɋɖə ɕɖɎ ɆɈɘɔɖɎɍɆɜɎɎ ɕɔ LDAP; 

¶ ɗɐɆɝɎɈɆɓɎɤ ɚɆɏɑɔɈ. 

ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɘɋɈɔɏ ɎɓɚɖɆɗɘɖəɐɘəɖɋ ɈɛɔɊɥɟɎɛ ɗɔɋɊɎɓɋɓɎɏ: 

ȸɆɇɑɎɜɆ 11  

ȲɔɊəɑɢ/ɗɋɖɈɎɗ ȵɖɔɘɔɐɔɑ ȵɔɖɘ 

Ȩɋɇ-ɐɑɎɋɓɘ TCP 80, 443  
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ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɘɋɈɔɏ ɎɓɚɖɆɗɘɖəɐɘəɖɋ ɎɗɛɔɊɥɟɎɛ ɗɔɋɊɎɓɋɓɎɏ: 

ȸɆɇɑɎɜɆ 12  

ȲɔɊəɑɢ/ɗɋɖɈɎɗ ȵɖɔɘɔɐɔɑ ȵɔɖɘ 

Kafka  TCP/UDP 9092/9093  

Zookeeper  TCP 2182  

Postgresql  TCP 5432  

CTS-app  TCP 80, 443  

 

ȸɖɋɇɔɈɆɓɎɥ ɐ ɔɇɠɋɒə ɕɆɒɥɘɎ:  

ȸɆɇɑɎɜɆ 13  

ȵɆɖɆɒɋɘɖ ȭɓɆɝɋɓɎɋ 

ȵɖɔɜɋɗɗɔɖ 8 ɥɊɋɖ 

ȴɕɋɖɆɘɎɈɓɆɥ ɕɆɒɥɘɢ 8 ȩɇ 

ȬɋɗɘɐɎɏ ɊɎɗɐ 40 ȩɇ 

ȵɖɔɕəɗɐɓɆɥ ɗɕɔɗɔɇɓɔɗɘɢ ɗɋɘɎ 1 ȩɇɎɘ/ɗ 
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ȩɑɆɈɆ 2 
ȹȷȸȦȳȴȨȰȦ EXPRESS 

ȹɗɘɆɓɔɈɐɆ ɗɋɖɈɋɖɆ Express ɈɐɑɤɝɆɋɘ Ɉ ɗɋɇɥ ɗɑɋɊəɤɟɎɋ ɣɘɆɕɡ: 

1)  ɕɖɋɊɈɆɖɎɘɋɑɢɓɆɥ ɓɆɗɘɖɔɏɐɆ (ɗɒ. 24 );  

2)  əɗɘɆɓɔɈɐɆ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ (ɗɒ. ɗɘɖ. 31 );  

3)  əɗɘɆɓɔɈɐɆ ɖɋɉɎɔɓɆɑɢɓɔɉɔ ɗɋɖɈɋɖɆ Ɏ/ɎɑɎ ɗɋɖɈɋɖɆ ɕɖɋɊɕɖɎɥɘɎɥ (ɋɗɑɎ ɘɖɋɇə-

ɋɘɗɥ, ɗɒ. ɗɘɖ. 37 );  

4)  ɍɆɕəɗɐ ɗɋɖɈɋɖɆ (ɗɒ. ɗɘɖ. 38 );  

5)  əɗɘɆɓɔɈɐɆ ɗɋɖɈɋɖɆ ɉɔɑɔɗɔɈɔɏ ɗɈɥɍɎ VoEx (ɗɒ. ɗɘɖ. 26 );  

6)  ɓɆɗɘɖɔɏɐɆ ɗɋɖɈɋɖɆ:  

¶ RTS (ɗɒ. ɗɘɖ. 40 ) ;  

¶ ETS (ɗɒ. ɗɘɖ. 54 ) ;  

¶ CTS (ɗɒ. ɗɘɖ. 68 ) . 

ȵȶȫȪȨȦȶȮȸȫȱɂȳȦɅ ȳȦȷȸȶȴȯȰȦ 

Ȫɑɥ ɐɔɖɖɋɐɘɓɔɏ ɖɆɇɔɘɡ ɗɋɖɈɋɖɆ ɈɡɕɔɑɓɎɘɋ ɕɖɋɊɈɆɖɎɘɋɑɢɓəɤ ɓɆɗɘɖɔɏɐə. 

ŁǍǅǌƹǍǅǀˍ řǑǒƹǍǎƻǉǓ 8ĳēĖÙĚĚ ƿǎǋǃǀǍ ǎǑǓǚǀǑǒƻǋǩǒǜ ǏǎǋǜǄǎƻƹǒǀǋǜ ZíĀĥĳ Ǒ ǎǏǞǒǎǌ ƹƿǌǅˡ
ǍǅǑǒǐǅǐǎƻƹǍǅǩː 

ȵɖɋɊɈɆɖɎɘɋɑɢɓɆɥ ɓɆɗɘɖɔɏɐɆ ɍɆɈɎɗɎɘ ɔɘ ȴȷ. 

ȴȷ ASTRA LINUX  ȴȶȫȱ 

Ȫɑɥ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔɏ ɓɆɗɘɖɔɏɐɎ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ȴȷ Astra Linux 

ȴɖɋɑ: 

1.  ȹɗɘɆɓɔɈɎɘɋ ȴȷ Astra Linux ȴɖɋɑ. Ȩɔ Ɉɖɋɒɥ əɗɘɆɓɔɈɐɎ ɓɆ ɞɆɉɋ ɈɡɇɔɖɆ çȨɡɇɔɖ 

ɕɖɔɉɖɆɒɒɓɔɉɔ ɔɇɋɗɕɋɝɋɓɎɥè ɈɡɊɋɑɎɘɋ ȧɆɍɔɈɡɋ ɗɖɋɊɗɘɈɆ, ȷɖɋɊɗɘɈɆ əɊɆɑɋɓ-

ɓɔɉɔ ɊɔɗɘəɕɆ SSH. 

2.  ȹɗɘɆɓɔɈɎɘɋ Docker ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ: 

# sudo apt install  docker.io  

3.  ȹɗɘɆɓɔɈɎɘɋ ɊɔɕɔɑɓɎɘɋɑɢɓɔɋ ȵȴ (ɗɒ. ɓɎɌɋ). 

Ȫɑɥ əɗɘɆɓɔɈɐɎ ɊɔɕɔɑɓɎɘɋɑɢɓɔɉɔ ȵȴ: 

 ȨɡɕɔɑɓɎɘɋ əɗɘɆɓɔɈɐə NTP-ɗɋɖɈɋɖɆ ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ: 

# sudo apt install chrony  

ȫɗɑɎ Ɏɒɋɤɘɗɥ ɎɗɘɔɝɓɎɐɎ ɘɔɝɓɔɉɔ ɈɖɋɒɋɓɎ ɈɓəɘɖɎ ɐɔɒɕɆɓɎɎ, Ɉ ɚɆɏɑ 

/etc/chrony/chrony.conf  ɈɓɋɗɎɘɋ ɗɋɖɈɋɖɡ1  NTP. 

ȹɊɆɑɎɘɋ ɎɑɎ ɍɆɐɔɒɒɋɓɘɎɖəɏɘɋ ɗɘɖɔɐə pool Ɏ əɐɆɌɎɘɋ ɗɈɔɎ ɗɋɖɈɋɖɆ. 

ȵɖɎɒɋɖ:  

server ntp1.local  

server ntp2.local  

server ntp3.local  

 

1 ʇʦʜʨʘʟʫʤʝʚʘʶʪʩʷ ʩʝʨʚʝʨʘ ʟʘʢʘʟʯʠʢʘ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ NTP-ʩʝʨʚʝʨʘ. 
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 ȵɋɖɋɍɆɕəɗɘɎɘɋ ɗɑəɌɇə Ɋɑɥ ɕɖɎɒɋɓɋɓɎɥ ɎɍɒɋɓɋɓɎɏ: 

# sudo systemctl restart chrony  

Ȫɑɥ ɕɖɔɈɋɖɐɎ ɕɔɊɐɑɤɝɋɓɎɥ ɐ NTP-ɗɋɖɈɋɖɆɒ Ɏɗɕɔɑɢɍəɏɘɋ ɗɑɋɊəɤɟəɤ  

ɐɔɒɆɓɊə: 

# chronyc sources - v 

 ȵɔɑəɝɎɘɋ ɕɖɆɈɆ root ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ: 

sudo - s 

 ȹɐɆɌɎɘɋ ɕɆɖɆɒɋɘɖɡ ɛɖɆɓɋɓɎɥ ɌəɖɓɆɑɔɈ Ɉ Docker Ɉ ɐɆɘɆɑɔɉɋ 

/etc/docker/daemon.json:  

{  

"log - driver": "json - file",  

 "log - opts": {  

  "max - size": "1g"  

 }  

}  

 ȨɡɕɔɑɓɎɘɋ: 

systemctl restart docker  

 ȵɖɔɈɋɖɢɘɋ ɜɋɕɔɝɐə SSL-ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ əɇɋɊɎɘɋɗɢ Ɉ ɕɖɆɈɎɑɢɓɔɒ ɕɔɖɥɊɐɋ 

ɓɆɇɔɖɆ ɗɋɖɘɎɚɎɐɆɘɔɈ (ɗɒ. ɗɘɖ. 20 ).  

 ȵɖɔɈɋɖɢɘɋ ɕɖɆɈɎɑɢɓɔɗɘɢ ɓɆɗɘɖɔɋɐ ɗɋɖɈɋɖɆ1:  

ȸɆɇɑɎɜɆ 14  

ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȴɕɖɋɊɋɑɋɓɎɋ ȶɋɞɆɋɒɆɥ ɍɆɊɆɝɆ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ CTS 22, TCP  ȹɊɆɑɋɓɓɔɋ ɕɔɊɐɑɤɝɋɓɎɋ ɐ SSH Ɋɑɥ 

əɕɖɆɈɑɋɓɎɥ ɗɋɖɈɋɖɔɒ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ DNS  
ɗɋɖɈɋɖɆ 

53, UDP/TCP  DNS-ɍɆɕɖɔɗɡ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ NTP  
ɗɋɖɈɋɖɆ 

123, UDP  ȷɎɓɛɖɔɓɎɍɆɜɎɥ ɈɖɋɒɋɓɎ ɕɔ ɕɖɔɘɔ-
ɐɔɑə NTP 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ AD  
ɗɋɖɈɋɖɆ 

389, TCP  ȵɔɊɐɑɤɝɋɓɎɋ ɐ ɗɋɖɈɋɖə AD Ɋɑɥ ɜɋ-
ɑɋɏ ɆɈɘɔɖɎɍɆɜɎɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɏ 
ɕɔɑəɝɋɓɎɥ Ɏɛ ɗɕɎɗɐɆ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ AD  
ɗɋɖɈɋɖɆ 

636, TCP  TLS-ɕɔɊɐɑɤɝɋɓɎɋ ɐ ɗɋɖɈɋɖə AD ɆɈɘɔ-
ɖɎɍɆɜɎɎ Ɏ ɕɔɑəɝɋɓɎɥ ɗɕɎɗɐɆ ɕɔɑɢɍɔ-
ɈɆɘɋɑɋɏ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ CTS 443, TCP  HTTPS-ɕɔɊɐɑɤɝɋɓɎɋ ɒɔɇɎɑɢɓɡɛ ɐɑɎ-
ɋɓɘɔɈ ɐ CTS  

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ regis-

try.public.express:443  
443, TCP  ȹɗɘɆɓɔɈɐɆ Ɏ ɔɇɓɔɈɑɋɓɎɋ ɕɆɐɋɘɔɈ CTS 

ȴɘɐɖɡɘɡɏ ɕɔɖɘ VoEX-  

ɗɋɖɈɋɖɆ 
6379, TCP  ȵɔɊɐɑɤɝɋɓɎɋ ɐ REDIS ɓɆ VoEx-ɗɋɖ-

Ɉɋɖɋ 

ȴɘɐɖɡɘɡɏ ɕɔɖɘ 

ru.public.express:  
5001  

5001, TCP  ȸɖɆɗɘɔɈɔɋ ɕɔɊɐɑɤɝɋɓɎɋ ɐ ȶɔɗɗɎɏ-

ɗɐɔɒə ɖɋɉɎɔɓɆɑɢɓɔɒə ɗɋɖɈɋɖə 

DNS-Ɏɒɥ ¶ ɖɋɐɔɒɋɓɊəɋɘɗɥ Ɏɒɋɘɢ ɘɖɋɘɎɏ 
əɖɔɈɋɓɢ DNS;  

¶ Ɉɔ Ɉɓəɘɖɋɓɓɋɏ ɗɋɘɎ ɐɔɒɕɆɓɎɎ 
DNS-Ɏɒɥ ɊɔɑɌɓɔ ɖɆɍɖɋ-
ɞɆɘɢɗɥ Ɉɔ ɈɓəɘɖɋɓɓɎɏ IP ɗɋɖ-
ɈɋɖɆ Single  CTS;  

¶ ɘɖɋɇɔɈɆɓɎɥ ɐ DNS-ɎɒɋɓɎ 
STUN/ TURN ɗɋɖɈɋɖɆ ɆɓɆɑɔ-
ɉɎɝɓɡ ɘɖɋɇɔɈɆɓɎɥɒ ɐ DNS-
ɎɒɋɓɎ ɗɋɖɈɋɖɆ CTS 

 

 

1 ɼʘʥʥʳʝ ʥʘʩʪʨʦʡʢʠ ʧʦʜʭʦʜʷʪ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ ʥʘ ʦʜʥʦʤ ʩʝʨʚʝʨʝ. ʇʦʜʨʦʙʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʝʪʝʚʳʭ ʚʟʘʠʤʦʜʝʡʩʪʚʠʡ 
ʜʣʷ Single CTS ʠ ʢʦʤʙʠʥʘʮʠʠ Front CTS ʠ Back CTS ʩʤ. ʩʪʨ. 45 «ʇʨʠʣʦʞʝʥʠʝ 2è ʠ ʩʪʨ. 46 «ʇʨʠʣʦʞʝʥʠʝ 3è ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 

http://registry.ccsteam.ru:443/
http://registry.ccsteam.ru:443/
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ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȴɕɖɋɊɋɑɋɓɎɋ ȶɋɞɆɋɒɆɥ ɍɆɊɆɝɆ 

ȷɋɖɘɎɚɎɐɆɘ Ɋɑɥ DNS-
ɎɒɋɓɎ 

¶ SSL ɈɋɖɗɎɎ 3 Ɏ ɓɋ ɓɎɌɋ TLS 
1.2;  

¶ ɊɑɎɓɆ ɐɑɤɝɆ ɖɆɈɓɆ 2048 ɎɑɎ 
ɇɔɑɢɞɋ; 

¶ X.509 ɈɋɖɗɎɥ 3; 

¶ ɓɋɍɆɞɎɚɖɔɈɆɓɓɡɏ ɐɑɤɝ Ɋɑɥ 
ɗɋɖɘɎɚɎɐɆɘɆ1 

 

ȹɝɋɘɓɆɥ ɍɆɕɎɗɢ 
Microsoft AD  

ȦɐɘɎɈɓɆɥ əɝɋɘɓɆɥ ɍɆɕɎɗɢ ɗ Ɋɔɗɘə-
ɕɔɒ ɐ ɝɘɋɓɎɤ ɈɡɇɖɆɓɓɔɏ ɉɖəɕɕɡ 
Ɏ deleted objects 

ȵɔɑəɝɋɓɎɋ ɗɕɎɗɐɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

 

 ȭɆɕɖɔɗɎɘɋ ə ɖɆɍɖɆɇɔɘɝɎɐɆ ɗɑɋɊəɤɟɎɋ ɎɓɊɎɈɎɊəɆɑɢɓɡɋ ɕɆɖɆɒɋɘɖɡ Ɋɑɥ əɗɘɆ-

ɓɔɈɐɎ (ɕɆɖɆɒɋɘɖɡ ɕɖɋɊɔɗɘɆɈɑɥɤɘɗɥ ɕɔ FQDN ɐɔɓɐɖɋɘɓɔɉɔ ɗɋɖɈɋɖɆ): 

¶ cts_id ī ɎɊɋɓɘɎɚɎɐɆɘɔɖ ɊɆɓɓɔɉɔ ɗɋɖɈɋɖɆ; 

¶ rts_host ī FQDN ɆɊɖɋɗ ɗɋɖɈɋɖɆ RTS, ɐ ɐɔɘɔɖɔɒə ɇəɊɋɘ ɕɔɊɐɑɤɝɋɓ ɊɆɓɓɡɏ 

CTS;  

¶ rts_id ī ɎɊɋɓɘɎɚɎɐɆɘɔɖ ɗɋɖɈɋɖɆ RTS; 

¶ rts_token ī ɘɔɐɋɓ Ɋɑɥ ɆɈɘɔɖɎɍɆɜɎɎ ɓɆ ɗɋɖɈɋɖɋ RTS. Ȯɒɋɋɘ ɗɑɋɊəɤɟɎɏ 

ɚɔɖɒɆɘ <token_for_accept>:<token_for_connect>, ɉɊɋ token_for_accept ï 

ɘɔ-ɐɋɓ Ɋɑɥ ɕɖɎɋɒɆ ɕɔɊɐɑɤɝɋɓɎɥ ɔɘ əɊɆɑɋɓɓɔɉɔ ɗɋɖɈɋɖɆ, 

token_for_connect ī ɘɔɐɋɓ Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ ɐ əɊɆɑɋɓɓɔɒə ɗɋɖɈɋɖə. 

ȹȷȸȦȳȴȨȰȦ ȷȫȶȨȫȶȦ VOEX 

ȷɋɖɈɋɖ VoEx (STUN/TURN ɗɋɖɈɋɖ) ɕɖɋɊɓɆɍɓɆɝɋɓ Ɋɑɥ ɔɖɉɆɓɎɍɆɜɎɎ ɈɎɊɋɔ-  Ɏ 

ɆəɊɎɔɗɈɥɍɎ ɒɋɌɊə ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ. ȨɎɊɋɔ Ɏɗɕɔɑɢɍəɋɘ ɕɔ əɒɔɑɝɆɓɎɤ ɐɔɊɋɐ VP8 Ɏ 

ɕɋɖɋɊɆɋɘɗɥ ɗ ɖɆɍɖɋɞɋɓɎɋɒ 640ɛ480 ɗ ɔɉɖɆɓɎɝɋɓɎɋɒ ɐɆɓɆɑɆ 200 ȰɇɎɘ/ɗ. ȦəɊɎɔ 

Ɏɗɕɔɑɢɍəɋɘ ɕɔ əɒɔɑɝɆɓɎɤ ɐɔɊɋɐ OPUS.  

ȹɗɘɆɓɔɈɐɆ ɗɋɖɈɋɖɆ VoEx ɕɖɔɛɔɊɎɘ Ɉ ɘɖɎ ɣɘɆɕɆ: 

 ȵɖɋɊɈɆɖɎɘɋɑɢɓɆɥ ɓɆɗɘɖɔɏɐɆ (ɗɒ. ɓɎɌɋ);  

 ȹɗɘɆɓɔɈɐɆ ɗɋɖɈɋɖɆ VoEx (ɗɒ. ɗɘɖ. 27 );  

 ȳɆɗɘɖɔɏɐɆ ɗɋɖɈɋɖɆ VoEx (ɗɒ. ɗɘɖ. 29 ).  

ȵȶȫȪȨȦȶȮȸȫȱɂȳȦɅ ȳȦȷȸȶȴȯȰȦ 

Ȫɑɥ ɐɔɖɖɋɐɘɓɔɏ ɖɆɇɔɘɡ ɗɋɖɈɋɖɆ ɈɡɕɔɑɓɎɘɋ ɕɖɋɊɈɆɖɎɘɋɑɢɓəɤ ɓɆɗɘɖɔɏɐə. 

ŕǐǅǌǀǗƹǍǅǀː Ŋƹƿǀǐǃǉǅ Ǐǐǅ ǏǀǐǀƿƹǗǀ ƼǎǋǎǑǎƻǎǆ ǅǍǕǎǐǌƹǘǅǅ ƻ ǐǀǃǅǌǀ ¢¦v` ǄƹƻǅǑǩǒ ǎǒ
ǓƿƹǋǀǍǍǎǑǒǅ ǉǎǍǀǗǍǎƼǎ ǏǎǋǜǄǎƻƹǒǀǋǩ ǎǒ ¢¦v`-Ǒǀǐƻǀǐƹː Ņǋǩ ǎƺǀǑǏǀǗǀǍǅǩ ǉƹǗǀǑǒƻǀǍǍǎǆ
ǑƻǩǄǅ ǌǀǃƿǓ ǑǎǒǐǓƿǍǅǉƹǌǅ ǉǎǌǏƹǍǅǅ ƻ ǐƹǄǍǞǖ Ǖǅǋǅƹǋƹǖ ǐǀǉǎǌǀǍƿǓǀǒǑǩ ǓǑǒƹǍƹƻǋǅƻƹǒǜ
Ǒǀǐƻǀǐ ²Ć8ĳ ƿǋǩ ǉƹǃƿǎƼǎ Ǖǅǋǅƹǋƹː 

ȵɋɖɋɊ əɗɘɆɓɔɈɐɔɏ ɗɋɖɈɋɖɆ VoEx: 

 ȴɕɖɋɊɋɑɎɘɋ ɔɊɎɓɆɐɔɈɔ Ɋɔɗɘəɕɓɡɏ Ɋɑɥ ɔɇɖɆɟɋɓɎɏ Ɏɍ ɑɔɐɆɑɢɓɔɏ ɗɋɘɎ ɕɖɋɊ-

ɕɖɎɥɘɎɥ Ɏ ɎɓɘɋɖɓɋɘɆ ɉɑɔɇɆɑɢɓɡɏ IP-ɆɊɖɋɗ Ɋɑɥ ɗɋɖɈɋɖɆ VoEx. 

 ȵɖɔɈɋɖɢɘɋ ɕɖɆɈɎɑɢɓɔɗɘɢ ɈɡɗɘɆɈɑɋɓɓɡɛ ɓɆɗɘɖɔɋɐ ɗɋɖɈɋɖɆ.  

 

1 ʄʦʛʫʪ ʙʳʪʴ ʧʨʝʜʦʩʪʘʚʣʝʥʳ ʢʦʤʧʘʥʠʝʡ ʨʘʟʨʘʙʦʪʯʠʢʦʤ. 
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ȳɆɕɖɆɈɑɋɓɎɋ ȮɗɘɔɝɓɎɐ ȵɖɎɋɒɓɎɐ ȵɔɖɘ ȵɖɔɘɔɐɔɑ 
ȵɖɋɊɓɆɍɓɆɝɋɓɎɋ 
ɕɔɖɘɆ 

ȨɛɔɊɥɟɎɏ Admin IP  STUN/TURN  22  TCP SSH 

ȨɛɔɊɥɟɎɏ CTS STUN/TURN  6379  TCP REDIS 

ȨɛɔɊɥɟɎɏ CTS MCU 8188  TCP Management 
conference  

ȨɛɔɊɥɟɎɏ ȱɤɇɔɏ STUN/TURN  3478 -
3479  

TCP/UDP TURN 

ȨɛɔɊɥɟɎɏ ȱɤɇɔɏ STUN/TURN  5349 -
5350  

TCP/UDP TURN TLS 

ȨɛɔɊɥɟɎɏ ȱɤɇɔɏ MCU 20000 -

40000  
UDP SRTP media  

ȨɛɔɊɥɟɎɏ ȱɤɇɔɏ STUN/TURN  49152 -

65535  
UDP SRTP media  

ȮɗɛɔɊɥɟɎɏ STUN/TURN  ȱɤɇɔɏ ȱɤɇɔɏ UDP SRTP media  

ȮɗɛɔɊɥɟɎɏ STUN/TURN  DNS 53  TCP/UDP DNS 

ȮɗɛɔɊɥɟɎɏ STUN/TURN  NTP 123  UDP NTP 

ȮɗɛɔɊɥɟɎɏ STUN/TURN  registry.public.e
xpress  

443  TCP Docker registry  

 

 ȵɖɎɗɈɔɏɘɋ Ɋɔɒɋɓɓɔɋ Ɏɒɥ ɗɋɖɈɋɖə VoEx. 

 ȵɔɊɉɔɘɔɈɢɘɋ ɜɋɕɔɝɐə ɗɋɖɘɎɚɎɐɆɘɔɈ SSL Ɉ ɚɔɖɒɆɘɋ PEM Ɏ ɓɋɞɎɚɖɔɈɆɓɓɡɏ 

ɕɖɎɈɆɘɓɡɏ ɐɑɤɝ. 

ȹȷȸȦȳȴȨȰȦ ȷȫȶȨȫȶȦ VOEX 

ȷɑɋɊəɤɟɎɏ ɓɆɇɔɖ ɐɔɒɆɓɊ Ɉɡɕɔɑɓɥɋɘɗɥ Ɉ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɋ ɗɋɖɈɋɖɆ, ɓɆ ɐɔɘɔɖɔɒ 

əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ VoEx. 

Ȫɑɥ əɗɘɆɓɔɈɐɎ ɗɋɖɈɋɖɆ VoEx: 

 ȭɆɕəɗɘɎɘɋ ɐɔɒɆɓɊɓəɤ ɗɘɖɔɐə. 

 ȵɔɊɐɑɤɝɎɘɋɗɢ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɖɆɍɖɆɇɔɘɝɎɐɆ Ɉ Docker Ɋɑɥ ɗɐɆɝɎɈɆɓɎɥ ɐɔɓɘɋɏ-

ɓɋɖɔɈ.  

docker login - u Login - p Password registry.public.express  

ŕǐǅǌǀǗƹǍǅǀː Ł ǉƹǗǀǑǒƻǀ ǋǎƼǅǍƹ ǅ Ǐƹǐǎǋǩ ǅǑǏǎǋǜǄǓǨǒǑǩ ZĆçíĀ ǅ sÀĚĚĲĆĖÓˋ ǉǎǒǎǐǞǀ
ƻǞƿƹǨǒǑǩ ǐƹǄǐƹƺǎǒǗǅǉǎǌː 

Ȩ ɗɑəɝɆɋ əɗɘɆɓɔɈɐɎ ɗɋɖɘɎɚɎɜɎɖɔɈɆɓɓɔɏ ɈɋɖɗɎɎ ɕɔɊɐɑɤɝɎɘɋ ɘɈɋɖɊɔɘɋɑɢɓɡɏ 

ɓɆɐɔɕɎɘɋɑɢ ɗ ɕɖɔɉɖɆɒɒɓɡɒ ɔɇɋɗɕɋɝɋɓɎɋɒ ɐ ɕɑɆɘɚɔɖɒɋ, ɓɆ ɐɔɘɔɖɔɏ ɕɖɔɎɗɛɔ-

ɊɎɘ əɗɘɆɓɔɈɐɆ, Ɏ ɖɆɗɕɆɐəɏɘɋ ɆɖɛɎɈɓɡɏ ɚɆɏɑ cts_Ȼ.ȻȻ.Ȼ.zip. 

 ȭɆɕəɗɘɎɘɋ ɔɕɋɖɆɜɎɤ ɎɓɗɘɆɑɑɥɜɎɎ. 

# docker run - d -- rm -- name dpl - install \  

    registry.public.express/dpl:master sleep 10 && \  

    docker cp dpl - install:/deployka /usr/local/bin/dpl  

Ȯɍ ɖɋɕɔɍɎɘɔɖɎɥ ɓɆ ɗɋɖɈɋɖ ɗɐɆɝɆɋɘɗɥ ɚɆɏɑ Ɉ ɚɔɖɒɆɘɋ YAML ɗ ɐɔɓɘɋɏɓɋɖɆɒɎ Ɏ 

ɎɓɗɘɆɑɑɥɘɔɖ.  

 ȷɔɍɊɆɏɘɋ ɖɆɇɔɝɎɏ ɐɆɘɆɑɔɉ ɕɖɔɋɐɘɆ: 

# mkdir - p /opt/express - voice  

# cd /opt/express - voice  

# dpl -- init express - voice  

 ȹɗɘɆɓɔɈɎɘɋ ɜɋɕɔɝɐə ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ ɐɑɤɝɆ SSL Ɋɑɥ TURN Ɏ STUN ɗɋɖɈɋɖɔɈ. 

# mkdir - p certs  

# cp /somew here/my - certificate - chain.crt certs/coturn.crt  
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# cp /somewhere/my - unencrypted - key.key certs/coturn.key  

 ȷɔɍɊɆɏɘɋ DH (Diffie Hellman) ɐɑɤɝ.  

# openssl dhparam - out certs/dhparam.pem 2048  

 ȴɘɐɖɔɏɘɋ ɚɆɏɑ ɐɔɓɚɎɉəɖɆɜɎɎ Ɋɑɥ ɖɋɊɆɐɘɎɖɔɈɆɓɎɥ: 

external_interface: eth0  

permit_ip: []  

project_type: express - voice  

turnserver_listening_ip: 2.3.4.5  

turnserver_server_name: localhost  

 ȨɓɋɗɎɘɋ ɎɍɒɋɓɋɓɎɥ Ɉ ɓɆɗɘɖɔɏɐɎ ɕɔ əɒɔɑɝɆɓɎɤ Ɏ ɊɔɇɆɈɢɘɋ ɗɑɋɊəɤɟɎɋ ɕɆɖɆ-

ɒɋɘɖɡ: 

turnserver_external_ip:  

  -  1.2.3.4  

redis_optio ns:  

  command:  

    -  redis - server  

    -  -- requirepass verystrongpassword  

redis_userdb: ip=localhost password=verystrongpassword dbname=1 

port=6379  

redis_statsdb: ip=localhost password=verystrongpassword dbname=1 

port=6379  

ȸɆɇɑɎɜɆ 16  

ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȭɓɆɝɋɓɎɋ 

external_interface  ȳɆɎɒɋɓɔɈɆɓɎɋ ɎɓɘɋɖɚɋɏɗɆ ɗ ɈɓɋɞɓɎɒ IP-ɆɊɖɋɗɔɒ1 

permit_ip  ȷɕɎɗɔɐ ɖɆɍɖɋɞɋɓɓɡɛ IP-ɆɊɖɋɗɔɈ: 

¶ Ɋɑɥ ɔɊɓɔɉɔ CTS-ɗɋɖɈɋɖɆ ό ɋɉɔ ɆɊɖɋɗ: [1.2.3.4]; 

¶  ɋɗɑɎ CTS Ɏ VoEx ɗɋɖɈɋɖ ɓɆɛɔɊɥɘɗɥ ɓɆ ɔɊɓɔɒ 
ɗɋɖɈɋɖɋ ό ɕəɗɘɔɏ ɗɕɎɗɔɐ: [] 

turnserver_listening_ip  ȨɓɋɞɓɎɏ ɎɑɎ ɈɓəɘɖɋɓɓɎɏ IP-ɆɊɖɋɗ ɎɓɘɋɖɚɋɏɗɆ Ɋɑɥ 
TURN Ɏ STUN ɗɋɖɈɋɖɔɈ 

turnserver_server_name  ȵɔɑɓɔɋ Ɏɒɥ ɊɔɒɋɓɆ ɊɆɓɓɔɉɔ ɗɋɖɈɋɖɆ, ɗɔɈɕɆɊɆɤɟɋɋ 
ɗ ɆɊɖɋɗɔɒ, ɕɖɔɕɎɗɆɓɓɡɒ Ɉ ɗɋɖɘɎɚɎɐɆɘɋ 

turnserver_external_ip  ȨɓɋɞɓɎɏ IP-ɆɊɖɋɗ 

redis_options  ȨɐɑɤɝɋɓɎɋ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ Ɉ voice redis, ɕɆɖɔɑɢ 

verystrongpassword ɇəɊɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ Ɋɑɥ Ɋɔ-
ɗɘəɕɆ ɐ ɇɆɍɋ ɊɆɓɓɡɛ, Ɏ ɔɓ Ɍɋ əɐɆɍɡɈɆɋɘɗɥ Ɋɑɥ ɗɋɖ-
ɈɋɖɆ CTS Ɉ ɕɆɖɆɒɋɘɖɋ voex_redis_connection_string.  
ȭɆɒɋɓɎɘɋ ɕɆɖɔɑɢ verystrongpassword  ɕɖɎ ɕɋɖɈɔɏ 
ɈɔɍɒɔɌɓɔɗɘɎ 

nat_1_1_mapping  

keep_private_host  

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ NAT 1:1 əɐɆɍɡɈɆɋɘɗɥ ɈɓɋɞɓɎɏ 

IP-ɆɊɖɋɗ Ɏ ɈɐɑɤɝɆɋɘɗɥ ɖɋɌɎɒ ɗɔɛɖɆɓɋɓɎɥ ɕɖɎɈɆɘ-
ɓɔɉɔ IP-ɆɊɖɋɗɆ 

 

 ȪɔɇɆɈɢɘɋ ɗɑɋɊəɤɟɎɋ ɕɆɖɆɒɋɘɖɡ Ɏ əɗɘɆɓɔɈɎɘɋ ɕɆɖɆɒɋɘɖ 

çjanus_nat_1_1_mappingè ɖɆɈɓɡɒ ɍɓɆɝɋɓɎɤ Ɉɓɋɞɓɋɉɔ IP-ɆɊɖɋɗɆ Ɉ ɗɋɘɎ Ȯɓ-

ɘɋɖɓɋɘ, ɗ ɐɔɘɔɖɔɉɔ ɕɖɔɎɍɈɔɊɎɘɗɥ ɕɋɖɋɇɖɔɗ ɕɔɖɘɔɈ: 

janus_enabled: true  

janus_keep_private_host: true  

janus_ws_ip: 172.17.0.1  

janus_ws_acl: 172.18.0.  

janus_nat_1_1_mapping: 1.2.3.4  

 ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə ɕɖɋɊɈɆɖɎɘɋɑɢɓɔɉɔ ɉɋɓɋɖɎɖɔɈɆɓɎɥ ɚɆɏɑɔɈ ɐɔɓɚɎɉəɖɆɜɎɏ: 

# dpl - p 

 

1 IP-ʘʜʨʝʩ ʜʦʣʞʝʥ ʙʳʪʴ çʙʝʣʳʤè. 
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Ȫɑɥ ɔɉɖɆɓɎɝɋɓɎɥ ɊɔɗɘəɕɆ ɐ ɇɆɍɋ ɊɆɓɓɡɛ Redis ɕɔ IP-ɆɊɖɋɗɆɒ əɐɆɌɎɘɋ IP-ɆɊ-

ɖɋɗ ɗɋɖɈɋɖɆ Back CTS Ɉ ɐɔɓɚɎɉəɖɆɜɎɔɓɓɔɒ ɚɆɏɑɋ: 

express - voice/express - voice.service  

 ȹɗɘɆɓɔɈɎɘɋ systemd unit Ɉ ɗɎɗɘɋɒə Ɏ ɍɆɕəɗɘɎɘɋ: 

# cp  express - voice/express - voice.service  /etc/systemd/system/  \  

  && systemctl  daemon- reload  \  

  && systemctl  enable  express - voice.service  \  

  && systemctl  start        express - voice.service  

ȳȦȷȸȶȴȯȰȦ ȷȫȶȨȫȶȦ VOEX 

ȳɆɗɘɖɔɏɐɆ ɗɋɖɈɋɖɆ VoEx ɈɐɑɤɝɆɋɘ Ɉ ɗɋɇɥ: 

¶ ɓɆɗɘɖɔɏɐə ɗɋɖɈɋɖɔɈ STUN Ɏ TURN (ɗɒ. ɗɘɖ. 29 );  

¶ ɓɆɗɘɖɔɏɐə ɎɓɘɋɉɖɆɜɎɎ Mind (ɔɕɜɎɔɓɆɑɢɓɔ, ɗɒ. ɗɘɖ. 30 );  

¶ ɓɆɗɘɖɔɏɐə ɎɓɘɋɉɖɆɜɎɎ Vinteo (ɔɕɜɎɔɓɆɑɢɓɔ, ɗɒ. ɗɘɖ. 30 );  

¶ ɓɆɗɘɖɔɏɐə IP-ɘɋɑɋɚɔɓɎɎ (ɔɕɜɎɔɓɆɑɢɓɔ, ɗɒ. ɗɘɖ. 31 ) .   

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɗɋɖɈɋɖɆ VoEx (STUN Ɏ TURN): 

 ȭɆɕəɗɘɎɘɋ ɗɋɖɈɋɖ VoEx Ɉ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɋ ɐɔɒɆɓɊɔɏ: 

# dpl - d 

 ȴɘɐɖɔɏɘɋ ɐɔɓɗɔɑɢ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. 

ȵɋɖɋɏɊɎɘɋ Ɉ ɖɆɍɊɋɑ çVoEx» (ȶɎɗəɓɔɐ 6) Ɏ əɐɆɌɎɘɋ ɆɊɖɋɗ ɗɋɖɈɋɖɆ (FQDN) Ɏ 

ɕɔɖɘ turn/stun ɗɋɖɈɋɖɆ: 

¶ Ɉ ɕɔɑɋ çTURN Server (ɝɋɖɋɍ ɍɆɕɥɘəɤ)è ɈɈɋɊɎɘɋ ɈɓɋɞɓɎɏ FQDN ɈɆɞɋɉɔ 

ɗɋɖɈɋɖɆ Ɏ ɝɋɖɋɍ ɊɈɔɋɘɔɝɎɋ ɓɔɒɋɖ ɕɔɖɘɆ, ɓɆɕɖɎɒɋɖ 

«express.firma.ru:3478»;  

¶ ɕɔɑɋ çSTUN Server (ɝɋɖɋɍ ɍɆɕɥɘəɤ)è ɍɆɕɔɑɓɥɋɘɗɥ ɆɓɆɑɔɉɎɝɓɔ. 

 

ȶɎɗəɓɔɐ 6 



 

Ƞɗɢɣɚɱ ʩ 

ȯɓɠɢɜɒ ʧƚ5 

12. 10.2022  

30  

 ȨɈɋɊɎɘɋ ɈɓɋɞɓɎɋ IP-ɆɊɖɋɗɆ Ɉ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɕɔɑɥ Ɏ ɓɆɌɒɎɘɋ ɐɓɔɕɐə  

çȷɔɛɖɆɓɎɘɢè. 

Ȫɑɥ ɍɆɕəɗɐɆ ɗɋɖɈɋɖɆ VoEx ɈɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊɡ, ɆɓɆɑɔɉɎɝɓɡɋ ɐɔɒɆɓɊɆɒ ɍɆ-

ɕəɗɐɆ ɗɋɖɈɋɖɆ CTS ɓɆ ɗɘɖ. 38. ȰɔɒɆɓɊɡ əɗɘɆɓɔɈɐɎ ɗɋɖɈɋɖɆ VoEx Ɉɡɕɔɑɓɥɤɘɗɥ Ɏɍ 

ɊɎɖɋɐɘɔɖɎɎ /opt/express-voice/.  

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɎɓɘɋɉɖɆɜɎɎ ɗ Mind: 

 Ȩ ɗɋɐɜɎɎ çMindè əɗɘɆɓɔɈɎɘɋ ɚɑɆɉ çȮɓɘɋɉɖɆɜɎɥ ɗ Mind ɈɐɑɤɝɋɓɆè  

(ȶɎɗəɓɔɐ 6) . 

 Ȩ ɕɔɑɋ çAPI URLè əɐɆɌɎɘɋ ɆɊɖɋɗ API Mind. 

 ȭɆɕɔɑɓɎɘɋ ɕɔɑɥ çȱɔɉɎɓ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆè, çȵɆɖɔɑɢ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆè Ɏ çȪɔ-

ɒɋɓ Mindè. 

 ȳɆɌɒɎɘɋ ɐɓɔɕɐə çȷɔɛɖɆɓɎɘɢè. 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɎɓɘɋɉɖɆɜɎɎ ɗ ɒɔɊəɑɋɒ ȨȰȷ Vinteo:  

 Ȩ ɗɋɐɜɎɎ çVinteoè əɗɘɆɓɔɈɎɘɋ ɚɑɆɉ çȮɓɘɋɉɖɆɜɎɥ ɗ Vinteo  ɈɐɑɤɝɋɓɆè  

(ȶɎɗəɓɔɐ 7).  

 

ȶɎɗəɓɔɐ 7 

 ȭɆɕɔɑɓɎɘɋ ɕɔɑɥ: 

ȸɆɇɑɎɜɆ 17  

ȵɔɑɋ ȳɆɍɓɆɝɋɓɎɋ 

API URL  ȵəɘɢ ɐ API ɒɔɊəɑɥ ȨȰȷ Vinteo 

Ȱɑɤɝ API API ɐɑɤɝ ɗɉɋɓɋɖɎɖɔɈɆɓɓɡɏ Ɉ ȨȰȷ Vinteo 

 

 ȳɆɌɒɎɘɋ ɓɆ ɐɓɔɕɐə çȷɔɛɖɆɓɎɘɢè. 
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Ȫɑɥ ɓɆɗɘɖɔɏɐɎ IP-ɘɋɑɋɚɔɓɎɎ: 

 Ȩ ɗɋɐɜɎɎ çSIPè əɗɘɆɓɔɈɎɘɋ ɚɑɆɉ çSIP Ɉɐɑɤɝɋɓè (ȶɎɗəɓɔɐ 8).  

 

ȶɎɗəɓɔɐ 8 

 ȭɆɕɔɑɓɎɘɋ ɕɔɑɥ: 

ȸɆɇɑɎɜɆ 18  

ȵɔɑɋ ȳɆɍɓɆɝɋɓɎɋ 

SIP ɗɋɖɈɋɖ ȦɊɖɋɗ SIP ɗɋɖɈɋɖɆ 

ȷɕɎɗɔɐ ɖɆɍɖɋɞɋɓɓɡɛ ɆɊɖɋɗɔɈ SIP 
Trunk  

 

SIP Proxy  ȦɊɖɋɗ ɕɖɔɐɗɎ-ɗɋɖɈɋɖɆ SIP 

ȵɖɋɚɎɐɗ ȵɖɋɚɎɐɗ ɓɔɒɋɖɆ ɘɋɑɋɚɔɓɆ 

ȵɖɋɊɕɔɝɘɎɘɋɑɢɓɡɏ ɘɎɕ ɘɋɑɋɚɔɓɆ ȸɎɕ ɘɋɑɋɚɔɓɆ, ɗ ɐɔɘɔɖɔɉɔ ɇəɊəɘ ɔɗəɟɋɗɘɈɑɥɘɢɗɥ 

ɍɈɔɓɐɎ. ȨɡɇɎɖɆɋɘɗɥ Ɏɍ ɗɕɎɗɐɆ 

 

 ȳɆɌɒɎɘɋ ɐɓɔɕɐə çȷɔɛɖɆɓɎɘɢè. 

ȹȷȸȦȳȴȨȰȦ ȰȴȶȵȴȶȦȸȮȨȳȴȩȴ ȷȫȶȨȫȶȦ EXPRESS 

ŁƹǃǍǎˍ ŕǀǐǀƿ ǍƹǗƹǋǎǌ ǏǐǎǘǀƿǓǐǞ ǓǑǒƹǍǎƻǉǅ Ǎǀǎƺǖǎƿǅǌǎ ǏǎƿǉǋǨǗǅǒǜǑǩ ǉ ǑǀǐƻǀǐǓVoEx 
˜Ǒǌː Ǒǒǐː26), 

ȹȷȸȦȳȴȨȰȦ SINGLE CTS  

ȷɑɋɊəɤɟɎɏ ɓɆɇɔɖ ɐɔɒɆɓɊ Ɉɡɕɔɑɓɥɋɘɗɥ Ɉ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɋ ɗɋɖɈɋɖɆ, ɓɆ ɐɔɘɔɖɔɒ 

əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ CTS. 

Ȫɑɥ əɗɘɆɓɔɈɐɎ CTS: 

 ȵɔɊɐɑɤɝɎɘɋ ɘɈɋɖɊɔɘɋɑɢɓɡɏ ɓɆɐɔɕɎɘɋɑɢ ɗ ɕɖɔɉɖɆɒɒɓɡɒ ɔɇɋɗɕɋɝɋɓɎɋɒ ɐ 

ɕɑɆɘɚɔɖɒɋ, ɓɆ ɐɔɘɔɖɔɏ ɕɖɔɎɗɛɔɊɎɘ əɗɘɆɓɔɈɐɆ.  

 ȭɆɕəɗɘɎɘɋ ɐɔɒɆɓɊɓəɤ ɗɘɖɔɐə. 

 ȨɡɕɔɑɓɎɘɋ ɖɆɗɕɆɐɔɈɐə ɆɖɛɎɈɔɈ ɗ ɐɔɓɘɋɏɓɋɖɆɒɎ Ɋɑɥ CTS:  

# tar - xvf project_backend_2.5.tar.gz  
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 ȵɋɖɋɏɊɎɘɋ Ɉ ɐɆɘɆɑɔɉ ɗ ɖɆɗɕɆɐɔɈɆɓɓɡɒɎ ɚɆɏɑɆɒɎ Ɏ ɈɡɕɔɑɓɎɘɋ ɍɆɉɖəɍɐə 

docker  images  Ɉ ɖɋɕɔɍɎɘɔɖɎɏ: 

# docker load <  service_name.tar.gz  

 ȭɆɕəɗɘɎɘɋ ɔɕɋɖɆɜɎɤ ɎɓɗɘɆɑɑɥɜɎɎ.  

# docker run - d -- rm -- name dpl - install \  

    registry.public.express/dpl:master sleep 10 && \  

    docker cp dpl - install:/deployka /usr/local/bin/dpl  

Ȯɍ ɖɋɕɔɍɎɘɔɖɎɥ ɓɆ ɗɋɖɈɋɖ ɗɐɆɝɆɋɘɗɥ ɚɆɏɑ Ɉ ɚɔɖɒɆɘɋ YAML ɗ ɐɔɓɘɋɏɓɋɖɆɒɎ Ɏ 

ɎɓɗɘɆɑɑɥɘɔɖ.  

 ȷɔɍɊɆɏɘɋ ɖɆɇɔɝɎɏ ɐɆɘɆɑɔɉ CTS.  

# mkdir - p /opt/express  

# cd /opt/express  

# dpl -- init cts  

ȵɔɗɑɋ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ dpl -- init cts  ɗɔɍɊɆɋɘɗɥ ɚɆɏɑ settings.  

 ȹɗɘɆɓɔɈɎɘɋ ɜɋɕɔɝɐɎ ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ ɐɑɤɝɆ SSL.  

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɔɇɗɘɈɋɓɓɔɉɔ ɗɋɖɘɎɚɎɐɆɘɆ ɗɔɍɊɆɏɘɋ ɊɎɖɋɐɘɔɖɎɤ Ɋɑɥ 

ɗɋɖɘɎɚɎɐɆɘɔɈ.  

ȨɆɌɓɔ! Ȯɒɥ ɚɆɏɑɆ ɗɋɖɘɎɚɎɐɆɘɆ Ɏ Ɏɒɥ ɐɑɤɝɆ ɊɔɑɌɓɡ ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ 

ɕɖɎɒɋɖə ɓɎɌɋ: 

# mkdir - p nginx/certs  

# cp /somewhere/my - certificate - chain.crt nginx/certs/nginx.crt  

# cp /somewhere/my - unencrypted - key.key nginx/certs/nginx.key  

ȰɔɓɗɘɖəɐɜɎɎ /somewhere/my -certificate -chain.crt Ɏ /somewhere/my -unen-

crypted -key.key ɎɓɊɎɈɎɊəɆɑɢɓɡ Ɋɑɥ ɐɆɌɊɔɉɔ ɐɔɓɐɖɋɘɓɔɉɔ ɗɑəɝɆɥ.  

ȰɔɓɗɘɖəɐɜɎɎ nginx/certs/nginx.crt Ɏ nginx/certs/nginx.key ɥɈɑɥɤɘɗɥ ɔɇɥ-

ɍɆɘɋɑɢɓɡɒɎ.  

ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɘɎɚɎɐɆɘɆɒ ɎɍɑɔɌɋɓɡ ɓɆ ɗɘɖ. 20 . 

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ Let's Encrypt  Ɉ ɚɆɏɑ settings ɊɔɇɆɈɢɘɋ 

ɕɆɖɆɒɋɘɖ le_email: admin@company -mail.ru  

ȵɖɔɈɋɖɐɆ ɕɔɊɐɑɤɝɋɓɎɥ ɗɋɖɘɎɚɎɐɆɘɔɈ ɕɔɗɑɋ ɎɓɗɘɆɑɑɥɜɎɎ ɔɕɎɗɆɓɆ ɓɆ ɗɘɖ. 38 . 

 ȨɡɕɔɑɓɎɘɋ ɓɆɗɘɖɔɏɐə DLP Ɋɑɥ ɊɔɗɘəɕɆ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɇɋɍɔɕɆɗɓɔɗɘɎ ɐ ɗɔ-

ɊɋɖɌɎɒɔɒə ɗɔɔɇɟɋɓɎɏ (ɕɆɖɆɒɋɘɖɡ ɓɆɗɘɖɔɏɐɎ ɗɒ. ɗɘɖ.76 ).  

 ȹɗɘɆɓɔɈɎɘɋ cAdvisor (əɗɘɆɓɔɈɐɆ Ɉɡɕɔɑɓɥɋɘɗɥ Ɏɍ ɐɆɘɆɑɔɉɆ /opt/express). 

# dpl cadvinstall  

...  

#ps ax|grep cadvisor | grep - v grep  

ȨɡɈɔɊ ɐɔɒɆɓɊɡ:  

17605 ? Ssl 44:20 /usr/bin/cadvisor - listen_ip 172.17.0.1 - port 

9100  

 ȹɗɘɆɓɔɈɎɘɋ Prometheus  node exporter  Ɏɍ ɐɆɘɆɑɔɉɆ /opt/express ɗ ɕɔɒɔɟɢɤ ɐɔ-

ɒɆɓɊɡ: 

# dpl nxinstall  

...  

#ps ax|grep node_exporter | grep - v grep  

ȨɡɈɔɊ ɐɔɒɆɓɊɡ:  

17802 ?        Ssl  322:51 /usr/bin/node_exporter -- web.listen -

address=172.17.0.1:9200  

mailto:admin@company-mail.ru
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ȵɔ ɍɆɈɋɖɞɋɓɎɎ əɗɘɆɓɔɈɐɎ CTS Ɏ ɈɗɕɔɒɔɉɆɘɋɑɢɓɔɉɔ ȵȴ ɗɔɍɊɆɋɘɗɥ ɚɆɏɑ ɐɔɓɚɎɉə-

ɖɆɜɎɎ, Ɉ ɐɔɘɔɖɔɒ ɓɋɔɇɛɔɊɎɒɔ ɍɆɊɆɘɢ ɕɆɖɆɒɋɘɖɡ Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ ɐ RTS, ɕɔɑə-

ɝɋɓɎɥ push-əɈɋɊɔɒɑɋɓɎɏ, SMS-ɗɔɔɇɟɋɓɎɏ Ɏ ɊɖəɉɎɛ ɚəɓɐɜɎɏ.  

ȷɔɍɊɆɓɓɡɏ ɕɔ əɒɔɑɝɆɓɎɤ ɚɆɏɑ ɐɔɓɚɎɉəɖɆɜɎɎ Ɏɒɋɋɘ ɗɑɋɊəɤɟɎɏ ɈɎɊ Ɏ ɘɖɋɇəɋɘ 

ɖɋɊɆɐɘɎɖɔɈɆɓɎɥ:  

ŕǐǅǌǀǗƹǍǅǀ:  

¶ ŊǍƹǗǀǍǅǩ Ǐƹǐƹǌǀǒǐǎƻ cts_id, rts_host, rts_id ǅrts_token ƿǎǋǃǍǞ ǍƹǖǎƿǅǒǜǑǩ ƻǍǓǒǐǅ ǉƹˡ
ƻǞǗǀǉ ˜˪ıÀúĥÙ˫˝. œƹ ƿǐǓƼǅǀ ǏƹǐƹǌǀǒǐǞ ƿƹǍǍǎǀ ǒǐǀƺǎƻƹǍǅǀ Ǎǀ ǐƹǑǏǐǎǑǒǐƹǍǩǀǒǑǩː Ņǋǩ
ǏǐǀƿǎǒƻǐƹǚǀǍǅǩ ǎǙǅƺǎǉ ǐǀǉǎǌǀǍƿǓǀǒǑǩǄƹǌǀǍǅǒǜ ǏƹǐƹǌǀǒǐǞǑƼǀǍǀǐǅǐǎƻƹǍǍǎƼǎ Ǖƹǆǋƹ
Ǐƹǐƹǌǀǒǐƹǌǅ, ƻǞƿƹǍǍǞǌǅ ǐƹǄǐƹƺǎǒǗǅǉƹǌǅ.  

¶ ʶʹːʵʴːʶʴʶʵ ƻǞǐǀǄƹǍƹ 8ZW ǅǄ ǓǑǒƹǍǎƻǉǅ -¢z Ǒǀǐƻǀǐƹː ŕǐǅ ǍǀǎƺǖǎƿǅǌǎǑǒǅˋ ǅǑǏǎǋǜǄǓǆǒǀ
ƻǍǀǙǍǨǨ ǅǍǑǒƹǋǋǩǘǅǨˋ ǓǉƹǄƹƻ Ùú÷˗ëĆĚġ ƻ ĚÙġġíĀçĚː 

project_type: cts  

api_internal_token: verystrongpassword  

ccs_ho st: 'cts_name.somedomain.sometld'  

cts_id:  ' aaaa - bbbb - cccc - dddd '  

phoenix_secret_key_base: verystrongpassword  

postgres_password: verystrongpassword  

project_type: cts  

prometheus_users:  verystrongpassword  

prometheus: verystrongpassword  

rts_host:  'rts_name.some domain.sometld'  

rts_id:  ' aaaa - bbbb - cccc - dddd '  

rts_token:  verystrongpassword  

Ȫɑɥ ɎɍɒɋɓɋɓɎɥ ɚɆɏɑɆ ɐɔɓɚɎɉəɖɆɜɎɎ Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ ɑɤɇɡɒ ɘɋɐɗɘɔɈɡɒ ɖɋ-

ɊɆɐɘɔɖɔɒ Ɏ ɈɓɋɗɎɘɋ ɎɗɕɖɆɈɑɋɓɎɥ Ɉ ɚɆɏɑ:  

ȸɆɇɑɎɜɆ 19  

ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȭɓɆɝɋɓɎɋ 

project_type  ȸɎɕ ɗɋɖɈɋɖɆ 

ccs_host  ȵɔɑɓɔɋ Ɏɒɥ ɊɔɒɋɓɆ ɊɆɓɓɔɉɔ ɗɋɖɈɋɖɆ, ɕɖɔɕɎɗɆɓɓɔɋ Ɉ DNS Ɏ ɗɔɔɘ-
ɈɋɘɗɘɈəɤɟɋɋ ɎɒɋɓɎ, ɓɆ ɐɔɘɔɖɔɋ ɕɖɎɔɇɖɋɘɆɑɗɥ ɗɋɖɘɎɚɎɐɆɘ 

cts_id  ȮɊɋɓɘɎɚɎɐɆɘɔɖ əɗɘɆɓɔɈɑɋɓɓɔɉɔ ɗɋɖɈɋɖɆ, ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ ɖɆɍɖɆ-
ɇɔɘɝɎɐɔɒ 

prometheus_users  ȷɕɎɗɔɐ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɗ ɕɆɖɔɑɥɒɎ, ɉɋɓɋɖɎɖəɋɒɡɒɎ əɘɎɑɎɘɔɏ 

htpasswd, Ɋɑɥ ɊɔɗɘəɕɆ ɐ ɎɓɘɋɉɖɎɖɔɈɆɓɓɔɒə Ɉ ɗɎɗɘɋɒə ɗɘɋɐə 
Prometheus  

rts_host  ȵɔɑɓɔɋ Ɏɒɥ ɊɔɒɋɓɆ ɗɋɖɈɋɖɆ RTS, ɐ ɐɔɘɔɖɔɒə ɇəɊɋɘ ɕɔɊɐɑɤɝɋɓ 

əɗɘɆɓɔɈɑɋɓɓɡɏ CTS (ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ ɖɆɍɖɆɇɔɘɝɎɐɔɒ) 

rts_id  ȮɊɋɓɘɎɚɎɐɆɘɔɖ ɗɋɖɈɋɖɆ RTS (ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ ɖɆɍɖɆɇɔɘɝɎɐɔɒ) 

rts_token  ȸɔɐɋɓ Ɋɑɥ ɆɈɘɔɖɎɍɆɜɎɎ ɓɆ ɗɋɖɈɋɖɋ RTS (ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ  
ɖɆɍɖɆɇɔɘɝɎɐɔɒ) 

le_email  ȵɆɖɆɒɋɘɖ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ 
ɐɔɒɕɆɓɎɎ Let`s Encrypt. ȭɓɆɝɋɓɎɋ ɕɆɖɆɒɋɘɖɆ ɊɔɑɌɓɔ ɗɔɔɘɈɋɘɗɘɈɔ-
ɈɆɘɢ e-mail, ɓɆ ɐɔɘɔɖɡɏ ɇəɊəɘ ɕɖɎɛɔɊɎɘɢ ɔɕɔɈɋɟɋɓɎɥ ɔɘ Let`s 
Encrypt  

janus_enabled  ȹɗɘɆɓɔɈɎɘɋ ɍɓɆɝɋɓɎɋ çtrueè 

janus_url  ws://172.17.0.1:8188  

voex_redis_connection_string  redis://:verystrongpassword@172.17.0.1:6379/1. ȲɔɌɓɔ ɗɉɋɓɋɖɎ-
ɖɔɈɆɘɢ ɝɋɖɋɍ «openssl rand -hex 16 » 

admin_url  ȵɆɖɆɒɋɘɖ əɐɆɍɡɈɆɋɘɗɥ Ɋɑɥ ɕɋɖɋɔɕɖɋɊɋɑɋɓɎɥ ɗɘɆɓɊɆɖɘɓɔɉɔ ɕəɘɎ 

(/admin) ɐ Ɉɋɇ Ɏɓɘɋɖɚɋɏɗə ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ: ɓɆɕɖɎɒɋɖ /not-admin  

 

Ȫɑɥ ɕɔɊɐɑɤɝɋɓɎɥ ɗɋɖɈɋɖɆ VoEx ɐ CTS ɊɔɇɆɈɢɘɋ Ɉ ɐɔɓɚɎɉəɖɆɜɎɤ: 

voex_enabled: true  
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voex_redis_connection_string: redis:// : 

verystrongpassword@ voex_fqdn_address:6379/1  

ȵɆɖɆɒɋɘɖ voex_redis_connection_string ɎɍɒɋɓɎɘɋ Ɉ ɗɔɔɘɈɋɘɗɘɈɎɎ ɗ ɓɆɗɘɖɔɏɐɆɒɎ 

ɕɔɊɐɑɤɝɋɓɎɥ ɐ ɗɋɖɈɋɖə VoEx Ɏ ɇɆɍɋ Redis, ɚəɓɐɜɎɔɓɎɖəɤɟɋɏ ɓɆ ɓɋɒ. ȭɓɆɝɋɓɎɋ 

verystrongpassword ð ɣɘɔ ɕɆɖɔɑɢ ɐ ɇɆɍɋ ɊɆɓɓɡɛ redis, ɐɔɘɔɖɡɏ ɊɔɑɌɋɓ ɗɔɈɕɆɊɆɘɢ 

ɗɔ ɍɓɆɝɋɓɎɋɒ ɓɆ ɗɘɖ.33 :  

-  -- requirepass  verystrongpassword  

redis _userdb : ip =localhost  password =verystrongpassword  

ȵɖɎ ɕɋɖɈɔɏ ɈɔɍɒɔɌɓɔɗɘɎ ɍɆɒɋɓɎɘɋ ɍɓɆɝɋɓɎɋ verystrongpassword ɓɆ ɇɔɑɋɋ ɗɑɔɌ-

ɓɔɋ.  

ȹȷȸȦȳȴȨȰȦ BACK CTS Ȯ FRONT CTS  ȷȫȶȨȫȶȴȨ 

ȹɗɘɆɓɔɈɐɆ ɐɔɒɇɎɓɆɜɎɎ Front CTS Ɏ Back CTS ɗɋɖɈɋɖɔɈ ɔɗəɟɋɗɘɈɑɥɋɘɗɥ Ɉ ɔɕɖɋɊɋ-

ɑɋɓɓɔɒ ɕɔɖɥɊɐɋ. 

Ȫɑɥ əɗɘɆɓɔɈɐɎ Back CTS :  

 ȵɔɊɐɑɤɝɎɘɋ ɘɈɋɖɊɔɘɋɑɢɓɡɏ ɓɆɐɔɕɎɘɋɑɢ ɗ ɕɖɔɉɖɆɒɒɓɡɒ ɔɇɋɗɕɋɝɋɓɎɋɒ ɐ 

ɕɑɆɘɚɔɖɒɋ, ɓɆ ɐɔɘɔɖɔɏ ɕɖɔɎɗɛɔɊɎɘ əɗɘɆɓɔɈɐɆ.  

 ȭɆɕəɗɘɎɘɋ ɐɔɒɆɓɊɓəɤ ɗɘɖɔɐə. 

 ȨɡɕɔɑɓɎɘɋ ɖɆɗɕɆɐɔɈɐə ɆɖɛɎɈɔɈ ɗ ɐɔɓɘɋɏɓɋɖɆɒɎ Ɋɑɥ Back CTS :  

# tar - xvf project_backend_2.5.tar.gz  

 ȵɋɖɋɏɊɎɘɋ Ɉ ɐɆɘɆɑɔɉ ɗ ɖɆɗɕɆɐɔɈɆɓɓɡɒɎ ɚɆɏɑɆɒɎ Ɏ ɈɡɕɔɑɓɎɘɋ ɍɆɉɖəɍɐə 

docker  images  Ɉ ɖɋɕɔɍɎɘɔɖɎɏ: 

# docker load <  service_name.tar.gz  

 ȭɆɕəɗɘɎɘɋ ɔɕɋɖɆɜɎɤ ɎɓɗɘɆɑɑɥɜɎɎ. 

# docker run - d -- rm -- name dpl - install \  

    registry.public.express/dpl:master sleep 10 && \  

    docker cp dpl - install:/deployka /usr/local/bin/dpl  

Ȯɍ ɖɋɕɔɍɎɘɔɖɎɥ ɓɆ ɗɋɖɈɋɖ ɗɐɆɝɆɋɘɗɥ ɚɆɏɑ Ɉ ɚɔɖɒɆɘɋ YAML ɗ ɐɔɓɘɋɏɓɋɖɆɒɎ Ɏ 

ɎɓɗɘɆɑɑɥɘɔɖ.  

 ȷɔɍɊɆɏɘɋ ɖɆɇɔɝɎɏ ɐɆɘɆɑɔɉ Back CTS. 

# mkdir - p /opt/express  

# cd /opt/express  

# dpl -- init cts  

 ȹɗɘɆɓɔɈɎɘɋ ɜɋɕɔɝɐɎ ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ ɐɑɤɝɆ SSL. 

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɔɇɗɘɈɋɓɓɔɉɔ ɗɋɖɘɎɚɎɐɆɘɆ ɗɔɍɊɆɏɘɋ ɊɎɖɋɐɘɔɖɎɤ Ɋɑɥ 

ɗɋɖɘɎɚɎɐɆɘɔɈ.  

ȨɆɌɓɔ! Ȯɒɥ ɚɆɏɑɆ ɗɋɖɘɎɚɎɐɆɘɆ Ɏ Ɏɒɥ ɐɑɤɝɆ ɊɔɑɌɓɡ ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ 

ɕɖɎɒɋɖə ɓɎɌɋ: 

# mkdir - p nginx/certs  

# cp /somewhere/my - certificate - chain.crt nginx/certs/nginx.crt  

# cp /somewhere/my - unencrypted - key.key nginx/certs/nginx.key  

ȰɔɓɗɘɖəɐɜɎɎ /somewhere/my -certificate -chain.crt Ɏ /somewhere/my -unen-

crypted -key.key ɎɓɊɎɈɎɊəɆɑɢɓɡ Ɋɑɥ ɐɆɌɊɔɉɔ ɐɔɓɐɖɋɘɓɔɉɔ ɗɑəɝɆɥ.  

ȰɔɓɗɘɖəɐɜɎɎ nginx/certs/nginx.crt Ɏ nginx/certs/nginx.key ɥɈɑɥɤɘɗɥ ɔɇɥ-

ɍɆɘɋɑɢɓɡɒɎ.  

ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɘɎɚɎɐɆɘɆɒ ɎɍɑɔɌɋɓɡ ɓɆ ɗɘɖ. 20 .  

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ Let's Encrypt Ɉ ɚɆɏɑ settings ɊɔɇɆɈɢɘɋ 

ɕɆɖɆɒɋɘɖ le_email: admin@company -mail.ru  

mailto:admin@company-mail.ru
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ȵɖɔɈɋɖɐɆ ɕɔɊɐɑɤɝɋɓɎɥ ɗɋɖɘɎɚɎɐɆɘɔɈ ɕɔɗɑɋ ɎɓɗɘɆɑɑɥɜɎɎ ɔɕɎɗɆɓɆ ɓɆ ɗɘɖ. 38 . 

 ȴɘɐɖɔɏɘɋ Ɋɑɥ ɖɋɊɆɐɘɎɖɔɈɆɓɎɥ ɐɔɓɚɎɉəɖɆɜɎɔɓɓɡɏ ɚɆɏɑ settings (ȺɆɏɑ Ɏɗ-

ɕɔɑɢɍəɋɘ ɥɍɡɐ ɖɆɍɒɋɘɐɎ YAML):  

ŕǐǅǌǀǗƹǍǅǀ: 

¶ ŊǍƹǗǀǍǅǩ Ǐƹǐƹǌǀǒǐǎƻ ÎġĚ˗íÓˋ ĖġĚ˗ëĆĚġˋ ĖġĚ˗íÓ ǅ ĖġĚ˗ġĆ÷ÙĀ ƿǎǋǃǍǞ ǍƹǖǎƿǅǒǜǑǩ ƻǍǓǒǐǅ
ǉƹƻǞǗǀǉ ˜˪ıÀúĥÙ˫˝ː œƹ ƿǐǓƼǅǀ ǏƹǐƹǌǀǒǐǞ ƿƹǍǍǎǀ ǒǐǀƺǎƻƹǍǅǀ Ǎǀ ǐƹǑǏǐǎǑǒǐƹǍǩǀǒǑǩː 

¶ ʶʹːʵʴːʶʴʶʵ ƻǞǐǀǄƹǍƹ 8ZW ǅǄ ǓǑǒƹǍǎƻǉǅ -¢z Ǒǀǐƻǀǐƹː ŕǐǅ ǍǀǎƺǖǎƿǅǌǎǑǒǅˋ ǅǑǏǎǋǜˡ
ǄǓǆǒǀ ƻǍǀǙǍǨǨ ǅǍǑǒƹǋǋǩǘǅǨˋ ǓǉƹǄƹƻ Ùú÷˗ëĆĚġ ƻ ĚÙġġíĀçĚː 

project_type: cts  

api_internal_token: verystrongpassword  

ccs_host: 'cts_name.somedomain.sometld'  

cts_id: ' aaaa - bbbb - cccc - dddd '  

janus_url: ws://172.17.0.1:8188  

phoenix_secret_key_base: verystron gpassword  

postgres_password: verystrongpassword  

prometheus_users:  

  prometheus: verystrongpassword  

rts_host: 'rts_name.somedomain.sometld'  

rts_id: ' aaaa - bbbb - cccc - dddd '  

rts_token: verystrongpassword  

voex_redis_connection_string: redis://172.17.0.1:6379/1  

 ȵɖɎ ɖɋɊɆɐɘɎɖɔɈɆɓɎɎ ɚɆɏɑɆ ɐɔɓɚɎɉəɖɆɜɎɎ ɈɓɋɗɎɘɋ ɊɔɕɔɑɓɎɘɋɑɢɓɡɋ 

ɓɆɗɘɖɔɏɐɎ: 

cts_backend: true  

frontend_host: frontend_name.somedomain.sometld  

backend_host: backend_name.somedomain.sometld  

kafka_advertised_host_name: backend_name.somedomain.sometl  

set_real_ip_from:  

  -  10.4.151.168 #IP frontend  

 ȹɗɘɆɓɔɈɎɘɋ cAdvisor (əɗɘɆɓɔɈɐɆ Ɉɡɕɔɑɓɥɋɘɗɥ Ɏɍ ɐɆɘɆɑɔɉɆ /opt/express). 

# dpl cadvinstall  

...  

#ps ax|grep cadvisor | grep - v grep  

ȨɡɈɔɊ ɐɔɒɆɓɊɡ:  

17605 ? Ssl 44:20 /usr/bin/cadvisor - listen_ip 172.17.0.1 - port 

9100  

 ȹɗɘɆɓɔɈɎɘɋ Prometheus node exporter Ɏɍ ɐɆɘɆɑɔɉɆ /opt/express ɗ ɕɔɒɔɟɢɤ ɐɔ-

ɒɆɓɊɡ: 

# dpl nxinstall  

...  

#ps ax|grep node_exporter | grep - v grep  

Ȫɑɥ əɗɘɆɓɔɈɐɎ Front CTS:  

 ȵɔɊɐɑɤɝɎɘɋ ɘɈɋɖɊɔɘɋɑɢɓɡɏ ɓɆɐɔɕɎɘɋɑɢ ɗ ɕɖɔɉɖɆɒɒɓɡɒ ɔɇɋɗɕɋɝɋɓɎɋɒ ɐ 

ɕɑɆɘɚɔɖɒɋ, ɓɆ ɐɔɘɔɖɔɏ ɕɖɔɎɗɛɔɊɎɘ əɗɘɆɓɔɈɐɆ.  

 ȭɆɕəɗɘɎɘɋ ɐɔɒɆɓɊɓəɤ ɗɘɖɔɐə. 

 ȨɡɕɔɑɓɎɘɋ ɖɆɗɕɆɐɔɈɐə ɆɖɛɎɈɔɈ ɗ ɐɔɓɘɋɏɓɋɖɆɒɎ Ɋɑɥ Front  CTS:  

# tar - xvf project_backend_2.5.tar.gz  

 ȵɋɖɋɏɊɎɘɋ Ɉ ɐɆɘɆɑɔɉ ɗ ɖɆɗɕɆɐɔɈɆɓɓɡɒɎ ɚɆɏɑɆɒɎ Ɏ ɈɡɕɔɑɓɎɘɋ ɍɆɉɖəɍɐə 

docker  images  Ɉ ɖɋɕɔɍɎɘɔɖɎɏ: 

# docker load <  service_name.tar.gz  
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 ȭɆɕəɗɘɎɘɋ ɔɕɋɖɆɜɎɤ ɎɓɗɘɆɑɑɥɜɎɎ. 

# docker run - d -- rm -- name dpl - install \  

    registry.public.express/dpl:master sleep 10 && \  

    docker cp dpl - install:/deployka /usr/local/bin/dpl  

 Ȯɍ ɖɋɕɔɍɎɘɔɖɎɥ ɓɆ ɗɋɖɈɋɖ ɗɐɆɝɆɋɘɗɥ ɚɆɏɑ Ɉ ɚɔɖɒɆɘɋ YAML ɗ ɐɔɓɘɋɏɓɋɖɆɒɎ Ɏ 

ɎɓɗɘɆɑɑɥɘɔɖ. 

 ȷɔɍɊɆɏɘɋ ɖɆɇɔɝɎɏ ɐɆɘɆɑɔɉ Front CTS: 

# mkdir - p /opt/express  

# cd /opt/express  

 ȹɗɘɆɓɔɈɎɘɋ ɜɋɕɔɝɐɎ ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ ɐɑɤɝɆ SSL. 

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɔɇɗɘɈɋɓɓɔɉɔ ɗɋɖɘɎɚɎɐɆɘɆ ɗɔɍɊɆɏɘɋ ɊɎɖɋɐɘɔɖɎɤ Ɋɑɥ 

ɗɋɖɘɎɚɎɐɆɘɔɈ.  

ȨɆɌɓɔ! Ȯɒɥ ɚɆɏɑɆ ɗɋɖɘɎɚɎɐɆɘɆ Ɏ Ɏɒɥ ɐɑɤɝɆ ɊɔɑɌɓɡ ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ 

ɕɖɎɒɋɖə ɓɎɌɋ: 

# mkdir - p nginx/certs  

# cp /somewhere/my - certificate - chain.crt nginx/ certs/nginx.crt  

# cp /somewhere/my - unencrypted - key.key nginx/certs/nginx.key  

ȰɔɓɗɘɖəɐɜɎɎ /somewhere/my -certificate -chain.crt Ɏ /somewhere/my -unen-

crypted -key.key ɎɓɊɎɈɎɊəɆɑɢɓɡ Ɋɑɥ ɐɆɌɊɔɉɔ ɐɔɓɐɖɋɘɓɔɉɔ ɗɑəɝɆɥ.  

ȰɔɓɗɘɖəɐɜɎɎ nginx/certs/nginx.crt Ɏ nginx/certs/ nginx.key ɥɈɑɥɤɘɗɥ ɔɇɥ-

ɍɆɘɋɑɢɓɡɒɎ.  

ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɘɎɚɎɐɆɘɆɒ ɎɍɑɔɌɋɓɡ ɓɆ ɗɘɖ. 20 .  

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ Let's Encrypt Ɉ ɚɆɏɑ settings ɊɔɇɆɈɢɘɋ 

ɕɆɖɆɒɋɘɖ le_email: admin@company -mail.ru  

 ȵɖɔɈɋɖɐɆ ɕɔɊɐɑɤɝɋɓɎɥ ɗɋɖɘɎɚɎɐɆɘɔɈ ɕɔɗɑɋ ɎɓɗɘɆɑɑɥɜɎɎ ɔɕɎɗɆɓɆ ɓɆ ɗɘɖ. 38 . 

 ȷɐɔɕɎɖəɏɘɋ ɚɆɏɑ ɐɔɓɚɎɉəɖɆɜɎɎ ɗ Back  CTS (/ opt / express / settings ) ɓɆ ɗɋɖɈɋɖ 

Front  CTS Ɏ ɖɆɍɒɋɗɘɎɘɋ ɋɉɔ Ɉ ɕɆɕɐɋ / opt / express . 

ȴɘɖɋɊɆɐɘɎɖəɏɘɋ ɐɔɓɚɎɉəɖɆɜɎɔɓɓɡɏ ɚɆɏɑ settings ɗɑɋɊəɤɟɎɒ ɔɇɖɆɍɔɒ: əɊɆ-

ɑɎɘɋ ɗɘɖɔɐɎ ɗɔɊɋɖɌɆɟɎɋ prometheus_users, cts_backend Ɏ ɊɔɇɆɈɢɘɋ ɗɑɋɊəɤ-

ɟɎɋ ɕɆɖɆɒɋɘɖɡ: 

cts_frontend: true  

kafka_host: backend_name.somedomain.sometld  

postgres_host: backend_name.somedomain.sometld  

frontend_host: frontend_name.somedomain.sometld   

backend_host: backend_name.somedomain.sometld  

ȨɓɎɒɆɓɎɋ! ȫɗɑɎ ɕɔ ɘɖɋɇɔɈɆɓɎɥɒ ɎɓɚɔɖɒɆɜɎɔɓɓɔɏ ɇɋɍɔɕɆɗɓɔɗɘɎ ɈɡɛɔɊ Ɉ Ȯɓɘɋɖ-

ɓɋɘ ɗ Back CTS ɊɔɑɌɋɓ ɇɡɘɢ ɔɉɖɆɓɎɝɋɓ, ɕɖɋɊəɗɒɔɘɖɋɓɔ ɎɗɕɔɑɢɍɔɈɆɓɎɋ TinyProxy. 

ȵɖɎ ɓɋɔɇɛɔɊɎɒɔɗɘɎ ɎɗɕɔɑɢɍɔɈɆɘɢ proxy, ɖɋɐɔɒɋɓɊəɋɒ ɔɍɓɆɐɔɒɎɘɢɗɥ ɗ ɓɆɗɘɖɔɏɐɔɏ 

proxy Ɋɑɥ ɗɑəɌɇɡ Docker ɕɔ ɗɗɡɑɐɋ: 

¶ https://docs.docker.com/config/daemon/systemd/  

Ȫɑɥ əɗɘɆɓɔɈɐɎ TinyProxy :  

 Ȩ ɐɆɘɆɑɔɉɋ, Ɉ ɐɔɘɔɖɔɒ əɗɘɆɓɔɈɑɋɓɆ ȴȷ, ɍɆɕəɗɘɎɘɋ ɐɔɒɆɓɊə:  

Ubuntu \ Debian -  sudo apt - get install - y tinyproxy  

RHEL\ CentOS ï sudo yum install - y epel - release  

RHEL\ CentOS -  sudo yum install - y tinyproxy  

 ȷɔɍɊɆɏɘɋ ɚɆɏɑ /etc/tinyproxy/filter, Ɉ ɐɔɘɔɖɔɒ ɕɋɖɋɝɎɗɑɥɤɘɗɥ ɛɔɗɘɡ Ɋɑɥ Ɋɔ-

ɗɘəɕɆ ɝɋɖɋɍ ɕɖɔɐɗɎ:  

re gistry.public.express  

registry - auth.public.express  

mailto:admin@company-mail.ru
https://docs.docker.com/config/daemon/systemd/
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ȦɈɘɔɒɆɘɎɝɋɗɐɎ ɇəɊɋɘ ɗɔɍɊɆɓ ɚɆɏɑ ɐɔɓɚɎɉəɖɆɜɎɎ Ɋɑɥ tinyproxy: /etc/ti-

nyproxy/tinyproxy.conf.  

 Ȩ ɚɆɏɑ /etc/tinyproxy/tinyproxy.conf  ɈɓɋɗɎɘɋ ɓɆɗɘɖɔɏɐɎ:  

User tinyproxy  

Group tinyproxy  

Port 8888  

Timeout 600  

DefaultErrorFile "/usr/share/tinyproxy/default.html"  

StatFile "/usr/share/tinyproxy/stats.html"  

LogFile "/var/log/tinyproxy/tinyproxy.log"  

LogLevel Info  

PidFile "/var/run/tinyproxy/tinyproxy.pid"  

MaxClients 10  

MinSpareServers 1  

MaxSpareServers 5  

StartServers 1  

MaxRequestsPerChild 0  

#BackIP  

Allow 192.168.80.22  

ViaProxyName "tinyproxy"  

Filter "/etc/tinyproxy/filter"  

FilterDefaultDeny Yes  

ConnectPort 443  

ConnectPort 563  

 ȵɋɖɋɍɆɕəɗɘɎɘɋ ɗɋɖɈɎɗ t inyproxy  ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ:  

sudo systemc tl restart tinyproxy  

ȹȷȸȦȳȴȨȰȦ RTS Ȯ ETS 

ȹɗɘɆɓɔɈɐɆ ɗɋɖɈɋɖɆ RTS Ɋɑɥ ɗɋɖɘɎɚɎɜɎɖɔɈɆɓɓɔɏ ɈɋɖɗɎɎ ɕɖɔɊəɐɘɆ Ɉɡɕɔɑɓɥɋɘɗɥ ɕɔ 

ɆɓɆɑɔɉɎɎ ɗ əɗɘɆɓɔɈɐɔɏ ɗɋɖɈɋɖɆ Single CTS: 

¶ ɕɖɎ ɖɋɊɆɐɘɎɖɔɈɆɓɎɎ ɚɆɏɑɆ ɐɔɓɚɎɉəɖɆɜɎɎ ɍɆɊɆɏɘɋ ɗɑɋɊəɤɟɎɋ ɕɆɖɆɒɋɘɖɡ:  

cassandra_host: 10.0.0.1  

cassandra_keyspace_authentication: authentication  

cassandra_keyspace_kdc: kdc  

cassandra_keyspace_phonebook: phonebook  

cassandra_keyspace_trusts: trusts  

ccs_host: 'cts_name.somedomain.sometld'  

phoenix_secret_key_base: ''  

project_type: rts  

prometheus_users:  

prometheus: $apr1$dafdabfg$18dafaOuAUoIp6KR9V.I3R1  

grafana: $apr1$skedsaFd$WIMfdafa0bhEBrAn4SzPZxDisA0  

region: ru  

rts_id:  ' aaaa - bbbb - cccc - dddd '  

rts_token:  

ȹɗɘɆɓɔɈɐɆ ɗɋɖɈɋɖɆ ETS Ɋɑɥ ɗɋɖɘɎɚɎɜɎɖɔɈɆɓɓɔɏ ɈɋɖɗɎɎ ɕɖɔɊəɐɘɆ Ɉɡɕɔɑɓɥɋɘɗɥ ɕɔ 

ɆɓɆɑɔɉɎɎ ɗ əɗɘɆɓɔɈɐɔɏ ɗɋɖɈɋɖɆ Single CTS: 

¶ ɕɖɎ ɖɋɊɆɐɘɎɖɔɈɆɓɎɎ ɚɆɏɑɆ ɐɔɓɚɎɉəɖɆɜɎɎ ɍɆɊɆɏɘɋ ɗɑɋɊəɤɟɎɋ ɕɆɖɆɒɋɘɖɡ: 

project_type: ets  

api_internal_token:  

ccs_host: 'cts_name.somedomain.sometld'  

ets_id:  

phoenix_secret_key_base:  

postgres_password:  

prometheus_users:  
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  prome theus:  

rts_host:  'rts_name.somedomain.sometld'  

rts_id:  ' aaaa - bbbb - cccc - dddd '  

rts_token:  

ȵȶȴȨȫȶȰȦ ȷȫȶȸȮȺȮȰȦȸȴȨ 

Ȫɑɥ ɘɋɗɘɎɖɔɈɆɓɎɥ ɐɔɖɖɋɐɘɓɔɗɘɎ ɗɋɖɘɎɚɎɐɆɘɆ ɕɔɗɑɋ ɎɓɗɘɆɑɑɥɜɎɎ ɎɍɊɋɑɎɥ 

ɈɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

# openssl s_client - connect fqnd - cts:443  

ȷɔɔɇɟɋɓɎɋ ɗɑɋɊəɤɟɋɉɔ ɈɎɊɆ ɗɎɉɓɆɑɎɍɎɖəɋɘ ɔɇ ɔɞɎɇɐɋ: 

depth=0 CN = *.domain.ru  

verify error:num=20:unable to get local issuer certificate  

verify return:1  

depth=0 CN = *.domain.ru  

verify error:num=21:unable to verify the first certificate  

verify return:1  

ȭȦȵȹȷȰ ȷȫȶȨȫȶȦ 

Ȫɑɥ ɍɆɕəɗɐɆ ɗɋɖɈɋɖɆ:  

ŕǐǅǌǀǗƹǍǅǀː ŏǎǌƹǍƿǞ ƿǋǩ ǄƹǏǓǑǉƹ Ǒǀǐƻǀǐƹ ƻǞǏǎǋǍǩǨǒǑǩ ǅǄ ǉƹǒƹǋǎƼƹ ǓǑǒƹǍǎƻǉǅ
/opt/express.  

 ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

ŕǐǅǌǀǗƹǍǅǀː Ł ǑǋǓǗƹǀ ǅǑǏǎǋǜǄǎƻƹǍǅǩ ǐƹǄƿǀǋǀǍǍǎǆ ǓǑǒƹǍǎƻǉǅː ŅƹǍǍƹǩ ǉǎǌƹǍƿƹ ƻǞˡ
ǏǎǋǍǩǀǒǑǩ Ǒ ǍƹǗƹǋƹ Ǎƹ Ǒǀǐƻǀǐǀ +ÀÎ÷ -¢z ǄƹǒǀǌǍƹ Ǒǀǐƻǀǐǀ EĖĆĀġ -¢z. 

# dpl - d 

 ȵɖɔɈɋɖɢɘɋ, ɍɆɕəɗɘɎɑɎɗɢ ɑɎ Ɉɗɋ ɐɔɓɘɋɏɓɋɖɡ, ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ: 

docker ps - a 

ȫɗɑɎ ɐɔɓɘɋɏɓɋɖɡ ɓɋ ɍɆɕəɗɘɎɑɎɗɢ, Ɋɑɥ ɕɖɔɗɒɔɘɖɆ ɌəɖɓɆɑɆ ɗɔɇɡɘɎɏ Ɉɡɕɔɑ-

ɓɎɘɋ ɐɔɒɆɓɊə: 

# dpl -- dc logs -- tail=200  <ʥʝ_ʟʘʧʫʩʢʘʝʤʳʡ_ʢʦʥʪʝʡʥʝʨ> 

ȫɗɑɎ ɕɖɔɜɋɊəɖɆ əɗɘɆɓɔɈɐɎ ɗɋɖɈɋɖɆ ɈɡɕɔɑɓɋɓɆ ɕɖɆɈɎɑɢɓɔ, Ɉ ɘɋɝɋɓɎɋ ɕɥɘɎ 

ɒɎɓəɘ ɇəɊɋɘ əɗɘɆɓɔɈɑɋɓɆ Ɏ ɊɔɗɘəɕɓɆ ɐɔɓɗɔɑɢ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ (Ɉɋɇ-Ɏɓɘɋɖ-

ɚɋɏɗ) https://ccs_host/admin . 

ŕǐǅǌǀǗƹǍǅǀː Ņǋǩ ǉǎǐǐǀǉǒǍǎǆ ǐƹƺǎǒǞ ǉǎǍǑǎǋǅ ƹƿǌǅǍǅǑǒǐƹǒǎǐƹ Ǎǀ ǐǀǉǎǌǀǍƿǓǀǒǑǩ ǅǑˡ
ǏǎǋǜǄǎƻƹǒǜInternet Explorer . 

 ȷɔɍɊɆɏɘɋ əɝɋɘɓəɤ ɍɆɕɎɗɢ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ.  

# dpl -- dc exec admin bin/admin add_admin - u admin - p 

'veryinsecurepassword123'  

ȫɗɑɎ ɐɔɓɗɔɑɢ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ ɓɋ əɗɘɆɓɔɈɎɑɆɗɢ, ɘɔ ɕɖɔɎɍɔɞɑɆ ɔɞɎɇɐɆ ɓɋɗɔɈ-

ɕɆɊɋɓɎɥ ɕɔ ɕɔɑɎɘɎɐɋ ɕɆɖɔɑɋɏ.  

https://ccs_host/admin
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 Ȩ ɕɔɥɈɎɈɞɎɛɗɥ ɑɔɉɆɛ ɓɆɏɊɎɘɋ ɓɆɎɇɔɑɋɋ ɝɆɗɘɔɋ əɕɔɒɎɓɆɓɎɋ ɗ ɔɞɎɇɐɆɒɎ Ɏ 

ɕɋɖɋɍɆɕəɗɘɎɘɋ ɐɔɓɘɋɏɓɋɖ, ɈɡɊɆɤɟɎɏ ɔɞɎɇɐə, ɐɔɒɆɓɊɔɏ:  

dpl -- dc restart {ʠʤʷ_ʢʦʥʪʝʡʥʝʨʘ} 

ȳɆɕɖɎɒɋɖ: 

dpl -- dc restart nginx  

ŕǐǅǌǀǗƹǍǅǀːŁǑǀ ǅǌǀǍƹ ǉǎǍǒǀǆǍǀǐǎƻˋ ǑǎǎǒƻǀǒǑǒƻǓǨǚǅǖ ǉǎǍǉǐǀǒǍǎǆ ƹǐǖǅǒǀǉǒǓǐǀˋ Ǐǀˡ
ǐǀǗǅǑǋǀǍǞ ƻ ǐƹǄƿǀǋǀ ˣĿǐǖǅǒǀǉǒǓǐƹ». 

ȫɗɑɎ ɔɕɋɖɆɜɎɥ ɓɋ ɕɔɒɔɌɋɘ, ɗɈɥɌɎɘɋɗɢ ɗ ɘɋɛɓɎɝɋɗɐɔɏ ɕɔɊɊɋɖɌɐɔɏ ɐɔɒɕɆɓɎɎ ɖɆɍ-

ɖɆɇɔɘɝɎɐɆ. 
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ȩɑɆɈɆ 3 
ȳȦȷȸȶȴȯȰȦ ȷȫȶȨȫȶȦ 

Ȫɑɥ ɓɔɖɒɆɑɢɓɔɉɔ ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɥ ɗɎɗɘɋɒɡ ɓɋɔɇɛɔɊɎɒɔ ɈɡɕɔɑɓɎɘɢ ɕɖɋɊɈɆɖɎ-

ɘɋɑɢɓəɤ ɓɆɗɘɖɔɏɐə ɗɋɖɈɋɖɆ Ɉ Ɉɋɇ-ɐɔɓɗɔɑɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. ȵɖɔɜɋɊəɖɆ 

ɓɆɗɘɖɔɏɐɎ ɍɆɈɎɗɎɘ ɔɘ ɘɎɕɆ ɗɋɖɈɋɖɆ Ɏ ɔɕɎɗɡɈɆɋɘɗɥ Ɉ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɛ ɕəɓɐɘɆɛ 

ɓɎɌɋ:  

¶ RTS ό ɗɒ. ɗɘɖ. 40 ;  

¶ ETS ό ɗɘɖ. 54 ;  

¶ CTS ό ɗɘɖ. 68 . 

Ȫɑɥ ɆɈɘɔɖɎɍɆɜɎɎ Ɉ ɐɔɓɗɔɑɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ:  

 Ȩ ɆɊɖɋɗɓɔɏ ɗɘɖɔɐɋ ɇɖɆəɍɋɖɆ əɐɆɌɎɘɋ ɆɊɖɋɗ ɐɔɓɗɔɑɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. 

ŕǐǅǌǀǗƹǍǅǀː Ņǋǩ v¢z ƻǖǎƿ ƻǞǏǎǋǍǩǀǒǑǩ ƻ ƻǀƺ-ǅǍǒǀǐǕǀǆǑǀ ǉǎǍǑǎǋǅ ƹƿǌǅǍǅǑǒǐƹǒǎǐƹ
https://rts_host/admin ˋ ƿǋǩ 8¢z ˞ https://ets_host/admin ˋ ƿǋǩ -¢z ˞
https://cts_host/admin . 

ŁƹǃǍǎˍ ŀǀǄ ëġġēĚ ǉǎǍǑǎǋǜ ƹƿǌǅǍǅǑǒǐƹǒǎǐƹ ǍǀƿǎǑǒǓǏǍƹː 

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ ɆɈɘɔɖɎɍɆɜɎɎ (ȶɎɗəɓɔɐ 9).  

 

ȶɎɗəɓɔɐ 9 

 ȨɈɋɊɎɘɋ Ɏɒɥ əɝɋɘɓɔɏ ɍɆɕɎɗɎ Ɏ ɕɆɖɔɑɢ Ɉ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɕɔɑɥ. 

 ȳɆɌɒɎɘɋ ɐɓɔɕɐə çȨɛɔɊè. 

ȴɘɐɖɔɋɘɗɥ ɉɑɆɈɓɔɋ ɔɐɓɔ ɐɔɓɗɔɑɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ.  

Ȫɑɥ ɈɡɛɔɊɆ Ɏɍ ɆɊɒɎɓɎɗɘɖɆɘɎɈɓɔɏ ɐɔɓɗɔɑɎ ɓɆɌɒɎɘɋ ɐɓɔɕɐə Ɉ Ɉɋɖɛɓɋɏ ɑɋ-

Ɉɔɏ ɝɆɗɘɎ ɔɐɓɆ. 

ȳȦȷȸȶȴȯȰȦ RTS 

ȳɆɗɘɖɔɏɐɆ RTS ɈɐɑɤɝɆɋɘ Ɉ ɗɋɇɥ ɗɑɋɊəɤɟɎɋ ɕɖɔɜɋɊəɖɡ:  

¶ ɕɔɊɐɑɤɝɋɓɎɋ TLS-ɗɋɖɘɎɚɎɐɆɘɆ (ɋɗɑɎ ɣɘɔ ɓɋ ɇɡɑɔ Ɉɡɕɔɑɓɋɓɔ Ɉ ɕɖɔɜɋɗɗɋ 

əɗɘɆɓɔɈɐɎ RTS) ɗɒ. ɗɘɖ. 41 ;  

¶ ɓɆɗɘɖɔɏɐɆ ɈɎɊɋɔ-  Ɏ ɉɔɑɔɗɔɈɔɏ ɗɈɥɍɎ ɗɒ. ɗɘɖ. ȴɞɎɇɐɆ! ȭɆɐɑɆɊɐɆ ɓɋ 

ɔɕɖɋɊɋɑɋɓɆ.;  

¶ ɕɔɊɐɑɤɝɋɓɎɋ SMTP-ɗɋɖɈɋɖɆ ɗɒ. ɗɘɖ. 41 ;  

¶ ɓɆɗɘɖɔɏɐɆ push-əɈɋɊɔɒɑɋɓɎɏ ɗɒ. ɗɘɖ. 42 ;  

¶ ɕɔɊɐɑɤɝɋɓɎɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɊɆɓɓɔɉɔ RTS Ɏɍ AD ɗɒ. ɗɘɖ.49 ;  

¶ ɓɆɗɘɖɔɏɐɆ ɕɔɊɐɑɤɝɋɓɎɏ ETS Ɏ CTS ɗɒ. ɗɘɖ.50 . 

https://rts_host/admin
https://ets_host/admin
https://cts_host/admin
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ȵȴȪȰȱɄȽȫȳȮȫ TLS-ȷȫȶȸȮȺȮȰȦȸȦ 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ TLS-ɗɋɖɘɎɚɎɐɆɘɆ: 

 Ȩ ɐɔɓɗɔɑɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ ɈɡɇɋɖɎɘɋ ɕəɓɐɘ ɒɋɓɤ çȷɋɖɈɋɖè  

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ ɗ ɎɓɚɔɖɒɆɜɎɋɏ ɔ ɊɆɓɓɔɒ RTS ɗɋɖɈɋɖɋ (ȶɎɗəɓɔɐ 10 ).  

 

ȶɎɗəɓɔɐ 10  

Ȫɑɥ ɕɖɎɒɋɓɋɓɎɥ TLS-ɕɖɔɘɔɐɔɑɆ Ɉ ɘɖɆɗɘɔɈɡɛ ɗɔɋɊɎɓɋɓɎɥɛ: 

 ȨɓɋɗɎɘɋ ɊɆɓɓɡɋ ɔ ɗɋɖɘɎɚɎɐɆɘɋ Ɏ ɐɑɤɝɋ Ɉ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɕɔɑɥ ɔɇɑɆɗɘɎ 

«TLS-ɗɋɖɘɎɚɎɐɆɘ ɘɖɆɗɘɔɈè. 

 ȳɆɌɒɎɘɋ ɐɓɔɕɐə çȷɔɛɖɆɓɎɘɢè.  

ŕǐǅǌǀǗƹǍǅǀː ŅǎǏǓǑǉƹǀǒǑǩ ǏǐǅǌǀǍǀǍǅǀ ¢Zz-ǑǀǐǒǅǕǅǉƹǒƹˋ ǅǑǏǎǋǜǄǎƻƹǍǍǎƼǎ Ǎƹ ǣǒƹǏǀ ǓǑǒƹˡ
Ǎǎƻǉǅ -¢zː 

ȳȦȷȸȶȴȯȰȦ ȨȮȪȫȴ-  Ȯ ȩȴȱȴȷȴȨȴȯ ȷȨɅȭȮ 

ȳɆɗɘɖɔɏɐɆ ɈɎɊɋɔ-  Ɏ ɉɔɑɔɗɔɈɔɏ ɗɈɥɍɎ Ɉɡɕɔɑɓɥɋɘɗɥ ɕɔɗɑɋ əɗɘɆɓɔɈɐɎ ɗɋɖɈɋɖɆ Voex 

Ɏ ɔɕɎɗɆɓɆ ɓɆ ɗɘɖ. 29 . 

ȵȴȪȰȱɄȽȫȳȮȫ SMTP-ȷȫȶȨȫȶȦ 

Ȫɑɥ ɕɔɊɐɑɤɝɋɓɎɥ SMTP-ɗɋɖɈɋɖɆ: 

 Ȩ ɒɋɓɤ ɈɡɇɋɖɎɘɋ ɕəɓɐɘ çE-mail» ( ȶɎɗəɓɔɐ 11 ).  

 Ȩ ɔɇɑɆɗɘɎ çȳɆɗɘɖɔɏɐɎ e-mailè ɍɆɕɔɑɓɎɘɋ ɕɔɑɥ: 
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¶ Ɉ ɕɔɑɋ çȴɘè əɐɆɌɎɘɋ ɔɇɖɆɘɓɡɏ ɆɊɖɋɗ; 

¶ Ɉ ɕɔɑɋ çȷɋɖɈɋɖè əɐɆɌɎɘɋ SMTP-ɗɋɖɈɋɖ; 

¶ Ɉ ɕɔɑɋ çȵɔɖɘè əɐɆɌɎɘɋ ɓɔɒɋɖ ɕɔɖɘɆ Ɋɑɥ ɖɋɘɖɆɓɗɑɥɜɎɎ ɎɗɛɔɊɥɟɋɏ ɕɔɝɘɡ: 

25, 587 ɎɑɎ 465. ȳɔɒɋɖ ɕɔɖɘɆ ɍɆɈɎɗɎɘ ɔɘ ɘɎɕɆ ɍɆɟɎɟɋɓɓɔɉɔ ɗɔɋɊɎɓɋɓɎɥ; 

¶ Ȩ ɕɔɑɥɛ çȮɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥè Ɏ çȵɆɖɔɑɢè əɐɆɌɎɘɋ ɊɆɓɓɡɋ Ɋɑɥ ɆɈɘɔɖɎɍɆ-

ɜɎɎ ɓɆ SMTP-ɗɋɖɈɋɖɋ.  

 ȨɡɇɋɖɎɘɋ ɘɎɕ ɍɆɟɎɟɋɓɓɔɉɔ ɗɔɋɊɎɓɋɓɎɥ Ɉ ɈɡɕɆɊɆɤɟɋɒ ɗɕɎɗɐɋ: SSL, 

Start/TLS ɎɑɎ None. 

 ȳɆɌɒɎɘɋ ɐɓɔɕɐə çȷɔɛɖɆɓɎɘɢè.  

 

ȶɎɗəɓɔɐ 11  

Ȫɑɥ ɕɖɔɈɋɖɐɎ ɓɆɗɘɖɔɋɐ ɕɔɊɐɑɤɝɋɓɎɥ Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ ɔɇɑɆɗɘɢɤ çȸɋɗɘɎɖɔɈɆ-

ɓɎɋ ɔɘɕɖɆɈɐɎ e-mailè. ȨɕɎɞɎɘɋ Ɉ ɕəɗɘɔɋ ɕɔɑɋ ɆɊɖɋɗ ɕɔɑəɝɆɘɋɑɥ Ɏ ɓɆɌɒɎɘɋ ɐɓɔɕɐə 

çȴɘɕɖɆɈɎɘɢè. 

ȳȦȷȸȶȴȯȰȦ PUSH-ȹȨȫȪȴȲȱȫȳȮȯ 

Ȫɑɥ ɕɔɊɐɑɤɝɋɓɎɥ Ɏ ɓɆɗɘɖɔɏɐɎ push -əɈɋɊɔɒɑɋɓɎɏ ɕɋɖɋɏɊɎɘɋ Ɉ ɖɆɍɊɋɑ  

«Push Service».  

Ȯɓɘɋɖɚɋɏɗ ɕɖɋɊɓɆɍɓɆɝɋɓ Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ push-əɈɋɊɔɒɑɋɓɎɏ (ȶɎɗəɓɔɐ 12 ).  
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ȶɎɗəɓɔɐ 12  

ȸɆɇɑɎɜɆ ɗɔɊɋɖɌɎɘ ɗɑɋɊəɤɟəɤ ɎɓɚɔɖɒɆɜɎɤ: 

ȸɆɇɑɎɜɆ 20  

ȳɆɍɈɆɓɎɋ ɗɘɔɑɇɜɆ ȮɓɚɔɖɒɆɜɎɥ 

ȵɑɆɘɚɔɖɒɆ ȵɑɆɘɚɔɖɒɆ, ɓɆ ɐɔɘɔɖɔɏ ɕɔɊɐɑɤɝɋɓɡ push-əɈɋɊɔɒɑɋɓɎɥ 

Package ID  ȳɆɍɈɆɓɎɋ ɗɇɔɖɐɎ ɕɖɎɑɔɌɋɓɎɥ Express 

ȪɆɘɆ ɔɇɓɔɈɑɋɓɎɥ ȪɆɘɆ ɕɔɗɑɋɊɓɋɉɔ ɎɍɒɋɓɋɓɎɥ ɓɆɗɘɖɔɏɐɎ push-əɈɋɊɔɒɑɋɓɎɏ 

ȪɆɘɆ ɎɗɘɋɝɋɓɎɥ ȪɆɘɆ ɎɗɘɋɝɋɓɎɥ ɕɔɗɘəɕɑɋɓɎɥ push-əɈɋɊɔɒɑɋɓɎɏ 

 

Ȫɑɥ ɖɋɊɆɐɘɎɖɔɈɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ ɓɆɌɒɎɘɋ ɐɓɔɕɐə  Ɏ ɈɓɋɗɎɘɋ ɎɍɒɋɓɋɓɎɥ 

Ɉ ɔɘɐɖɡɈɞɋɒɗɥ ɔɐɓɋ.  

Ȫɑɥ əɊɆɑɋɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ ɓɆɌɒɎɘɋ ɐɓɔɕɐə .  

ȲɋɛɆɓɎɍɒ ɕɔɊɐɑɤɝɋɓɎɥ push-əɈɋɊɔɒɑɋɓɎɏ ɖɆɍɑɎɝɋɓ Ɋɑɥ ɕɑɆɘɚɔɖɒ Android, iOS 

Ɏ Ɉɋɇ-ɕɖɎɑɔɌɋɓɎɥ. Ȫɑɥ Android Ɏ Ɉɋɇ-ɕɖɎɑɔɌɋɓɎɥ push-əɈɋɊɔɒɑɋɓɎɥ ɕɔɊɐɑɤɝɆ-

ɤɘɗɥ ɝɋɖɋɍ FCM, Ɋɑɥ iOS ό ɝɋɖɋɍ APNS.  



 

Ƞɗɢɣɚɱ ʩ 

ȯɓɠɢɜɒ ʧƚ5 

12. 10.2022  

44  

Ȫɑɥ ɗɔɍɊɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ ɓɆ Android/HMS Android 

 ȴɘɐɖɔɏɘɋ ɐɔɓɗɔɑɢ Firebase. 

 Ȩ ɕɖɔɋɐɘɋ (ɒɋɓɤ çProject Overviewè), ɉɊɋ ɗɐɔɓɚɎɉəɖɎɖɔɈɆɓɡ ɐɑɤɝɎ Ɋɑɥ 

Android, ɈɡɇɋɖɎɘɋ ɕəɓɐɘ çProject settingsè (ȶɎɗəɓɔɐ 13 ).  

 

ȶɎɗəɓɔɐ 13  

 Ȩ ɐɔɓɗɔɑɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ Express Ɉ ɖɆɍɊɋɑɋ çPush Serviceè ɓɆɌɒɎɘɋ ɐɓɔɕɐə 

çȷɔɍɊɆɘɢ Ɋɑɥ Androidè Ɉ Ɉɋɖɛɓɋɒ ɕɖɆɈɔɒ əɉɑə. 

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ ɗɔɍɊɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ Ɋɑɥ ɕɑɆɘɚɔɖɒɡ Android 

(ȶɎɗəɓɔɐ 14 ).  

 

ȶɎɗəɓɔɐ 14  

 ȭɆɕɔɑɓɎɘɋ ɕɔɑɥ ɚɔɖɒɡ: 

ȸɆɇɑɎɜɆ 21  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ ȭɓɆɝɋɓɎɋ 

ȵɑɆɘɚɔɖɒɆ ȵɑɆɘɚɔɖɒɆ, ɓɆ ɐɔɘɔɖɔɏ ɕɔɊɐɑɤɝɋɓɡ push-əɈɋ-

ɊɔɒɑɋɓɎɥ 
android_silent  

Package ID  ȳɆɍɈɆɓɎɋ ɗɇɔɖɐɎ ɕɖɎɑɔɌɋɓɎɥ Express  

ȪɆɘɆ ɎɗɘɋɝɋɓɎɥ ȪɆɘɆ ɎɗɘɋɝɋɓɎɥ ɕɔɗɘəɕɑɋɓɎɥ push-əɈɋɊɔɒɑɋɓɎɏ  

FCM URL ȦɊɖɋɗ ɗɋɖɈɋɖɆ Firebase Cloud Messaging  https://fcm.goog-
leapis.com/fcm/send  

FCM API Key  Ȱɑɤɝ API, ɈɡɊɆɈɆɋɒɡɏ Ɉ ɐɔɓɗɔɑɎ ɆɊɒɎɓɎɗɘɖɆ-
ɘɔɖɆ Firebase 

ȷɒ. ȶɎɗəɓɔɐ 15  
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ȶɎɗəɓɔɐ 15  

 ȳɆɌɒɎɘɋ ɐɓɔɕɐə çȷɔɛɖɆɓɎɘɢè. 

Ȫɑɥ ɗɔɍɊɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ ɓɆ iOS: 

 ȳɆɌɒɎɘɋ ɐɓɔɕɐə çȷɔɍɊɆɘɢ Ɋɑɥ iOSè Ɉ Ɉɋɖɛɓɋɒ ɕɖɆɈɔɒ əɉɑə. 

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ ɗɔɍɊɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ Ɋɑɥ ɕɑɆɘɚɔɖɒɡ iOS (ȶɎɗəɓɔɐ 16 ).  

 

ȶɎɗəɓɔɐ 16  

 ȭɆɕɔɑɓɎɘɋ ɕɔɑɥ ɚɔɖɒɡ: 

ȸɆɇɑɎɜɆ 22  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ ȭɓɆɝɋɓɎɋ 

ȵɑɆɘɚɔɖɒɆ ȵɑɆɘɚɔɖɒɆ, ɓɆ ɐɔɘɔɖɔɏ ɕɔɊɐɑɤɝɋɓɡ 

push -əɈɋɊɔɒɑɋɓɎɥ 

¶ ios_apns  (Ɋɑɥ alert  push  ɗ ɗɋɖɘɎ-

ɚɎɐɆɘɔɒ apns );  

¶ ios_voex  (Ɋɑɥ push -əɈɋɊɔɒɑɋɓɎɏ 
ɍɈɔɓɐɔɈ ɗ ɗɋɖɘɎɚɎɐɆɘɔɒ voip ) 

Package ID  ȳɆɍɈɆɓɎɋ ɗɇɔɖɐɎ ɕɖɎɑɔɌɋɓɎɥ 
Express  

 

ȪɆɘɆ Ɏɗɘɋ-

ɝɋɓɎɥ 

ȪɆɘɆ ɎɗɘɋɝɋɓɎɥ ɕɔɗɘəɕɑɋɓɎɥ push-

əɈɋɊɔɒɑɋɓɎɏ 
 

Mode  ȶɋɌɎɒ ɖɆɇɔɘɡ push-əɈɋɊɔɒɑɋɓɎɏ. 

ȨɔɍɒɔɌɓɡɋ ɍɓɆɝɋɓɎɥ prod/dev 
¶ dev (Ɋɑɥ ɗɇɔɖɐɎ beta); 

¶ prod (Ɋɑɥ ɖɋɑɎɍɆ/ɕɖɋɖɋɑɎɍɆ) 

Ȱɑɤɝ ȵɖɎɈɆɘɓɡɏ ɐɑɤɝ  

Cert  ȷɋɖɘɎɚɎɐɆɘ  



 

Ƞɗɢɣɚɱ ʩ 

ȯɓɠɢɜɒ ʧƚ5 

12. 10.2022  

46  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ ȭɓɆɝɋɓɎɋ 

Topic  ȳɆɍɈɆɓɎɋ ɗɇɔɖɐɎ ɕɖɎɑɔɌɋɓɎɥ 
Express  

Package ID ( Ɋɑɥ ios_apns);  

ɕəɗɘɔɋ ɍɓɆɝɋɓɎɋ (Ɋɑɥ ios_voex) 

 

 ȳɆɌɒɎɘɋ ɐɓɔɕɐə çȷɔɛɖɆɓɎɘɢè. 

Ȫɑɥ ɗɔɍɊɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ Ɉ Ɉɋɇ-ɕɖɎɑɔɌɋɓɎɎ: 

 ȴɘɐɖɔɏɘɋ ɐɔɓɗɔɑɢ Firebase. 

 Ȩ ɐɔɓɗɔɑɎ Firebase ɗɔɍɊɆɏɘɋ ɕɖɔɋɐɘ Ɋɑɥ Ɉɋɇ-ɕɖɎɑɔɌɋɓɎɥ (ȶɎɗəɓɔɐ 17 ).  

 

ȶɎɗəɓɔɐ 17  

 Ȩ ɔɘɐɖɡɈɞɋɒɗɥ ɔɐɓɋ ɓɆɌɒɎɘɋ ɐɓɔɕɐə çGenerate key pairsè (ȶɎɗəɓɔɐ 18 ).  

 

ȶɎɗəɓɔɐ 18  




























































































































