
 

 

 

  

ȶəɐɔɈɔɊɗɘɈɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 

Ȱɠɞ 1.  ȱɣɤɒɟɠɔɜɒ 

ȯɓɠɢɜɒ 3. 50 

13. 10.202 5 



 

ȯɓɠɢɜɒ 3. 50 

13. 10.202 5 

2  

 

 

 

 

 

 

 

 

É ȰɔɒɕɆɓɎɥ çȦɓɑɎɒɎɘɋɊ ɕɖɔɊɆɐɞɋɓè, 2025. Ȩɗɋ ɕɖɆɈɆ ɍɆɟɎɟɋɓɡ. 

Ȩɗɋ ɆɈɘɔɖɗɐɎɋ ɕɖɆɈɆ ɓɆ ɣɐɗɕɑəɆɘɆɜɎɔɓɓəɤ ɊɔɐəɒɋɓɘɆɜɎɤ ɍɆɟɎɟɋɓɡ. 

Ƀɘɔɘ Ɋɔɐəɒɋɓɘ ɈɛɔɊɎɘ Ɉ ɐɔɒɕɑɋɐɘ ɕɔɗɘɆɈɐɎ ɎɍɊɋɑɎɥ. ȳɆ ɓɋɉɔ 

ɖɆɗɕɖɔɗɘɖɆɓɥɤɘɗɥ Ɉɗɋ əɗɑɔɈɎɥ ɑɎɜɋɓɍɎɔɓɓɔɉɔ ɗɔɉɑɆɞɋɓɎɥ. 

ȧɋɍ ɗɕɋɜɎɆɑɢɓɔɉɔ ɕɎɗɢɒɋɓɓɔɉɔ ɖɆɍɖɋɞɋɓɎɥ ɐɔɒɕɆɓɎɎ çȦɓɑɎɒɎɘɋɊ 

ɕɖɔɊɆɐɞɋɓè ɣɘɔɘ Ɋɔɐəɒɋɓɘ ɎɑɎ ɋɉɔ ɝɆɗɘɢ Ɉ ɕɋɝɆɘɓɔɒ ɎɑɎ ɣɑɋɐɘɖɔɓɓɔɒ ɈɎɊɋ 

ɓɋ ɒɔɉəɘ ɇɡɘɢ ɕɔɊɈɋɖɉɓəɘɡ ɐɔɕɎɖɔɈɆɓɎɤ ɎɑɎ ɕɋɖɋɊɆɝɋ ɘɖɋɘɢɎɒ ɑɎɜɆɒ 

ɗ ɐɔɒɒɋɖɝɋɗɐɔɏ ɜɋɑɢɤ. 

ȮɓɚɔɖɒɆɜɎɥ, ɗɔɊɋɖɌɆɟɆɥɗɥ Ɉ ɣɘɔɒ Ɋɔɐəɒɋɓɘɋ, ɒɔɌɋɘ ɇɡɘɢ ɎɍɒɋɓɋɓɆ 

ɖɆɍɖɆɇɔɘɝɎɐɔɒ ɇɋɍ ɗɕɋɜɎɆɑɢɓɔɉɔ əɈɋɊɔɒɑɋɓɎɥ, ɝɘɔ ɓɋ ɥɈɑɥɋɘɗɥ ɓɆɖəɞɋɓɎɋɒ 

ɔɇɥɍɆɘɋɑɢɗɘɈ ɕɔ ɔɘɓɔɞɋɓɎɤ ɐ ɕɔɑɢɍɔɈɆɘɋɑɤ ɗɔ ɗɘɔɖɔɓɡ ɐɔɒɕɆɓɎɎ 

çȦɓɑɎɒɎɘɋɊ ɕɖɔɊɆɐɞɋɓè. 

ȹɐɆɍɆɓɓɡɋ Ɉ Ɋɔɐəɒɋɓɘɋ ɆɊɖɋɗɆ ɗɋɖɈɋɖɔɈ, ɍɓɆɝɋɓɎɥ ɐɔɓɚɎɉəɖɆɜɎɔɓɓɡɛ 

ɚɆɏɑɔɈ, əɝɋɘɓɡɋ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɋ ɊɆɓɓɡɋ əɐɆɍɆɓɡ Ɋɑɥ ɕɖɎɒɋɖɆ Ɏ ɓɔɗɥɘ 

ɎɗɐɑɤɝɎɘɋɑɢɓɔ ɔɍɓɆɐɔɒɎɘɋɑɢɓɡɏ ɛɆɖɆɐɘɋɖ. ȵɔɑɢɍɔɈɆɘɋɑɢɗɐɎɋ ɊɆɓɓɡɋ, Ɉ ɘɔɒ 

ɝɎɗɑɋ ɇɎɔɒɋɘɖɎɝɋɗɐɎɋ, Ɉɡɒɡɞɑɋɓɓɡɋ Ɏ ɓɋ ɗɔɊɋɖɌɆɘ ɕɋɖɗɔɓɆɑɢɓɡɛ ɊɆɓɓɡɛ. 

ȵɖɋɊɔɗɘɆɈɑɥɋɒɡɋ ɐɔɒɕɔɓɋɓɘɡ ȷȰ çExpress è Ɉ ɗɔɗɘɆɈɋ ɕɔɗɘɆɈɐɎ 

ɕɖɋɊɓɆɍɓɆɝɋɓɡ ɎɗɐɑɤɝɎɘɋɑɢɓɔ Ɋɑɥ ɊɋɒɔɓɗɘɖɆɜɎɎ ɚəɓɐɜɎɔɓɆɑɢɓɔɗɘɎ 

Ɏ ɓɋ ɕɖɋɊɓɆɍɓɆɝɋɓɡ Ɋɑɥ ɣɐɗɕɑəɆɘɆɜɎɎ Ɉ ɕɖɔɊəɐɘɎɈɓɔɏ ɗɖɋɊɋ. 

Ȫɑɥ ɐɔɖɖɋɐɘɓɔɉɔ ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɥ ȷȰ çExpress è ɘɖɋɇəɋɘɗɥ ɖɆɍɖɆɇɔɘɐɆ 

ɆɖɛɎɘɋɐɘəɖɓɔɏ ɗɛɋɒɡ ɎɓɗɘɆɑɑɥɜɎɎ ɗ əɝɋɘɔɒ ɗɕɋɜɎɚɎɐɎ ɎɓɚɖɆɗɘɖəɐɘəɖɡ 

Ɋɔ ɕɖɔɊəɐɘɎɈɓɔɏ ɣɐɗɕɑəɆɘɆɜɎɎ. 

 

ȵɔɝɘɔɈɡɏ ɆɊɖɋɗ: 127030, ɉ. ȲɔɗɐɈɆ, 

əɑ. ȳɔɈɔɗɑɔɇɔɊɗɐɆɥ, Ɋ. 24, 

ɗɘɖ. 1 

ȸɋɑɋɚɔɓ: +7 (499) 288 - 01 -22  

Email :  sales @express .ms  

Web :  https :// express .ms /  
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ȨȨȫȪȫȳȮȫ 

ȶəɐɔɈɔɊɗɘɈɔ ɕɖɋɊɓɆɍɓɆɝɋɓɔ Ɋɑɥ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɎɍɊɋɑɎɥ çȷɎɗɘɋɒɆ 

ɐɔɒɒəɓɎɐɆɜɎɏ çExpress è (ɊɆɑɋɋ ï ȷȰ çExpress è, Express , ɗɎɗɘɋɒɆ). 

ȳɆɗɘɔɥɟɎɏ ɘɔɒ 1 çȶəɐɔɈɔɊɗɘɈɆ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆè ɗɔɊɋɖɌɎɘ ɗɈɋɊɋɓɎɥ, 

ɓɋɔɇɛɔɊɎɒɡɋ Ɋɑɥ əɗɘɆɓɔɈɐɎ Ɏ ɓɆɗɘɖɔɏɐɎ ɗɎɗɘɋɒɡ.   

ȷɑəɌɇɆ ɘɋɛɓɎɝɋɗɐɔɏ ɕɔɊɊɋɖɌɐɎ. ȷɈɥɍɆɘɢɗɥ ɗɔ ɗɑəɌɇɔɏ ɘɋɛɓɎɝɋɗɐɔɏ 

ɕɔɊɊɋɖɌɐɎ ɒɔɌɓɔ ɕɔ ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɋ support @express .ms. ȷɘɖɆɓɎɜɆ 

ɗɑəɌɇɡ ɘɋɛɓɎɝɋɗɐɔɏ ɕɔɊɊɋɖɌɐɎ ɓɆ ɗɆɏɘɋ ɐɔɒɕɆɓɎɎ çȦɓɑɎɒɎɘɋɊ ɕɖɔɊɆɐɞɋɓè 

https :// express .ms / faq / .  

ȷɆɏɘ Ɉ Ɏɓɘɋɖɓɋɘɋ. ȮɓɚɔɖɒɆɜɎɤ ɔ ɕɖɔɊəɐɘɋ ɐɔɒɕɆɓɎɎ çȦɓɑɎɒɎɘɋɊ 

ɕɖɔɊɆɐɞɋɓè ɕɖɋɊɗɘɆɈɑɋɓɆ ɓɆ ɗɆɏɘɋ https :// express .ms / .  

ȨɋɊɔɒɔɗɘɢ ɘɔɒɔɈ çȶəɐɔɈɔɊɗɘɈɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆè: 

¶ ȸɔɒ 1. ȶəɐɔɈɔɊɗɘɈɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. ȹɗɘɆɓɔɈɐɆ. 

¶ ȸɔɒ 2. ȶəɐɔɈɔɊɗɘɈɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. ɃɐɗɕɑəɆɘɆɜɎɥ ɗɋɖɈɋɖɆ CTS. 

¶ ȸɔɒ 3. ȶəɐɔɈɔɊɗɘɈɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. ɃɐɗɕɑəɆɘɆɜɎɥ ɗɋɖɈɋɖɆ ETS. 

¶ ȸɔɒ 4. ȶəɐɔɈɔɊɗɘɈɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. ȹɗɘɆɓɔɈɐɆ Ɏ ɣɐɗɕɑəɆɘɆɜɎɥ ɗɋɖɈɋɖɆ 

RTS (ɕɔɗɘɆɈɑɥɋɘɗɥ ɕɔ ɍɆɕɖɔɗə). 

mailto:support@express.ms
https://express.ms/
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ȸȫȶȲȮȳɁ Ȯ ȴȵȶȫȪȫȱȫȳȮɅ 

ȸɋɖɒɎɓ ȦɇɇɖɋɈɎɆɘəɖɆ ȴɕɖɋɊɋɑɋɓɎɋ 

Active Directory  AD ȷɑəɌɇɆ ɐɆɘɆɑɔɉɔɈ ɐɔɖɕɔɖɆɜɎɎ Microsoft  Ɋɑɥ ɔɕɋɖɆɜɎɔɓɓɡɛ 
ɗɎɗɘɋɒ ɗɋɒɋɏɗɘɈɆ Windows  Server  

Application programming 
interface  

API Ȯɓɘɋɖɚɋɏɗ Ɋɑɥ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ɕɖɔɉɖɆɒɒ Ɏ ɕɖɎɑɔɌɋɓɎɏ 

Apple Push Notification 
Service  

APNS ȷɋɖɈɎɗ push -əɈɋɊɔɒɑɋɓɎɏ Apple  

BotX   ȵɑɆɘɚɔɖɒɆ Ɋɑɥ ɖɆɍɖɆɇɔɘɐɎ ɝɆɘ-ɇɔɘɔɈ 

Corporate Transport 

Server  
CTS ȰɔɖɕɔɖɆɘɎɈɓɡɏ ɗɋɖɈɋɖ 

Enterprise Transport 

Server  
ETS ȷɋɖɈɋɖ ɕɖɋɊɕɖɎɥɘɎɥ 

Firebase Cloud Messaging  FCM ȷɑəɌɇɆ, ɐɔɘɔɖɆɥ əɕɖɔɟɆɋɘ ɔɇɒɋɓ ɗɔɔɇɟɋɓɎɥɒɎ ɒɋɌɊə 
ɒɔɇɎɑɢɓɡɒɎ Ɏ ɗɋɖɈɋɖɓɡɒɎ ɕɖɎɑɔɌɋɓɎɥɒɎ 

JavaScript Object Notation  JSON ȸɋɐɗɘɔɈɡɏ ɚɔɖɒɆɘ ɔɇɒɋɓɆ ɊɆɓɓɡɒɎ, ɔɗɓɔɈɆɓɓɡɏ ɓɆ JavaScript  

New Technology LAN 

Manager 

NTLM ȵɖɔɘɔɐɔɑ ɗɋɘɋɈɔɏ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ, ɖɆɍɖɆɇɔɘɆɓɓɡɏ ɚɎɖɒɔɏ 
Microsoft  Ɋɑɥ Windows  NT 

Regional Transport Server  RTS ȶɋɉɎɔɓɆɑɢɓɡɏ ɗɋɖɈɋɖ 

Security information and 
event management  

SIEM ȹɕɖɆɈɑɋɓɎɋ ɎɓɚɔɖɒɆɜɎɋɏ ɔ ɇɋɍɔɕɆɗɓɔɗɘɎ Ɏ ɗɔɇɡɘɎɥɒɎ 
ɇɋɍɔɕɆɗɓɔɗɘɎ 

Single CTS   ȫɊɎɓɡɏ ɐɔɖɕɔɖɆɘɎɈɓɡɏ ɗɋɖɈɋɖ 

Session Initiation Protocol  SIP ȵɖɔɘɔɐɔɑ ɕɋɖɋɊɆɝɎ ɊɆɓɓɡɛ, ɔɕɎɗɡɈɆɤɟɎɏ ɗɕɔɗɔɇ əɗɘɆɓɔɈɐɎ Ɏ 
ɍɆɈɋɖɞɋɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɔɉɔ Ɏɓɘɋɖɓɋɘ-ɗɋɆɓɗɆ, ɈɐɑɤɝɆɤɟɋɉɔ 
ɔɇɒɋɓ ɒəɑɢɘɎɒɋɊɎɏɓɡɒ ɗɔɊɋɖɌɎɒɡɒ (IP-ɘɋɑɋɚɔɓɎɥ, ɈɎɊɋɔ-  
Ɏ ɆəɊɎɔɐɔɓɚɋɖɋɓɜɎɎ, ɒɉɓɔɈɋɓɓɡɋ ɗɔɔɇɟɋɓɎɥ) 

SmartApp   Ƀɘɔ Ɉɋɇ-ɕɖɎɑɔɌɋɓɎɋ, ɖɋɆɑɎɍɔɈɆɓɓɔɋ Ɉ ɈɎɊɋ ɓɆɊɗɘɖɔɏɐɎ, 

Ɏɗɕɔɑɓɥɋɒɔɋ ɈɓəɘɖɎ ɕɖɎɑɔɌɋɓɎɥ, Ɋɑɥ ɊɔɗɘəɕɆ ɐ ɐɔɖɕɔɖɆɘɎɈɓɡɒ 
ɗɋɖɈɎɗɆɒ Ɏ ɗɎɗɘɋɒɆɒ 

Simple Mail Transfer 

Protocol  
SMTP ȷɋɘɋɈɔɏ ɕɖɔɘɔɐɔɑ, ɕɖɋɊɓɆɍɓɆɝɋɓɓɡɏ Ɋɑɥ ɕɋɖɋɊɆɝɎ ɣɑɋɐɘɖɔɓɓɔɏ 

ɕɔɝɘɡ Ɉ ɗɋɘɥɛ TCP/ IP 

Secure Sockets Layer  SSL ȰɖɎɕɘɔɉɖɆɚɎɝɋɗɐɎɏ ɕɖɔɘɔɐɔɑ Ɋɑɥ ɇɋɍɔɕɆɗɓɔɏ ɗɈɥɍɎ 

Session Traversal Utilities 
for NAT  

STUN ȷɋɘɋɈɔɏ ɕɖɔɘɔɐɔɑ Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ Ɉɓɋɞɓɋɉɔ IP-ɆɊɖɋɗɆ, 
Ɏɗɕɔɑɢɍəɋɒɡɏ Ɋɑɥ əɗɘɆɓɔɈɑɋɓɎɥ ɗɔɋɊɎɓɋɓɎɥ UDP ɒɋɌɊə ɊɈəɒɥ 
ɛɔɗɘɆɒɎ Ɉ ɗɑəɝɆɋ, ɋɗɑɎ ɔɓɎ ɔɇɆ ɓɆɛɔɊɥɘɗɥ ɍɆ ɒɆɖɞɖəɘɎɍɆɘɔɖɔɒ 

NAT 

Transport Layer Security  TLS ȵɖɔɘɔɐɔɑ ɍɆɟɎɘɡ ɘɖɆɓɗɕɔɖɘɓɔɉɔ əɖɔɈɓɥ 

Transport transfer server  TTS ȸɖɆɓɗɕɔɖɘɓɡɏ ɗɋɖɈɋɖ. ȷɋɖɈɋɖ, ɕɖɋɊɓɆɍɓɆɝɋɓɓɡɏ Ɋɑɥ ɕɋɖɋɊɆɝɎ 
ɗɔɔɇɟɋɓɎɏ ɒɋɌɊə ɐɔɖɕɔɖɆɘɎɈɓɡɒɎ ɗɋɖɈɋɖɆɒɎ Ɉɒɋɗɘɔ RTS, Ɉ ɘɔɒ 
ɝɎɗɑɋ ɒɋɌɊə CTS, ə ɐɔɘɔɖɡɛ ɔɘɗəɘɗɘɈəɋɘ ɘɖɆɗɘɔɈɔɋ ɗɔɋɊɎɓɋɓɎɋ 
Ɋɖəɉ ɗ Ɋɖəɉɔɒ (ɓɋɘɖɆɗɘɔɈɡɒɎ CTS) 

Traversal Using Relays 
around NAT  

TURN ȵɖɔɘɔɐɔɑ Ɋɑɥ ɕɔɑəɝɋɓɎɥ ɈɛɔɊɥɟɎɛ ɊɆɓɓɡɛ ɝɋɖɋɍ TCP ɎɑɎ UDP 
ɗɔɋɊɎɓɋɓɎɥ 

Voluntary Application 
Server Identification  

VAPID-ɐɑɤɝɎ ȵɆɖɆ ɐɑɤɝɋɏ: ɔɘɐɖɡɘɡɏ Ɏ ɍɆɐɖɡɘɡɏ. ȭɆɐɖɡɘɡɏ ɐɑɤɝ ɗɋɖɈɋɖ 
ɛɖɆɓɎɘ Ɉ ɘɆɏɓɋ, Ɇ ɔɘɐɖɡɘɡɏ ɕɋɖɋɊɆɋɘ ɐɑɎɋɓɘə. ȰɑɤɝɎ ɕɔɍɈɔɑɥɤɘ 
ɗɋɖɈɎɗə push-əɈɋɊɔɒɑɋɓɎɏ ɍɓɆɘɢ ɔ ɘɔɒ, ɐɆɐɔɏ ɗɋɖɈɋɖ 
ɕɖɎɑɔɌɋɓɎɥ ɕɔɊɕɎɗɆɑ ɕɔɑɢɍɔɈɆɘɋɑɥ, Ɏ ɇɡɘɢ əɈɋɖɋɓɓɡɒ Ɉ ɘɔɒ, 
ɝɘɔ ɣɘɔ ð ɘɔɘ Ɍɋ ɗɆɒɡɏ ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɔɘɕɖɆɈɑɥɋɘ 
əɈɋɊɔɒɑɋɓɎɥ ɐɔɓɐɖɋɘɓɔɒə ɕɔɑɢɍɔɈɆɘɋɑɤ 

ȦɈɘɔɒɆɘɎɝɋɗɐɆɥ 
ɘɋɑɋɚɔɓɓɆɥ ɗɘɆɓɜɎɥ 
ɐɔɒɕɆɓɎɎ 

ATC ȷɎɗɘɋɒɆ ɔɇɔɖəɊɔɈɆɓɎɥ, ɐɔɘɔɖɆɥ ɔɇɋɗɕɋɝɎɈɆɋɘ ɆɈɘɔɒɆɘɎɝɋɗɐɔɋ 
ɗɔɋɊɎɓɋɓɎɋ ɆɇɔɓɋɓɘɔɈ ɈɓəɘɖɎ ɔɖɉɆɓɎɍɆɜɎɎ Ɏ ɒɋɌɊə 
ɔɖɉɆɓɎɍɆɜɎɋɏ Ɏ Ɉɓɋɞɓɋɏ ɘɋɑɋɚɔɓɓɔɏ ɗɋɘɢɤ, ɇɋɍ əɝɆɗɘɎɥ 
ɔɕɋɖɆɘɔɖɆ 

ȨɎɊɌɋɘ  ȰɔɓɗɘɖəɐɘɎɈɓɡɏ ɣɑɋɒɋɓɘ ɕɆɓɋɑɎ, ɔɘɈɋɝɆɤɟɎɏ ɍɆ ɈɎɍəɆɑɢɓɡɏ 
ɈɡɈɔɊ ɝɆɗɘɎ ɎɓɚɔɖɒɆɜɎɎ, ɗɔɇɖɆɓɓɔɏ ɗɎɗɘɋɒɔɏ 

ȨɎɊɋɔɐɔɓɚɋɖɋɓɜɗɈɥɍɢ ȨȰȷ ȰɔɒɒəɓɎɐɆɜɎɔɓɓɡɏ ɗɋɖɈɎɗ, ɐɔɘɔɖɡɏ ɔɇɋɗɕɋɝɎɈɆɋɘ 

ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ ɊɈəɛ Ɏ ɇɔɑɋɋ əɝɆɗɘɓɎɐɔɈ Ɉ ɖɋɌɎɒɋ ɆəɊɎɔ- Ɏ 
ɈɎɊɋɔɗɈɥɍɎ 

https://ru.wikipedia.org/wiki/%D0%9C%D1%83%D0%BB%D1%8C%D1%82%D0%B8%D0%BC%D0%B5%D0%B4%D0%B8%D0%B0
https://ru.wikipedia.org/wiki/IP-%D1%82%D0%B5%D0%BB%D0%B5%D1%84%D0%BE%D0%BD%D0%B8%D1%8F
https://ru.wikipedia.org/wiki/%D0%92%D0%B8%D0%B4%D0%B5%D0%BE%D0%BA%D0%BE%D0%BD%D1%84%D0%B5%D1%80%D0%B5%D0%BD%D1%86%D0%B8%D1%8F
https://ru.wikipedia.org/w/index.php?title=%D0%90%D1%83%D0%B4%D0%B8%D0%BE%D0%BA%D0%BE%D0%BD%D1%84%D0%B5%D1%80%D0%B5%D0%BD%D1%86%D0%B8%D1%8F&action=edit&redlink=1
https://ru.wikipedia.org/wiki/%D0%9C%D0%B3%D0%BD%D0%BE%D0%B2%D0%B5%D0%BD%D0%BD%D1%8B%D0%B5_%D1%81%D0%BE%D0%BE%D0%B1%D1%89%D0%B5%D0%BD%D0%B8%D1%8F
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ȰɔɖɕɔɖɆɘɎɈɓɆɥ ɗɋɘɢ 

ɕɋɖɋɊɆɝɎ ɊɆɓɓɡɛ 
ȰȷȵȪ ȸɋɑɋɐɔɒɒəɓɎɐɆɜɎɔɓɓɆɥ ɗɋɘɢ, ɔɇɠɋɊɎɓɥɤɟɆɥ Ɉɗɋ ɕɔɊɖɆɍɊɋɑɋɓɎɥ 

ɐɔɒɕɆɓɎɎ Ɉ ɋɊɎɓɔɋ ɎɓɚɔɖɒɆɜɎɔɓɓɔɋ ɕɖɔɗɘɖɆɓɗɘɈɔ, ɔɇɋɗɕɋɝɎɈɆɥ 
ɕɋɖɋɊɆɝə ɊɆɓɓɡɛ, ɉɔɑɔɗɆ Ɏ ɈɎɊɋɔ ɒɋɌɊə ɓɎɒɎ, Ɇ ɘɆɐɌɋ Ɋɔɗɘəɕ 
ɐ ɔɇɟɎɒ ɖɋɗəɖɗɆɒ, ɘɆɐɎɒ, ɐɆɐ ɗɋɖɈɋɖɡ, ɕɖɎɑɔɌɋɓɎɥ Ɏ 
ɔɇɔɖəɊɔɈɆɓɎɋ 

Ȱɣɞ  ȵɖɔɒɋɌəɘɔɝɓɡɏ ɇəɚɋɖ ɗ ɇɡɗɘɖɡɒ Ɋɔɗɘəɕɔɒ, ɗɔɊɋɖɌɆɟɎɏ 
ɎɓɚɔɖɒɆɜɎɤ, ɐɔɘɔɖɆɥ ɒɔɌɋɘ ɇɡɘɢ ɍɆɕɖɔɞɋɓɆ ɗ ɓɆɎɇɔɑɢɞɋɏ 
Ɉɋɖɔɥɘɓɔɗɘɢɤ 

ȵɑɆɘɚɔɖɒɆ ɊɔɈɋɖɋɓɓɡɛ 
ɗɋɖɈɎɗɔɈ 

ȵȪȷ ȷɔɇɗɘɈɋɓɓɆɥ ɔɘɖɆɗɑɋɈɆɥ ɎɓɚɔɖɒɆɜɎɔɓɓɆɥ ɗɎɗɘɋɒɆ Ɏ Ȯȸ-
ɎɓɚɖɆɗɘɖəɐɘəɖɆ, ɖɆɍɖɆɇɔɘɆɓɓɆɥ Ɋɑɥ əɝɋɘɆ ɗɖɋɊɗɘɈ 
ɐɖɎɕɘɔɉɖɆɚɎɝɋɗɐɔɏ ɍɆɟɎɘɡ ɎɓɚɔɖɒɆɜɎɎ Ɏ ɖɆɇɔɘɡ 
ɗ ɣɑɋɐɘɖɔɓɓɡɒɎ ɕɔɊɕɎɗɥɒɎ, Ɉ ɝɆɗɘɓɔɗɘɎ, əɗɎɑɋɓɓɡɒɎ 
ɐɈɆɑɎɚɎɜɎɖɔɈɆɓɓɡɒɎ ɣɑɋɐɘɖɔɓɓɡɒɎ ɕɔɊɕɎɗɥɒɎ (ȹȰɃȵ) Ɏ 
əɗɎɑɋɓɓɡɒɎ ɓɋɐɈɆɑɎɚɎɜɎɖɔɈɆɓɓɡɒɎ ɣɑɋɐɘɖɔɓɓɡɒɎ ɕɔɊɕɎɗɥɒɎ 
(ȹȳɃȵ) 

ȵɋɖɗɔɓɆɑɢɓɡɏ 
ɐɔɒɕɢɤɘɋɖ 

ȵȰ ȹɓɎɈɋɖɗɆɑɢɓɆɥ ɣɑɋɐɘɖɔɓɓɔ-ɈɡɝɎɗɑɎɘɋɑɢɓɆɥ ɒɆɞɎɓɆ, 
ɕɖɋɊɓɆɍɓɆɝɋɓɓɆɥ Ɋɑɥ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɔɊɓɎɒ ɕɔɑɢɍɔɈɆɘɋɑɋɒ 

ȶɆɍɊɋɑɋɓɓɡɏ CTS  ȶɆɍɊɋɑɋɓɓɡɏ ɐɔɖɕɔɖɆɘɎɈɓɡɏ ɗɋɖɈɋɖ, Front  CTS Ɏ Back  CTS  

ȶɔəɘɎɓɉ  ȷɋɘɋɈɔɏ ɗɋɉɒɋɓɘ, Ɉ ɐɔɘɔɖɔɒ ɗəɟɋɗɘɈəɋɘ ɝɆɘ (ɐɔɖɕɔɖɆɘɎɈɓɡɏ, 
ɕəɇɑɎɝɓɡɏ, ɗɒɋɞɆɓɓɡɏ) 

ȸɖɆɗɘ  ȷɋɖɈɎɗ Ɋɑɥ ɕɋɖɋɊɆɝɎ ɊɆɓɓɡɛ ɒɋɌɊə CTS Ɏ RTS Ɏ ɊɖəɉɎɒɎ 
ɗɋɖɈɎɗɆɒɎ, ɈɛɔɊɥɟɎɒɎ Ɉ Ɏɛ ɗɋɘɋɈɔɏ ɗɋɉɒɋɓɘ 
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ȩɑɆɈɆ 1 
ȴȧȿȮȫ ȷȨȫȪȫȳȮɅ 

ȳȦȭȳȦȽȫȳȮȫ ȷȮȷȸȫȲɁ 

ȷȰ çExpress è ɕɖɋɊɓɆɍɓɆɝɋɓɆ Ɋɑɥ ɕɖɋɊɔɗɘɆɈɑɋɓɎɥ ɐɆɝɋɗɘɈɋɓɓɔɏ 

Ɏ ɓɋɕɖɋɖɡɈɓɔɏ ɗɈɥɍɎ ɒɋɌɊə ɗɔɘɖəɊɓɎɐɆɒɎ ɐɔɒɕɆɓɎɎ Ɏ ɗɓɎɌɋɓɎɥ ɖɎɗɐɔɈ 

əɘɋɝɋɐ ɎɓɚɔɖɒɆɜɎɎ ɍɆ ɗɝɋɘ ɕɋɖɋɒɋɟɋɓɎɥ ɐɆɓɆɑɔɈ ɔɇɒɋɓɆ Ɏɍ ɗɋɘɎ Ȯɓɘɋɖɓɋɘ 

Ɉ ɕɋɖɎɒɋɘɖ ɑɔɐɆɑɢɓɡɛ ɈɡɝɎɗɑɎɘɋɑɢɓɡɛ ɗɋɘɋɏ ȰɔɒɕɆɓɎɎ.  

ȴȷȳȴȨȳɁȫ ȺȹȳȰȼȮȮ 

ȷȰ çExpress è ɖɋɆɑɎɍəɋɘ ɗɑɋɊəɤɟɎɋ ɔɗɓɔɈɓɡɋ ɚəɓɐɜɎɎ: 

¶ ɇɡɗɘɖɡɏ ɔɇɒɋɓ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɘɋɐɗɘɔɈɡɒɎ ɗɔɔɇɟɋɓɎɥɒɎ Ɏ ɚɆɏɑɆɒɎ 

ɗ ɕɔɒɔɟɢɤ ɒɔɇɎɑɢɓɡɛ əɗɘɖɔɏɗɘɈ Ɏ Ɉɋɇ-ɐɑɎɋɓɘɆ ɓɆ ȵȰ Ɉ ɖɆɒɐɆɛ 

ɕɋɖɗɔɓɆɑɢɓɡɛ Ɏ ɉɖəɕɕɔɈɡɛ ɝɆɘɔɈ; 

¶ ɔɇɋɗɕɋɝɋɓɎɋ ɇɋɍɔɕɆɗɓɔɉɔ ɛɖɆɓɋɓɎɥ Ɏ ɕɋɖɋɊɆɝɎ ɐɔɓɚɎɊɋɓɜɎɆɑɢɓɡɛ 

ɊɆɓɓɡɛ; 

¶ ɗɔɍɊɆɓɎɋ ɐɔɕɎɎ ɊɆɓɓɡɛ Ɋɑɥ ɈɔɗɗɘɆɓɔɈɑɋɓɎɥ ɖɆɇɔɘɔɗɕɔɗɔɇɓɔɗɘɎ 

ɕɔɊɗɎɗɘɋɒɡ Ɉ ɗɑəɝɆɋ ɋɋ ɕɔɈɖɋɌɊɋɓɎɥ ɎɑɎ ɖɆɍɖəɞɋɓɎɥ; 

¶ ɔɕɘɎɒɎɍɆɜɎɥ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɖɋɗəɖɗɔɈ; 

¶ ɔɗəɟɋɗɘɈɑɋɓɎɋ ɕɋɖɗɔɓɆɑɢɓɡɛ Ɏ ɉɖəɕɕɔɈɡɛ ɆəɊɎɔ-  Ɏ ɈɎɊɋɔɍɈɔɓɐɔɈ; 

¶ ɍɆɕɎɗɢ ɍɈɔɓɐɔɈ Ɏ ɈɎɊɋɔɐɔɓɚɋɖɋɓɜɎɏ.  

ȴȷȳȴȨȳɁȫ ȰȴȲȵȴȳȫȳȸɁ 

ȷȰ çExpressè ɕɖɋɊəɗɒɆɘɖɎɈɆɋɘ ɘɖɎ ɗɋɘɋɈɡɛ ɗɋɉɒɋɓɘɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ (ɐɔɘɔɖɡɋ ɒɔɉəɘ ɕɔɗɘɆɈɑɥɘɢɗɥ Ɉ ɘɖɋɛ ɎɗɕɔɑɓɋɓɎɥɛ) :  

¶ ɕəɇɑɎɝɓɡɏ (ɈɓɋɞɓɎɏ);  

¶ ɕɖɋɊɕɖɎɥɘɎɥ (ɈɓəɘɖɋɓɓɎɏ ɗɋɘɋɈɔɏ ɗɋɉɒɋɓɘ ɐɔɒɕɆɓɎɎ, ɔɇɠɋɊɎɓɥɤɟɎɏ 

ɓɋɗɐɔɑɢɐɔ ɈɓəɘɖɋɓɓɎɛ ɗɋɖɈɋɖɔɈ);  

¶ ɐɔɖɕɔɖɆɘɎɈɓɡɏ (ɈɓəɘɖɋɓɓɎɏ). 

ȵəɇɑɎɝɓɡɏ (ɈɓɋɞɓɎɏ) ɗɋɘɋɈɔɏ ɗɋɉɒɋɓɘ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

Ɏɗɕɔɑɢɍəɋɘɗɥ: 

¶ Ɋɑɥ ɕɋɖɈɎɝɓɔɏ ɖɋɉɎɗɘɖɆɜɎɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ; 

¶ ɔɘɕɖɆɈɐɎ push -əɈɋɊɔɒɑɋɓɎɏ; 

¶ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ Ɏ ɚɆɏɑɆɒɎ ɗ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ, ɓɋ ɕɔɊɐɑɤɝɋɓɓɡɒɎ 

ɐ ɐɆɐɔɒə-ɑɎɇɔ Ɉɓəɘɖɋɓɓɋɒə ɗɋɘɋɈɔɒə ɗɋɉɒɋɓɘə;  

¶ ɗɔɈɋɖɞɋɓɎɥ ɍɈɔɓɐɔɈ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ, ɓɋ ɕɔɊɐɑɤɝɋɓɓɡɒɎ ɐ ɐɆɐɔɒə-ɑɎɇɔ 

Ɉɓəɘɖɋɓɓɋɒə ɗɋɘɋɈɔɒə ɗɋɉɒɋɓɘə;  

¶ ɒɆɖɞɖəɘɎɍɆɜɎɎ ɗɔɔɇɟɋɓɎɏ Ɏ ɚɆɏɑɔɈ ɒɋɌɊə ɈɓəɘɖɋɓɓɎɒɎ ɗɋɘɋɈɡɒɎ 

ɗɋɉɒɋɓɘɆɒɎ, ɓɋ ɎɒɋɤɟɎɒɎ ɕɖɥɒɡɛ ɊɔɈɋɖɋɓɓɡɛ ɕɔɊɐɑɤɝɋɓɎɏ. 
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ȷɋɘɋɈɔɏ ɗɋɉɒɋɓɘ ɕɖɋɊɕɖɎɥɘɎɥ (ɈɓəɘɖɋɓɓɎɏ ɗɋɘɋɈɔɏ ɗɋɉɒɋɓɘ ɐɔɒɕɆɓɎɎ) 

Ɏɗɕɔɑɢɍəɋɘɗɥ: 

¶ Ɋɑɥ ɖɋɉɎɗɘɖɆɜɎɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ; 

¶ ɔɘɕɖɆɈɐɎ push -əɈɋɊɔɒɑɋɓɎɏ; 

¶ ɒɆɖɞɖəɘɎɍɆɜɎɎ ɗɔɔɇɟɋɓɎɏ Ɏ ɚɆɏɑɔɈ ɒɋɌɊə ɐɔɖɕɔɖɆɘɎɈɓɡɒɎ ɗɋɘɋɈɡɒɎ 

ɗɋɉɒɋɓɘɆɒɎ, ɓɋ ɎɒɋɤɟɎɒɎ ɕɖɥɒɡɛ ɊɔɈɋɖɋɓɓɡɛ ɕɔɊɐɑɤɝɋɓɎɏ. 

ȰɔɖɕɔɖɆɘɎɈɓɡɏ (ɈɓəɘɖɋɓɓɎɏ) ɗɋɘɋɈɔɏ ɗɋɉɒɋɓɘ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

Ɏɗɕɔɑɢɍəɋɘɗɥ: 

¶ Ɋɑɥ ɖɋɉɎɗɘɖɆɜɎɎ ɐɔɖɕɔɖɆɘɎɈɓɡɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ; 

¶ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ, ɚɆɏɑɆɒɎ Ɏ ɗɔɈɋɖɞɋɓɎɥ ɍɈɔɓɐɔɈ ɗ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ 

ɐɔɒɕɆɓɎɎ; 

¶ ɕɖɋɊɔɗɘɆɈɑɋɓɎɥ ɐɔɖɕɔɖɆɘɎɈɓɔɏ ɆɊɖɋɗɓɔɏ ɐɓɎɉɎ; 

¶ ɒɆɖɞɖəɘɎɍɆɜɎɎ ɗɔɔɇɟɋɓɎɏ Ɏ ɚɆɏɑɔɈ ɒɋɌɊə ɐɔɖɕɔɖɆɘɎɈɓɡɒ ɗɋɘɋɈɡɒ 

ɗɋɉɒɋɓɘɔɒ ɐɔɒɕɆɓɎɎ Ɏ ɐɔɖɕɔɖɆɘɎɈɓɡɒɎ ɗɋɘɋɈɡɒɎ ɗɋɉɒɋɓɘɆɒɎ ɕɆɖɘɓɋɖɔɈ, 

ɗ ɐɔɘɔɖɡɒɎ əɗɘɆɓɔɈɑɋɓɡ ɊɔɈɋɖɋɓɓɡɋ ɕɔɊɐɑɤɝɋɓɎɥ. 

ȷȰ çExpressè ɈɐɑɤɝɆɋɘ ɗɑɋɊəɤɟɎɋ ɔɘɊɋɑɢɓɔ əɗɘɆɓɆɈɑɎɈɆɋɒɡɋ ɐɔɒɕɔɓɋɓɘɡ:  

¶ ɖɋɉɎɔɓɆɑɢɓɡɏ ɗɋɖɈɋɖ Express  (ɊɆɑɋɋ ð RTS);  

¶ ɗɋɖɈɋɖ ɕɖɋɊɕɖɎɥɘɎɥ (ɊɆɑɋɋ ό ETS);  

¶ ɐɔɖɕɔɖɆɘɎɈɓɡɏ ɗɋɖɈɋɖ Express  (ɊɆɑɋɋ ð CTS);  

¶ ɗɋɖɈɋɖ Media ;  

¶ Bot Server ;  

¶ ɒɔɇɎɑɢɓɔɋ ɕɖɎɑɔɌɋɓɎɋ;  

¶ Ɋɋɗɐɘɔɕ-ɕɖɎɑɔɌɋɓɎɋ; 

¶ Ɉɋɇ-ɕɖɎɑɔɌɋɓɎɋ. 

ŁǍǅǌƹǍǅǀˍ Ņǋǩ ǏǎǋǍǎǘǀǍǍǎǆ ǐƹƺǎǒǞ ƻǑǀǖ ǎǏǅǑƹǍǍǞǖǕǓǍǉǘǅǆ ƻǀǐǑǅǩ ǏǐǅǋǎǃǀǍǅǩ
ǅ ǑǀǐƻǀǐǍǎǆ ǗƹǑǒǅ ƿǎǋǃǍǞ ǑǎƻǏƹƿƹǒǜː 

RTS, ETS Ɏ CTS ɥɈɑɥɤɘɗɥ ɔɗɓɔɈɓɡɒɎ ɣɑɋɒɋɓɘɆɒɎ Ɉ ɗɘɖəɐɘəɖɋ ɗɎɗɘɋɒɡ.  

RTS ɔɇɠɋɊɎɓɥɤɘ Ɏ ɔɇɗɑəɌɎɈɆɤɘ ɐɔɒɕɢɤɘɋɖɓɡɋ ɗɋɘɎ ɈɓəɘɖɎ ɔɊɓɔɉɔ ɖɋɉɎɔɓɆ 

Ɏ ɔɘɈɋɝɆɤɘ ɍɆ ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɋ ɕəɇɑɎɝɓɔɉɔ ɗɋɘɋɈɔɉɔ ɗɋɉɒɋɓɘɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ.  

ETS ɔɇɠɋɊɎɓɥɤɘ Ɏ ɔɇɗɑəɌɎɈɆɤɘ ɐɔɒɕɢɤɘɋɖɓɡɋ ɗɋɘɎ Ɏ ɐɔɖɕɔɖɆɘɎɈɓɡɋ ɗɋɖɈɋɖɡ 

ɈɓəɘɖɎ ɔɊɓɔɏ ɇɔɑɢɞɔɏ ɐɔɒɕɆɓɎɎ Ɏ ɔɘɈɋɝɆɤɘ ɍɆ ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɋ ɗɋɘɋɈɔɉɔ 

ɗɋɉɒɋɓɘɆ ɕɖɋɊɕɖɎɥɘɎɥ.  

ȵɔɊ ETS ɈɡɕəɗɐɆɋɘɗɥ ɐɆɗɘɔɒɎɍɎɖɔɈɆɓɓɔɋ ɕɖɎɑɔɌɋɓɎɋ, ɐɔɘɔɖɔɋ əɕɖɆɈɑɥɋɘɗɥ 

ɐɔɒɕɆɓɎɋɏ, Ɏɗɕɔɑɢɍəɤɟɋɏ ETS. ȵɔɑɢɍɔɈɆɘɋɑɎ CTS, ɕɔɊɐɑɤɝɋɓɓɡɋ ɐ ETS, 

ɕɔɑəɝɆɤɘ ȷȲȷ Ɏ push -əɈɋɊɔɒɑɋɓɎɥ ɗ ɣɘɔɉɔ ETS (ɕɔɊɖɔɇɓɋɋ ɗɒ. Ɉ Ɋɔɐəɒɋɓɘɋ 

çȶəɐɔɈɔɊɗɘɈɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. ȸɔɒ 3. ɃɐɗɕɑəɆɘɆɜɎɥ ɗɋɖɈɋɖɆ ETSè). 

CTS ɔɇɠɋɊɎɓɥɤɘ Ɏ ɔɇɗɑəɌɎɈɆɤɘ ɐɑɎɋɓɘɗɐɎɋ əɗɘɖɔɏɗɘɈɆ Ɉ ɕɖɋɊɋɑɆɛ ɔɖɉɆɓɎɍɆɜɎɎ, 

ɕɔɊɐɑɤɝɆɤɘɗɥ ɐ ETS ɎɑɎ RTS Ɏ Ɉɡɕɔɑɓɥɤɘ ɖɔɑɢ ɕɔɗɖɋɊɓɎɐɆ ɒɋɌɊə ɐɑɎɋɓɘɗɐɎɒ 

əɗɘɖɔɏɗɘɈɔɒ Ɏ ETS/ RTS. CTS ɔɘɈɋɝɆɋɘ ɍɆ ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɋ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ 

ɗɋɘɋɈɔɉɔ ɗɋɉɒɋɓɘɆ. ȵɖɎ əɗɘɆɓɔɈɑɋɓɓɔɒ ETS ɎɓɚɔɖɒɆɜɎɔɓɓɡɏ ɔɇɒɋɓ ɒɋɌɊə 

ɐɔɖɕɔɖɆɘɎɈɓɡɒɎ ɗɋɖɈɋɖɆɒɎ ɕɖɔɎɗɛɔɊɎɘ ɈɓəɘɖɎ ɕɖɋɊɕɖɎɥɘɎɥ, ɊɆɓɓɡɋ ɗ CTS 

ɕɋɖɋɊɆɤɘɗɥ ɓɆ ETS, ETS ɔɗəɟɋɗɘɈɑɥɋɘ ɎɓɚɔɖɒɆɜɎɔɓɓɡɏ ɔɇɒɋɓ ɗ ɈɓɋɞɓɎɒ ɗɋɘɋɈɡɒ 

ɗɋɉɒɋɓɘɔɒ (ɕɔɊɖɔɇɓɋɋ ɗɒ. Ɉ Ɋɔɐəɒɋɓɘɋ çȶəɐɔɈɔɊɗɘɈɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. ȸɔɒ 2. 

ɃɐɗɕɑəɆɘɆɜɎɥ ɗɋɖɈɋɖɆ CTSè). 

ȰɑɎɋɓɘɗɐɔɋ əɗɘɖɔɏɗɘɈɔ ɒɔɌɋɘ ɕɔɊɐɑɤɝɆɘɢɗɥ ɐɆɐ ɐ CTS, ɘɆɐ Ɏ ɐ ETS ɎɑɎ RTS 

ɓɆɕɖɥɒəɤ. Ȫɑɥ ɐɆɌɊɔɉɔ ɗɋɖɈɋɖɆ ɕɔɑɢɍɔɈɆɘɋɑɢ ɖɋɉɎɗɘɖɎɖəɋɘ ɗɈɔɏ ɕɖɔɚɎɑɢ. 

Ȩ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɆɐɘɎɈɓɔɉɔ ɕɖɔɚɎɑɥ ɕɔɑɢɍɔɈɆɘɋɑɤ Ɋɔɗɘəɕɓɡ ɗɈɔɎ ɖɋɗəɖɗɡ Ɉ ɈɎɊɋ 
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ɝɆɘɔɈ, ɐɔɓɘɆɐɘɔɈ Ɏ ɎɗɘɔɖɎɎ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ. ȵɔɊɐɑɤɝɋɓɎɋ ɐɑɎɋɓɘɆ ɐ CTS 

ɈɔɍɒɔɌɓɔ ɕɔɗɑɋ ɕɔɊɐɑɤɝɋɓɎɥ ɐ RTS ɎɑɎ ETS. Ȩɗɋ ɗɔɔɇɟɋɓɎɥ, ɕɋɖɋɊɆɓɓɡɋ ɒɋɌɊə 

ɐɔɖɕɔɖɆɘɎɈɓɡɒɎ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ, ɛɖɆɓɥɘɗɥ ɓɆ CTS Ɉ ɍɆɞɎɚɖɔɈɆɓɓɔɒ ɈɎɊɋ Ɏ 

ɓɋ Ɋɔɗɘəɕɓɡ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆɒ ɗɋɖɈɋɖɆ.  

Ȫɑɥ ɔɇɋɗɕɋɝɋɓɎɥ ɖɆɇɔɘɡ ɉɔɑɔɗɔɈɡɛ Ɏ ɈɎɊɋɔɈɡɍɔɈɔɈ Ɏɗɕɔɑɢɍəɋɘɗɥ ɔɘɊɋɑɢɓɡɏ 

ɗɋɖɈɋɖ Media . 

ȵɖɎ ɐɔɑɎɝɋɗɘɈɋ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 100 Ɏ ɇɔɑɋɋ Ɏɍ ɗɋɖɈɋɖɆ Media  Ɉ ɔɘɊɋɑɢɓɡɏ ɗɋɖɈɋɖ 

ɈɡɊɋɑɥɋɘɗɥ ɗɋɖɈɋɖ Transcoding .  

Ȫɑɥ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ɝɆɘ-ɇɔɘɔɈ Ɏ SmartApp  Ɏɗɕɔɑɢɍəɋɘɗɥ ɔɘɊɋɑɢɓɡɏ ɗɋɖɈɋɖ 

(Bot  Server ).  

Ȫɑɥ ɎɓɘɋɉɖɆɜɎɎ ɗɎɗɘɋɒɡ Ȧȸȷ Ɏɗɕɔɑɢɍəɋɘɗɥ ɒɔɊəɑɢ SIP-ɘɋɑɋɚɔɓɎɎ, ɐɔɘɔɖɡɏ 

ɕɔɍɈɔɑɥɋɘ ɗɔɈɋɖɞɆɘɢ Ɏ ɕɖɎɓɎɒɆɘɢ ɉɔɑɔɗɔɈɡɋ ɈɡɍɔɈɡ, ɈɋɗɘɎ ɘɋɑɋɚɔɓɓəɤ ɐɓɎɉə Ɏ 

ɗɔɕɔɗɘɆɈɑɥɘɢ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɗ ɓɔɒɋɖɆɒɎ Ȧȸȷ (çȴɕɖɋɊɋɑɎɘɋɑɢ ɓɔɒɋɖɆè) .  

ȷɔɕɔɗɘɆɈɑɋɓɎɋ ɚəɓɐɜɎɏ Ɏ ɈɔɍɒɔɌɓɔɗɘɋɏ ɗɎɗɘɋɒɡ ɔɕɎɗɆɓɡ Ɉ ɘɆɇɑ. 1:  

ɘɆɇɑ. 1 

ȺəɓɐɜɎɎ ȨɔɍɒɔɌɓɔɗɘɎ 

ȮɗɛɔɊɥɟɎɋ 
ɈɡɍɔɈɡ 

¶ ȷɔɈɋɖɞɋɓɎɋ ɉɔɑɔɗɔɈɡɛ ɈɡɍɔɈɔɈ ɓɆ Ȧȸȷ ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ ɒɔɇɎɑɢɓɔɉɔ 
əɗɘɖɔɏɗɘɈɆ ɎɑɎ ȵȰ; 

¶ ɈɡɍɔɈ ɆɇɔɓɋɓɘɆ ɕəɘɋɒ ɓɆɇɔɖɆ ɓɔɒɋɖɆ 

ȨɛɔɊɥɟɎɋ 
ɈɡɍɔɈɡ 

ȵɖɎɋɒ ɉɔɑɔɗɔɈɡɛ ɈɡɍɔɈɔɈ, ɕɔɗɘəɕɆɤɟɎɛ ɗ Ȧȸȷ ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ ɒɔɇɎɑɢɓɔɉɔ 
əɗɘɖɔɏɗɘɈɆ ɎɑɎ ȵȰ 

ȨɋɊɋɓɎɋ 
ɘɋɑɋɚɔɓɓɔɏ 
ɐɓɎɉɎ 

ȮɓɘɋɉɖɆɜɎɥ ɘɋɑɋɚɔɓɓɔɏ ɐɓɎɉɎ ɒɔɊəɑɥ ɘɋɑɋɚɔɓɎɎ:  

¶ ɗ ɘɋɑɋɚɔɓɓɔɏ ɐɓɎɉɔɏ əɗɘɖɔɏɗɘɈɆ, ɓɆ ɐɔɘɔɖɔɒ əɗɘɆɓɔɈɑɋɓ ȷȰ çExpressè;  

¶ ɍɆɕɎɗɥɒɎ, ɗɔɛɖɆɓɋɓɓɡɒɎ Ɉ ȷȰ çExpressè;  

¶ ɍɆɕɎɗɥɒɎ Ɏɍ AD 

ȴɕɖɋɊɋɑɎɘɋɑɢ 
ɓɔɒɋɖɆ 

ȷɔɕɔɗɘɆɈɑɋɓɎɋ ɓɔɒɋɖɆ ɈɡɍɡɈɆɤɟɋɉɔ ɆɇɔɓɋɓɘɆ ɗ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɒ ɕɔɑɢɍɔɈɆɘɋɑɋɒ 
ȷȰ çExpressè ɕɖɎ ɕɔɗɘəɕɑɋɓɎɎ ɈɛɔɊɥɟɋɉɔ ɈɡɍɔɈɆ ɗ Ȧȸȷ ɓɆ əɗɘɖɔɏɗɘɈɔ 
ɗ əɗɘɆɓɔɈɑɋɓɓɡɒ ȷȰ çExpressè. Ȩ ɖɋɍəɑɢɘɆɘɋ ɈɡɍɡɈɆɋɒɡɏ ɕɔɑɢɍɔɈɆɘɋɑɢ ɕɔɑəɝɆɋɘ 
ɎɓɚɔɖɒɆɜɎɤ ɔ ɍɈɔɓɥɟɋɒ (Ɏɒɥ, ɆɈɆɘɆɖ Ɏ ɘ. ɕ.).  

ȵɖɎ ɗɔɈɋɖɞɋɓɎɎ ɎɗɛɔɊɥɟɋɉɔ ɈɡɍɔɈɆ ɗ əɗɘɖɔɏɗɘɈɆ ɗ əɗɘɆɓɔɈɑɋɓɓɡɒ ȷȰ çExpressè 
ɓɆ Ȧȸȷ ɆɈɘɔɒɆɘɎɝɋɗɐɎ ɔɕɖɋɊɋɑɥɋɘɗɥ ɈɡɍɡɈɆɋɒɡɏ ɕɔɑɢɍɔɈɆɘɋɑɢ Ɏ ɔɘɔɇɖɆɌɆɋɘɗɥ 
ɎɓɚɔɖɒɆɜɎɥ ɔ ɓɋɒ 

 

Ȫɑɥ ɎɓɘɋɉɖɆɜɎɎ ɗ ɗɎɗɘɋɒɆɒɎ ɕɖɋɊɔɘɈɖɆɟɋɓɎɥ əɘɋɝɐɎ ɊɆɓɓɡɛ, 

ɔɇɋɗɕɋɝɎɈɆɤɟɎɛ ɕɖɔɈɋɖɐə ɗɔɔɇɟɋɓɎɏ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɓɆ ɓɆɑɎɝɎɋ 

ɍɆɕɖɋɟɋɓɓɔɉɔ ɐɔɓɘɋɓɘɆ, Ɏɗɕɔɑɢɍəɋɘɗɥ ɕɖɔɘɔɐɔɑ ICAP (ɕɔɖɘ TCP/1344).  

ȹɕɖɆɈɑɋɓɎɋ ɗɎɗɘɋɒɔɏ ɔɗəɟɋɗɘɈɑɥɋɘɗɥ ɗ ɕɔɒɔɟɢɤ Ɉɋɇ-ɎɓɘɋɖɚɋɏɗɆ 

ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ, ɐɔɘɔɖɡɏɥ ɕɖɋɊɔɗɘɆɈɑɥɋɘ ɈɔɍɒɔɌɓɔɗɘɎ Ɋɑɥ ɓɆɗɘɖɔɏɐɎ 

Express  Ɏ ɐɔɓɘɖɔɑɥ ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɥ ɕɖɎɑɔɌɋɓɎɥ. 

ȪȴȷȸȹȵȳɁȫ ȶȴȱȮ 

ȹɕɖɆɈɑɋɓɎɋ ɗɎɗɘɋɒɔɏ ɔɗəɟɋɗɘɈɑɥɤɘ ɗɔɘɖəɊɓɎɐɎ ɔɖɉɆɓɎɍɆɜɎɎ, ɔɇɑɆɊɆɤɟɎɋ 

ɕɖɆɈɆɒɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. ȦɊɒɎɓɎɗɘɖɆɘɎɈɓɡɋ ɕɖɆɈɆ ɗɎɗɘɋɒɡ ɓɆɍɓɆɝɆɤɘɗɥ 

ɎɋɖɆɖɛɎɝɋɗɐɎ. 

Ȫɑɥ ɇɋɍɔɕɆɗɓɔɏ Ɏ əɗɕɋɞɓɔɏ ɣɐɗɕɑəɆɘɆɜɎɎ Express  ɔɕɖɋɊɋɑɥɤɘɗɥ ɗɑɋɊəɤɟɎɋ 

ɖɔɑɎ (ɘɆɇɑ. 2) :  

ɘɆɇɑ. 2 

ȶɔɑɢ ȵɖɆɈɆ ȸɎɕ əɝɋɘɓɔɏ ɍɆɕɎɗɎ 

ȦɊɒɎɓɎɗɘɖɆɘɔɖ ¶ ɓɆɍɓɆɝɋɓɎɋ ɖɔɑɋɏ; 

¶ ɕɖɔɗɒɔɘɖ ɌəɖɓɆɑɆ ɇɋɍɔɕɆɗɓɔɗɘɎ; 

¶ əɕɖɆɈɑɋɓɎɋ ɝɆɘɆɒɎ; 

¶ əɕɖɆɈɑɋɓɎɋ əɝɋɘɓɡɒɎ ɍɆɕɎɗɥɒɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ; 

ȨɓəɘɖɋɓɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 
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ȶɔɑɢ ȵɖɆɈɆ ȸɎɕ əɝɋɘɓɔɏ ɍɆɕɎɗɎ 

¶ ɕɔɊɐɑɤɝɋɓɎɋ ɝɆɘ-ɇɔɘɔɈ; 

¶ əɕɖɆɈɑɋɓɎɋ ɓɆɗɘɖɔɏɐɆɒɎ ɗɎɗɘɋɒɡ 

ȰɔɖɕɔɖɆɘɎɈɓɡɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

¶ ɔɘɕɖɆɈɐɆ ɗɔɔɇɟɋɓɎɏ; 

¶ ɗɔɍɊɆɓɎɋ ɝɆɘɆ; 

¶ ɕɖɔɗɒɔɘɖ ɆɊɖɋɗɓɔɏ ɐɓɎɉɎ ɗɋɖɈɋɖɆ; 

¶ ɕɔɊɐɑɤɝɋɓɎɋ ɐ ɝɆɘ-ɇɔɘɆɒ 

ȨɓəɘɖɋɓɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȶɋɉɎɔɓɆɑɢɓɡɏ 

ɕɔɑɢɍɔɈɆɘɋɑɢ 
¶ ɔɘɕɖɆɈɐɆ ɗɔɔɇɟɋɓɎɏ; 

¶ ɗɔɍɊɆɓɎɋ ɝɆɘɆ 

ȨɓɋɞɓɎɏ ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȦɊɒɎɓɎɗɘɖɆɘɔɖ 
ɇɋɍɔɕɆɗɓɔɗɘɎ1  

¶ ɕɖɔɗɒɔɘɖ ɗɔɔɇɟɋɓɎɏ Ɉ ɐɔɓɗɔɑɎ DLP;  

¶ ɕɖɔɗɒɔɘɖ ɌəɖɓɆɑɔɈ Ɉ ɐɔɓɗɔɑɎ DLP 

ȨɓəɘɖɋɓɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

 

ȸɎɕ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɍɆɈɎɗɎɘ ɔɘ ɕɔɑɔɌɋɓɎɥ ɗɋɖɈɋɖɆ, ɓɆ ɐɔɘɔɖɔɒ ɆɈɘɔɖɎɍɔɈɆɓ 

ɕɔɑɢɍɔɈɆɘɋɑɢ. ȫɗɑɎ Ɉ ɍɆɟɎɘɓɔɒ ɗɋɘɋɈɔɒ ɗɋɉɒɋɓɘɋ ɓɆɛɔɊɎɘɗɥ RTS, 

ɘɔ ɖɋɉɎɔɓɆɑɢɓɡɏ ɕɔɑɢɍɔɈɆɘɋɑɢ ɗɘɆɓɔɈɎɘɗɥ ɈɓəɘɖɋɓɓɎɒ. 

ȷȰ çExpress è ɕɖɋɊəɗɒɆɘɖɎɈɆɋɘ ɗɔɍɊɆɓɎɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɗ ɔɉɖɆɓɎɝɋɓɓɡɒɎ 

ɕɖɆɈɆɒɎ Ɋɑɥ ɖɋɞɋɓɎɥ ɐɔɓɐɖɋɘɓɡɛ ɍɆɊɆɝ. 

ȭɆɊɆɝɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ: 

¶ əɗɘɆɓɔɈɐɆ Ɏ əɕɖɆɈɑɋɓɎɋ ɔɇɓɔɈɑɋɓɎɥɒɎ ɔɇɟɋɗɎɗɘɋɒɓɔɉɔ Ɏ ɕɖɎɐɑɆɊɓɔɉɔ ȵȴ; 

¶ ɓɆɗɘɖɔɏɐɆ, ɕɔɊɊɋɖɌɐɆ Ɉ ɖɆɇɔɘɔɗɕɔɗɔɇɓɔɒ ɗɔɗɘɔɥɓɎɎ Ɏ ɒɔɓɎɘɔɖɎɓɉ 

ɖɆɇɔɘɡ ɗɋɖɈɋɖɓɔɉɔ ɔɇɔɖəɊɔɈɆɓɎɥ; 

¶ əɕɖɆɈɑɋɓɎɋ ɖɋɍɋɖɈɓɡɒ ɐɔɕɎɖɔɈɆɓɎɋɒ Ɏ ɈɔɗɗɘɆɓɔɈɑɋɓɎɋ ɊɆɓɓɡɛ; 

¶ ɜɋɓɘɖɆɑɎɍɔɈɆɓɓɆɥ ɓɆɗɘɖɔɏɐɆ ɒɔɇɎɑɢɓɔɉɔ ɕɖɎɑɔɌɋɓɎɥ; 

¶ əɕɖɆɈɑɋɓɎɋ əɝɋɘɓɡɒɎ ɍɆɕɎɗɥɒɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ. 

ȳɆ ɗɋɖɈɋɖɋ CTS Ɉ ɖɆɒɐɆɛ ɖɔɑɋɈɔɏ ɒɔɊɋɑɎ Ɋɑɥ ɔɘɊɋɑɢɓɡɛ ɉɖəɕɕ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɆɊɒɎɓɎɗɘɖɆɘɔɖ ɒɔɌɋɘ əɗɘɆɓɆɈɑɎɈɆɘɢ ɔɉɖɆɓɎɝɋɓɎɥ 

Ɋɑɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɓɆ ɔɕɋɖɆɜɎɎ ɗ ɈɑɔɌɋɓɎɥɒɎ: 

¶ ɍɆɕɖɋɘ ɓɆ ɔɘɕɖɆɈɐə/ɕɋɖɋɗɡɑɐə ɈɑɔɌɋɓɎɏ Ɉ ɝɆɘɡ;  

¶ ɍɆɕɖɋɘ ɓɆ ɍɆɉɖəɍɐə/ɕɖɔɗɒɔɘɖ ɈɑɔɌɋɓɎɏ Ɉ ɝɆɘɆɛ;  

¶ ɍɆɕɖɋɘ ɈɔɍɒɔɌɓɔɗɘɎ ɕɋɖɋɗɑɆɘɢ/ɕɔɊɋɑɎɘɢɗɥ/ɗɔɛɖɆɓɎɘɢ ɈɑɔɌɋɓɎɥ Ɉ ɕɆɒɥɘɢ 

əɗɘɖɔɏɗɘɈɆ.  

ȨɓɆɝɆɑɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖ Ɉ ɖɆɍɊɋɑɋ çȩɖəɕɕɡ ɕɔɑɢɍɔɈɆɘɋɑɋɏè ɗɔɍɊɆɋɘ ɉɖəɕɕɡ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ, ɓɆ ɐɔɘɔɖɡɋ ɇəɊəɘ ɖɆɗɕɖɔɗɘɖɆɓɥɘɗɥ ɔɉɖɆɓɎɝɋɓɎɥ, Ɇ ɍɆɘɋɒ Ɉ ɖɆɍɊɋɑɋ 

çȶɔɑɋɈɆɥ ɒɔɊɋɑɢè ï ɕɖɆɈɎɑɆ, ɐɔɘɔɖɡɒ ɇəɊəɘ ɕɔɊɝɎɓɥɘɢɗɥ ɔɉɖɆɓɎɝɋɓɎɥ. 

ȴɉɖɆɓɎɝɋɓɎɥ ɒɔɉəɘ ɇɡɘɢ əɗɘɆɓɔɈɑɋɓɡ Ɋɑɥ ɐɔɓɐɖɋɘɓɡɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

ɎɑɎ ɔɕɖɋɊɋɑɋɓɓɡɛ ɉɖəɕɕ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɕɖɎɓɆɊɑɋɌɓɔɗɘɎ ɐ ɗɋɖɈɋɖə 

(ɕɔɊɖɔɇɓɋɋ ɗɒ. Ɉ Ɋɔɐəɒɋɓɘɋ çȶəɐɔɈɔɊɗɘɈɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. ȸɔɒ 2. 

ɃɐɗɕɑəɆɘɆɜɎɥ ɗɋɖɈɋɖɆ CTSè). 

 

1 ʪʦʣʴʢʦ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʝʨʚʝʨʘ CTS (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʚ ʜʦʢʫʤʝʥʪʝ çʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. ʊʦʤ 2. ʕʢʩʧʣʫʘʪʘʮʠʷ ʩʝʨʚʝʨʘ 
CTSè) 
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ȦȶȻȮȸȫȰȸȹȶȦ 

ŕǐǅǌǀǗƹǍǅǀː Ł ƿƹǍǍǎǌ ƿǎǉǓǌǀǍǒǀ ǐƹǑǑǌƹǒǐǅƻƹǀǒǑǩǍǀ ǎǒǉƹǄǎǓǑǒǎǆǗǅƻƹǩ ǉǎǍǕǅƼǓǐƹǘǅǩ
ǅǄƿǀǋǅǩː Ņǋǩ ǏǎǋǓǗǀǍǅǩ ǑƻǀƿǀǍǅǆ ǎ ƻƹǐǅƹǍǒƹǖ ǎǒǉƹǄǎǓǑǒǎǆǗǅƻǎǆ ǉǎǍǕǅƼǓǐƹǘǅǅǎƺǐƹǒǅǒǀǑǜ
ǉ ǐƹǄǐƹƺǎǒǗǅǉǓː 

ȷȰ çExpress è ɗɔɗɘɔɎɘ Ɏɍ Ɉɓɋɞɓɋɉɔ ɗɋɘɋɈɔɉɔ ɗɋɉɒɋɓɘɆ Ɏ Ɉɓəɘɖɋɓɓɋɉɔ ɗɋɘɋɈɔɉɔ 

ɗɋɉɒɋɓɘɆ. ȷɈɥɍɢ ɒɋɌɊə ɈɓɋɞɓɎɒ Ɏ ɈɓəɘɖɋɓɓɎɒ ɗɋɘɋɈɡɒ ɗɋɉɒɋɓɘɔɒ ɗɖɋɊɗɘɈɆ 

Ɉ ɑɔɐɆɑɢɓɔɏ ɗɋɘɎ ɔɗəɟɋɗɘɈɑɥɋɘɗɥ ɗ ɕɔɒɔɟɢɤ ɗɕɋɜɎɆɑɢɓɔɉɔ ɗɋɖɈɎɗɆ ό ɘɖɆɗɘɆ. 

ȨɓɋɞɓɎɏ ɗɋɘɋɈɔɏ ɗɋɉɒɋɓɘ ɗɔɗɘɔɎɘ Ɏɍ ɖɋɉɎɔɓɆɑɢɓɔɉɔ ɗɋɖɈɋɖɆ (RTS), 

ɈɓəɘɖɋɓɓɎɏ ɗɋɘɋɈɔɏ ɗɋɉɒɋɓɘ ɗɔɗɘɔɎɘ Ɏɍ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ (CTS) ɎɑɎ 

ɗɋɖɈɋɖɆ ɕɖɋɊɕɖɎɥɘɎɥ (ETS)  Ɏ CTS, ɐɔɘɔɖɡɋ ɐ ɓɋɒə ɕɔɊɐɑɤɝɆɤɘɗɥ.  

ȷɋɖɈɋɖɓɆɥ ɝɆɗɘɢ Express  ɔɗɓɔɈɆɓɆ ɓɆ ɒɎɐɖɔɗɋɖɈɎɗɓɔɏ ɆɖɛɎɘɋɐɘəɖɋ 

ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ ɐɔɓɘɋɏɓɋɖɎɍɆɜɎɎ ɓɆ ɔɗɓɔɈɋ Docker . ȪɆɓɓɔɋ ɖɋɞɋɓɎɋ 

ɕɔɍɈɔɑɥɋɘ ɒɆɐɗɎɒɆɑɢɓɔ ɆɈɘɔɒɆɘɎɍɎɖɔɈɆɘɢ ɖɆɍɈɋɖɘɡɈɆɓɎɋ Ɏ ɔɇɓɔɈɑɋɓɎɋ 

ɗɋɖɈɋɖɓɔɉɔ ȵȴ Express .  

CTS ɕɔɊɊɋɖɌɎɈɆɋɘ ɊɈɆ ɈɎɊɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ: 

¶ ɋɊɎɓɡɏ ɐɔɖɕɔɖɆɘɎɈɓɡɏ ɗɋɖɈɋɖ ( Single  CTS) ;  

¶ ɖɆɍɊɋɑɋɓɓɡɏ ɐɔɖɕɔɖɆɘɎɈɓɡɏ ɗɋɖɈɋɖ ( Front  CTS Ɏ Back  CTS) . 

ETS ɕɔɊɊɋɖɌɎɈɆɋɘ ɊɈɆ ɈɎɊɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ: 

¶ ɋɊɎɓɡɏ ɗɋɖɈɋɖ ETS Ɏ ɋɊɎɓɡɏ ɗɋɖɈɋɖ Express  ( Single  CTS) ;  

¶ ɋɊɎɓɡɏ ɗɋɖɈɋɖ ETS Ɏ ɖɆɍɊɋɑɋɓɓɡɏ ɗɋɖɈɋɖ Express  ( Front  CTS Ɏ Back  CTS) . 

ȷɋɖɈɋɖ ɆəɊɎɔɈɎɊɋɔɗɈɥɍɎ ( Media) ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɗɋɘɎ Ȯɓɘɋɖɓɋɘ 

ɎɑɎ Ɉ ɊɋɒɎɑɎɘɆɖɎɍɔɈɆɓɓɔɏ ɗɋɘɋɈɔɏ ɍɔɓɋ ɐɔɒɕɆɓɎɎ.  

ȵɖɎ ɐɔɑɎɝɋɗɘɈɋ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 100 Ɏ ɇɔɑɋɋ Ɏɍ ɗɋɖɈɋɖɆ Media  Ɉ ɔɘɊɋɑɢɓɡɏ 

ɗɋɖɈɋɖ ɈɡɊɋɑɥɋɘɗɥ ɗɋɖɈɋɖ Transcoding . ȷɋɖɈɋɖ Transcoding  ɖɆɍɒɋɟɆɋɘɗɥ 

Ɉɔ Ɉɓəɘɖɋɓɓɋɏ ɗɋɘɎ ɐɔɒɕɆɓɎɎ. 

ȷɋɖɈɋɖ ɝɆɘ-ɇɔɘɔɈ ( Bot  Server )  ɖɆɍɒɋɟɆɋɘɗɥ Ɉɔ Ɉɓəɘɖɋɓɓɋɏ ɗɋɘɎ ɐɔɒɕɆɓɎɎ 

Ɏ ɕɖɋɊɓɆɍɓɆɝɋɓ Ɋɑɥ ɖɆɍɒɋɟɋɓɎɥ ɝɆɘ-ɇɔɘɔɈ Ɏ ɓɋɔɇɛɔɊɎɒɡɛ ɐɔɒɕɔɓɋɓɘɔɈ 

Ɋɑɥ Ɏɛ ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɥ, ɓɆɕɖɎɒɋɖ ɇɆɍ ɊɆɓɓɡɛ. ȷɔɋɊɎɓɋɓɎɋ ɗ Bot -

ɗɋɖɈɋɖɔɒ Ɉɡɕɔɑɓɥɤɘɗɥ ɗ ɕɔɒɔɟɢɤ docker -ɐɔɓɘɋɏɓɋɖɆ botx . 

ȶȫȩȮȴȳȦȱɂȳɁȯ ȷȫȶȨȫȶ 

ŁƹǃǍǎˍ řǑǒƹǍǎƻǉƹ ǅ ǍƹǑǒǐǎǆǉƹ ǑǀǐƻǀǐƹRTS ǏǐǎǅǄƻǎƿǅǒǑǩ ǅǑǉǋǨǗǅǒǀǋǜǍǎ ǑǎǒǐǓƿǍǅǉƹǌǅ
ǉǎǌǏƹǍǅǅ-ǐƹǄǐƹƺǎǒǗǅǉƹː ŋǍǕǎǐǌƹǘǅǩ ǎ ǑǀǐƻǀǐǀRTS ƻ ǍƹǑǒǎǩǚǀǌ ƿǎǉǓǌǀǍǒǀ ǍǎǑǅǒ
ǎǄǍƹǉǎǌǅǒǀǋǜǍǞǆ ǖƹǐƹǉǒǀǐː 

Ȫɑɥ Ɉɗɋɛ ɈɆɖɎɆɓɘɔɈ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ɗɎɗɘɋɒɡ ɖɋɉɎɔɓɆɑɢɓɡɏ ɗɋɖɈɋɖ (RTS) 

ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɗɋɘɎ Ȯɓɘɋɖɓɋɘ Ɏ ɗɔɊɋɖɌɎɘ Ɉ ɗɋɇɋ ɗɑɋɊəɤɟɎɋ ɐɔɓɘɋɏɓɋɖɡ: 

¶ admin (Ɏɓɘɋɖɚɋɏɗ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ); 

¶ audit (ɗɋɖɈɎɗ ɆəɊɎɘɆ ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ authentication _service  (ɔɘɈɋɝɆɋɘ ɍɆ ɆɈɘɔɖɎɍɆɜɎɤ ɓɆ RTS);  

¶ conference _bot  (ɇɔɘ Ɋɑɥ əɈɋɊɔɒɑɋɓɎɏ ɔ ɕɖɋɊɗɘɔɥɟɎɛ ɐɔɓɚɋɖɋɓɜɎɥɛ; 

ɔɘɕɖɆɈɑɥɋɘ ɗɗɡɑɐə ɓɆ ɗɔɛɖɆɓɋɓɓəɤ ɍɆɕɎɗɢ ɕɖɎ ɗɔɈɋɖɞɋɓɎɎ ɑɎɝɓɡɛ 

ɍɈɔɓɐɔɈ); 

¶ email _notifications  (ɔɘɈɋɝɆɋɘ ɍɆ ɖɆɗɗɡɑɐə e- mail  ɗɔɔɇɟɋɓɎɏ c ɐɔɊɔɒ 

ɆəɘɋɓɘɎɚɎɐɆɜɎɎ); 

¶ etcd  (ɊɔɕɔɑɓɋɓɎɋ ɐ settings , ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ events  (ɗɋɖɈɎɗ ɎɓɚɔɖɒɎɖɔɈɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɔ ɗɔɇɡɘɎɥɛ Ɉ ɝɆɘɆɛ); 
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¶ file _service (ɗɋɖɈɎɗ ɍɆɉɖəɍɐɎ ɚɆɏɑɔɈ); 

¶ kafka  (ɊɎɗɕɋɘɝɋɖ ɗɔɔɇɟɋɓɎɏ ɒɋɌɊə ɗɋɖɈɎɗɆɒɎ); 

¶ kafka _exporter  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ kafka );  

¶ kdc (ɛɖɆɓɎɑɎɟɋ ɐɑɤɝɋɏ); 

¶ messaging  (ɗɋɖɈɎɗ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ, ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɊɐɑɤɝɋɓɎɋ 

ɐɑɎɋɓɘɔɈ ɝɋɖɋɍ ɕɖɔɘɔɐɔɑ websocket );  

¶ nginx  (Ɉɋɇ-ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɔɘɈɋɝɆɋɘ ɍɆ ɒɆɖɞɖəɘɎɍɆɜɎɤ ɈɓəɘɖɋɓɓɎɛ 

ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ notifications _bot  (ɇɔɘ Ɋɑɥ ɔɘɕɖɆɈɐɎ ɗɔɔɇɟɋɓɎɏ Ɉ ɉɑɔɇɆɑɢɓɡɏ ɝɆɘ); 

¶ phonebook (ɆɊɖɋɗɓɆɥ ɐɓɎɉɆ); 

¶ postgres  (ɔɗɓɔɈɓɆɥ ɇɆɍɆ ɊɆɓɓɡɛ ɗɋɖɈɎɗɔɈ); 

¶ postgres _exporter  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ postgres );  

¶ preview _service  (ɗɋɖɈɎɗ ɕɖɋɊɕɖɔɗɒɔɘɖɆ ɗɘɖɆɓɎɜ, ɓɆ ɐɔɘɔɖɡɋ ɔɘɕɖɆɈɑɋɓɡ 

ɗɗɡɑɐɎ); 

¶ prometheus  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ, ɔɇɖɆɇɔɘɐə Ɏ ɛɖɆɓɋɓɎɋ ɒɋɘɖɎɐ ɗɋɖɈɎɗɔɈ); 

¶ push _service  (ɗɋɖɈɎɗ ɔɘɕɖɆɈɐɎ push -əɈɋɊɔɒɑɋɓɎɏ); 

¶ redis ( KV-ɛɖɆɓɎɑɎɟɋ); 

¶ redis _exporter  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ redis );  

¶ routing _schema _service  (ɗɋɖɈɎɗ ɕɔɗɘɖɔɋɓɎɥ ɗɛɋɒ ɖɔəɘɎɓɉɆ, 

ɈɎɍəɆɑɎɍɎɖəɋɘ ɗɛɋɒə ɒɆɖɞɖəɘɎɍɆɜɎɎ Ɉ ɝɆɘɆɛ); 

¶ settings  (ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ sms _service  (ɗɋɖɈɎɗ Ɋɑɥ ɔɘɕɖɆɈɐɎ ȷȲȷ-ɗɔɔɇɟɋɓɎɏ); 

¶ stickers  (ɗɋɖɈɎɗ Ɋɑɥ əɕɖɆɈɑɋɓɎɥ ɗɘɎɐɋɖɆɒɎ); 

¶ trusts  (ɔɘɈɋɝɆɋɘ ɍɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ ɗ ETS Ɏ CTS);  

¶ voex  (ɗɋɖɈɎɗ Ɋɑɥ ɗɔɈɋɖɞɋɓɎɥ ɆəɊɎɔɈɡɍɔɈɔɈ); 

¶ docker _socket _proxy  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɖɔɗɒɔɘɖ ɑɔɉɔɈ ɐɔɓɘɋɏɓɋɖɔɈ 

Ɉ Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ); 

¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɖɎɋɒ Ɉɗɋɛ ɈɓɋɞɓɎɛ ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ botx  (ɔɘɈɋɝɆɋɘ ɍɆ ɎɓɘɋɉɖɆɜɎɤ ɗ ɇɔɘɆɒɎ); 

¶ metrics _service  (ɗɋɖɈɎɗ ɗɇɔɖɆ ɎɓɊɎɈɎɊəɆɑɢɓɡɛ ɕɔɐɆɍɆɘɋɑɋɏ);  

¶ message_views (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɊɗɝɋɘ ɕɖɔɝɘɋɓɎɏ ɕɔɗɘɔɈ Ɉ ɐɆɓɆɑɆɛ).  

ȷɔɗɘɆɈ ɕɖɔɋɐɘɆ Media :  

¶ coturn (ɗɋɖɈɋɖ STUN/ TURN);  

¶ janus  (ɗɋɖɈɎɗ Ɋɑɥ ɉɖəɕɕɔɈɡɛ ɍɈɔɓɐɔɈ).  
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ȫȪȮȳɁȯ ȰȴȶȵȴȶȦȸȮȨȳɁȯ ȷȫȶȨȫȶ 

ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ Single  CTS, Media  Ɏ Transcoding  ɎɍɔɇɖɆɌɋɓɆ 

ɓɎɌɋ (ɖɎɗ. 1) . 

 

ɖɎɗ. 1. ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ Single  CTS Ɏ Media  

ŁǍǅǌƹǍǅǀˍ Partner   ˟ǏƹǐǒǍǀǐǑǉǅǆ ǑǀǐƻǀǐCTS̀ Ǒ ǉǎǒǎǐǞǌǌǎǃǍǎ ǓǑǒƹǍǎƻǅǒǜ ƿǎƻǀǐǀǍǍǎǀ
ǑǎǀƿǅǍǀǍǅǀː ŔǍ ǐƹǑǏǎǋǎǃǀǍ ƻ ǋǎǉƹǋǜǍǎǆ Ǒǀǒǅ ƿǐǓƼǎǆ ǎǐƼƹǍǅǄƹǘǅǅ ǅǋǅ Ǒǀǒǅ ǅǍǒǀǐǍǀǒː
ŕǎǋǜǄǎƻƹǒǀǋǅ ǒƹǉǎƼǎ Ǒǀǐƻǀǐƹ ǏǐǅǍǅǌƹǨǒ ǓǗƹǑǒǅǀ ƻ ƹǓƿǅǎ-  ǅ ƻǅƿǀǎǄƻǎǍǉƹǖ
Ǒ ǏǎǋǜǄǎƻƹǒǀǋǩǌǅCTS Ǒǀǐƻǀǐƹˋ ǏǎǣǒǎǌǓ ƿǋǩǎƺǌǀǍƹǌǀƿǅƹƿƹǍǍǞǌǅ Ǐǎ ǏǐǎǒǎǉǎǋǓSRTP 
Ǎǀǎƺǖǎƿǅǌǎ ǎǒǉǐǞǒǜ ǑǎǎǒƻǀǒǑǒƻǓǨǚǅǀ ǏǎǐǒǞː 

ȳɔɒɋɖɆ ɗɋɘɋɈɡɛ ɈɍɆɎɒɔɊɋɏɗɘɈɎɏ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɓɔɒɋɖə ɗɘɖɔɐɎ Ɉ ȵɖɎɑɔɌɋɓɎɎ 1. 

ȷɋɘɋɈɆɥ ɗɛɋɒɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ɗ Ȧȸȷ ɕɖɎ ɖɆɍɈɋɖɘɡɈɆɓɎɎ Single  CTS Ɏ ɗɋɘɋɈɡɋ 

ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ Ɋɑɥ ɊɆɓɓɔɏ ɗɛɋɒɡ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ɕɖɋɊɗɘɆɈɑɋɓɡ Ɉ ȵɖɎɑɔɌɋɓɎɎ 8. 

Single  CTS ɗɔɗɘɔɎɘ Ɏɍ ɊɈəɛ ɖɆɍɓɡɛ ɕɖɔɋɐɘɔɈ: Media  Ɏ CTS. 

Single  CTS ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɊɋɒɎɑɎɘɆɖɎɍɔɈɆɓɓɔɏ ɗɋɘɋɈɔɏ ɍɔɓɋ ɐɔɒɕɆɓɎɎ 

Ɏ ɗɔɊɋɖɌɎɘ Ɉ ɗɋɇɋ ɗɑɋɊəɤɟɎɋ ɐɔɓɘɋɏɓɋɖɡ docker :  

¶ ad _integration  (ɎɓɘɋɉɖɎɖəɋɘɗɥ ɗ Active  Directory  Ɏ ɊɖəɉɎɒɎ LDAP-

ɗɋɖɈɎɗɆɒɎ, ɔɘɈɋɝɆɋɘ ɍɆ ɆɈɘɔɖɎɍɆɜɎɤ ɐɑɎɋɓɘɆ ɗ ɕɔɒɔɟɢɤ NTLM Ɏ AD);  

¶ admin (Ɏɓɘɋɖɚɋɏɗ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ); 

¶ apigw  (ɗɋɖɈɎɗ ɎɓɚɔɖɒɎɖɔɈɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɔ ɗɔɇɡɘɎɥɛ Ɉ ɝɆɘɆɛ); 

¶ audit (ɗɋɖɈɎɗ ɆəɊɎɘɆ ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ botx  (ɔɘɈɋɝɆɋɘ ɍɆ ɎɓɘɋɉɖɆɜɎɤ ɗ ɇɔɘɆɒɎ); 

¶ conference _bot  (ɇɔɘ Ɋɑɥ əɈɋɊɔɒɑɋɓɎɏ ɔ ɕɖɋɊɗɘɔɥɟɎɛ ɐɔɓɚɋɖɋɓɜɎɥɛ; 

ɔɘɕɖɆɈɑɥɋɘ ɗɗɡɑɐə ɓɆ ɗɔɛɖɆɓɋɓɓəɤ ɍɆɕɎɗɢ ɕɖɎ ɗɔɈɋɖɞɋɓɎɎ ɑɎɝɓɡɛ ɍɈɔɓɐɔɈ); 

¶ corporate _directory  (ɐɆɘɆɑɔɉ ɔɘɐɖɡɘɡɛ ɇɔɘɔɈ Ɏ ɝɆɘɔɈ); 
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¶ docker _socket _proxy  (ɔɘɈɋɝɆɋɘ ɍɆ ɔɉɖɆɓɎɝɋɓɎɥ ɊɔɗɘəɕɆ ɐ ɗɔɐɋɘə Docker );  

¶ email _notific ations  (ɔɘɈɋɝɆɋɘ ɍɆ ɖɆɗɗɡɑɐə e-mail  ɗɔɔɇɟɋɓɎɏ c ɐɔɊɔɒ 

ɆəɘɋɓɘɎɚɎɐɆɜɎɎ); 

¶ etcd  (ɊɔɕɔɑɓɋɓɎɋ ɐ settings , ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ events  (ɗɋɖɈɎɗ ɎɓɚɔɖɒɎɖɔɈɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɔ ɗɔɇɡɘɎɥɛ Ɉ ɝɆɘɆɛ); 

¶ file _service (ɗɋɖɈɎɗ ɍɆɉɖəɍɐɎ ɚɆɏɑɔɈ); 

¶ kafka  (ɊɎɗɕɋɘɝɋɖ ɗɔɔɇɟɋɓɎɏ ɒɋɌɊə ɗɋɖɈɎɗɆɒɎ); 

¶ kafka _exporter  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ kafka );  

¶ kdc (ɛɖɆɓɎɑɎɟɋ ɐɑɤɝɋɏ); 

¶ messaging  (ɗɋɖɈɎɗ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ, ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɊɐɑɤɝɋɓɎɋ 

ɐɑɎɋɓɘɔɈ ɝɋɖɋɍ ɕɖɔɘɔɐɔɑ websocket );  

¶ metrics _service  (ɗɋɖɈɎɗ ɗɇɔɖɆ ɎɓɊɎɈɎɊəɆɑɢɓɡɛ ɕɔɐɆɍɆɘɋɑɋɏ ETS/ CTS 

ɗɋɖɈɋɖɔɈ); 

¶ nginx  (Ɉɋɇ-ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɔɘɈɋɝɆɋɘ ɍɆ ɒɆɖɞɖəɘɎɍɆɜɎɤ ɈɓəɘɖɋɓɓɎɛ 

ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ notifications _bot  (ɇɔɘ Ɋɑɥ ɔɘɕɖɆɈɐɎ ɗɔɔɇɟɋɓɎɏ Ɉ ɉɑɔɇɆɑɢɓɡɏ ɝɆɘ); 

¶ ad_ phonebook (ɆɊɖɋɗɓɆɥ ɐɓɎɉɆ); 

¶ postgres  (ɔɗɓɔɈɓɆɥ ɇɆɍɆ ɊɆɓɓɡɛ ɗɋɖɈɎɗɔɈ); 

¶ postgre s_exporter  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ postgres );  

¶ prometheus  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ, ɔɇɖɆɇɔɘɐə Ɏ ɛɖɆɓɋɓɎɋ ɒɋɘɖɎɐ ɗɋɖɈɎɗɔɈ); 

¶ redis ( KV-ɛɖɆɓɎɑɎɟɋ)1;  

¶ redis _exporter  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ redis );  

¶ routing _schema  (ɗɋɖɈɎɗ ɕɔɗɘɖɔɋɓɎɥ ɗɛɋɒ ɖɔəɘɎɓɉɆ, ɈɎɍəɆɑɎɍɎɖəɋɘ ɗɛɋɒə 

ɒɆɖɞɖəɘɎɍɆɜɎɎ Ɉ ɝɆɘɆɛ); 

¶ settings  (ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ smartapp _proxy  (ɔɘɈɋɝɆɋɘ ɍɆ ɔɇɒɋɓ ɚɆɏɑɆɒɎ ɒɋɌɊə SmartApp  Ɏ ɗɋɖɈɋɖɔɒ 

CTS);  

¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ); 

¶ transcoding _manager  (əɕɖɆɈɑɥɋɘ ɕɖɔɜɋɗɗɔɒ ɐɔɊɎɖɔɈɆɓɎɥ); 

¶ trusts  (ɔɘɈɋɝɆɋɘ ɍɆ ɔɇɒɋɓ ɗɔɇɡɘɎɥɒɎ ɒɋɌɊə RTS, ETS Ɏ CTS);  

¶ preview _service  (ɗɋɖɈɎɗ ɕɖɋɊɕɖɔɗɒɔɘɖɆ ɗɘɖɆɓɎɜ, ɓɆ ɐɔɘɔɖɡɋ ɔɘɕɖɆɈɑɋɓɡ 

ɗɗɡɑɐɎ); 

¶ stickers  (ɗɋɖɈɎɗ Ɋɑɥ əɕɖɆɈɑɋɓɎɥ ɗɘɎɐɋɖɆɒɎ); 

¶ roles (ɖɔɑɋɈɆɥ ɒɔɊɋɑɢ); 

¶ recordings _bot  (ɇɔɘ, ɐɔɘɔɖɡɏ ɕɔɗɡɑɆɋɘ ɗɗɡɑɐə ɓɆ ɚɆɏɑ ɍɆɕɎɗɎ ɕɔɗɑɋ 

ɍɆɈɋɖɞɋɓɎɥ ɐɔɊɎɖɔɈɆɓɎɥ); 

¶ voex  (ɗɋɖɈɎɗ Ɋɑɥ ɗɔɈɋɖɞɋɓɎɥ ɆəɊɎɔɈɡɍɔɈɔɈ);  

¶ call_settings (ɒɎɐɖɔɗɋɖɈɎɗ, ɔɇɋɗɕɋɝɎɈɆɤɟɎɏ ɜɋɓɘɖɆɑɎɍɔɈɆɓɓɡɋ 

ɓɆɗɘɖɔɏɐɎ ɆəɊɎɔ-  Ɏ ɈɎɊɋɔɈɡɍɔɈɔɈ, ɐɔɓɚɋɖɋɓɜɎɏ Ɏ ɚɔɓɔɈ); 

 

1  ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʪʜʝʣʴʥʳʡ ʩʠʩʪʝʤʥʳʡ Redis. ɺʩʪʨʦʝʥʥʳʝ ʢʦʥʪʝʡʥʝʨ Redis ʧʨʝʜʥʘʟʥʘʯʝʥ 
ʜʣʷ ʜʝʤʦʥʩʪʨʘʮʠʡ ʚʦʟʤʦʞʥʦʩʪʝʡ ʠʟʜʝʣʠʷ. 
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¶ corporate_certificates (ɒɎɐɖɔɗɋɖɈɎɗ, ɔɇɋɗɕɋɝɎɈɆɤɟɎɏ ɎɊɋɓɘɎɚɎɐɆɜɎɤ 

ɐɔɖɕɔɖɆɘɎɈɓɡɛ əɗɘɖɔɏɗɘɈ ɓɆ ɔɗɓɔɈɋ ɗɋɖɘɎɚɎɐɆɘɔɈ); 

¶ dlps (DLP -ɗɎɗɘɋɒɆ); 

¶ logstack (ɜɋɓɘɖɆɑɎɍɔɈɆɓɓɆɥ ɔɇɖɆɇɔɘɐɆ ɑɔɉɔɈ); 

¶ poll_bot (ɈɡɉɖəɍɐɆ ɖɋɍəɑɢɘɆɘɔɈ ɔɕɖɔɗɔɈ ɕɔɗɖɋɊɗɘɈɔɒ ɇɔɘɆ); 

¶ polls (ɓɆɘɎɈɓɡɋ ɔɕɖɔɗɡ (ɉɔɑɔɗɔɈɆɓɎɥ)); 

¶ sip_calls (ɔɇɋɗɕɋɝɎɈɆɋɘ ɎɓɘɋɉɖɆɜɎɤ ɗ Ȧȸȷ ɕɔ ɕɖɔɘɔɐɔɑə SIP); 

¶ user_statuses (ɗɘɆɘəɗɡ ɕɔɑɢɍɔɈɆɘɋɑɋɏ);  

¶ message_views (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɊɗɝɋɘ ɕɖɔɝɘɋɓɎɏ ɕɔɗɘɔɈ Ɉ ɐɆɓɆɑɆɛ).  

ȷɔɗɘɆɈ ɕɖɔɋɐɘɆ Media :  

¶ coturn (ɗɋɖɈɋɖ STUN/ TURN);  

¶ janus  (ɗɋɖɈɎɗ Ɋɑɥ ɉɖəɕɕɔɈɡɛ ɍɈɔɓɐɔɈ);  

¶ nginx ( Ɉɋɇ-ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɔɘɈɋɝɆɋɘ ɍɆ Ɉɓəɘɖɋɓɓɤɤ ɒɆɖɞɖəɘɎɍɆɜɎɤ 

ɕɔɊɐɑɤɝɋɓɎɏ);  

¶ redis ( KV-ɛɖɆɓɎɑɎɟɋ);  

¶ traefik ( ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ;  

¶ transcoding_storage (ɔɘɈɋɝɆɋɘ ɍɆ ɔɇɋɗɕɋɝɋɓɎɋ ɔɇɖɆɇɔɘɐɎ ɍɆɕɎɗɋɏ 

ɍɈɔɓɐɔɈ ɘɖɆɓɗɐɔɊɎɓɉɔɒ).  

Transcoding  ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɊɋɒɎɑɎɘɆɖɎɍɔɈɆɓɓɔɏ ɗɋɘɋɈɔɏ ɍɔɓɋ ɐɔɒɕɆɓɎɎ 

Ɏ ɗɔɊɋɖɌɎɘ Ɉ ɗɋɇɋ ɐɔɓɘɋɏɓɋɖ transcoding ( ɔɘɈɋɝɆɋɘ ɍɆ ɕɋɖɋɐɔɊɎɖɔɈɐə ɍɆɕɎɗɎ 

Ɉ ɈɡɛɔɊɓɔɏ ɚɔɖɒɆɘ) .  

ȴɘɊɋɑɢɓɔ ɕɔɗɘɆɈɑɥɋɘɗɥ DLPS-ɗɋɖɈɎɗ, ɔɓ ɗɔɗɘɔɎɘ Ɏɍ ɐɔɓɘɋɏɓɋɖɔɈ: 

¶ dl ps ( DLP-ɗɎɗɘɋɒɆ); 

¶ nginx  (Ɉɋɇ-ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɔɘɈɋɝɆɋɘ ɍɆ ɒɆɖɞɖəɘɎɍɆɜɎɤ ɈɓəɘɖɋɓɓɎɛ 

ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ); 

¶ prometheus  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ, ɔɇɖɆɇɔɘɐə Ɏ ɛɖɆɓɋɓɎɋ ɒɋɘɖɎɐ ɗɋɖɈɎɗɔɈ). 

ȴɘɊɋɑɢɓɔ ɕɔɗɘɆɈɑɥɋɘɗɥ ɗɋɖɈɎɗ ɗɗɡɑɔɐ, ɔɓ ɗɔɗɘɔɎɘ Ɏɍ ɐɔɓɘɋɏɓɋɖɔɈ: 

¶ link  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɋɖɋɓɆɕɖɆɈɑɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ ɝɆɘ, ɐɆɓɆɑ, 

ɐɔɓɚɋɖɋɓɜɎɤ, ɍɈɔɓɔɐ); 

¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ). 
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ȶȦȭȪȫȱȫȳȳɁȯ ȰȴȶȵȴȶȦȸȮȨȳɁȯ ȷȫȶȨȫȶ 

ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ Front  CTS, Media , Transcoding  Ɏ Back  CTS 

ɎɍɔɇɖɆɌɋɓɆ ɓɎɌɋ (ɖɎɗ. 2) . 

 

ɖɎɗ. 2. ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ɖɆɍɊɋɑɋɓɓɔɉɔ CTS (Front / Media / Back ) 

ŁǍǅǌƹǍǅǀˍ Partner   ˟ǏƹǐǒǍǀǐǑǉǅǆ ǑǀǐƻǀǐCTS̀ Ǒ ǉǎǒǎǐǞǌ ǌǎǃǍǎ ǓǑǒƹǍǎƻǅǒǜ ƿǎƻǀǐǀǍǍǎǀ
ǑǎǀƿǅǍǀǍǅǀː ŔǍ ǐƹǑǏǎǋǎǃǀǍ ƻ ǋǎǉƹǋǜǍǎǆ Ǒǀǒǅ ƿǐǓƼǎǆ ǎǐƼƹǍǅǄƹǘǅǅ ǅǋǅ Ǒǀǒǅ ǅǍǒǀǐǍǀǒː
ŕǎǋǜǄǎƻƹǒǀǋǅ ǒƹǉǎƼǎ Ǒǀǐƻǀǐƹ ǏǐǅǍǅǌƹǨǒ ǓǗƹǑǒǅǀ ƻ ƹǓƿǅǎ-  ǅ ƻǅƿǀǎǄƻǎǍǉƹǖ
Ǒ ǏǎǋǜǄǎƻƹǒǀǋǩǌǅCTS Ǒǀǐƻǀǐƹ, ǏǎǣǒǎǌǓ ƿǋǩǎƺǌǀǍƹ ǌǀƿǅƹƿƹǍǍǞǌǅ Ǐǎ ǏǐǎǒǎǉǎǋǓSRTP 
Ǎǀǎƺǖǎƿǅǌǎ ǎǒǉǐǞǒǜ ǑǎǎǒƻǀǒǑǒƻǓǨǚǅǀ ǏǎǐǒǞː 

ȳɔɒɋɖɆ ɗɋɘɋɈɡɛ ɈɍɆɎɒɔɊɋɏɗɘɈɎɏ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɓɔɒɋɖə ɗɘɖɔɐɎ 

Ɉ ȵɖɎɑɔɌɋɓɎɎ 2 .  

ȶɆɍɊɋɑɋɓɓɡɏ ɗɋɖɈɋɖ ɗɔɗɘɔɎɘ Ɏɍ Front  CTS Ɏ Back  CTS ɗɋɖɈɋɖɔɈ.  

ȷɋɘɋɈɆɥ ɗɛɋɒɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ɗ Ȧȸȷ ɕɖɎ ɖɆɍɈɋɖɘɡɈɆɓɎɎ Front  ȷTS + Media  

Ɏ Back  CTS Ɏ ɗɋɘɋɈɡɋ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ Ɋɑɥ ɊɆɓɓɔɏ ɗɛɋɒɡ ɖɆɍɈɋɖɘɡɈɆɓɎɥ 

ɕɖɋɊɗɘɆɈɑɋɓɡ Ɉ ȵɖɎɑɔɌɋɓɎɎ 9 . 

Front  CTS ɗɔɗɘɔɎɘ Ɏɍ ɊɈəɛ ɖɆɍɓɡɛ ɕɖɔɋɐɘɔɈ: Media  Ɏ CTS. 

Front  CTS-ɗɋɖɈɋɖ ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɊɋɒɎɑɎɘɆɖɎɍɔɈɆɓɓɔɏ ɗɋɘɋɈɔɏ ɍɔɓɋ ɐɔɒɕɆɓɎɎ 

Ɏ ɗɔɊɋɖɌɎɘ Ɉ ɗɋɇɋ ɗɑɋɊəɤɟɎɋ ɐɔɓɘɋɏɓɋɖɡ docker :  

¶ nginx  (Ɉɋɇ-ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɔɘɈɋɝɆɋɘ ɍɆ ɒɆɖɞɖəɘɎɍɆɜɎɤ ɈɓəɘɖɋɓɓɎɛ 

ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ prometheus  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ, ɔɇɖɆɇɔɘɐə Ɏ ɛɖɆɓɋɓɎɋ ɒɋɘɖɎɐ ɗɋɖɈɎɗɔɈ); 
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¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ);  

¶ trusts  (ɔɇɋɗɕɋɝɎɈɆɋɘ ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ ɗ ɗɋɖɈɋɖɔɒ ETS/ RTS Ɏ ɊɖəɉɎɒɎ 

ɊɔɈɋɖɋɓɓɡɒɎ ɐɔɖɕɔɖɆɘɎɈɓɡɒɎ CTS).  

Back  CTS-ɗɋɖɈɋɖ ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɑɔɐɆɑɢɓɔɏ ɗɋɘɎ ɐɔɒɕɆɓɎɎ Ɏ ɗɔɊɋɖɌɎɘ Ɉ ɗɋɇɋ 

ɗɑɋɊəɤɟɎɋ ɐɔɓɘɋɏɓɋɖɡ docker :  

¶ ad _integration  (ɎɓɘɋɉɖɎɖəɋɘɗɥ ɗ Active  Directory  Ɏ ɊɖəɉɎɒɎ LDAP-

ɗɋɖɈɎɗɆɒɎ, ɔɘɈɋɝɆɋɘ ɍɆ ɆɈɘɔɖɎɍɆɜɎɤ ɐɑɎɋɓɘɆ ɗ ɕɔɒɔɟɢɤ NTLM Ɏ AD);  

¶ admin (Ɏɓɘɋɖɚɋɏɗ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ); 

¶ audit (ɗɋɖɈɎɗ ɆəɊɎɘɆ ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ apigw  (ɗɋɖɈɎɗ ɎɓɚɔɖɒɎɖɔɈɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɔ ɗɔɇɡɘɎɥɛ Ɉ ɝɆɘɆɛ); 

¶ botx  (ɔɘɈɋɝɆɋɘ ɍɆ ɎɓɘɋɉɖɆɜɎɤ ɗ ɇɔɘɆɒɎ); 

¶ conference _bot  (ɇɔɘ Ɋɑɥ əɈɋɊɔɒɑɋɓɎɏ ɔ ɕɖɋɊɗɘɔɥɟɎɛ ɐɔɓɚɋɖɋɓɜɎɥɛ; 

ɔɘɕɖɆɈɑɥɋɘ ɗɗɡɑɐə ɓɆ ɗɔɛɖɆɓɋɓɓəɤ ɍɆɕɎɗɢ ɕɖɎ ɗɔɈɋɖɞɋɓɎɎ ɑɎɝɓɡɛ ɍɈɔɓɐɔɈ); 

¶ corporate _directory  (ɐɆɘɆɑɔɉ ɔɘɐɖɡɘɡɛ ɇɔɘɔɈ Ɏ ɝɆɘɔɈ); 

¶ docker _socket _proxy  (ɔɘɈɋɝɆɋɘ ɍɆ ɔɉɖɆɓɎɝɋɓɎɥ ɊɔɗɘəɕɆ ɐ ɗɔɐɋɘə Docker );  

¶ email _notifications  (ɔɘɈɋɝɆɋɘ ɍɆ ɖɆɗɗɡɑɐə e- mail  ɗɔɔɇɟɋɓɎɏ c ɐɔɊɔɒ 

ɆəɘɋɓɘɎɚɎɐɆɜɎɎ); 

¶ etcd  (ɊɔɕɔɑɓɋɓɎɋ ɐ settings , ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ events  (ɗɋɖɈɎɗ ɎɓɚɔɖɒɎɖɔɈɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɔ ɗɔɇɡɘɎɥɛ Ɉ ɝɆɘɆɛ); 

¶ file _service (ɗɋɖɈɎɗ ɍɆɉɖəɍɐɎ ɚɆɏɑɔɈ); 

¶ kafka  (ɊɎɗɕɋɘɝɋɖ ɗɔɔɇɟɋɓɎɏ ɒɋɌɊə ɗɋɖɈɎɗɆɒɎ); 

¶ kafka _exporter  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ kafka );  

¶ kdc (ɛɖɆɓɎɑɎɟɋ ɐɑɤɝɋɏ); 

¶ messaging  (ɗɋɖɈɎɗ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ, ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɊɐɑɤɝɋɓɎɋ 

ɐɑɎɋɓɘɔɈ ɝɋɖɋɍ ɕɖɔɘɔɐɔɑ websocket );  

¶ metrics _service  (ɗɋɖɈɎɗ ɗɇɔɖɆ ɎɓɊɎɈɎɊəɆɑɢɓɡɛ ɕɔɐɆɍɆɘɋɑɋɏ ETS/ CTS 

ɗɋɖɈɋɖɔɈ); 

¶ nginx  (Ɉɋɇ-ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɔɘɈɋɝɆɋɘ ɍɆ Ɉɓəɘɖɋɓɓɤɤ ɒɆɖɞɖəɘɎɍɆɜɎɤ 

ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ notifications _bot  (ɇɔɘ Ɋɑɥ ɔɘɕɖɆɈɐɎ ɗɔɔɇɟɋɓɎɏ Ɉ ɉɑɔɇɆɑɢɓɡɏ ɝɆɘ); 

¶ ad_ phonebook (ɆɊɖɋɗɓɆɥ ɐɓɎɉɆ); 

¶ postgres  (ɔɗɓɔɈɓɆɥ ɇɆɍɆ ɊɆɓɓɡɛ ɗɋɖɈɎɗɔɈ); 

¶ postgres _exporter  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ postgres );  

¶ prometheus  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ, ɔɇɖɆɇɔɘɐə Ɏ ɛɖɆɓɋɓɎɋ ɒɋɘɖɎɐ ɗɋɖɈɎɗɔɈ); 

¶ recordings _bot  (ɇɔɘ, ɐɔɘɔɖɡɏ ɕɔɗɡɑɆɋɘ ɗɗɡɑɐə ɓɆ ɚɆɏɑ ɍɆɕɎɗɎ ɕɔɗɑɋ 

ɍɆɈɋɖɞɋɓɎɥ ɐɔɊɎɖɔɈɆɓɎɥ); 

¶ redis ( KV-ɛɖɆɓɎɑɎɟɋ)1;  

¶ redis _exporter  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ redis );  

¶ routing _schema  (ɗɋɖɈɎɗ ɕɔɗɘɖɔɋɓɎɥ ɗɛɋɒ ɖɔəɘɎɓɉɆ, ɈɎɍəɆɑɎɍɎɖəɋɘ ɗɛɋɒə 

ɒɆɖɞɖəɘɎɍɆɜɎɎ Ɉ ɝɆɘɆɛ); 

 

1  ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʪʜʝʣʴʥʳʡ ʩʠʩʪʝʤʥʳʡ Redis. ɺʩʪʨʦʝʥʥʳʡ ʢʦʥʪʝʡʥʝʨ Redis ʧʨʝʜʥʘʟʥʘʯʝʥ 
ʜʣʷ ʜʝʤʦʥʩʪʨʘʮʠʡ ʚʦʟʤʦʞʥʦʩʪʝʡ ʠʟʜʝʣʠʷ. 
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¶ smartapp _proxy  (ɔɘɈɋɝɆɋɘ ɍɆ ɔɇɒɋɓ ɚɆɏɑɆɒɎ ɒɋɌɊə SmartApp  

Ɏ ɗɋɖɈɋɖɔɒ CTS);  

¶ settings  (ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ);  

¶ transcoding _manager  (əɕɖɆɈɑɥɋɘ ɕɖɔɜɋɗɗɔɒ ɐɔɊɎɖɔɈɆɓɎɥ); 

¶ preview _service  (ɗɋɖɈɎɗ ɕɖɋɊɕɖɔɗɒɔɘɖɆ ɗɘɖɆɓɎɜ, ɓɆ ɐɔɘɔɖɡɋ ɔɘɕɖɆɈɑɋɓɡ 

ɗɗɡɑɐɎ); 

¶ stickers  (ɗɋɖɈɎɗ Ɋɑɥ əɕɖɆɈɑɋɓɎɥ ɗɘɎɐɋɖɆɒɎ); 

¶ roles (ɖɔɑɋɈɆɥ ɒɔɊɋɑɢ); 

¶ voex  (ɗɋɖɈɎɗ Ɋɑɥ ɗɔɈɋɖɞɋɓɎɥ ɆəɊɎɔɈɡɍɔɈɔɈ);  

¶ call_settings (ɒɎɐɖɔɗɋɖɈɎɗ, ɔɇɋɗɕɋɝɎɈɆɤɟɎɏ ɜɋɓɘɖɆɑɎɍɔɈɆɓɓɡɋ 

ɓɆɗɘɖɔɏɐɎ ɆəɊɎɔ-  Ɏ ɈɎɊɋɔɈɡɍɔɈɔɈ, ɐɔɓɚɋɖɋɓɜɎɏ Ɏ ɚɔɓɔɈ); 

¶ corporate_certificates (ɒɎɐɖɔɗɋɖɈɎɗ, ɔɇɋɗɕɋɝɎɈɆɤɟɎɏ ɎɊɋɓɘɎɚɎɐɆɜɎɤ 

ɐɔɖɕɔɖɆɘɎɈɓɡɛ əɗɘɖɔɏɗɘɈ ɓɆ ɔɗɓɔɈɋ ɗɋɖɘɎɚɎɐɆɘɔɈ); 

¶ dlps (DLP -ɗɎɗɘɋɒɆ); 

¶ logsta ck (ɜɋɓɘɖɆɑɎɍɔɈɆɓɓɆɥ ɔɇɖɆɇɔɘɐɆ ɑɔɉɔɈ); 

¶ poll_bot (ɈɡɉɖəɍɐɆ ɖɋɍəɑɢɘɆɘɔɈ ɔɕɖɔɗɔɈ ɕɔɗɖɋɊɗɘɈɔɒ ɇɔɘɆ); 

¶ polls (ɓɆɘɎɈɓɡɋ ɔɕɖɔɗɡ (ɉɔɑɔɗɔɈɆɓɎɥ)); 

¶ sip_calls (ɔɇɋɗɕɋɝɎɈɆɋɘ ɎɓɘɋɉɖɆɜɎɤ ɗ Ȧȸȷ ɕɔ ɕɖɔɘɔɐɔɑə SIP); 

¶ user_statuses (ɗɘɆɘəɗɡ ɕɔɑɢɍɔɈɆɘɋɑɋɏ);  

¶ trusts ( ɔɘɈɋɝɆɋɘ ɍɆ ɔɇɒɋɓ ɗɔɇɡɘɎɥɒɎ ɒɋɌɊə RTS, ETS Ɏ CTS) ;  

¶ message_views (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɊɗɝɋɘ ɕɖɔɝɘɋɓɎɏ ɕɔɗɘɔɈ Ɉ ɐɆɓɆɑɆɛ).  

ȷɔɗɘɆɈ ɕɖɔɋɐɘɆ Media :  

¶ coturn (ɗɋɖɈɋɖ STUN/ TURN);  

¶ janus  (ɗɋɖɈɎɗ Ɋɑɥ ɉɖəɕɕɔɈɡɛ ɍɈɔɓɐɔɈ);  

¶ nginx ( Ɉɋɇ-ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɔɘɈɋɝɆɋɘ ɍɆ Ɉɓəɘɖɋɓɓɤɤ ɒɆɖɞɖəɘɎɍɆɜɎɤ 

ɕɔɊɐɑɤɝɋɓɎɏ);  

¶ redis ( KV-ɛɖɆɓɎɑɎɟɋ);  

¶ traefik ( ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ) ;  

¶ transcoding_storage (ɔɘɈɋɝɆɋɘ ɍɆ ɔɇɋɗɕɋɝɋɓɎɋ ɔɇɖɆɇɔɘɐɎ ɍɆɕɎɗɋɏ 

ɍɈɔɓɐɔɈ ɘɖɆɓɗɐɔɊɎɓɉɔɒ).  

Transcoding  ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɊɋɒɎɑɎɘɆɖɎɍɔɈɆɓɓɔɏ ɗɋɘɋɈɔɏ ɍɔɓɋ ɐɔɒɕɆɓɎɎ 

Ɏ ɗɔɊɋɖɌɎɘ Ɉ ɗɋɇɋ ɐɔɓɘɋɏɓɋɖ transcoding ( ɔɘɈɋɝɆɋɘ ɍɆ ɕɋɖɋɐɔɊɎɖɔɈɐə ɍɆɕɎɗɎ 

Ɉ ɈɡɛɔɊɓɔɏ ɚɔɖɒɆɘ) .  

ȴɘɊɋɑɢɓɔ ɕɔɗɘɆɈɑɥɋɘɗɥ DLPS-ɗɋɖɈɎɗ, ɔɓ ɗɔɗɘɔɎɘ Ɏɍ ɐɔɓɘɋɏɓɋɖɔɈ: 

¶ dlps ( DLP-ɗɎɗɘɋɒɆ); 

¶ nginx  (Ɉɋɇ-ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɔɘɈɋɝɆɋɘ ɍɆ ɒɆɖɞɖəɘɎɍɆɜɎɤ ɈɓəɘɖɋɓɓɎɛ 

ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ); 

¶ prometheus  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ, ɔɇɖɆɇɔɘɐə Ɏ ɛɖɆɓɋɓɎɋ ɒɋɘɖɎɐ ɗɋɖɈɎɗɔɈ). 
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ȴɘɊɋɑɢɓɔ ɕɔɗɘɆɈɑɥɋɘɗɥ ɗɋɖɈɎɗ ɗɗɡɑɔɐ, ɔɓ ɗɔɗɘɔɎɘ Ɏɍ ɐɔɓɘɋɏɓɋɖɔɈ: 

¶ link  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɋɖɋɓɆɕɖɆɈɑɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ ɝɆɘ, ɐɆɓɆɑ, 

ɐɔɓɚɋɖɋɓɜɎɤ, ɍɈɔɓɔɐ); 

¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ). 

ȷȫȶȨȫȶ ȵȶȫȪȵȶȮɅȸȮɅ Ȯ ȫȪȮȳɁȯ ȰȴȶȵȴȶȦȸȮȨȳɁȯ ȷȫȶȨȫȶ 

ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ETS, Single  CTS, Media , Transcoding  Ɏ Web  

Client  ɎɍɔɇɖɆɌɋɓɆ ɓɎɌɋ (ɖɎɗ. 3) . 

 

ɖɎɗ. 3. ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ETS, Single  CTS, Media  Ɏ Web  Client  

ŁǍǅǌƹǍǅǀˍ Partner   ˟ǏƹǐǒǍǀǐǑǉǅǆ ǑǀǐƻǀǐCTS̀ Ǒ ǉǎǒǎǐǞǌ ǌǎǃǍǎ ǓǑǒƹǍǎƻǅǒǜ ƿǎƻǀǐǀǍǍǎǀ
ǑǎǀƿǅǍǀǍǅǀː ŔǍ ǐƹǑǏǎǋǎǃǀǍ ƻ ǋǎǉƹǋǜǍǎǆ Ǒǀǒǅ ƿǐǓƼǎǆ ǎǐƼƹǍǅǄƹǘǅǅ ǅǋǅ Ǒǀǒǅ ǅǍǒǀǐǍǀǒː
ŕǎǋǜǄǎƻƹǒǀǋǅ ǒƹǉǎƼǎ Ǒǀǐƻǀǐƹ ǏǐǅǍǅǌƹǨǒ ǓǗƹǑǒǅǀ ƻ ƹǓƿǅǎ-  ǅ ƻǅƿǀǎǄƻǎǍǉƹǖ
Ǒ ǏǎǋǜǄǎƻƹǒǀǋǩǌǅCTS Ǒǀǐƻǀǐƹˋ ǏǎǣǒǎǌǓ ƿǋǩǎƺǌǀǍƹ ǌǀƿǅƹƿƹǍǍǞǌǅ Ǐǎ ǏǐǎǒǎǉǎǋǓSRTP 
Ǎǀǎƺǖǎƿǅǌǎ ǎǒǉǐǞǒǜ ǑǎǎǒƻǀǒǑǒƻǓǨǚǅǀ ǏǎǐǒǞː 

ȳɔɒɋɖɆ ɗɋɘɋɈɡɛ ɈɍɆɎɒɔɊɋɏɗɘɈɎɏ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɓɔɒɋɖə ɗɘɖɔɐɎ Ɉ ȵɖɎɑɔɌɋɓɎɎ 3. 
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ȷɋɖɈɋɖ ETS ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɊɋɒɎɑɎɘɆɖɎɍɔɈɆɓɓɔɏ ɗɋɘɋɈɔɏ ɍɔɓɋ ɐɔɒɕɆɓɎɎ 

Ɏ ɗɔɊɋɖɌɎɘ Ɉ ɗɋɇɋ ɗɑɋɊəɤɟɎɋ ɐɔɓɘɋɏɓɋɖɡ: 

¶ audit (ɗɋɖɈɎɗ ɆəɊɎɘɆ ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ admin (Ɏɓɘɋɖɚɋɏɗ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ); 

¶ logstack (ɜɋɓɘɖɆɑɎɍɔɈɆɓɓɆɥ ɔɇɖɆɇɔɘɐɆ ɑɔɉɔɈ); 

¶ authentication _service  (ɔɘɈɋɝɆɋɘ ɍɆ ɆɈɘɔɖɎɍɆɜɎɤ ɓɆ ETS Ɏ RTS);  

¶ botx  (ɔɘɈɋɝɆɋɘ ɍɆ ɎɓɘɋɉɖɆɜɎɤ ɗ ɇɔɘɆɒɎ); 

¶ email _notifications  (ɔɘɈɋɝɆɋɘ ɍɆ ɖɆɗɗɡɑɐə ɕɔ ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɋ 

ɗɔɔɇɟɋɓɎɏ c ɐɔɊɔɒ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ); 

¶ etcd  (ɊɔɕɔɑɓɋɓɎɋ ɐ settings , ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ events  (ɗɋɖɈɎɗ ɎɓɚɔɖɒɎɖɔɈɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɔ ɗɔɇɡɘɎɥɛ Ɉ ɝɆɘɆɛ); 

¶ file _service (ɗɋɖɈɎɗ ɍɆɉɖəɍɐɎ ɚɆɏɑɔɈ); 

¶ kafka  (ɊɎɗɕɋɘɝɋɖ ɗɔɔɇɟɋɓɎɏ ɒɋɌɊə ɗɋɖɈɎɗɆɒɎ); 

¶ kafka _exporter  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ kafka );  

¶ ets_ kdc (ɛɖɆɓɎɑɎɟɋ ɐɑɤɝɋɏ); 

¶ ets _messaging  (ɗɋɖɈɎɗ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ, ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɊɐɑɤɝɋɓɎɋ 

ɐɑɎɋɓɘɔɈ ɝɋɖɋɍ ɕɖɔɘɔɐɔɑ websocket );  

¶ metrics _service  (ɗɋɖɈɎɗ ɗɇɔɖɆ ɎɓɊɎɈɎɊəɆɑɢɓɡɛ ɕɔɐɆɍɆɘɋɑɋɏ ETS/ CTS 

ɗɋɖɈɋɖɔɈ); 

¶ nginx  (Ɉɋɇ-ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɔɘɈɋɝɆɋɘ ɍɆ ɒɆɖɞɖəɘɎɍɆɜɎɤ ɈɓəɘɖɋɓɓɎɛ 

ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ notifications _bot  (ɇɔɘ Ɋɑɥ ɔɘɕɖɆɈɐɎ ɗɔɔɇɟɋɓɎɏ Ɉ ɉɑɔɇɆɑɢɓɡɏ ɝɆɘ); 

¶ conference _bot  (ɇɔɘ Ɋɑɥ əɈɋɊɔɒɑɋɓɎɏ ɔ ɕɖɋɊɗɘɔɥɟɎɛ ɐɔɓɚɋɖɋɓɜɎɥɛ, 

ɔɘɕɖɆɈɑɥɋɘ ɗɗɡɑɐə ɓɆ ɗɔɛɖɆɓɋɓɓəɤ ɍɆɕɎɗɢ ɕɖɎ ɗɔɈɋɖɞɋɓɎɎ ɑɎɝɓɡɛ 

ɍɈɔɓɐɔɈ); 

¶ ets_ phonebook (ɆɊɖɋɗɓɆɥ ɐɓɎɉɆ); 

¶ postgres  (ɔɗɓɔɈɓɆɥ ɇɆɍɆ ɊɆɓɓɡɛ ɗɋɖɈɎɗɔɈ); 

¶ postgres _exporter  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ postgres );  

¶ preview _service  (ɗɋɖɈɎɗ ɕɖɋɊɕɖɔɗɒɔɘɖɆ ɗɘɖɆɓɎɜ, ɓɆ ɐɔɘɔɖɡɋ ɔɘɕɖɆɈɑɋɓɡ 

ɗɗɡɑɐɎ); 

¶ prometheus  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ, ɔɇɖɆɇɔɘɐə Ɏ ɛɖɆɓɋɓɎɋ ɒɋɘɖɎɐ ɗɋɖɈɎɗɔɈ); 

¶ push _service  (ɗɋɖɈɎɗ ɔɘɕɖɆɈɐɎ push -ɗɔɔɇɟɋɓɎɏ); 

¶ redis ( KV-ɛɖɆɓɎɑɎɟɋ)1;  

¶ redis _exporter  (ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ redis );  

¶ settings  (ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ sms _service  (ɗɋɖɈɎɗ Ɋɑɥ ɔɘɕɖɆɈɐɎ ȷȲȷ-ɗɔɔɇɟɋɓɎɏ); 

¶ stickers  (ɗɋɖɈɎɗ Ɋɑɥ əɕɖɆɈɑɋɓɎɥ ɗɘɎɐɋɖɆɒɎ); 

¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ); 

¶ trusts  (ɔɘɈɋɝɆɋɘ ɍɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ ɗ RTS Ɏ CTS);  

 

1  ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʪʜʝʣʴʥʳʡ ʩʠʩʪʝʤʥʳʡ Redis. ɺʩʪʨʦʝʥʥʳʡ ʢʦʥʪʝʡʥʝʨ Redis ʧʨʝʜʥʘʟʥʘʯʝʥ 
ʜʣʷ ʜʝʤʦʥʩʪʨʘʮʠʡ ʚʦʟʤʦʞʥʦʩʪʝʡ ʠʟʜʝʣʠʷ. 
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¶ docker _socket _proxy  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɖɔɗɒɔɘɖ ɑɔɉɔɈ ɐɔɓɘɋɏɓɋɖɔɈ 

Ɉ Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ); 

¶ voex  (ɗɋɖɈɎɗ Ɋɑɥ ɗɔɈɋɖɞɋɓɎɥ ɆəɊɎɔɈɡɍɔɈɔɈ). 

ȴɘɊɋɑɢɓɔ ɕɔɗɘɆɈɑɥɋɘɗɥ ɗɋɖɈɎɗ ɗɗɡɑɔɐ, ɔɓ ɗɔɗɘɔɎɘ Ɏɍ ɐɔɓɘɋɏɓɋɖɔɈ: 

¶ link  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɋɖɋɓɆɕɖɆɈɑɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ ɝɆɘ, ɐɆɓɆɑ, 

ɐɔɓɚɋɖɋɓɜɎɤ, ɍɈɔɓɔɐ); 

¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ). 

ȷɋɖɈɋɖ Web  Client  ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɊɋɒɎɑɎɘɆɖɎɍɔɈɆɓɓɔɏ ɗɋɘɋɈɔɏ ɍɔɓɋ 

ɐɔɒɕɆɓɎɎ Ɏ ɗɔɊɋɖɌɎɘ Ɉ ɗɋɇɋ ɗɑɋɊəɤɟɎɋ ɐɔɓɘɋɏɓɋɖɡ: 

¶ web _client (ɗɋɖɈɎɗ web client );  

¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ). 

ȷɋɖɈɎɗ ɗɗɡɑɔɐ Ɏ ɗɋɖɈɋɖ Web  Client  ɒɔɌɓɔ ɗɔɈɒɋɗɘɎɘɢ, ɕɖɎ ɗɔɈɒɋɟɋɓɎɎ 

ɗɔɗɘɆɈ ɐɔɓɘɋɏɓɋɖɔɈ ɇəɊɋɘ ɗɑɋɊəɤɟɎɏ: 

¶ link  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɋɖɋɓɆɕɖɆɈɑɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ ɝɆɘ, ɐɆɓɆɑ, 

ɐɔɓɚɋɖɋɓɜɎɤ, ɍɈɔɓɔɐ); 

¶ web _client (ɗɋɖɈɎɗ web client );  

¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ). 

ȷɕɎɗɔɐ ɐɔɓɘɋɏɓɋɖɔɈ Single  CTS,  Media  Ɏ Transcoding  ɕɖɋɊɗɘɆɈɑɋɓ 

Ɉ ɕɔɊɖɆɍɊɋɑɋ çȫɊɎɓɡɏ ɐɔɖɕɔɖɆɘɎɈɓɡɏ ɗɋɖɈɋɖè.  

ȷȫȶȨȫȶ ȵȶȫȪȵȶȮɅȸȮɅ Ȯ ȶȦȭȪȫȱȫȳȳɁȯ ȰȴȶȵȴȶȦȸȮȨȳɁȯ ȷȫȶȨȫȶ 

ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ETS, Front  CTS, Back  CTS, Media , Transcoding  

Ɏ Web  Client  ɎɍɔɇɖɆɌɋɓɆ ɓɎɌɋ (ɖɎɗ. 4) . 
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ɖɎɗ. 4. ȸɎɕɔɈɆɥ ɗɛɋɒɆ ɖɆɍɈɋɖɘɡɈɆɓɎɥ ETS, Front  CTS, Back  CTS, Media  Ɏ Web  Client  

ŁǍǅǌƹǍǅǀˍ Partner   ˟ǏƹǐǒǍǀǐǑǉǅǆ ǑǀǐƻǀǐCTS̀ Ǒ ǉǎǒǎǐǞǌ ǌǎǃǍǎ ǓǑǒƹǍǎƻǅǒǜƿǎƻǀǐǀǍǍǎǀ
ǑǎǀƿǅǍǀǍǅǀː ŔǍ ǐƹǑǏǎǋǎǃǀǍ ƻ ǋǎǉƹǋǜǍǎǆ Ǒǀǒǅ ƿǐǓƼǎǆ ǎǐƼƹǍǅǄƹǘǅǅ ǅǋǅ Ǒǀǒǅ ǅǍǒǀǐǍǀǒː
ŕǎǋǜǄǎƻƹǒǀǋǅ ǒƹǉǎƼǎ Ǒǀǐƻǀǐƹ ǏǐǅǍǅǌƹǨǒ ǓǗƹǑǒǅǀ ƻ ƹǓƿǅǎ-  ǅ ƻǅƿǀǎǄƻǎǍǉƹǖ
Ǒ ǏǎǋǜǄǎƻƹǒǀǋǩǌǅCTS Ǒǀǐƻǀǐƹˋ ǏǎǣǒǎǌǓ ƿǋǩǎƺǌǀǍƹ ǌǀƿǅƹƿƹǍǍǞǌǅ Ǐǎ ǏǐǎǒǎǉǎǋǓSRTP 
Ǎǀǎƺǖǎƿǅǌǎ ǎǒǉǐǞǒǜ ǑǎǎǒƻǀǒǑǒƻǓǨǚǅǀ ǏǎǐǒǞː 

ȳɔɒɋɖɆ ɗɋɘɋɈɡɛ ɈɍɆɎɒɔɊɋɏɗɘɈɎɏ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɓɔɒɋɖə ɗɘɖɔɐɎ Ɉ ȵɖɎɑɔɌɋɓɎɎ 4. 

ȷɋɖɈɋɖ ETS ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɊɋɒɎɑɎɘɆɖɎɍɔɈɆɓɓɔɏ ɗɋɘɋɈɔɏ ɍɔɓɋ ɐɔɒɕɆɓɎɎ 

Ɏ ɗɔɊɋɖɌɎɘ Ɉ ɗɋɇɋ ɗɑɋɊəɤɟɎɋ ɐɔɓɘɋɏɓɋɖɡ: 

¶ audit (ɗɋɖɈɎɗ ɆəɊɎɘɆ ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ admin (Ɏɓɘɋɖɚɋɏɗ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ); 

¶ logstack (ɜɋɓɘɖɆɑɎɍɔɈɆɓɓɆɥ ɔɇɖɆɇɔɘɐɆ ɑɔɉɔɈ); 

¶ authentication _service  (ɔɘɈɋɝɆɋɘ ɍɆ ɆɈɘɔɖɎɍɆɜɎɤ ɓɆ ETS Ɏ RTS);  

¶ botx  (ɔɘɈɋɝɆɋɘ ɍɆ ɎɓɘɋɉɖɆɜɎɤ ɗ ɇɔɘɆɒɎ); 

¶ email _notifications  (ɔɘɈɋɝɆɋɘ ɍɆ ɖɆɗɗɡɑɐə ɕɔ ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɋ 

ɗɔɔɇɟɋɓɎɏ c ɐɔɊɔɒ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ); 

¶ etcd  (ɊɔɕɔɑɓɋɓɎɋ ɐ settings , ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ events  (ɗɋɖɈɎɗ ɎɓɚɔɖɒɎɖɔɈɆɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɔ ɗɔɇɡɘɎɥɛ Ɉ ɝɆɘɆɛ); 

¶ file _service (ɗɋɖɈɎɗ ɍɆɉɖəɍɐɎ ɚɆɏɑɔɈ); 

¶ janus  (ɗɋɖɈɎɗ Ɋɑɥ ɉɖəɕɕɔɈɡɛ ɍɈɔɓɐɔɈ); 

¶ kafka  (ɊɎɗɕɋɘɝɋɖ ɗɔɔɇɟɋɓɎɏ ɒɋɌɊə ɗɋɖɈɎɗɆɒɎ); 

¶ kafka _exporter  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ kafka );  



 

ȯɓɠɢɜɒ 3. 50 

13. 10.202 5 

25  

¶ ets_ kdc (ɛɖɆɓɎɑɎɟɋ ɐɑɤɝɋɏ); 

¶ ets _messaging  (ɗɋɖɈɎɗ ɔɇɒɋɓɆ ɗɔɔɇɟɋɓɎɥɒɎ, ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɊɐɑɤɝɋɓɎɋ 

ɐɑɎɋɓɘɔɈ ɝɋɖɋɍ ɕɖɔɘɔɐɔɑ websocket );  

¶ metrics _service  (ɗɋɖɈɎɗ ɗɇɔɖɆ ɎɓɊɎɈɎɊəɆɑɢɓɡɛ ɕɔɐɆɍɆɘɋɑɋɏ ETS/ CTS 

ɗɋɖɈɋɖɔɈ); 

¶ nginx  (Ɉɋɇ-ɗɋɖɈɋɖ, ɐɔɘɔɖɡɏ ɔɘɈɋɝɆɋɘ ɍɆ ɒɆɖɞɖəɘɎɍɆɜɎɤ ɈɓəɘɖɋɓɓɎɛ 

ɕɔɊɐɑɤɝɋɓɎɏ); 

¶ notifications _bot  (ɇɔɘ Ɋɑɥ ɔɘɕɖɆɈɐɎ ɗɔɔɇɟɋɓɎɏ Ɉ ɉɑɔɇɆɑɢɓɡɏ ɝɆɘ); 

¶ conference _bot  (ɇɔɘ Ɋɑɥ əɈɋɊɔɒɑɋɓɎɏ ɔ ɕɖɋɊɗɘɔɥɟɎɛ ɐɔɓɚɋɖɋɓɜɎɥɛ; 

ɔɘɕɖɆɈɑɥɋɘ ɗɗɡɑɐə ɓɆ ɗɔɛɖɆɓɋɓɓəɤ ɍɆɕɎɗɢ ɕɖɎ ɗɔɈɋɖɞɋɓɎɎ ɑɎɝɓɡɛ 

ɍɈɔɓɐɔɈ); 

¶ ets_ phonebook (ɆɊɖɋɗɓɆɥ ɐɓɎɉɆ); 

¶ postgres  (ɔɗɓɔɈɓɆɥ ɇɆɍɆ ɊɆɓɓɡɛ ɗɋɖɈɎɗɔɈ); 

¶ postgres _exporter  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ postgres );  

¶ preview _service  (ɗɋɖɈɎɗ ɕɖɋɊɕɖɔɗɒɔɘɖɆ ɗɘɖɆɓɎɜ, ɓɆ ɐɔɘɔɖɡɋ ɔɘɕɖɆɈɑɋɓɡ 

ɗɗɡɑɐɎ); 

¶ prometheus  (ɔɘɈɋɝɆɋɘ ɍɆ ɗɓɥɘɎɋ, ɔɇɖɆɇɔɘɐə Ɏ ɛɖɆɓɋɓɎɋ ɒɋɘɖɎɐ ɗɋɖɈɎɗɔɈ); 

¶ push _service  (ɗɋɖɈɎɗ ɔɘɕɖɆɈɐɎ push -ɗɔɔɇɟɋɓɎɏ);  

¶ redis ( KV-ɛɖɆɓɎɑɎɟɋ)1;  

¶ redis _exporter  (ɍɆ ɗɓɥɘɎɋ ɒɋɘɖɎɐ ɗ redis );  

¶ settings  (ɔɘɈɋɝɆɋɘ ɍɆ ɛɖɆɓɋɓɎɋ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ); 

¶ sms _service  (ɗɋɖɈɎɗ Ɋɑɥ ɔɘɕɖɆɈɐɎ ȷȲȷ-ɗɔɔɇɟɋɓɎɏ); 

¶ stickers  (ɗɋɖɈɎɗ Ɋɑɥ əɕɖɆɈɑɋɓɎɥ ɗɘɎɐɋɖɆɒɎ); 

¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ); 

¶ trusts  (ɔɘɈɋɝɆɋɘ ɍɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ ɗ RTS Ɏ CTS);  

¶ docker _socket _proxy  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɖɔɗɒɔɘɖ ɑɔɉɔɈ ɐɔɓɘɋɏɓɋɖɔɈ 

Ɉ Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ); 

¶ voex  (ɗɋɖɈɎɗ Ɋɑɥ ɗɔɈɋɖɞɋɓɎɥ ɆəɊɎɔɈɡɍɔɈɔɈ). 

ȴɘɊɋɑɢɓɔ ɕɔɗɘɆɈɑɥɋɘɗɥ ɗɋɖɈɎɗ ɗɗɡɑɔɐ, ɔɓ ɗɔɗɘɔɎɘ Ɏɍ ɐɔɓɘɋɏɓɋɖɔɈ: 

¶ link  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɋɖɋɓɆɕɖɆɈɑɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ ɝɆɘ, ɐɆɓɆɑ, 

ɐɔɓɚɋɖɋɓɜɎɤ, ɍɈɔɓɔɐ); 

¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ). 

ȷɋɖɈɋɖ Web  Client  ɖɆɍɒɋɟɆɋɘɗɥ Ɉ ɊɋɒɎɑɎɘɆɖɎɍɔɈɆɓɓɔɏ ɗɋɘɋɈɔɏ ɍɔɓɋ 

ɐɔɒɕɆɓɎɎ Ɏ ɗɔɊɋɖɌɎɘ Ɉ ɗɋɇɋ ɗɑɋɊəɤɟɎɋ ɐɔɓɘɋɏɓɋɖɡ: 

¶ web _client (ɗɋɖɈɎɗ web client );  

¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ). 

ȷɋɖɈɎɗ ɗɗɡɑɔɐ Ɏ ɗɋɖɈɋɖ Web  Client  ɒɔɌɓɔ ɗɔɈɒɋɗɘɎɘɢ, ɕɖɎ ɗɔɈɒɋɟɋɓɎɎ 

ɗɔɗɘɆɈ ɐɔɓɘɋɏɓɋɖɔɈ ɇəɊɋɘ ɗɑɋɊəɤɟɎɏ: 

 

1  ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʪʜʝʣʴʥʳʡ ʩʠʩʪʝʤʥʳʡ Redis. ɺʩʪʨʦʝʥʥʳʡ ʢʦʥʪʝʡʥʝʨ Redis ʧʨʝʜʥʘʟʥʘʯʝʥ 
ʜʣʷ ʜʝʤʦʥʩʪʨʘʮʠʡ ʚʦʟʤʦʞʥʦʩʪʝʡ ʠʟʜʝʣʠʷ. 
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¶ link  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɋɖɋɓɆɕɖɆɈɑɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ ɝɆɘ, ɐɆɓɆɑ, 

ɐɔɓɚɋɖɋɓɜɎɤ, ɍɈɔɓɔɐ); 

¶ web _client (ɗɋɖɈɎɗ web client );  

¶ traefik  (ɔɘɈɋɝɆɋɘ ɍɆ ɕɔɑəɝɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɔɈ ɔɘ LE Ɏ ɘɋɖɒɎɓɆɜɎɤ TLS 

ɓɆ ɈɛɔɊɋ). 

ȷɕɎɗɔɐ ɐɔɓɘɋɏɓɋɖɔɈ ɖɆɍɊɋɑɋɓɓɔɉɔ CTS, Media  Ɏ Transcoding  ɕɖɋɊɗɘɆɈɑɋɓ 

Ɉ ɕɔɊɖɆɍɊɋɑɋ çȶɆɍɊɋɑɋɓɓɡɏ ɐɔɖɕɔɖɆɘɎɈɓɡɏ ɗɋɖɈɋɖè.  

ȸȮȵɁ ȦȹȸȫȳȸȮȺȮȰȦȼȮȮ 

ȷȰ çExpress è ɕɔɊɊɋɖɌɎɈɆɋɘ ɓɋɗɐɔɑɢɐɔ ɘɎɕɔɈ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ: 

¶ ɗ ɕɔɒɔɟɢɤ Active Directory;  

¶ ɗ ɕɔɒɔɟɢɤ ADLDS ;  

¶ ɗ ɕɔɒɔɟɢɤ e- mail ;  

¶ ɗ ɕɔɒɔɟɢɤ Keycloak . 

ȦȹȸȫȳȸȮȺȮȰȦȼȮɅ ȷ ȵȴȲȴȿɂɄ ACTIVE DIRECTORY 

Ȱ ɗɋɖɈɋɖə CTS ɓɆɕɖɥɒəɤ (ɑɎɇɔ ɝɋɖɋɍ VPN-ɘəɓɓɋɑɢ) ɕɔɊɐɑɤɝɆɋɘɗɥ 

ɐɔɓɘɖɔɑɑɋɖ ɊɔɒɋɓɆ Active Directory. ȦəɘɋɓɘɎɚɎɐɆɜɎɥ ɕɔɑɢɍɔɈɆɘɋɑɥ 

Ɉɡɕɔɑɓɥɋɘɗɥ ɕɆɖɔɏ ɑɔɉɎɓ/ɕɆɖɔɑɢ Ɏɍ Active Directory  

ȵɔɊɊɋɖɌɎɈɆɋɘɗɥ ɐɔɓɚɎɉəɖɆɜɎɥ ɗ Ɉɡɉɖəɍɐɔɏ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɏɍ AD. Ȩ ɣɘɔɒ 

ɗɑəɝɆɋ ɆəɘɋɓɘɎɚɎɐɆɜɎɤ ɓəɌɓɔ ɈɡɕɔɑɓɎɘɢ ɗ ɕɔɒɔɟɢɤ ȵȮȳ-ɐɔɊɆ, ɈɡɗɑɆɓɓɔɉɔ 

ɓɆ ɕɔɝɘə. ȸɆɐɆɥ ɐɔɓɚɎɉəɖɆɜɎɥ ɕɔɍɈɔɑɥɋɘ ɔɕɋɖɆɘɎɈɓɔ ɈɑɎɥɘɢ ɓɆ ɕɔɈɋɊɋɓɎɋ 

əɝɋɘɓɔɏ ɍɆɕɎɗɎ Ɉ CTS ɗ ɕɔɒɔɟɢɤ ɎɍɒɋɓɋɓɎɏ əɝɋɘɓɔɏ ɍɆɕɎɗɎ Ɉ Active 

Directory. ȳɆɕɖɎɒɋɖ: ɔɘɐɑɤɝɋɓɎɋ, ɕɖɔɗɖɔɝɐɆ, ɎɍɒɋɓɋɓɎɋ ɕɆɖɔɑɥ Ɏ 

ɎɗɐɑɤɝɋɓɎɋ Ɏɍ ɉɖəɕɕɡ ɈɡɇɔɖɐɎ əɝɋɘɓɔɏ ɍɆɕɎɗɎ Ɉ Active Directory. 

ȵɖɎɒɋɖ ɕɔɊɐɑɤɝɋɓɎɥ ɖɆɗɗɒɆɘɖɎɈɆɋɘɗɥ ɓɆ ɇɆɍɋ ɘɎɕɔɈɔɏ ɗɛɋɒɡ 

ɖɆɍɈɋɖɘɡɈɆɓɎɥ ɖɆɍɊɋɑɋɓɓɔɉɔ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ (ɖɎɗ. 5).  

ȳɔɒɋɖɆ ɗɋɘɋɈɡɛ ɈɍɆɎɒɔɊɋɏɗɘɈɎɏ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɓɔɒɋɖə ɗɘɖɔɐɎ Ɉ ȵɖɎɑɔɌɋɓɎɎ 2. 
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ɖɎɗ. 5 

ȦȹȸȫȳȸȮȺȮȰȦȼȮɅ ȷ ȵȴȲȴȿɂɄ ADLDS  

Ȱ ɗɋɖɈɋɖə CTS ɕɔɊɐɑɤɝɆɋɘɗɥ ɗɋɖɈɋɖ ɗ ADLDS. ȷɎɓɛɖɆɓɎɍɆɜɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

Ɏɍ ɐɔɓɘɖɔɑɑɋɖɆ ɊɔɒɋɓɆ Active Directory ɕɖɔɎɍɈɔɊɎɘɗɥ ɗ ɓɋɐɔɘɔɖɔɏ 

ɕɋɖɎɔɊɎɝɓɔɗɘɢɤ ɗ ɕɔɒɔɟɢɤ ɗɕɋɜɎɆɑɢɓɔɉɔ ɗɐɖɎɕɘɆ. ȷɐɖɎɕɘ ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ 

ɖɆɍɖɆɇɔɘɝɎɐɔɒ ɓɆ ɣɘɆɕɋ ɈɓɋɊɖɋɓɎɥ. 

ȦəɘɋɓɘɎɚɎɐɆɜɎɥ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉɡɕɔɑɓɥɋɘɗɥ ɘɔɑɢɐɔ ɗ ɕɔɒɔɟɢɤ ɔɘɕɖɆɈɐɎ 

ȵȮȳ-ɐɔɊɆ ɓɆ ɕɔɝɘə ɕɔɑɢɍɔɈɆɘɋɑɥ, əɐɆɍɆɓɓəɤ Ɉ əɝɋɘɓɔɏ ɍɆɕɎɗɎ Ɉ Active 

Directory. ȵɖɎ ɍɆɈɋɊɋɓɎɎ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɕɔɑɢɍɔɈɆɘɋɑɥ ɕɔɑɥ ɚɔɖɒɎɖəɤɘɗɥ 

ɕɖɎ ɕɔɒɔɟɎ ɈɡɉɖəɍɐɎ ɆɘɖɎɇəɘɔɈ ɕɔ ɆɓɆɑɔɉɎɝɓɔ ɕɖɥɒɔɒə ɕɔɊɐɑɤɝɋɓɎɤ 

ɐ Active Directory.  

ȵɖɎɒɋɖ ɕɔɊɐɑɤɝɋɓɎɥ ɖɆɗɗɒɆɘɖɎɈɆɋɘɗɥ ɓɆ ɇɆɍɋ ɘɎɕɔɈɔɏ ɗɛɋɒɡ 

ɖɆɍɈɋɖɘɡɈɆɓɎɥ ɖɆɍɊɋɑɋɓɓɔɉɔ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ (ɖɎɗ. 6) . 

ȳɔɒɋɖɆ ɗɋɘɋɈɡɛ ɈɍɆɎɒɔɊɋɏɗɘɈɎɏ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɓɔɒɋɖə ɗɘɖɔɐɎ 

Ɉ ȵɖɎɑɔɌɋɓɎɎ 2 .  
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ɖɎɗ. 6 

ȦȹȸȫȳȸȮȺȮȰȦȼȮɅ ȷ ȵȴȲȴȿɂɄ E- MAIL  

ȹɝɋɘɓɡɋ ɍɆɕɎɗɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ ɗɔɍɊɆɤɘɗɥ ɓɆ ɗɋɖɈɋɖɋ ȷTS 

Ɉɖəɝɓəɤ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɒ ɎɑɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖ ɓɆɗɘɖɆɎɈɆɋɘ ɆɈɘɔɒɆɘɎɝɋɗɐɔɋ 

ɗɔɍɊɆɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɕɔ ɒɆɗɐɋ ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɡ.  

ȵɖɎɒɋɖ ɕɔɊɐɑɤɝɋɓɎɥ ɖɆɗɗɒɆɘɖɎɈɆɋɘɗɥ ɓɆ ɇɆɍɋ ɘɎɕɔɈɔɏ ɗɛɋɒɡ 

ɖɆɍɈɋɖɘɡɈɆɓɎɥ ɖɆɍɊɋɑɋɓɓɔɉɔ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ (ɖɎɗ. 7) . 

ȳɔɒɋɖɆ ɗɋɘɋɈɡɛ ɈɍɆɎɒɔɊɋɏɗɘɈɎɏ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɓɔɒɋɖə ɗɘɖɔɐɎ 

Ɉ ȵɖɎɑɔɌɋɓɎɎ 2 .  
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ɖɎɗ. 7 

ȦȹȸȫȳȸȮȺȮȰȦȼȮɅ ȷ ȵȴȲȴȿɂɄ KEYCLOAK 

ȪɆɓɓɡɋ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɍɆɕɔɑɓɥɤɘɗɥ ɗɔɉɑɆɗɓɔ ɆɘɖɎɇəɘɆɒ əɝɋɘɓɔɏ ɍɆɕɎɗɎ 

Ɉ Keycloak  ɕɔ ɆɓɆɑɔɉɎɎ ɗ Active Directory  (ɕɔɊɖɔɇɓɋɋ ɔ Keycloak  ɗɒ. 

Ɉ ȵɖɎɑɔɌɋɓɎɎ 9).  

ȷɑəɌɇɆ Keycloak ɒɔɌɋɘ ɐɆɐ ɕɔɊɐɑɤɝɆɘɢɗɥ ɐ ɐɔɓɘɖɔɑɑɋɖə Active Directory ɎɑɎ 

ɊɖəɉɎɒ ɎɗɘɔɝɓɎɐɆɒ ɊɆɓɓɡɛ (ɓɆɕɖɎɒɋɖ, HR-ɗɎɗɘɋɒɡ), ɘɆɐ Ɏ ɗɔɊɋɖɌɆɘɢ ɗɈɔɤ 

ɗɔɇɗɘɈɋɓɓəɤ ɇɆɍə ɕɔɑɢɍɔɈɆɘɋɑɋɏ.  

ȵɖɎɒɋɖ ɕɔɊɐɑɤɝɋɓɎɥ ɖɆɗɗɒɆɘɖɎɈɆɋɘɗɥ ɓɆ ɇɆɍɋ ɘɎɕɔɈɔɏ ɗɛɋɒɡ 

ɖɆɍɈɋɖɘɡɈɆɓɎɥ ɖɆɍɊɋɑɋɓɓɔɉɔ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ (ɖɎɗ. 8) . 

ȳɔɒɋɖɆ ɗɋɘɋɈɡɛ ɈɍɆɎɒɔɊɋɏɗɘɈɎɏ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɓɔɒɋɖə ɗɘɖɔɐɎ 

Ɉ ȵɖɎɑɔɌɋɓɎɎ 2 .  
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ɖɎɗ. 8 

ȷȮȷȸȫȲȳɁȫ ȸȶȫȧȴȨȦȳȮɅ 

ȸȶȫȧȴȨȦȳȮɅ Ȱ ȵȱȦȸȺȴȶȲȫ 

ŕǐǅǌǀǗƹǍǅǀː Ł ƿƹǍǍǎǌ ǏǎƿǐƹǄƿǀǋǀ ǐƹǑǑǌƹǒǐǅƻƹǨǒǑǩ ǒǐǀƺǎƻƹǍǅǩ ǉǏǋƹǒǕǎǐǌǀ
ǍǀǎǒǉƹǄǎǓǑǒǎǆǗǅƻǎǆ ǉǎǍǕǅƼǓǐƹǘǅǅǅǄ ǐƹǑǗǀǒƹ ǉǎǋǅǗǀǑǒƻƹ ǏǎǋǜǄǎƻƹǒǀǋǀǆ ǌǀǍǀǀ5000. 
ņǑǋǅ ǏǐǀƿǏǎǋƹƼƹǀǒǑǩƺǎǋǜǙǀǀ ǉǎǋǅǗǀǑǒƻǎ ǏǎǋǜǄǎƻƹǒǀǋǀǆ, ǎƺǐƹǒǅǒǀǑǜ
Ǆƹ ǅǍƿǅƻǅƿǓƹǋǜǍǞǌ Ǐǐǎǀǉǒǎǌ ǉ ǐƹǄǐƹƺǎǒǗǅǉǓː 

CTS ɒɔɌɋɘ ɇɡɘɢ ɖɆɍɈɋɖɓəɘ ɓɆ ɆɕɕɆɖɆɘɓɔɏ ɕɑɆɘɚɔɖɒɋ ɎɑɎ Ɉ ɗɖɋɊɋ 

ɈɎɖɘəɆɑɎɍɆɜɎɎ.  

ȹ Front  CTS Ɏ Media  ɊɔɑɌɋɓ ɇɡɘɢ ɔɊɎɓ ɗɋɘɋɈɔɏ Ɏɓɘɋɖɚɋɏɗ ɗ ɕɔɊɊɋɖɌɐɔɏ IPv 4 

(ɓɋɔɇɛɔɊɎɒ Ɋɑɥ ɍɆɕəɗɐɆ ɗɋɖɈɎɗɔɈ, ɒɆɖɞɖəɘɎɍɆɜɎɥ ɘɖɆɚɎɐɆ IPv 6 

ɓɋ ɘɖɋɇəɋɘɗɥ).  

ȶɆɗɝɋɘ ɗɋɖɈɋɖɆ Media  Ɉɡɕɔɑɓɋɓ Ɏɍ ɖɆɗɝɋɘɆ 0.3 CPU ɓɆ ɔɊɓɔɉɔ əɝɆɗɘɓɎɐɆ 

ɒɋɊɎɆɈɡɍɔɈɆ, ɐɔɑɎɝɋɗɘɈɔ ɔɊɓɔɈɖɋɒɋɓɓɡɛ əɝɆɗɘɓɎɐɔɈ ɗɔɗɘɆɈɑɥɋɘ 10% 

ɔɘ ɐɔɑɎɝɋɗɘɈɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɗɎɗɘɋɒɡ. Ȩ ɗɑəɝɆɋ əɈɋɑɎɝɋɓɎɥ ɐɔɑɎɝɋɗɘɈɆ 

ɔɊɓɔɈɖɋɒɋɓɓɡɛ əɝɆɗɘɓɎɐɔɈ ɒɋɊɎɆɈɡɍɔɈɔɈ ɗɑɋɊəɋɘ əɈɋɑɎɝɎɘɢ ɐɔɑɎɝɋɗɘɈɔ 

CPU ɗ ɔɐɖəɉɑɋɓɎɋɒ Ɋɔ ɜɋɑɔɉɔ Ɉ ɇɔɑɢɞəɤ ɗɘɔɖɔɓə. 

Media  ɗɔɊɋɖɌɎɘ ɐɔɒɕɔɓɋɓɘ ɔɇɖɆɇɔɘɐɎ ɍɆɕɎɗɋɏ ɒɋɊɎɆɈɡɍɔɈɔɈ Ɏ ɐɔɓɚɋɖɋɓɜɎɏ, 

Ɋɑɥ ɋɉɔ ɖɆɇɔɘɡ ɘɖɋɇəɋɘɗɥ ɈɡɊɋɑɋɓɎɋ ɊɔɕɔɑɓɎɘɋɑɢɓɡɛ CPU. ȰɔɑɎɝɋɗɘɈɔ 

ɈɡɊɋɑɋɓɓɡɛ CPU ɈɑɎɥɋɘ ɓɆ ɗɐɔɖɔɗɘɢ ɔɇɖɆɇɔɘɐɎ ɈɎɊɋɔɍɆɕɎɗɋɏ Ɏ ɒɔɌɋɘ ɇɡɘɢ 
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əɈɋɑɎɝɋɓɔ Ɉ ɗɑəɝɆɋ ɓɎɍɐɔɏ ɗɐɔɖɔɗɘɎ ɔɇɖɆɇɔɘɐɎ ɍɆɕɎɗɋɏ. Ȩ ɘɖɋɇɔɈɆɓɎɥɛ ɓɎɌɋ 

əɝɘɋɓɡ ɓɋɔɇɛɔɊɎɒɡɋ ɖɋɗəɖɗɡ Ɋɑɥ ɗɋɖɈɎɗɆ ɔɇɖɆɇɔɘɐɎ ɈɎɊɋɔɍɆɕɎɗɋɏ.  

ȫɗɑɎ ɕɑɆɓɎɖəɋɘɗɥ ɇɔɑɋɋ 80 ɔɊɓɔɈɖɋɒɋɓɓɡɛ əɝɆɗɘɓɎɐɔɈ Ɉɔ Ɉɗɋɛ ɍɈɔɓɐɆɛ 

Ɏ ɐɔɓɚɋɖɋɓɜɎɥɛ, ɘɔ ɓɋɔɇɛɔɊɎɒɔ ɖɆɍɈɋɖɘɡɈɆɘɢ ɓɋɗɐɔɑɢɐɔ ɗɋɖɈɋɖɔɈ Media  

Ɋɑɥ əɒɋɓɢɞɋɓɎɥ ɐɔɑɎɝɋɗɘɈɆ CPU ɓɆ ɔɊɓɔɒ ɗɋɖɈɋɖɋ. 

ȳɆɝɎɓɆɥ ɔɘ 100 ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɏ Ɉɡɞɋ,  Ɏɍ ɗɋɖɈɋɖɆ Media  ɓɋɔɇɛɔɊɎɒɔ 

ɔɘɊɋɑɢɓɔ ɈɡɊɋɑɎɘɢ ɗɋɖɈɋɖ Transcoding .  

ȵɖɔɕəɗɐɓɆɥ ɗɕɔɗɔɇɓɔɗɘɢ ɗɋɘɎ ɕɖɎ ɕɖɔɈɋɊɋɓɎɎ ȨȰȷ Ɋɑɥ ɈɛɔɊɥɟɋɉɔ ɘɖɆɚɎɐɆ 

ɖɆɗɗɝɎɘɡɈɆɋɘɗɥ ɐɆɐ ɐɔɑɎɝɋɗɘɈɔ əɝɆɗɘɓɎɐɔɈ, əɒɓɔɌɋɓɓɔɋ ɓɆ 1,5 ȲɇɎɘ/ɗ. 

ȮɗɛɔɊɥɟɎɏ ɘɖɆɚɎɐ ɍɆɈɎɗɎɘ ɔɘ ɘɎɕɆ ɍɈɔɓɐɆ Ɏ ɖɆɗɐɑɆɊɐɎ ɣɐɖɆɓɆ ə əɝɆɗɘɓɎɐɔɈ. 

ȫɗɑɎ ə əɝɆɗɘɓɎɐɔɈ ɈɔɗɕɖɔɎɍɈɔɊɎɘɗɥ ɒəɑɢɘɎɣɐɖɆɓ (ɒɔɍɆɎɐɆ), ɘɔ ɓɆ ɐɆɌɊɔɉɔ 

əɝɆɗɘɓɎɐɆ ɕɖɎɛɔɊɎɘɗɥ ɕɖɔɎɍɈɋɊɋɓɎɋ ɐɔɑɎɝɋɗɘɈɆ ɥɝɋɋɐ Ɉ ɒɔɍɆɎɐɋ 

(ɒɆɐɗɎɒɆɑɢɓɔ ð 20) ɓɆ 140 ȰɇɎɘ/ɗ (ɓɎɍɐɔɋ ɐɆɝɋɗɘɈɔ). Ȫɑɥ ɍɈəɐɔɈɔɉɔ ɐɆɓɆɑɆ 

ɓɋɔɇɛɔɊɎɒɔ 16 ȰɇɎɘ/ɗ. ȪɋɒɔɓɗɘɖɆɜɎɥ ɣɐɖɆɓɆ ɍɆɈɎɗɎɘ ɔɘ ɛɆɖɆɐɘɋɖɆ ɐɆɖɘɎɓɐɎ: 

Ɋɑɥ ɗɘɆɘɎɝɓɡɛ ɕɖɋɍɋɓɘɆɜɎɏ 30ð50 ȰɇɎɘ/ɗ, Ɋɑɥ ɊɎɓɆɒɎɝɓɡɛ ɒɆɐɗɎɒɆɑɢɓɡɋ 

ɍɓɆɝɋɓɎɥ ɒɔɉəɘ ɊɔɗɘɎɉɆɘɢ 2 ȲɇɎɘ/ɗ ɓɆ ɐɆɌɊɔɉɔ əɝɆɗɘɓɎɐɆ. 

ŁƹǃǍǎˍ Ņǋǩ ǏǎǋǓǗǀǍǅǩ ǌǅǍǅǌƹǋǜǍǞǖ ǑǅǑǒǀǌǍǞǖ ǒǐǀƺǎƻƹǍǅǆ Ǐǐǅ ǓǑǒƹǍǎƻǉǀ ǑǀǐƻǀǐƹSingle 
CTS ǒǐǀƺǓǀǒǑǩ Ǒǋǎǃǅǒǜ ǑǎǎǒƻǀǒǑǒƻǓǨǚǅǀ ǏƹǐƹǌǀǒǐǞ ƿǋǩFront CTS ǅ Back CTS. 

ɘɆɇɑ. 3 ï ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:100 

ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD  ȩɇ IOps  

Front CTS  1 1 45  13  

Media  3 2 45  13  

Transcoding  2 4 65  13  

Back CTS  4 8 211  33  

Bot  1 2 65  7 

Ȩɗɋɉɔ 11  1 7  431  79  

 

ɘɆɇɑ. 4 ï ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:200 

ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD ȩɇ IOps  

Front CTS  1 1 45  13  

Media  6 4 45  13  

Transcoding  2 4 65  13  

Back CTS  4 10  358  43  

Bot  2 4 85  9 

Ȩɗɋɉɔ 15  23  598  91  

 

ɘɆɇɑ. 5 ï ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:300 

ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD ȩɇ IOps  

Front CTS  1 1 45  13  

Media  9 4 45  13  

Transcoding  3 4 65  13  

Back CTS  6 12  504  53  

Bot  3 5 105  11  

Ȩɗɋɉɔ 2 2  26  764  103  

 

ɘɆɇɑ. 6 ï ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:400 

ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD ȩɇ IOps  

Front CTS  1 1 45  13  

Media  14  8 45  13  

Transcoding  4 4 65  13  

Back CTS  6 14  651  63  
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ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD ȩɇ IOps  

Bot  3 6 100  13  

Ȩɗɋɉɔ 28  33  9 06  115  

 

ɘɆɇɑ. 7 ï ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:500 

ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD ȩɇ IOps  

Front CTS  2 1 45  13  

Media  19  10  45  13  

Transcoding  4 4 65  13  

Back CTS  8 16  797  73  

Bot  4 7 145  15  

Ȩɗɋɉɔ 37  38  1097  127  

 

ɘɆɇɑ. 8 ï ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:600 

ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD ȩɇ IOps  

Front CTS  2 1 45  13  

Media  22  12  45  13  

Transcoding  4 4 65  13  

Back CTS  8 18  944  83  

Bot  4 8 165  17  

Ȩɗɋɉɔ 40  43  1264  139  

 

ɘɆɇɑ. 9 ï ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:700 

ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD ȩɇ IOps  

Front CTS  2 1 45  13  

Media  25  12  45  13  

Transcoding  5 4 65  13  

Back CTS  10  18  1090  93  

Bot  4 9 185  19  

Ȩɗɋɉɔ 46  44  1430  151  

 

ɘɆɇɑ. 10  ï ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:800 

ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD ȩɇ IOps  

Front CTS  2 2 45  13  

Media  1 14  8 45  13  

Media  2 14  8 45  13  

Transcoding  5 4 65  13  

Back CTS  10  20  1237  103  

Bot  5 10  205  21  

Ȩɗɋɉɔ 50  52  1642  176  

 

ɘɆɇɑ. 11  ï ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:900 

ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD ȩɇ IOps  

Front CTS  2 2 45  13  

Media  1 17  8 45  13  

Media  2 17  8 45  13  

Transcoding  6 4 65  13  

Back CTS  12  22  1383  103  

Bot  5 11  225  21  

Ȩɗɋɉɔ 5 9  55  1808  1 76  
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ɘɆɇɑ. 12  ï ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:1000 

ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD ȩɇ IOps  

Front CTS  2 2 45  13  

Media  1 18  10  45  13  

Media  2 18  10  45  13  

Transcoding  6 4 65  13  

Back CTS  12  24  1530  123  

Bot  6 12  245  25  

Ȩɗɋɉɔ 62  62  1975  200  

 

ɘɆɇɑ. 13  ï ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:2000 

ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD ȩɇ IOps  

Front CTS  4 2 45  13  

Media  1 24  12  45  13  

Media  2 24  12  45  13  

Media  3 24  12  45  13  

Transcoding  12  4 65  13  

Back CTS  16  30  2995  223  

Bot  7 14 445  45  

Ȩɗɋɉɔ 111  86  3685  333  

 

ɘɆɇɑ. 14  ï ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:3000 

ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD ȩɇ IOps  

Front CTS  6 3 45  13  

Media  1 22  12  45  13  

Media  2 22  12  45  13  

Media  3 22  12  45  13  

Media  4 22  12  45  13  

Media  5 22  12  45  13  

Transcoding  20  4 65  13  

Back CTS  20  36  4460  323  

Bot  8 16  645  65  

Ȩɗɋɉɔ 16 4  119  5440  479  

 

ɘɆɇɑ. 15  ï ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:4000 

ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD ȩɇ IOps  

Front CTS  8 4 45  13  

Media  1 24  12  45  13  

Media  2 24  12  45  13  

Media  3 24  12  45  13  

Media  4 24  12  45  13  

Media  5 24  12  45  13  

Media  6 24  12  45  13  

Transcoding  1 14  4 65  13  

Transcoding  2 14  4 65  13  

Back CTS  24  42  5924  423  

Bot  10  18  845  85  

Ȩɗɋɉɔ 214  144  7214  625  

 

ɘɆɇɑ. 16  ï ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ:5000 

ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD ȩɇ IOps  

Front CTS  10  5 45  13  

Media  1 23  12  45  13  
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ȶɔɑɢ ɗɋɖɈɋɖɆ vCPU / CPU Core  RAM ȩɇ SSD ȩɇ IOps  

Media  2 23  12  45  13  

Media  3 23  12  45  13  

Media  4 23  12  45  13  

Media  5 23  12  45  13  

Media  6 23  12  45  13  

Media  7 23  12  45  13  

Media  8 23  12  45  13  

Transcoding  1 18  4 65  13  

Transcoding  2 18  4 65  13  

Back CTS  28  48  7364  523  

Bot  10  18  1020  105  

Ȩɗɋɉɔ 26 8  175  89 19  771  

 

ŕǐǅǌǀǗƹǍǅǀː ŔƺǝǀǌSSD ƻǄǩǒ ǅǄ ǐƹǑǗǀǒƹ ƼǋǓƺǅǍǞ ǖǐƹǍǀǍǅǩǃǓǐǍƹǋǎƻ ˜ʵ łƺ˝
ǅ ǏǎǋǜǄǎƻƹǒǀǋǜǑǉǅǖ ƿƹǍǍǞǖ ˜ʸ łƺ˝ Ǆƹ ʸ Ƽǎƿƹː ŅƹǍǍǞǀ Ǐǎ ǒǐǀƺǓǀǌǎǌǓ ǌǀǑǒǓ ǌǎƼǓǒ
ǄǍƹǗǅǒǀǋǜǍǎ ǎǒǋǅǗƹǒǜǑǩ ǎǒ ǐƹǑǗǀǒǍǞǖ Ǐǐǅ ƺǎǋǀǀ ƹǉǒǅƻǍǎǌ ǅǑǏǎǋǜǄǎƻƹǍǅǅ ǅǄƿǀǋǅǩː 

Ņǋǩ ǓǋǓǗǙǀǍǅǩ Ǐƹǐƹǌǀǒǐǎƻ ǏǐǎǅǄƻǎƿǅǒǀǋǜǍǎǑǒǅ ǅ ǑǎƻǌǀǑǒǅǌǎǑǒǅˋ ƹ ǒƹǉǃǀ
ƿǋǩ ǓǏǐǎǚǀǍǅǩ ǎƺǑǋǓǃǅƻƹǍǅǩ ǐǀǉǎǌǀǍƿǓǀǒǑǩ ǅǑǏǎǋǜǄǎƻƹǒǜ ƹǉǒǓƹǋǜǍǞǀ Ǎƹ ǌǎǌǀǍǒ
ǓǑǒƹǍǎƻǉǅ ƻǀǐǑǅǅ ǑǅǑǒǀǌǍǎƼǎ ŕŔː 

ȲɎɓɎɒɆɑɢɓɡɋ ɗɎɗɘɋɒɓɡɋ ɘɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɈɋɖə CTS Ɋɑɥ əɗɘɆɓɔɈɐɎ ɕɔɊɗɎɗɘɋɒ 

(ɇɋɍ ɔɘɐɆɍɔəɗɘɔɏɝɎɈɔɗɘɎ) (ɘɆɇɑ. 17 ) :  

ɘɆɇɑ. 17  

Ƀɑɋɒɋɓɘ ȵɆɖɆɒɋɘɖɡ 

ȵɖɔɜɋɗɗɔɖ ȰɔɑɎɝɋɗɘɈɔ ɥɊɋɖ ɈɡɇɎɖɆɋɘɗɥ ɗɔɉɑɆɗɓɔ ɘɆɇɑ. 3 ð ɘɆɇɑ. 16 , ɝɆɗɘɔɘɆ ɓɋ ɒɋɓɋɋ 
3.60 ȩȩɜ 

ȴɕɋɖɆɘɎɈɓɆɥ ɕɆɒɥɘɢ ȰɔɑɎɝɋɗɘɈɔ ɕɆɒɥɘɎ ɈɡɇɎɖɆɋɘɗɥ ɗɔɉɑɆɗɓɔ ɘɆɇɑ. 3 ð ɘɆɇɑ. 16  

ȴɕɋɖɆɜɎɔɓɓɆɥ ɗɎɗɘɋɒɆ ¶ Ubuntu 22.04 LTS Ɏ Ɉɡɞɋ; 

¶ CentOS 7 Ɏ Ɉɡɞɋ; 

¶ Centos Stream 8 Ɏ Ɉɡɞɋ; 

¶ Debian 12.0 Ɏ Ɉɡɞɋ; 

¶ RHEL 7.1 Ɏ Ɉɡɞɋ; 

¶ ȶȫȪ ȴȷ 7.2 Ɏ Ɉɡɞɋ; 

¶ Astra  Linux  Special  Edition  1.7 Ɏ Ɉɡɞɋ (Ɉ ɖɋɊɆɐɜɎɎ çȨɔɖɔɓɋɌè Ɏ 
çȷɒɔɑɋɓɗɐè ɍɆɕəɗɐ ɈɔɍɒɔɌɋɓ ɘɔɑɢɐɔ ɕɖɎ ɎɓɊɎɈɎɊəɆɑɢɓɔɏ ɓɆɗɘɖɔɏɐɋ 
ɔɐɖəɌɋɓɎɥ) 

ȬɋɗɘɐɎɏ ɊɎɗɐ ȳɋ ɒɋɓɋɋ 500 ȩɇ 

ȴɇɟɋɗɎɗɘɋɒɓɔɋ ȵȴ ¶ Docker -ce ɈɋɖɗɎɎ 20.10.23 Ɏ Ɉɡɞɋ; 

¶ PostgreSQL ɈɋɖɗɎɎ 14 Ɏ Ɉɡɞɋ; 

¶ etcd  ɈɋɖɗɎɎ 3.5.x Ɏ Ɉɡɞɋ; 

¶ Kafka ɈɋɖɗɎɎ 2.12 Ɏ Ɉɡɞɋ;  

¶ Redis ɈɋɖɗɎɎ 7.2.4 Ɏ Ɉɡɞɋ 

ȷɋɘɋɈɔɏ ɆɊɆɕɘɋɖ 1 ȩɇ/ɗ 

 

ȲɎɓɎɒɆɑɢɓɡɋ ɗɎɗɘɋɒɓɡɋ ɘɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɈɋɖə ETS Ɋɑɥ əɗɘɆɓɔɈɐɎ ɕɔɊɗɎɗɘɋɒ 

(ɇɋɍ ɔɘɐɆɍɔəɗɘɔɏɝɎɈɔɗɘɎ) (ɘɆɇɑ. 18 ) :  

ɘɆɇɑ. 18  

Ƀɑɋɒɋɓɘ ȵɆɖɆɒɋɘɖɡ 

ȵɖɔɜɋɗɗɔɖ 4 ɥɊɖɆ, ɝɆɗɘɔɘɆ ɓɋ ɒɋɓɋɋ 3.60 ȩȩɜ 

ȴɕɋɖɆɘɎɈɓɆɥ ɕɆɒɥɘɢ 8 ȩɇ 

ȴɕɋɖɆɜɎɔɓɓɆɥ ɗɎɗɘɋɒɆ ¶ Ubuntu 22.04 LTS Ɏ Ɉɡɞɋ; 

¶ CentOS 7 Ɏ Ɉɡɞɋ; 

¶ Centos Stream 8 Ɏ Ɉɡɞɋ; 

¶ RHEL 7.1 Ɏ Ɉɡɞɋ; 

¶ ȶȫȪ ȴȷ 7.2 Ɏ Ɉɡɞɋ; 
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Ƀɑɋɒɋɓɘ ȵɆɖɆɒɋɘɖɡ 

¶ Astra  Linux  Special  Edition  1.7 Ɏ Ɉɡɞɋ (Ɉ ɖɋɊɆɐɜɎɎ çȨɔɖɔɓɋɌè Ɏ 
çȷɒɔɑɋɓɗɐè ɍɆɕəɗɐ ɈɔɍɒɔɌɋɓ ɘɔɑɢɐɔ ɕɖɎ ɎɓɊɎɈɎɊəɆɑɢɓɔɏ ɓɆɗɘɖɔɏɐɋ 
ɔɐɖəɌɋɓɎɥ)  

ȬɋɗɘɐɎɏ ɊɎɗɐ ȳɋ ɒɋɓɋɋ 500 ȩɇ 

ȴɇɟɋɗɎɗɘɋɒɓɔɋ ȵȴ ¶ Docker -ce ɈɋɖɗɎɎ 20.10.23 Ɏ Ɉɡɞɋ; 

¶ PostgreSQL ɈɋɖɗɎɎ 14 Ɏ Ɉɡɞɋ; 

¶ etcd  ɈɋɖɗɎɎ 3.5.x Ɏ Ɉɡɞɋ; 

¶ Kafka ɈɋɖɗɎɎ 2.12 Ɏ Ɉɡɞɋ;  

¶ Redis ɈɋɖɗɎɎ 7.2.4 Ɏ Ɉɡɞɋ 

ȷɋɘɋɈɔɏ ɆɊɆɕɘɋɖ 1 ȩɇ/ɗ 

 

ȲɎɓɎɒɆɑɢɓɡɋ ɗɎɗɘɋɒɓɡɋ ɘɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɈɋɖə RTS Ɋɑɥ əɗɘɆɓɔɈɐɎ ɕɔɊɗɎɗɘɋɒ 

(ɇɋɍ ɔɘɐɆɍɔəɗɘɔɏɝɎɈɔɗɘɎ) (ɘɆɇɑ. 19 ) :  

ɘɆɇɑ. 19  

Ƀɑɋɒɋɓɘ ȵɆɖɆɒɋɘɖɡ 

ȵɖɔɜɋɗɗɔɖ 4 ɥɊɖɆ, ɝɆɗɘɔɘɆ ɓɋ ɒɋɓɋɋ 3.60 ȩȩɜ 

ȴɕɋɖɆɘɎɈɓɆɥ ɕɆɒɥɘɢ 16 ȩɇ 

ȴɕɋɖɆɜɎɔɓɓɆɥ ɗɎɗɘɋɒɆ ¶ Ubuntu 22.04 LTS Ɏ Ɉɡɞɋ; 

¶ CentOS 7 Ɏ Ɉɡɞɋ; 

¶ Centos Stream 8 Ɏ Ɉɡɞɋ; 

¶ RHEL 7.1 Ɏ Ɉɡɞɋ; 

¶ ȶȫȪ ȴȷ 7.2 Ɏ Ɉɡɞɋ; 

¶ Astra  Linux  Special  Edition  1.7 Ɏ Ɉɡɞɋ (Ɉ ɖɋɊɆɐɜɎɎ çȨɔɖɔɓɋɌè Ɏ 
çȷɒɔɑɋɓɗɐè ɍɆɕəɗɐ ɈɔɍɒɔɌɋɓ ɘɔɑɢɐɔ ɕɖɎ ɎɓɊɎɈɎɊəɆɑɢɓɔɏ ɓɆɗɘɖɔɏɐɋ 
ɔɐɖəɌɋɓɎɥ)  

ȬɋɗɘɐɎɏ ɊɎɗɐ ȳɋ ɒɋɓɋɋ 500 ȩɇ 

ȴɇɟɋɗɎɗɘɋɒɓɔɋ ȵȴ ¶ Docker -ce ɈɋɖɗɎɎ 20.10.23 Ɏ Ɉɡɞɋ; 

¶ PostgreSQL ɈɋɖɗɎɎ 14 Ɏ Ɉɡɞɋ; 

¶ etcd  ɈɋɖɗɎɎ 3.5.x Ɏ Ɉɡɞɋ; 

¶ Kafka ɈɋɖɗɎɎ 2.12 Ɏ Ɉɡɞɋ;  

¶ Redis ɈɋɖɗɎɎ 7.2.4 Ɏ Ɉɡɞɋ 

ȷɋɘɋɈɔɏ ɆɊɆɕɘɋɖ 1 ȩɇ/ɗ 

 

ŕǐǅǌǀǗƹǍǅǀː ŕǐǅ ƻǎǄǍǅǉǍǎƻǀǍǅǅ ǏǐǎƺǋǀǌǞ ǘǅǉǋǅǗǍǎƼǎ ǐǀǑǒƹǐǒƹ ÷Àæ÷ÀǑǌǑːǒǐː 112 

Ȩ ɗɔɗɘɆɈɋ ɕɔɗɘɆɈɐɎ ȵȴ Express  ɕɖɋɊɔɗɘɆɈɑɥɤɘɗɥ ɐɔɒɕɔɓɋɓɘɡ Ɉ ɜɋɑɥɛ 

ɊɋɒɔɓɗɘɖɆɜɎɎ ɚəɓɐɜɎɔɓɆɑɢɓɔɗɘɎ. Ȯɛ ɎɗɕɔɑɢɍɔɈɆɓɎɋ Ɉ ɕɖɔɊəɐɘɎɈɓɔɏ ɗɖɋɊɋ 

ɓɋ ɖɋɐɔɒɋɓɊəɋɘɗɥ. ȵɋɖɋɊ əɗɘɆɓɔɈɐɔɏ ɐɔɒɕɔɓɋɓɘɔɈ ȵȴ Express  ɖɋɐɔɒɋɓɊəɋɘɗɥ 

ɖɆɍɖɆɇɔɘɆɘɢ ɆɖɛɎɘɋɐɘəɖɓəɤ ɗɛɋɒə ɎɓɗɘɆɑɑɥɜɎɏ.  

ŕǐǅǌǀǗƹǍǅǀː ŖƹǄǐƹƺǎǒǗǅǉ ŗŏ ˣExpressˤ ǎǒƻǀǒǑǒƻǀǍǍǎǑǒǅ Ǆƹ ǅǑǏǎǋǜǄǎƻƹǍǅǀ
ƿǀǌǎǍǑǒǐƹǘǅǎǍǍǞǖ ǉǎǌǏǎǍǀǍǒǎƻ ƻ ǏǐǎƿǓǉǒǅƻǍǎǆ Ǒǐǀƿǀ Ǎǀ ǍǀǑǀǒː 

ȸɖɋɇɔɈɆɓɎɋ ɐ ɔɕɋɖɆɜɎɔɓɓɔɏ ɗɎɗɘɋɒɋ: ȷɋɖɈɋɖɡ CTS, ETC, RTS 

ɕɔɊɊɋɖɌɎɈɆɤɘ ɑɤɇəɤ ȴȷ ɗɋɒɋɏɗɘɈɆ Linux , ɓɆ ɐɔɘɔɖɡɏ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ 

Docker  20.10.23 . ȶɋɐɔɒɋɓɊəɋɘɗɥ Ubuntu  22.04 LTS Ɏ Ɉɡɞɋ.  

ŕǐǅǌǀǗƹǍǅǀ. ŗǀǐƻǀǐǞCTS, ETC, RTS ǏǎƿƿǀǐǃǅƻƹǨǒ ŔŗAstra Linux 2.12.43 Common Edition 
ˣŔǐǀǋ.ʕ 

ȸɖɋɇɔɈɆɓɎɋ ɐ ȵȴ ɐɔɓɘɋɏɓɋɖɎɍɆɜɎɎ: Docker : 20.10.23  (ɓɆɗɘɔɥɘɋɑɢɓɔ 

ɖɋɐɔɒɋɓɊəɋɘɗɥ əɗɘɆɓɔɈɐɆ Ɏɍ ɖɋɕɔɍɎɘɔɖɎɥ docker 1).  

 

1 https://docs.docker.com/install/linux/docker-ce/ubuntu/ 

https://docs.docker.com/install/linux/docker-ce/ubuntu/
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ȸɖɋɇɔɈɆɓɎɋ ɐ ɗɎɓɛɖɔɓɎɍɆɜɎɎ ɈɖɋɒɋɓɎ: ȳɋɔɇɛɔɊɎɒ əɗɘɆɓɔɈɑɋɓɓɡɏ 

Ɏ ɓɆɗɘɖɔɋɓɓɡɏ ɑɔɐɆɑɢɓɡɏ ɗɋɖɈɋɖ NTP ɗ əɖɔɈɓɋɒ stratum  ɓɋ ɓɎɌɋ 15. 

Ȫɑɥ ɈɔɗɕɖɔɎɍɈɋɊɋɓɎɥ Ɉɋɇ-ɎɓɘɋɖɚɋɏɗɆ ɖɋɐɔɒɋɓɊəɋɘɗɥ ɎɗɕɔɑɢɍɔɈɆɘɢ 

ɇɖɆəɍɋɖɡ, ɕɋɖɋɝɎɗɑɋɓɓɡɋ Ɉ ɘɆɇɑ. 20 . 

ɘɆɇɑ. 20  

ȧɖɆəɍɋɖ ȨɋɖɗɎɥ 

Google Chrome  118  

Chromium  120  

Yandex Browser  23  

Firefox  120  

Opera  100  

Edge 118  

 

ȸȶȫȧȴȨȦȳȮɅ Ȱ DNS  

Ȫɑɥ ɐɔɖɖɋɐɘɓɔɏ ɖɆɇɔɘɡ ȷȰ çExpress è Ɏɗɕɔɑɢɍəɋɘɗɥ ɘɋɛɓɔɑɔɉɎɥ Split  DNS:  

¶ ɘɖɋɇəɋɘɗɥ DNS-Ɏɒɥ Ɋɑɥ ɗɋɖɈɋɖɆ CTS, ɖɆɍɖɋɞɆɋɒɔɋ Ɉ ɗɋɘɎ Ȯɓɘɋɖɓɋɘ 

Ɏ ɗɗɡɑɆɤɟɎɋɗɥ ɓɆ ɈɓɋɞɓɎɏ IP-ɆɊɖɋɗ ɕəɇɑɎɐɆɜɎɎ ɗɋɖɈɋɖɆ Single  CTS 

ɎɑɎ Front  CTS. ȶɋɐɔɒɋɓɊəɋɘɗɥ Ɏɒɥ ɘɖɋɘɢɋɉɔ əɖɔɈɓɥ, ɓɆɕɖɎɒɋɖ 

express .mydomain .tld ;   

¶ Ɉɔ Ɉɓəɘɖɋɓɓɋɏ ɗɋɘɎ ɐɔɒɕɆɓɎɎ DNS-Ɏɒɥ ɊɔɑɌɓɔ ɖɆɍɖɋɞɆɘɢɗɥ 

Ɉɔ ɈɓəɘɖɋɓɓɎɏ IP-ɆɊɖɋɗ ɗɋɖɈɋɖɆ CTS. ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɖɆɍɊɋɑɢɓɔɏ 

əɗɘɆɓɔɈɐɎ ( Front  + Back  CTS) ɐɆɌɊɔɒə ɗɋɖɈɋɖə ɓɆɍɓɆɝɆɋɘɗɥ Ɉɓəɘɖɋɓɓɋɋ 

DNS-Ɏɒɥ,  ɔɘɑɎɝɓɔɋ ɔɘ ɎɒɋɓɎ CTS-ɗɋɖɈɋɖɆ.  

ŁƹǃǍǎˍ ņǑǋǅ Ǎǀǒ ƻǎǄǌǎǃǍǎǑǒǅ ǅǑǏǎǋǜǄǎƻƹǒǜSplit DNS̀ ƿǎǏǓǑǉƹǀǒǑǩ ǍƹǑǒǐǎǆǉƹ ǑǐǀƿǑǒƻƹǌǅ
Ŕŗlinux  ̃ ǑǋǓǃƺƹsystemd- resolved˝ Ǒ ǏǐǀǎƺǐƹǄǎƻƹǍǅǀǌ ƻǎ ƻǍǓǒǐǀǍǍǀǆ Ǒǀǒǅ ǉǎǌǏƹǍǅǅ ǅǌǀǍ
ƻǎ ƻǍǓǒǐǀǍǍǅǆIP-ƹƿǐǀǑː 

ȸɖɋɇɔɈɆɓɎɥ ɐ DNS-ɎɒɋɓɎ ɗɋɖɈɋɖɆ Media  ɆɓɆɑɔɉɎɝɓɡ ɘɖɋɇɔɈɆɓɎɥɒ ɐ DNS-

ɎɒɋɓɎ ɗɋɖɈɋɖɆ CTS. 

ȸȶȫȧȴȨȦȳȮɅ Ȱ ȷȫȶȸȮȺȮȰȦȸȹ 

Ȫɑɥ ɖɆɇɔɘɡ ɎɍɊɋɑɎɥ ɘɖɋɇəɋɘɗɥ ɔɚɔɖɒɎɘɢ ɗɋɖɘɎɚɎɐɆɘ ɓɆ Ɉɓɋɞɓɋɋ Ɏɒɥ ɗɋɖɈɎɗɆ 

Express  ( FQDN ɎɑɎ wildcard ), Ɉɡɕəɟɋɓɓɡɏ ɕəɇɑɎɝɓɡɒ ɊɔɈɋɖɋɓɓɡɒ ɜɋɓɘɖɔɒ 

ɗɋɖɘɎɚɎɐɆɜɎɎ Ɏ əɊɔɈɑɋɘɈɔɖɥɤɟɎɏ ɗɑɋɊəɤɟɎɒ ɘɖɋɇɔɈɆɓɎɥɒ: 

¶ ɈɋɖɗɎɥ 3 Ɏ ɓɋ ɓɎɌɋ TLS 1.2;  

¶ ɊɑɎɓɆ ɐɑɤɝɆ ɓɋ ɒɋɓɢɞɋ 2048 ɇɎɘ; 

¶ ɆɑɉɔɖɎɘɒ ɕɔɊɕɎɗɎ SHA 256;  

¶ ɈɋɖɗɎɥ ɗɎɓɘɆɐɗɎɗɆ X.509 3;  

¶ ɓɋɍɆɞɎɚɖɔɈɆɓɓɡɏ ɍɆɐɖɡɘɡɏ ɐɑɤɝ. 

ȺɆɏɑ ɊɔɑɌɋɓ ɗɔɊɋɖɌɆɘɢ Ɉ ɗɋɇɋ ɗɋɖɘɎɚɎɐɆɘ ɗɋɖɈɋɖɆ, ɗɋɖɘɎɚɎɐɆɘɡ 

ɕɖɔɒɋɌəɘɔɝɓɔɉɔ ɜɋɓɘɖɆ ɗɋɖɘɎɚɎɐɆɜɎɎ Ɏ ɐɔɖɓɋɈɔɉɔ ɜɋɓɘɖɆ ɗɋɖɘɎɚɎɐɆɜɎɎ. 

ȺɔɖɒɆɘ ɗɋɖɘɎɚɎɐɆɘɔɈ ɊɔɑɌɋɓ ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ ɐɔɊɎɖɔɈɐɋ Base 64. ȺɆɏɑ 

ɍɆɐɖɡɘɔɉɔ ɐɑɤɝɆ ɊɔɑɌɋɓ ɗɔɊɋɖɌɆɘɢ ɓɋɞɎɚɖɔɈɆɓɓɡɏ ɍɆɐɖɡɘɡɏ ɐɑɤɝ 

ɐɔɊɎɖɔɈɐɎ Base 64 . 

ȵɖɎɒɋɖɓɆɥ ɗɘɖəɐɘəɖɆ ɚɆɏɑɆ ɗɋɖɘɎɚɎɐɆɘɆ ɎɍɔɇɖɆɌɋɓɆ ɓɆ ɖɎɗəɓɐɋ 

ɓɎɌɋ (ɖɎɗ. 9) .  
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ɖɎɗ. 9 

ȵɔɊɊɋɖɌɎɈɆɋɘɗɥ ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɇɋɗɕɑɆɘɓɔɉɔ ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ ɐɔɒɕɆɓɎɎ Let ` s 

Encrypt .  

ȸȶȫȧȴȨȦȳȮɅ Ȱ ȰȴȶȵȴȶȦȸȮȨȳȴȲȹ ȰȦȸȦȱȴȩȹ LDAP  

ȵɖɎ ɎɓɘɋɉɖɆɜɎɎ Express  ɗ ɐɔɖɕɔɖɆɘɎɈɓɡɒ ɐɆɘɆɑɔɉɔɒ ɓɆ ɇɆɍɋ Microsoft  Active  

Directory  ɘɖɋɇəɋɘɗɥ ɗɔɍɊɆɓɎɋ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɗ ɕɖɆɈɆɒɎ çDomain  Usersè 

Ɏ ɐɔɓɘɋɏɓɋɖɆ çdeleted  objects è1 .  

ȷɘɆɓɊɆɖɘɓɔɏ ɕɖɆɐɘɎɐɔɏ ɕɖɋɊɔɗɘɆɈɑɋɓɎɥ ɊɔɗɘəɕɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɐ Express  

ɥɈɑɥɋɘɗɥ ɗɔɍɊɆɓɎɋ ɉɖəɕɕɡ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Express  Ɉ Active  Directory . 

ȸɎɕ ɉɖəɕɕɡ ð çSecurity è, ɈɎɊɎɒɔɗɘɢ ɉɖəɕɕɡ ð çUniversal è. 

ȵɖɎ ɎɓɘɋɉɖɆɜɎɎ Express  ɗ ɐɔɖɕɔɖɆɘɎɈɓɡɒ ɐɆɘɆɑɔɉɔɒ ɓɆ ɇɆɍɋ LDAP-ɗɔɈɒɋɗɘɎɒɔɉɔ 

ɗɋɖɈɋɖɆ ɘɖɋɇəɋɘɗɥ ɗɔɍɊɆɓɎɋ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɗ ɕɖɆɈɆɒɎ ɝɘɋɓɎɥ ɐɆɘɆɑɔɉɆ.  

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɐɆɘɆɑɔɉɆ AD LDS ɆɈɘɔɖɎɍɆɜɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

ɔɗəɟɋɗɘɈɑɥɋɘɗɥ ɘɔɑɢɐɔ ɕɔ ȵȮȳ-ɐɔɊə ɓɆ email .  

ȸȶȫȧȴȨȦȳȮɅ Ȱ ȷȫȶȨȫȶȹ SMTP  

Ȫɑɥ ɈɔɍɒɔɌɓɔɗɘɎ ɔɘɕɖɆɈɐɎ ȵȮȳ-ɐɔɊɔɈ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ əɗɘɖɔɏɗɘɈɆ 

ɕɔɑɢɍɔɈɆɘɋɑɥ ɘɖɋɇəɋɘɗɥ ɗɔɍɊɆɓɎɋ ɓɆ ɕɔɝɘɔɈɔɒ ɗɋɖɈɋɖ əɝɋɘɓɔɏ ɍɆɕɎɗɎ, 

ɕɔɊ ɐɔɘɔɖɔɏ ɇəɊɋɘ ɕɖɔɎɍɈɔɊɎɘɢɗɥ ɔɘɕɖɆɈɐɆ ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɡ. 

ȸȶȫȧȴȨȦȳȮɅ Ȱ ȷȫȶȨȫȶȹ MEDIA  

ȷɋɖɈɋɖ Media  ɒɔɌɋɘ ɇɡɘɢ ɖɆɍɈɋɖɓəɘ ɓɆ ɆɕɕɆɖɆɘɓɔɒ ɗɋɖɈɋɖɋ ɎɑɎ Ɉ ɗɖɋɊɋ 

ɈɎɖɘəɆɑɎɍɆɜɎɎ. Ȫɑɥ ɗɋɖɈɋɖɆ Media  ɘɖɋɇəɋɘɗɥ ɔɘɊɋɑɢɓɡɏ FQDN Ɏ ɈɓɋɞɓɎɏ IP, 

ɔɘɑɎɝɓɡɋ ɔɘ CTS. 

ȲɎɓɎɒɆɑɢɓɡɋ ɗɎɗɘɋɒɓɡɋ ɘɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɈɋɖə Media  ɕɖɋɊɗɘɆɈɑɋɓɡ Ɉ ɘɆɇɑ. 21 . 

ɘɆɇɑ. 21  

Ƀɑɋɒɋɓɘ ȵɆɖɆɒɋɘɖɡ 

ȵɖɔɜɋɗɗɔɖ ȰɔɑɎɝɋɗɘɈɔ ɥɊɋɖ ɈɡɇɎɖɆɋɘɗɥ ɗɔɉɑɆɗɓɔ ɘɆɇɑ. 3 ð ɘɆɇɑ. 16, ɝɆɗɘɔɘɆ 

ɓɋ ɒɋɓɋɋ 3.60 ȩȩɜ 

ȴɕɋɖɆɘɎɈɓɆɥ ɕɆɒɥɘɢ ȰɔɑɎɝɋɗɘɈɔ ɕɆɒɥɘɎ ɈɡɇɎɖɆɋɘɗɥ ɗɔɉɑɆɗɓɔ ɘɆɇɑ. 3 ð ɘɆɇɑ. 16  

ȴɕɋɖɆɜɎɔɓɓɆɥ ɗɎɗɘɋɒɆ ¶ Ubuntu 22.04 LTS;  

¶ CentOS 7;  

¶ Centos Stream 8;  

¶ ȶȫȪ ȴȷ 7.2 Ɏ 7.3;  

¶ Astra  Linux  Special  Edition  1.7 Ɏ Ɉɡɞɋ (Ɉ ɖɋɊɆɐɜɎɎ çȨɔɖɔɓɋɌè Ɏ 
çȷɒɔɑɋɓɗɐè ɍɆɕəɗɐ ɈɔɍɒɔɌɋɓ ɘɔɑɢɐɔ ɕɖɎ ɎɓɊɎɈɎɊəɆɑɢɓɔɏ ɓɆɗɘɖɔɏɐɋ 
ɔɐɖəɌɋɓɎɥ)  

 

1 https://docs.microsoft.com/ru-ru/troubleshoot/windows-server/identity/non-administrators-view-deleted-object-container 
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Ƀɑɋɒɋɓɘ ȵɆɖɆɒɋɘɖɡ 

ȬɋɗɘɐɎɏ ɊɎɗɐ ȳɋ ɒɋɓɋɋ 50 ȩɇ 

ȴɇɟɋɗɎɗɘɋɒɓɔɋ ȵȴ Docker -ce ɈɋɖɗɎɎ 20.10.13 ɎɑɎ 20.10.23, ɎɑɎ 24.0 

ȷɋɘɋɈɔɏ ɆɊɆɕɘɋɖ Ethernet  

 

ŕǐǅǌǀǗƹǍǅǀː ŕǐǅ ƻǎǄǍǅǉǍǎƻǀǍǅǅ ǏǐǎƺǋǀǌǞ ǘǅǉǋǅǗǍǎƼǎ ǐǀǑǒƹǐǒƹ ÷Àæ÷À Ǒǌː Ǒǒǐː 112. 

ȸȶȫȧȴȨȦȳȮɅ Ȱ ȷȫȸȫȨɁȲ ȨȭȦȮȲȴȪȫȯȷȸȨȮɅȲ 

ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɘɋɈɡɒ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥɒ ɔɕɎɗɆɓɡ Ɉ ȵɖɎɑɔɌɋɓɎɎ 1 ,  

ȵɖɎɑɔɌɋɓɎɎ 2 , ȵɖɎɑɔɌɋɓɎɎ 3  Ɏ ȵɖɎɑɔɌɋɓɎɎ 4 .  

ȸȶȫȧȴȨȦȳȮɅ Ȱ ȷȫȶȨȫȶȹ Ȩȫȧ-ȰȱȮȫȳȸ 

ȷɋɖɈɋɖ Web  Client  ɒɔɌɋɘ ɇɡɘɢ ɖɆɍɈɋɖɓəɘ ɓɆ ɆɕɕɆɖɆɘɓɔɒ ɗɋɖɈɋɖɋ ɎɑɎ Ɉ ɗɖɋɊɋ 

ɈɎɖɘəɆɑɎɍɆɜɎɎ. ȲɎɓɎɒɆɑɢɓɡɋ ɗɎɗɘɋɒɓɡɋ ɘɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɈɋɖə Web  Client  

ɕɖɋɊɗɘɆɈɑɋɓɡ Ɉ ɘɆɇɑ. 22 . 

ɘɆɇɑ. 22  

Ƀɑɋɒɋɓɘ ȵɆɖɆɒɋɘɖɡ 

ȵɖɔɜɋɗɗɔɖ 2 ɥɊɖɆ, ɝɆɗɘɔɘɆ ɓɋ ɒɋɓɋɋ 3.60 ȩȩɜ 

ȴɕɋɖɆɘɎɈɓɆɥ ɕɆɒɥɘɢ 4 ȩɇ 

ȴɕɋɖɆɜɎɔɓɓɆɥ ɗɎɗɘɋɒɆ ¶ Ubuntu 22.04 LTS;  

¶ CentOS 7;  

¶ Centos Stream 8;  

¶ RHEL 7.1, 7.2, 7.3, 7.4, 7.5, 7.6, 7.7, 7.8, 7.9 Ɏ 8.0, 8.1, 8.2, 8.3, 8.4, 
8.5, 8.6, 8.7, 8.8;  

¶ ȶȫȪ ȴȷ 7.2 Ɏ 7.3; 

¶ Astra  Linux  Special  Edition  1.7 Ɏ Ɉɡɞɋ (Ɉ ɖɋɊɆɐɜɎɎ çȨɔɖɔɓɋɌè Ɏ 
çȷɒɔɑɋɓɗɐè ɍɆɕəɗɐ ɈɔɍɒɔɌɋɓ ɘɔɑɢɐɔ ɕɖɎ ɎɓɊɎɈɎɊəɆɑɢɓɔɏ ɓɆɗɘɖɔɏɐɋ 
ɔɐɖəɌɋɓɎɥ)  

ȬɋɗɘɐɎɏ ɊɎɗɐ ȳɋ ɒɋɓɋɋ 50 ȩɇ 

ȴɇɟɋɗɎɗɘɋɒɓɔɋ ȵȴ Docker -ce ɈɋɖɗɎɎ 20.10.23 

ȷɋɘɋɈɔɏ ɆɊɆɕɘɋɖ Ethernet  

 

ŕǐǅǌǀǗƹǍǅǀː ŕǐǅ ƻǎǄǍǅǉǍǎƻǀǍǅǅ ǏǐǎƺǋǀǌǞ ǘǅǉǋǅǗǍǎƼǎ ǐǀǑǒƹǐǒƹ ÷Àæ÷À Ǒǌː Ǒǒǐː 112 

ȸȶȫȧȴȨȦȳȮɅ Ȱ ȻȶȦȳȫȳȮɄ ȺȦȯȱȴȨ ȭȦȵȮȷȫȯ ȨȰȷ 

Ȩ ɕɖɔɜɋɗɗɋ ɍɆɕɎɗɎ ɐɔɓɚɋɖɋɓɜɎɎ ɚɆɏɑɡ ɗɔɍɊɆɤɘɗɥ Ɉ ɒɆɐɗɎɒɆɑɢɓɔ Ɋɔɗɘəɕɓɔɒ 

ɐɆɝɋɗɘɈɋ Ɏ ɍɆɘɋɒ ɗɌɎɒɆɤɘɗɥ Ɋɔ ɖɆɗɞɎɖɋɓɎɥ 1920ɛ1080 ɕɎɐɗɋɑɋɏ. 

ȹɗɕɋɞɓɔ ɗɔɍɊɆɓɓɡɋ ɚɆɏɑɡ ɛɖɆɓɥɘɗɥ ɓɆ ɗɋɖɈɋɖɋ CTS.  

ȳɆ ɗɋɖɈɋɖɋ Media  ɛɖɆɓɥɘɗɥ Ɉɖɋɒɋɓɓɡɋ ɚɆɏɑɡ, ɐɔɘɔɖɡɋ əɊɆɑɥɤɘɗɥ ɕɔɗɑɋ 

ɍɆɈɋɖɞɋɓɎɥ ɍɆɕɎɗɎ. ȫɗɑɎ ɍɆɕɎɗɢ ɓɋ ɇɡɑɆ ɍɆɈɋɖɞɋɓɆ Ɏɍ-ɍɆ ɗɇɔɋɈ ɎɑɎ ɔɞɎɇɔɐ, 

ɚɆɏɑɡ ɛɖɆɓɥɘɗɥ ɓɆ ɗɋɖɈɋɖɋ Media  Ɉ ɘɋɝɋɓɎɋ 48 ɝɆɗɔɈ. 

Ȫɑɥ ɛɖɆɓɋɓɎɥ ɚɆɏɑɔɈ Ɏ ɗɘɆɇɎɑɢɓɔɉɔ ɕɖɔɜɋɗɗɆ ɍɆɕɎɗɎ ɓɋɔɇɛɔɊɎɒɔ ɔɇɋɗɕɋɝɎɘɢ 

ɗɔɔɘɈɋɘɗɘɈəɤɟɎɏ ɔɇɠɋɒ ɕɆɒɥɘɎ ɓɆ ɗɋɖɈɋɖɋ Media  Ɏ Single / Back  CTS. 



 

ȯɓɠɢɜɒ 3. 50 

13. 10.202 5 

39  

ȵɖɎɇɑɎɍɎɘɋɑɢɓɡɏ ɔɇɠɋɒ ɚɆɏɑɔɈ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɖɋɌɎɒɆ ɍɆɕɎɗɎ 

ɕɖɋɊɗɘɆɈɑɋɓ Ɉ ɘɆɇɑ. 23 :  

ɘɆɇɑ. 23  

ȪɑɎɘɋɑɢɓɔɗɘɢ 
ɍɆɕɎɗɎ 

ȴɕɎɗɆɓɎɋ ȴɇɠɋɒ 
ɚɆɏɑɆ 

10 ɒɎɓəɘ ȦəɊɎɔɍɆɕɎɗɢ. ȭɆɕɎɗɢ ɍɈəɐɆ ɗ ɒɎɐɖɔɚɔɓɔɈ əɝɆɗɘɓɎɐɔɈ  9.2 Ȳɇ 

10 ɒɎɓəɘ ȨɎɊɋɔɘɖɆɓɗɑɥɜɎɥ. ȭɆɕɎɗɢ ɈɎɊɋɔɘɖɆɓɗɑɥɜɎɎ Ɏ ɍɈəɐɆ 
ɗ ɒɎɐɖɔɚɔɓɔɈ əɝɆɗɘɓɎɐɔɈ 

16.4 Ȳɇ 

10 ɒɎɓəɘ ȪɋɒɔɓɗɘɖɆɜɎɥ ɣɐɖɆɓɆ. ȭɆɕɎɗɢ ɊɋɒɔɓɗɘɖɆɜɎɎ ɣɐɖɆɓɆ Ɏ ɍɈəɐɆ 
ɗ ɒɎɐɖɔɚɔɓɔɈ əɝɆɗɘɓɎɐɔɈ 

53.7 Ȳɇ 

 

ȸȶȫȧȴȨȦȳȮɅ Ȱ DLPS 

Ȫɑɥ ɔɇɋɗɕɋɝɋɓɎɥ ɖɆɇɔɘɡ DLPS ɓɋɔɇɛɔɊɎɒ Ɋɔɗɘəɕ ɐ ɗɑɋɊəɤɟɎɒ ɔɇɠɋɐɘɆɒ 

Ɏ ɚəɓɐɜɎɔɓɆɑɢɓɔɗɘɎ:  

¶ ɕɔɊɗɎɗɘɋɒɋ kafka  Ɋɑɥ ɕɔɑəɝɋɓɎɥ ɗɔɇɡɘɎɏ çadmin - events è Ɏ çsystem -

events è;  

¶ API  ɕɔɊɗɎɗɘɋɒ kdc  (ȧȪ ɐɑɤɝɋɏ ɇɋɍɔɕɆɗɓɔɗɘɎ) Ɏ messaging  

(ȧȪ ɗɔɔɇɟɋɓɎɏ); 

¶ ɇɆɍɆɒ ɊɆɓɓɡɛ messaging  (ȧȪ ɗɔɔɇɟɋɓɎɏ) Ɏ DLP;  

¶ LDAP-ɗɋɖɈɋɖə ɕɖɎ ɆɈɘɔɖɎɍɆɜɎɎ ɕɔ LDAP;  

¶ ɗɐɆɝɎɈɆɓɎɤ ɚɆɏɑɔɈ. 

ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɘɋɈɔɏ ɎɓɚɖɆɗɘɖəɐɘəɖɋ ɈɛɔɊɥɟɎɛ ɗɔɋɊɎɓɋɓɎɏ (ɘɆɇɑ. 24 ) :  

ɘɆɇɑ. 24  

ȲɔɊəɑɢ/ɗɋɖɈɎɗ ȵɖɔɘɔɐɔɑ ȵɔɖɘ 

Ȩɋɇ-ɐɑɎɋɓɘ TCP 80, 443  

 

ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɘɋɈɔɏ ɎɓɚɖɆɗɘɖəɐɘəɖɋ ɎɗɛɔɊɥɟɎɛ ɗɔɋɊɎɓɋɓɎɏ (ɘɆɇɑ. 25 ) :  

ɘɆɇɑ. 25  

ȲɔɊəɑɢ/ɗɋɖɈɎɗ ȵɖɔɘɔɐɔɑ ȵɔɖɘ 

Kafka  TCP/ UDP 9092/9093  

Redis  TCP 6379  

Postgresql  TCP 5432  

CTS-app  TCP 80, 443  

 

ȸɖɋɇɔɈɆɓɎɥ ɐ ɔɇɠɋɒə ɕɆɒɥɘɎ (ɘɆɇɑ. 26 ) :  

ɘɆɇɑ. 26  

ȵɆɖɆɒɋɘɖ ȭɓɆɝɋɓɎɋ 

ȵɖɔɜɋɗɗɔɖ 8 ɥɊɋɖ 

ȴɕɋɖɆɘɎɈɓɆɥ ɕɆɒɥɘɢ 8 ȩɇ 

ȬɋɗɘɐɎɏ ɊɎɗɐ 40 ȩɇ 

ȵɖɔɕəɗɐɓɆɥ ɗɕɔɗɔɇɓɔɗɘɢ ɗɋɘɎ 1 ȩɇɎɘ/ɗ 
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ȩɑɆɈɆ 2 
ȹȷȸȦȳȴȨȰȦ 

ȹɗɘɆɓɔɈɐɆ Express  ɈɐɑɤɝɆɋɘ Ɉ ɗɋɇɥ ɗɑɋɊəɤɟɎɋ ɣɘɆɕɡ: 

¶ ɖɆɍɈɋɖɘɡɈɆɓɎɋ ɗɋɖɈɋɖɆ ETS:  

1.  ȵɖɋɊɈɆɖɎɘɋɑɢɓɆɥ ɓɆɗɘɖɔɏɐɆ.  

2.  ȹɗɘɆɓɔɈɐɆ ɗɋɖɈɋɖɆ ɕɖɋɊɕɖɎɥɘɎɥ.  

3.  ȹɗɘɆɓɔɈɐɆ Ɉɋɇ-ɐɑɎɋɓɘɆ (ɔɕɜɎɔɓɆɑɢɓɔ).  

4.  ȵɖɋɊɈɆɖɎɘɋɑɢɓɆɥ ɓɆɗɘɖɔɏɐɆ Media.  

5.  ȹɗɘɆɓɔɈɐɆ ɗɋɖɈɋɖɆ Media . 

6.  ȹɗɘɆɓɔɈɐɆ ɗɋɖɈɋɖɆ Transcoding  (ɔɕɜɎɔɓɆɑɢɓɔ). 

7.  ȹɗɘɆɓɔɈɐɆ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ.  

8.  ȵɔɊɐɑɤɝɋɓɎɋ ɗɋɖɈɋɖɆ Media  ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɒə ɗɋɖɈɋɖə.  

9.  ȳɆɗɘɖɔɏɐɆ ɗɋɖɈɋɖɆ Media . 

10.  ȹɗɘɆɓɔɈɐɆ ɗɋɖɈɎɗɆ ɗɗɡɑɔɐ (ɔɕɜɎɔɓɆɑɢɓɔ). 

11.  ȹɗɘɆɓɔɈɐɆ DLPS (ɔɕɜɎɔɓɆɑɢɓɔ). 

12.  ȹɗɘɆɓɔɈɐɆ ɐɔɒɕɔɓɋɓɘɔɈ ɍɆɕɎɗɎ ɍɈɔɓɐɔɈ Ɏ ɐɔɓɚɋɖɋɓɜɎɏ (ɔɕɜɎɔɓɆɑɢɓɔ). 

13.  ȵɖɔɈɋɖɐɆ ɗɋɖɘɎɚɎɐɆɘɔɈ (ɔɕɜɎɔɓɆɑɢɓɔ). 

14.  ȭɆɕəɗɐ ɗɋɖɈɋɖɆ.  

15.  ȳɆɗɘɖɔɏɐɆ ɗɋɖɈɋɖɆ.  

¶ ɖɆɍɈɋɖɘɡɈɆɓɎɋ ɗɋɖɈɋɖɆ CTS:  

1.  ȵɖɋɊɈɆɖɎɘɋɑɢɓɆɥ ɓɆɗɘɖɔɏɐɆ.  

2.  ȵɖɋɊɈɆɖɎɘɋɑɢɓɆɥ ɓɆɗɘɖɔɏɐɆ Media.  

3.  ȹɗɘɆɓɔɈɐɆ ɗɋɖɈɋɖɆ Media.  

4.  ȹɗɘɆɓɔɈɐɆ ɗɋɖɈɋɖɆ Transcoding  (ɔɕɜɎɔɓɆɑɢɓɔ). 

5.  ȹɗɘɆɓɔɈɐɆ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ.  

6.  ȵɔɊɐɑɤɝɋɓɎɋ ɗɋɖɈɋɖɆ Media  ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɒə ɗɋɖɈɋɖə.  

7.  ȳɆɗɘɖɔɏɐɆ ɗɋɖɈɋɖɆ Media.  

8.  ȹɗɘɆɓɔɈɐɆ ɗɋɖɈɎɗɆ ɗɗɡɑɔɐ (ɔɕɜɎɔɓɆɑɢɓɔ). 

9.  ȹɗɘɆɓɔɈɐɆ DLPS (ɔɕɜɎɔɓɆɑɢɓɔ). 

10.  ȹɗɘɆɓɔɈɐɆ ɐɔɒɕɔɓɋɓɘɔɈ ɍɆɕɎɗɎ ɍɈɔɓɐɔɈ Ɏ ɐɔɓɚɋɖɋɓɜɎɏ (ɔɕɜɎɔɓɆɑɢɓɔ). 

11.  ȵɖɔɈɋɖɐɆ ɗɋɖɘɎɚɎɐɆɘɔɈ (ɔɕɜɎɔɓɆɑɢɓɔ). 

12.  ȭɆɕəɗɐ ɗɋɖɈɋɖɆ.  

13.  ȳɆɗɘɖɔɏɐɆ ɗɋɖɈɋɖɆ.  

ȵȶȫȪȨȦȶȮȸȫȱɂȳȦɅ ȳȦȷȸȶȴȯȰȦ 

Ȫɑɥ ɐɔɖɖɋɐɘɓɔɏ ɖɆɇɔɘɡ ɗɋɖɈɋɖɆ ɈɡɕɔɑɓɎɘɋ ɕɖɋɊɈɆɖɎɘɋɑɢɓəɤ ɓɆɗɘɖɔɏɐə. 

ŁǍǅǌƹǍǅǀˍ řǑǒƹǍǎƻǉǓExpress ƿǎǋǃǀǍ ǎǑǓǚǀǑǒƻǋǩǒǜ ǏǎǋǜǄǎƻƹǒǀǋǜLinux Ǒ ǎǏǞǒǎǌ
ƹƿǌǅǍǅǑǒǐǅǐǎƻƹǍǅǩː 

ȵɖɋɊɈɆɖɎɘɋɑɢɓɆɥ ɓɆɗɘɖɔɏɐɆ ɍɆɈɎɗɎɘ ɔɘ ȴȷ. 
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ȴȷ UBUNTU / DEBIAN  

Ȫɑɥ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔɏ ɓɆɗɘɖɔɏɐɎ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ȴȷ Ubuntu / Debian :  

 ȹɗɘɆɓɔɈɎɘɋ ȴȷ Ubuntu  22.04 LTS Ɏ Ɉɡɞɋ.  Ȩɔɗɕɔɑɢɍəɏɘɋɗɢ ɔɚɎɜɎɆɑɢɓɡɒ 

ɎɗɘɔɝɓɎɐɔɒ Ɋɑɥ əɗɘɆɓɔɈɐɎ ɊɎɗɘɖɎɇəɘɎɈɆ: 

https :// ubuntu . com/ download / server  

ŁǍǅǌƹǍǅǀˍ Łǎ ƻǐǀǌǩ ǓǑǒƹǍǎƻǉǅ Ŕŗ ƻǞƿǀǋǅǒǀ Ǐǎƿ ǐǓǒǎƻǞǆ ˣ˖ˤ ǐƹǄƿǀǋ24 łƺS̀WAP 
ǎǒǉǋǨǗǅǒǀ̀ ǎǑǒƹƻǙǀǀǑǩ ǌǀǑǒǎ ƻǞƿǀǋǅǒǀ Ǐǎƿ ǐƹǄƿǀǋ ˣ˖var/lib/dockerˤː 

 ȹɊɆɑɎɘɋ ɕɆɐɋɘɡ snapd  Ɏ ufw  ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ: 

apt autoremove -- purge snapd ufw  

 ȹɗɘɆɓɔɈɎɘɋ ɕɖɔɉɖɆɒɒɓɔɋ ɔɇɋɗɕɋɝɋɓɎɋ Docker . Ȫɑɥ əɗɘɆɓɔɈɐɎ 

Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ ɔɚɎɜɎɆɑɢɓɡɒ ɎɗɘɔɝɓɎɐɔɒ: 

https :// docs . docker . com/ install / linux / docker - ce / ubuntu /  

ŁǍǅǌƹǍǅǀˍ ņǑǋǅ ŕfDocker ǐƹǑǏƹǉǎƻƹǍǎ ǅǄ Ǐƹǉǀǒƹsnapdˋ Ǔƿƹǋǅǒǀ ǀƼǎ ǅ ƻǞǏǎǋǍǅǒǀ
ǓǑǒƹǍǎƻǉǓ ǅǄ ǎǕǅǘǅƹǋǜǍǎƼǎ ǅǑǒǎǗǍǅǉƹː 

ȵɖɎɒɋɖ ɐɔɊɆ Ɋɑɥ əɗɘɆɓɔɈɐɎ Docker :  

#Uninstall all conflicting packages  

for pkg in docker . io docker - doc docker - compose docker - compose - v2 

podman- docker containerd runc ; do sudo apt - get remove $pkg ; done  

 

# Add Docker's official GPG key :  

sudo apt - get update  

sudo apt - get install ca - certificates curl  

sudo install - m 0755 - d / etc / apt / keyrings  

sudo curl - fsSL https :// download . docker . com/ linux / ubuntu / gpg - o 

/ etc / apt / keyrings / docker . asc  

sudo chmod a +r / etc / apt / keyrings / docker . asc  

 

# Add the repository to Apt sources :  

echo \  

  " deb [ arch =$( dpkg -- print - architecture ) signed -

by=/ etc / apt / keyrings / docker . asc ] 

https :// download . docker . com/ linux / ubuntu \  

  $(. / etc / os - release && echo "$ VERSION_CODENAME") stable " | \  

  sudo tee / etc / apt / sources . list . d/ docker . list > / dev / null  

sudo apt - get update  

 

#Install the latest version  

sudo apt - get inst all docker - ce docker - ce - cli containerd . io docker -

buildx - plugin docker - compose - plugin  

 ȹɗɘɆɓɔɈɎɘɋ ɊɔɕɔɑɓɎɘɋɑɢɓɔɋ ȵȴ (ɗɒ. ɓɎɌɋ).  

Ȫɑɥ əɗɘɆɓɔɈɐɎ ɊɔɕɔɑɓɎɘɋɑɢɓɔɉɔ ȵȴ: 

 ȨɡɕɔɑɓɎɘɋ əɗɘɆɓɔɈɐə NTP-ɗɋɖɈɋɖɆ ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ: 

apt  install  chrony  

ȫɗɑɎ Ɏɒɋɤɘɗɥ ɎɗɘɔɝɓɎɐɎ ɘɔɝɓɔɉɔ ɈɖɋɒɋɓɎ ɈɓəɘɖɎ ɐɔɒɕɆɓɎɎ, Ɉ ɚɆɏɑ 

/ etc / chrony / chrony .conf  ɈɓɋɗɎɘɋ ɗɋɖɈɋɖɡ1  NTP Ɉ ɈɎɊɋ: 

server ntp1 . local  

server ntp2 . local  

server ntp3 . local  

 

1 ʇʦʜʨʘʟʫʤʝʚʘʶʪʩʷ ʩʝʨʚʝʨʘ ʟʘʢʘʟʯʠʢʘ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ NTP-ʩʝʨʚʝʨʘ. 

https://ubuntu.com/download/server
https://docs.docker.com/install/linux/docker-ce/ubuntu/
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ȵɖɎɒɋɖ ɐɔɊɆ:  

systemctl enable chrony  

systemctl restart  chrony  

Ȫɑɥ ɕɖɔɈɋɖɐɎ ɕɔɊɐɑɤɝɋɓɎɥ ɐ NTP-ɗɋɖɈɋɖɆɒ Ɏɗɕɔɑɢɍəɏɘɋ ɗɑɋɊəɤɟəɤ 

ɐɔɒɆɓɊə: 

chronyc sources - v 

 ȹɐɆɌɎɘɋ ɕɆɖɆɒɋɘɖɡ ɛɖɆɓɋɓɎɥ ɌəɖɓɆɑɔɈ Ɉ Docker  Ɉ ɐɆɘɆɑɔɉɋ 

/ etc / docker / daemon .json :  

{  

" log - driver ": " json - file ",  

 " log - opts ": {  

  " max- size ": "1 00m"  

 }  

}  

 ȨɡɕɔɑɓɎɘɋ:  

systemctl restart docker  

 ȵɖɔɈɋɖɢɘɋ ɜɋɕɔɝɐə SSL-ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ əɇɋɊɎɘɋɗɢ Ɉ ɕɖɆɈɎɑɢɓɔɒ ɕɔɖɥɊɐɋ 

ɓɆɇɔɖɆ ɗɋɖɘɎɚɎɐɆɘɔɈ (ɗɒ. ɗɘɖ. 36 ).  

 ȵɖɔɈɋɖɢɘɋ ɕɖɆɈɎɑɢɓɔɗɘɢ ɓɆɗɘɖɔɋɐ ɗɋɖɈɋɖɆ1 ɗ ɕɔɒɔɟɢɤ ɘɆɇɑ. 27 :  

ɘɆɇɑ. 27  

ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȴɕɖɋɊɋɑɋɓɎɋ ȶɋɞɆɋɒɆɥ ɍɆɊɆɝɆ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ CTS 22, TCP ȹɊɆɑɋɓɓɔɋ ɕɔɊɐɑɤɝɋɓɎɋ 
ɐ SSH Ɋɑɥ əɕɖɆɈɑɋɓɎɥ 
ɗɋɖɈɋɖɔɒ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ DNS 

ɗɋɖɈɋɖɆ 
53, UDP/ TCP DNS-ɍɆɕɖɔɗɡ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ NTP 

ɗɋɖɈɋɖɆ 
123, UDP ȷɎɓɛɖɔɓɎɍɆɜɎɥ ɈɖɋɒɋɓɎ 

ɕɔ ɕɖɔɘɔɐɔɑə NTP 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ AD 

ɗɋɖɈɋɖɆ 
389, TCP ȵɔɊɐɑɤɝɋɓɎɋ ɐ ɗɋɖɈɋɖə AD 

Ɋɑɥ ɜɋɑɋɏ ɆɈɘɔɖɎɍɆɜɎɎ 
ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɏ ɕɔɑəɝɋɓɎɥ 
Ɏɛ ɗɕɎɗɐɆ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ AD 
ɗɋɖɈɋɖɆ 

636, TCP TLS-ɕɔɊɐɑɤɝɋɓɎɋ ɐ ɗɋɖɈɋɖə 
AD ɆɈɘɔɖɎɍɆɜɎɎ Ɏ ɕɔɑəɝɋɓɎɥ 

ɗɕɎɗɐɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ CTS 443, TCP HTTPS-ɕɔɊɐɑɤɝɋɓɎɋ 
ɒɔɇɎɑɢɓɡɛ ɐɑɎɋɓɘɔɈ ɐ CTS  

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ 
registry .public .express  

443, TCP ȹɗɘɆɓɔɈɐɆ Ɏ ɔɇɓɔɈɑɋɓɎɋ 
ɕɆɐɋɘɔɈ CTS 

ȴɘɐɖɡɘɡɏ ɕɔɖɘ 
ru .public .express :5001  

5001, TCP ȸɖɆɗɘɔɈɔɋ ɕɔɊɐɑɤɝɋɓɎɋ 
ɐ ȶɔɗɗɎɏɗɐɔɒə 
ɖɋɉɎɔɓɆɑɢɓɔɒə ɗɋɖɈɋɖə 

ȴɘɐɖɡɘɡɏ ɕɔɖɘ Media -
ɗɋɖɈɋɖɆ 

8188, TCP ȵɔɊɐɑɤɝɋɓɎɋ ɐ Janus  
ɓɆ Media -ɗɋɖɈɋɖɋ 

DNS-Ɏɒɥ ȶɋɐɔɒɋɓɊəɋɘɗɥ Ɏɒɋɘɢ ɘɖɋɘɎɏ 
əɖɔɈɋɓɢ DNS. 

Ȩɔ Ɉɓəɘɖɋɓɓɋɏ ɗɋɘɎ ɐɔɒɕɆɓɎɎ 
DNS-Ɏɒɥ ɊɔɑɌɓɔ ɖɆɍɖɋɞɆɘɢɗɥ Ɉɔ 
ɈɓəɘɖɋɓɓɎɏ IP ɗɋɖɈɋɖɆ Single  CTS 
ɑɎɇɔ Back  CTS. 

ȸɖɋɇɔɈɆɓɎɥ ɐ DNS-ɎɒɋɓɎ ɗɋɖɈɋɖɆ 
Media  ɆɓɆɑɔɉɎɝɓɡ ɘɖɋɇɔɈɆɓɎɥɒ 
ɐ DNS-ɎɒɋɓɎ ɗɋɖɈɋɖɆ CTS 

 

ȷɋɖɘɎɚɎɐɆɘ Ɋɑɥ DNS-

ɎɒɋɓɎ 
SSL ɈɋɖɗɎɎ 3 Ɏ ɓɋ ɓɎɌɋ TLS 1.2 .  

 

1 ɼʘʥʥʳʝ ʥʘʩʪʨʦʡʢʠ ʧʦʜʭʦʜʷʪ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ ʥʘ ʜʚʫʭ ʩʝʨʚʝʨʘʭ. ʇʦʜʨʦʙʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʝʪʝʚʳʭ ʚʟʘʠʤʦʜʝʡʩʪʚʠʡ 
ʜʣʷ Single CTS ʠ ʢʦʤʙʠʥʘʮʠʠ Front CTS ʠ Back CTS ʩʤ. ʩʪʨ. 45 çʇʨʠʣʦʞʝʥʠʝ 2è ʠ ʩʪʨ. 46 çʇʨʠʣʦʞʝʥʠʝ 3è ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 
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ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȴɕɖɋɊɋɑɋɓɎɋ ȶɋɞɆɋɒɆɥ ɍɆɊɆɝɆ 

ȪɑɎɓɆ ɐɑɤɝɆ ɖɆɈɓɆ 2048 
ɎɑɎ ɇɔɑɢɞɋ. 

X.509 ɈɋɖɗɎɥ 3. 

ȳɋɍɆɞɎɚɖɔɈɆɓɓɡɏ ɐɑɤɝ 
Ɋɑɥ ɗɋɖɘɎɚɎɐɆɘɆ1 

ȹɝɋɘɓɆɥ ɍɆɕɎɗɢ 
Microsoft AD  

ȦɐɘɎɈɓɆɥ əɝɋɘɓɆɥ ɍɆɕɎɗɢ 
ɗ Ɋɔɗɘəɕɔɒ ɐ ɝɘɋɓɎɤ ɈɡɇɖɆɓɓɔɏ 
ɉɖəɕɕɡ Ɏ deleted  objects  

ȵɔɑəɝɋɓɎɋ ɗɕɎɗɐɆ 
ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

 

 ȭɆɕɖɔɗɎɘɋ ə ɖɆɍɖɆɇɔɘɝɎɐɆ ɗɑɋɊəɤɟɎɋ ɎɓɊɎɈɎɊəɆɑɢɓɡɋ ɕɆɖɆɒɋɘɖɡ 

Ɋɑɥ əɗɘɆɓɔɈɐɎ (ɕɆɖɆɒɋɘɖɡ ɕɖɋɊɔɗɘɆɈɑɥɤɘɗɥ ɕɔ FQDN ɐɔɓɐɖɋɘɓɔɉɔ 

ɗɋɖɈɋɖɆ) (ɘɆɇɑ. 28 ):  

ɘɆɇɑ. 28  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ 

cts _id ȮɊɋɓɘɎɚɎɐɆɘɔɖ ɊɆɓɓɔɉɔ ɗɋɖɈɋɖɆ; 

rts _host  FQDN ɆɊɖɋɗ ɗɋɖɈɋɖɆ RTS, ɐ ɐɔɘɔɖɔɒə ɇəɊɋɘ ɕɔɊɐɑɤɝɋɓ ɊɆɓɓɡɏ CTS;  

rts _id ȮɊɋɓɘɎɚɎɐɆɘɔɖ ɗɋɖɈɋɖɆ RTS 

rts _token  ȸɔɐɋɓ Ɋɑɥ ɆɈɘɔɖɎɍɆɜɎɎ ɓɆ ɗɋɖɈɋɖɋ RTS. Ȯɒɋɋɘ ɗɑɋɊəɤɟɎɏ ɚɔɖɒɆɘ 

< token _for _accept >:< token _for _connect >, ɉɊɋ token _for _accept  ï ɘɔɐɋɓ 
Ɋɑɥ ɕɖɎɋɒɆ ɕɔɊɐɑɤɝɋɓɎɥ ɔɘ əɊɆɑɋɓɓɔɉɔ ɗɋɖɈɋɖɆ, token _for _connect  ī ɘɔɐɋɓ 
Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ ɐ əɊɆɑɋɓɓɔɒə ɗɋɖɈɋɖə 

 

ȴȷ CENTOS/ RHEL 

Ȫɑɥ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔɏ ɓɆɗɘɖɔɏɐɎ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ȴȷ Centos / RHEL :  

 ȹɗɘɆɓɔɈɎɘɋ ȴȷ Centos / RHEL. 

ŁǍǅǌƹǍǅǀˍ Łǎ ƻǐǀǌǩ ǓǑǒƹǍǎƻǉǅ Ŕŗ ƻǞƿǀǋǅǒǀ Ǐǎƿ ǐǓǒǎƻǞǆ ˣ˖ˤ ǐƹǄƿǀǋ ʶʸ łƺˋSWAP 
ǎǒǉǋǨǗǅǒǀˋ ǎǑǒƹƻǙǀǀǑǩ ǌǀǑǒǎ ƻǞƿǀǋǅǒǀ Ǐǎƿ ǐƹǄƿǀǋ ˣ˖var/lib/dockerˤː 

 ȹɊɆɑɎɘɋ firewalld  ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ: 

systemctl disable firewalld  

ɎɑɎ:  

systemctl stop firewalld  

 ȵɋɖɋɈɋɊɎɘɋ SElinux Ɉ ɖɋɌɎɒ Permissive , ɔɘɖɋɊɆɐɘɎɖɔɈɆɈ ɚɆɏɑ 

/ etc / selinux / config .  

 ȹɗɘɆɓɔɈɎɘɋ ɕɖɔɉɖɆɒɒɓɔɋ ɔɇɋɗɕɋɝɋɓɎɋ Docker . Ȫɑɥ əɗɘɆɓɔɈɐɎ 

Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ ɔɚɎɜɎɆɑɢɓɡɒ ɎɗɘɔɝɓɎɐɔɒ2 .  

 ȹɗɘɆɓɔɈɎɘɋ NTP-ɗɋɖɈɋɖ (ɗɒ. ɓɎɌɋ).  

Ȫɑɥ əɗɘɆɓɔɈɐɎ NTP -ɗɋɖɈɋɖɆ:  

 ȨɡɕɔɑɓɎɘɋ əɗɘɆɓɔɈɐə NTP-ɗɋɖɈɋɖɆ ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ: 

dnf install chrony  

 ȫɗɑɎ Ɏɒɋɤɘɗɥ ɎɗɘɔɝɓɎɐɎ ɘɔɝɓɔɉɔ ɈɖɋɒɋɓɎ ɈɓəɘɖɎ ɐɔɒɕɆɓɎɎ, Ɉ ɚɆɏɑ 

/ etc / chrony .conf  ɈɓɋɗɎɘɋ ɗɋɖɈɋɖɡ3  NTP Ɉ ɈɎɊɋ: 

server ntp1 . local  

server ntp2 . local  

server ntp3 . local  

 

1 ʄʦʛʫʪ ʙʳʪʴ ʧʨʝʜʦʩʪʘʚʣʝʥʳ ʢʦʤʧʘʥʠʝʡ-ʨʘʟʨʘʙʦʪʯʠʢʦʤ. 
2 https://docs.docker.com/engine/install/centos/ 
3 ʇʦʜʨʘʟʫʤʝʚʘʶʪʩʷ ʩʝʨʚʝʨʘ ʟʘʢʘʟʯʠʢʘ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ NTP-ʩʝʨʚʝʨʘ. 

https://docs.docker.com/engine/install/centos/
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ȵɖɎɒɋɖ ɐɔɊɆ:  

systemctl  enable chrony  

systemctl start chrony  

Ȫɑɥ ɕɖɔɈɋɖɐɎ ɕɔɊɐɑɤɝɋɓɎɥ ɐ NTP-ɗɋɖɈɋɖɆɒ Ɏɗɕɔɑɢɍəɏɘɋ ɗɑɋɊəɤɟəɤ 

ɐɔɒɆɓɊə: 

chronyc sources - v 

 ȹɐɆɌɎɘɋ ɕɆɖɆɒɋɘɖɡ ɛɖɆɓɋɓɎɥ ɌəɖɓɆɑɔɈ Ɉ Docker  Ɉ ɐɆɘɆɑɔɉɋ 

/ etc / docker / daemon .json :  

{  

" log - driver ": " json - file ",  

 " log - opts ": {  

  " max- size ": "100m"  

 }  

}  

 ȨɡɕɔɑɓɎɘɋ: 

systemctl restart docker  

 ȵɖɔɈɋɖɢɘɋ ɜɋɕɔɝɐə SSL-ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ əɇɋɊɎɘɋɗɢ Ɉ ɕɖɆɈɎɑɢɓɔɒ ɕɔɖɥɊɐɋ 

ɓɆɇɔɖɆ ɗɋɖɘɎɚɎɐɆɘɔɈ (ɗɒ. ɗɘɖ. 36 ).  

 ȵɖɔɈɋɖɢɘɋ ɕɖɆɈɎɑɢɓɔɗɘɢ ɓɆɗɘɖɔɋɐ ɗɋɖɈɋɖɆ1 ɗ ɕɔɒɔɟɢɤ ɘɆɇɑ. 29 :  

ɘɆɇɑ. 29  

ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȴɕɖɋɊɋɑɋɓɎɋ ȶɋɞɆɋɒɆɥ ɍɆɊɆɝɆ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ CTS 22, TCP ȹɊɆɑɋɓɓɔɋ ɕɔɊɐɑɤɝɋɓɎɋ 
ɐ SSH Ɋɑɥ əɕɖɆɈɑɋɓɎɥ 
ɗɋɖɈɋɖɔɒ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ DNS 

ɗɋɖɈɋɖɆ 
53, UDP/ TCP DNS-ɍɆɕɖɔɗɡ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ NTP 

ɗɋɖɈɋɖɆ 
123, UDP ȷɎɓɛɖɔɓɎɍɆɜɎɥ ɈɖɋɒɋɓɎ 

ɕɔ ɕɖɔɘɔɐɔɑə NTP 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ AD 

ɗɋɖɈɋɖɆ 
389, TCP ȵɔɊɐɑɤɝɋɓɎɋ ɐ ɗɋɖɈɋɖə AD 

Ɋɑɥ ɜɋɑɋɏ ɆɈɘɔɖɎɍɆɜɎɎ 
ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɏ ɕɔɑəɝɋɓɎɥ 
Ɏɛ ɗɕɎɗɐɆ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ AD 
ɗɋɖɈɋɖɆ 

636, TCP TLS-ɕɔɊɐɑɤɝɋɓɎɋ ɐ ɗɋɖɈɋɖə 
AD ɆɈɘɔɖɎɍɆɜɎɎ Ɏ ɕɔɑəɝɋɓɎɥ 

ɗɕɎɗɐɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ CTS 443, TCP HTTPS-ɕɔɊɐɑɤɝɋɓɎɋ 
ɒɔɇɎɑɢɓɡɛ ɐɑɎɋɓɘɔɈ ɐ CTS  

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ 
registry .public .express  

443, TCP ȹɗɘɆɓɔɈɐɆ Ɏ ɔɇɓɔɈɑɋɓɎɋ 
ɕɆɐɋɘɔɈ CTS 

ȴɘɐɖɡɘɡɏ ɕɔɖɘ 
ru .public .express :5001  

5001, TCP ȸɖɆɗɘɔɈɔɋ ɕɔɊɐɑɤɝɋɓɎɋ 
ɐ ȶɔɗɗɎɏɗɐɔɒə 
ɖɋɉɎɔɓɆɑɢɓɔɒə ɗɋɖɈɋɖə 

ȴɘɐɖɡɘɡɏ ɕɔɖɘ Media -
ɗɋɖɈɋɖɆ 

8188, TCP ȵɔɊɐɑɤɝɋɓɎɋ ɐ Janus  
ɓɆ Media -ɗɋɖɈɋɖɋ 

DNS-Ɏɒɥ ȶɋɐɔɒɋɓɊəɋɘɗɥ Ɏɒɋɘɢ ɘɖɋɘɎɏ 
əɖɔɈɋɓɢ DNS. 

Ȩɔ Ɉɓəɘɖɋɓɓɋɏ ɗɋɘɎ ɐɔɒɕɆɓɎɎ 
DNS-Ɏɒɥ ɊɔɑɌɓɔ ɖɆɍɖɋɞɆɘɢɗɥ 
Ɉɔ ɈɓəɘɖɋɓɓɎɏ IP ɗɋɖɈɋɖɆ Single  
CTS ɑɎɇɔ Back  CTS. 

ȸɖɋɇɔɈɆɓɎɥ ɐ DNS-ɎɒɋɓɎ ɗɋɖɈɋɖɆ 
Media  ɆɓɆɑɔɉɎɝɓɡ ɘɖɋɇɔɈɆɓɎɥɒ 
ɐ DNS-ɎɒɋɓɎ ɗɋɖɈɋɖɆ CTS 

 

ȷɋɖɘɎɚɎɐɆɘ Ɋɑɥ DNS-

ɎɒɋɓɎ 
SSL ɈɋɖɗɎɎ 3 Ɏ ɓɋ ɓɎɌɋ TLS 1.2.   

 

1 ɼʘʥʥʳʝ ʥʘʩʪʨʦʡʢʠ ʧʦʜʭʦʜʷʪ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ ʥʘ ʜʚʫʭ ʩʝʨʚʝʨʘʭ. ʇʦʜʨʦʙʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʝʪʝʚʳʭ ʚʟʘʠʤʦʜʝʡʩʪʚʠʡ 
ʜʣʷ Single CTS ʠ ʢʦʤʙʠʥʘʮʠʠ Front CTS ʠ Back CTS ʩʤ. ʩʪʨ. 45 çʇʨʠʣʦʞʝʥʠʝ 2è ʠ ʩʪʨ. 46 çʇʨʠʣʦʞʝʥʠʝ 3è ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 
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ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȴɕɖɋɊɋɑɋɓɎɋ ȶɋɞɆɋɒɆɥ ɍɆɊɆɝɆ 

ȪɑɎɓɆ ɐɑɤɝɆ ɖɆɈɓɆ 2048 
ɎɑɎ ɇɔɑɢɞɋ. 

X.509 ɈɋɖɗɎɥ 3. 

ȳɋɍɆɞɎɚɖɔɈɆɓɓɡɏ ɐɑɤɝ 
Ɋɑɥ ɗɋɖɘɎɚɎɐɆɘɆ1 

ȹɝɋɘɓɆɥ ɍɆɕɎɗɢ 
Microsoft AD  

ȦɐɘɎɈɓɆɥ əɝɋɘɓɆɥ ɍɆɕɎɗɢ 
ɗ Ɋɔɗɘəɕɔɒ ɐ ɝɘɋɓɎɤ ɈɡɇɖɆɓɓɔɏ 
ɉɖəɕɕɡ Ɏ deleted  objects  

ȵɔɑəɝɋɓɎɋ ɗɕɎɗɐɆ 
ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

 

 ȭɆɕɖɔɗɎɘɋ ə ɖɆɍɖɆɇɔɘɝɎɐɆ ɗɑɋɊəɤɟɎɋ ɎɓɊɎɈɎɊəɆɑɢɓɡɋ ɕɆɖɆɒɋɘɖɡ 

Ɋɑɥ əɗɘɆɓɔɈɐɎ (ɕɆɖɆɒɋɘɖɡ ɕɖɋɊɔɗɘɆɈɑɥɤɘɗɥ ɕɔ FQDN ɐɔɓɐɖɋɘɓɔɉɔ 

ɗɋɖɈɋɖɆ) (ɘɆɇɑ. 30 ):  

ɘɆɇɑ. 30  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ 

cts _id ȮɊɋɓɘɎɚɎɐɆɘɔɖ ɊɆɓɓɔɉɔ ɗɋɖɈɋɖɆ 

rts _host  FQDN ɆɊɖɋɗ ɗɋɖɈɋɖɆ RTS, ɐ ɐɔɘɔɖɔɒə ɇəɊɋɘ ɕɔɊɐɑɤɝɋɓ ɊɆɓɓɡɏ CTS 

rts _id ȮɊɋɓɘɎɚɎɐɆɘɔɖ ɗɋɖɈɋɖɆ RTS 

rts _token  ȸɔɐɋɓ Ɋɑɥ ɆɈɘɔɖɎɍɆɜɎɎ ɓɆ ɗɋɖɈɋɖɋ RTS. Ȯɒɋɋɘ ɗɑɋɊəɤɟɎɏ ɚɔɖɒɆɘ 

< token _for _accept >:< token _for _connect >, ɉɊɋ token _for _accept  ï ɘɔɐɋɓ 
Ɋɑɥ ɕɖɎɋɒɆ ɕɔɊɐɑɤɝɋɓɎɥ ɔɘ əɊɆɑɋɓɓɔɉɔ ɗɋɖɈɋɖɆ, token _for _connect  ī ɘɔɐɋɓ 
Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ ɐ əɊɆɑɋɓɓɔɒə ɗɋɖɈɋɖə 

 

ȴȷ ASTRA LINUX  ȴȶȫȱ 

Ȫɑɥ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔɏ ɓɆɗɘɖɔɏɐɎ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ȴȷ Astra  Linux  ȴɖɋɑ: 

1.  ȹɗɘɆɓɔɈɎɘɋ ȴȷ Astra  Linux  ȴɖɋɑ. Ȩɔ Ɉɖɋɒɥ əɗɘɆɓɔɈɐɎ ɓɆ ɞɆɉɋ ɈɡɇɔɖɆ 

çȨɡɇɔɖ ɕɖɔɉɖɆɒɒɓɔɉɔ ɔɇɋɗɕɋɝɋɓɎɥè ɈɡɊɋɑɎɘɋ çȧɆɍɔɈɡɋ ɗɖɋɊɗɘɈɆè, 

çȷɖɋɊɗɘɈɆ əɊɆɑɋɓɓɔɉɔ ɊɔɗɘəɕɆ SSHè.  

ŁǍǅǌƹǍǅǀˍ Łǎ ƻǐǀǌǩ ǓǑǒƹǍǎƻǉǅ Ŕŗ ƻǞƿǀǋǅǒǀ Ǐǎƿ ǐǓǒǎƻǞǆ ˣ˖ˤ ǐƹǄƿǀǋ ʶʸ łƺˋ zµ s
ǎǒǉǋǨǗǅǒǀˋ ǎǑǒƹƻǙǀǀǑǩ ǌǀǑǒǎ ƻǞƿǀǋǅǒǀ Ǐǎƿ ǐƹǄƿǀǋ ˣ˖ıÀĖ˖úíÌ˖ÓĆÎ÷ÙĖˤː 

2.  ȹɗɘɆɓɔɈɎɘɋ Docker ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ: 

apt install docker . io  

3.  ȹɗɘɆɓɔɈɎɘɋ ɊɔɕɔɑɓɎɘɋɑɢɓɔɋ ȵȴ (ɗɒ. ɓɎɌɋ). 

Ȫɑɥ əɗɘɆɓɔɈɐɎ ɊɔɕɔɑɓɎɘɋɑɢɓɔɉɔ ȵȴ: 

 ȨɡɕɔɑɓɎɘɋ əɗɘɆɓɔɈɐə NTP-ɗɋɖɈɋɖɆ ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ: 

apt  install  chrony  

ȫɗɑɎ Ɏɒɋɤɘɗɥ ɎɗɘɔɝɓɎɐɎ ɘɔɝɓɔɉɔ ɈɖɋɒɋɓɎ ɈɓəɘɖɎ ɐɔɒɕɆɓɎɎ, Ɉ ɚɆɏɑ 

/ etc / chrony / chrony .conf  ɈɓɋɗɎɘɋ ɗɋɖɈɋɖɡ2  NTP. 

ȹɊɆɑɎɘɋ ɎɑɎ ɍɆɐɔɒɒɋɓɘɎɖəɏɘɋ ɗɘɖɔɐə pool  Ɏ əɐɆɌɎɘɋ ɗɈɔɎ ɗɋɖɈɋɖɆ. 

ȵɖɎɒɋɖ:  

server ntp1 . local  

server ntp2 . local  

server ntp3 . local  

 ȵɋɖɋɍɆɕəɗɘɎɘɋ ɗɑəɌɇə Ɋɑɥ ɕɖɎɒɋɓɋɓɎɥ ɎɍɒɋɓɋɓɎɏ: 

systemctl  restart  chrony  

 

1 ʄʦʛʫʪ ʙʳʪʴ ʧʨʝʜʦʩʪʘʚʣʝʥʳ ʢʦʤʧʘʥʠʝʡ-ʨʘʟʨʘʙʦʪʯʠʢʦʤ. 
2 ʇʦʜʨʘʟʫʤʝʚʘʶʪʩʷ ʩʝʨʚʝʨʘ ʟʘʢʘʟʯʠʢʘ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ NTP-ʩʝʨʚʝʨʘ. 
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Ȫɑɥ ɕɖɔɈɋɖɐɎ ɕɔɊɐɑɤɝɋɓɎɥ ɐ NTP-ɗɋɖɈɋɖɆɒ Ɏɗɕɔɑɢɍəɏɘɋ ɗɑɋɊəɤɟəɤ 

ɐɔɒɆɓɊə: 

chronyc sources - v 

 ȵɔɑəɝɎɘɋ ɕɖɆɈɆ root  ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ: 

sudo - s 

 ȹɐɆɌɎɘɋ ɕɆɖɆɒɋɘɖɡ ɛɖɆɓɋɓɎɥ ɌəɖɓɆɑɔɈ Ɉ Docker  Ɉ ɐɆɘɆɑɔɉɋ 

/ etc / docker / daemon .json :  

{  

" log - driver ": " json - file ",  

 " log - opts ": {  

  " max- size ": " 100m"  

 }  

}  

 ȨɡɕɔɑɓɎɘɋ: 

systemctl restart docker  

 ȵɖɔɈɋɖɢɘɋ ɜɋɕɔɝɐə SSL-ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ əɇɋɊɎɘɋɗɢ Ɉ ɕɖɆɈɎɑɢɓɔɒ ɕɔɖɥɊɐɋ 

ɓɆɇɔɖɆ ɗɋɖɘɎɚɎɐɆɘɔɈ (ɗɒ. ɗɘɖ. 36 ).  

 ȵɖɔɈɋɖɢɘɋ ɕɖɆɈɎɑɢɓɔɗɘɢ ɓɆɗɘɖɔɋɐ ɗɋɖɈɋɖɆ1 ɗ ɕɔɒɔɟɢɤ ɘɆɇɑ. 31 :  

ɘɆɇɑ. 31  

ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȴɕɖɋɊɋɑɋɓɎɋ ȶɋɞɆɋɒɆɥ ɍɆɊɆɝɆ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ CTS 22, TCP ȹɊɆɑɋɓɓɔɋ 

ɕɔɊɐɑɤɝɋɓɎɋ ɐ SSH 
Ɋɑɥ əɕɖɆɈɑɋɓɎɥ 
ɗɋɖɈɋɖɔɒ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ DNS 
ɗɋɖɈɋɖɆ 

53, UDP/ TCP DNS-ɍɆɕɖɔɗɡ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ NTP 
ɗɋɖɈɋɖɆ 

123, UDP ȷɎɓɛɖɔɓɎɍɆɜɎɥ 
ɈɖɋɒɋɓɎ ɕɔ ɕɖɔɘɔɐɔɑə 
NTP 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ AD 
ɗɋɖɈɋɖɆ 

389, TCP ȵɔɊɐɑɤɝɋɓɎɋ ɐ ɗɋɖɈɋɖə 
AD Ɋɑɥ ɜɋɑɋɏ 
ɆɈɘɔɖɎɍɆɜɎɎ 
ɕɔɑɢɍɔɈɆɘɋɑɋɏ 
Ɏ ɕɔɑəɝɋɓɎɥ Ɏɛ ɗɕɎɗɐɆ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ AD 
ɗɋɖɈɋɖɆ 

636, TCP TLS-ɕɔɊɐɑɤɝɋɓɎɋ 
ɐ ɗɋɖɈɋɖə AD 
ɆɈɘɔɖɎɍɆɜɎɎ Ɏ 
ɕɔɑəɝɋɓɎɥ ɗɕɎɗɐɆ 
ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ CTS 443, TCP HTTPS-ɕɔɊɐɑɤɝɋɓɎɋ 
ɒɔɇɎɑɢɓɡɛ ɐɑɎɋɓɘɔɈ 
ɐ CTS  

ȴɘɐɖɡɘɡɋ ɕɔɖɘɡ 
registry .public .express  

443, TCP ȹɗɘɆɓɔɈɐɆ Ɏ 
ɔɇɓɔɈɑɋɓɎɋ ɕɆɐɋɘɔɈ 
CTS 

ȴɘɐɖɡɘɡɏ ɕɔɖɘ 
ɗɋɖɈɋɖɆ Media   

8188, TCP ȵɔɊɐɑɤɝɋɓɎɋ ɐ Janus  
ɓɆ ɗɋɖɈɋɖɋ Media  

ȴɘɐɖɡɘɡɏ ɕɔɖɘ 

ru .public .express :5001  
5001, TCP ȸɖɆɗɘɔɈɔɋ 

ɕɔɊɐɑɤɝɋɓɎɋ 
ɐ ȶɔɗɗɎɏɗɐɔɒə 
ɖɋɉɎɔɓɆɑɢɓɔɒə ɗɋɖɈɋɖə 

DNS-Ɏɒɥ ȶɋɐɔɒɋɓɊəɋɘɗɥ Ɏɒɋɘɢ ɘɖɋɘɎɏ əɖɔɈɋɓɢ DNS. 

Ȩɔ Ɉɓəɘɖɋɓɓɋɏ ɗɋɘɎ ɐɔɒɕɆɓɎɎ DNS-Ɏɒɥ 
ɊɔɑɌɓɔ ɖɆɍɖɋɞɆɘɢɗɥ Ɉɔ ɈɓəɘɖɋɓɓɎɏ IP 
ɗɋɖɈɋɖɆ Single  CTS ɑɎɇɔ Back  CTS. 

 

 

1 ɼʘʥʥʳʝ ʥʘʩʪʨʦʡʢʠ ʧʦʜʭʦʜʷʪ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ ʥʘ ʜʚʫʭ ʩʝʨʚʝʨʘʭ. ʇʦʜʨʦʙʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʝʪʝʚʳʭ ʚʟʘʠʤʦʜʝʡʩʪʚʠʡ 
ʜʣʷ Single CTS ʠ ʢʦʤʙʠʥʘʮʠʠ Front CTS ʠ Back CTS ʩʤ. ʩʪʨ. 45 çʇʨʠʣʦʞʝʥʠʝ 2è ʠ ʩʪʨ. 46 çʇʨʠʣʦʞʝʥʠʝ 3è ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 



 

ȯɓɠɢɜɒ 3. 50 

13. 10.202 5 

47  

ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȴɕɖɋɊɋɑɋɓɎɋ ȶɋɞɆɋɒɆɥ ɍɆɊɆɝɆ 

ȸɖɋɇɔɈɆɓɎɥ ɐ DNS-ɎɒɋɓɎ ɗɋɖɈɋɖɆ Media  
ɆɓɆɑɔɉɎɝɓɡ ɘɖɋɇɔɈɆɓɎɥɒ ɐ DNS-ɎɒɋɓɎ 
ɗɋɖɈɋɖɆ CTS 

ȷɋɖɘɎɚɎɐɆɘ Ɋɑɥ DNS-

ɎɒɋɓɎ 
SSL ɈɋɖɗɎɎ 3 Ɏ ɓɋ ɓɎɌɋ TLS 1.2 . 

ȪɑɎɓɆ ɐɑɤɝɆ ɖɆɈɓɆ 2048 ɎɑɎ ɇɔɑɢɞɋ. 

X.509 ɈɋɖɗɎɥ 3. 

ȳɋɍɆɞɎɚɖɔɈɆɓɓɡɏ ɐɑɤɝ Ɋɑɥ ɗɋɖɘɎɚɎɐɆɘɆ1 

 

ȹɝɋɘɓɆɥ ɍɆɕɎɗɢ 

Microsoft AD  

ȦɐɘɎɈɓɆɥ əɝɋɘɓɆɥ ɍɆɕɎɗɢ ɗ Ɋɔɗɘəɕɔɒ 

ɐ ɝɘɋɓɎɤ ɈɡɇɖɆɓɓɔɏ ɉɖəɕɕɡ Ɏ deleted  
objects  

ȵɔɑəɝɋɓɎɋ ɗɕɎɗɐɆ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

 

 ȭɆɕɖɔɗɎɘɋ ə ɖɆɍɖɆɇɔɘɝɎɐɆ ɗɑɋɊəɤɟɎɋ ɎɓɊɎɈɎɊəɆɑɢɓɡɋ ɕɆɖɆɒɋɘɖɡ 

Ɋɑɥ əɗɘɆɓɔɈɐɎ (ɕɆɖɆɒɋɘɖɡ ɕɖɋɊɔɗɘɆɈɑɥɤɘɗɥ ɕɔ FQDN ɐɔɓɐɖɋɘɓɔɉɔ 

ɗɋɖɈɋɖɆ) (ɘɆɇɑ.  32 ):  

ɘɆɇɑ.  32  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ 

cts _id ȮɊɋɓɘɎɚɎɐɆɘɔɖ ɊɆɓɓɔɉɔ ɗɋɖɈɋɖɆ; 

rts _host  FQDN ɆɊɖɋɗ ɗɋɖɈɋɖɆ RTS, ɐ ɐɔɘɔɖɔɒə ɇəɊɋɘ ɕɔɊɐɑɤɝɋɓ ɊɆɓɓɡɏ CTS;  

rts _id ȮɊɋɓɘɎɚɎɐɆɘɔɖ ɗɋɖɈɋɖɆ RTS;  

rts _token  ȸɔɐɋɓ Ɋɑɥ ɆɈɘɔɖɎɍɆɜɎɎ ɓɆ ɗɋɖɈɋɖɋ RTS. Ȯɒɋɋɘ ɗɑɋɊəɤɟɎɏ ɚɔɖɒɆɘ 
< token _for _accept >:< token _for _connect >, ɉɊɋ token _for _accept  ï ɘɔɐɋɓ 
Ɋɑɥ ɕɖɎɋɒɆ ɕɔɊɐɑɤɝɋɓɎɥ ɔɘ əɊɆɑɋɓɓɔɉɔ ɗɋɖɈɋɖɆ, token _for _connect  ī ɘɔɐɋɓ 
Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ ɐ əɊɆɑɋɓɓɔɒə ɗɋɖɈɋɖə 

 

ȹȷȸȦȳȴȨȰȦ ETS 

ȷɑɋɊəɤɟɎɏ ɓɆɇɔɖ ɐɔɒɆɓɊ Ɉɡɕɔɑɓɥɋɘɗɥ Ɉ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɋ ɗɋɖɈɋɖɆ, 

ɓɆ ɐɔɘɔɖɔɒ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ ETS. 

Ȫɑɥ əɗɘɆɓɔɈɐɎ ETS :  

 ȭɆɕəɗɘɎɘɋ ɐɔɒɆɓɊɓəɤ ɗɘɖɔɐə. 

 ȵɔɊɐɑɤɝɎɘɋɗɢ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɖɆɍɖɆɇɔɘɝɎɐɆ Ɉ Docker  Ɋɑɥ ɗɐɆɝɎɈɆɓɎɥ 

ɐɔɓɘɋɏɓɋɖɔɈ:  

docker login - u Login - p Password re gistry . public . express  

ŕǐǅǌǀǗƹǍǅǀː Ł ǉƹǗǀǑǒƻǀ ǋǎƼǅǍƹ ǅ Ǐƹǐǎǋǩ ǅǑǏǎǋǜǄǓǨǒǑǩLogin ǅPasswordˋ ǉǎǒǎǐǞǀ
ƻǞƿƹǨǒǑǩ ǐƹǄǐƹƺǎǒǗǅǉǎǌː 

 ȷɐɆɝɆɏɘɋ ɐɔɓɘɋɏɓɋɖ-ɎɓɗɘɆɑɑɥɘɔɖ: 

docker run -- rm registry . public . express / dpl : ets - release dpl -

install | bash  

Ȯɍ ɖɋɕɔɍɎɘɔɖɎɥ ɓɆ ɗɋɖɈɋɖ ɗɐɆɝɆɋɘɗɥ ɚɆɏɑ Ɉ ɚɔɖɒɆɘɋ YAML 

ɗ ɐɔɓɘɋɏɓɋɖɆɒɎ Ɏ ɎɓɗɘɆɑɑɥɘɔɖ.  

 ȷɔɍɊɆɏɘɋ ɖɆɇɔɝɎɏ ɐɆɘɆɑɔɉ ETS:  

mkdir - p / opt / express  

cd / opt / express  

echo DPL _IMAGE_TAG=ets - release > dpl . env  

dpl -- init  

ȵɔɗɑɋ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ dpl  -- init  ɗɔɍɊɆɋɘɗɥ ɚɆɏɑ settings .yaml . 

 

1 ʄʦʛʫʪ ʙʳʪʴ ʧʨʝʜʦʩʪʘʚʣʝʥʳ ʢʦʤʧʘʥʠʝʡ-ʨʘʟʨʘʙʦʪʯʠʢʦʤ. 
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 ȹɗɘɆɓɔɈɎɘɋ ɜɋɕɔɝɐɎ ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ ɐɑɤɝɆ SSL:  

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɔɇɗɘɈɋɓɓɔɉɔ ɗɋɖɘɎɚɎɐɆɘɆ ɗɔɍɊɆɏɘɋ ɊɎɖɋɐɘɔɖɎɤ 

Ɋɑɥ ɗɋɖɘɎɚɎɐɆɘɔɈ.  

ȨɓɎɒɆɓɎɋ! Ȯɒɥ ɚɆɏɑɆ ɗɋɖɘɎɚɎɐɆɘɆ Ɏ Ɏɒɥ ɐɑɤɝɆ ɊɔɑɌɓɡ 

ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ ɕɖɎɒɋɖə ɓɎɌɋ: 

mkdir - p certs  

cp / somewhere / my- certificate - chain . crt certs / express . crt  

cp / somewhere / my- unencrypted - key . key certs / express . key  

ȰɔɓɗɘɖəɐɜɎɎ /somewhere/my -certificate -chain.crt Ɏ /somewhere/my -

unencrypted -key.key ɎɓɊɎɈɎɊəɆɑɢɓɡ Ɋɑɥ ɐɆɌɊɔɉɔ ɐɔɓɐɖɋɘɓɔɉɔ ɗɑəɝɆɥ.  

ȰɔɓɗɘɖəɐɜɎɎ certs / express .crt  Ɏ certs / express .key  ɥɈɑɥɤɘɗɥ 

ɔɇɥɍɆɘɋɑɢɓɡɒɎ. 

ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɘɎɚɎɐɆɘɆɒ ɎɍɑɔɌɋɓɡ ɓɆ ɗɘɖ. 36 ;  

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ Let 's Encrypt  Ɉ ɚɆɏɑ settings .yaml  

ɊɔɇɆɈɢɘɋ ɕɆɖɆɒɋɘɖ le_email : admin @company - mail . ru  

ȵɖɔɈɋɖɐɆ ɕɔɊɐɑɤɝɋɓɎɥ ɗɋɖɘɎɚɎɐɆɘɔɈ ɕɔɗɑɋ ɎɓɗɘɆɑɑɥɜɎɎ ɔɕɎɗɆɓɆ ɓɆ ɗɘɖ. 74 . 

 ȨɡɕɔɑɓɎɘɋ ɓɆɗɘɖɔɏɐə DLPS Ɋɑɥ ɊɔɗɘəɕɆ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɇɋɍɔɕɆɗɓɔɗɘɎ 

ɐ ɗɔɊɋɖɌɎɒɔɒə ɗɔɔɇɟɋɓɎɏ (ɕɆɖɆɒɋɘɖɡ ɓɆɗɘɖɔɏɐɎ ɗɒ. ɗɘɖ. 72 ).  

 ȹɗɘɆɓɔɈɎɘɋ cAdvisor  (əɗɘɆɓɔɈɐɆ Ɉɡɕɔɑɓɥɋɘɗɥ Ɏɍ ɐɆɘɆɑɔɉɆ /opt / express ):  

dpl cadvinstall  

ps ax | grep cadvisor | grep - v grep  

ȨɡɈɔɊ ɐɔɒɆɓɊɡ:  

17605 ? Ssl 44:20 / usr / bin / cadvisor - listen _ip 172.17.0.1 - port 

9100  

 ȹɗɘɆɓɔɈɎɘɋ Prometheus  node  exporter  Ɏɍ ɐɆɘɆɑɔɉɆ /opt / express  ɗ ɕɔɒɔɟɢɤ 

ɐɔɒɆɓɊɡ: 

dpl nxinstall  

ps ax | grep node _exporter | grep - v grep  

ȨɡɈɔɊ ɐɔɒɆɓɊɡ:  

17802 ?        Ssl  322:51 / usr / bin / node _exporter -- web. listen -

address =172.17.0.1:9200  

ȵɔ ɍɆɈɋɖɞɋɓɎɎ əɗɘɆɓɔɈɐɎ ETS Ɏ ɈɗɕɔɒɔɉɆɘɋɑɢɓɔɉɔ ȵȴ ɗɔɍɊɆɋɘɗɥ ɚɆɏɑ 

ɐɔɓɚɎɉəɖɆɜɎɎ, Ɉ ɐɔɘɔɖɔɒ ɓɋɔɇɛɔɊɎɒɔ ɍɆɊɆɘɢ ɕɆɖɆɒɋɘɖɡ Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ 

ɐ RTS, ɕɔɑəɝɋɓɎɥ push -əɈɋɊɔɒɑɋɓɎɏ, SMS-ɗɔɔɇɟɋɓɎɏ Ɏ ɊɖəɉɎɛ ɚəɓɐɜɎɏ.  

ȷɔɍɊɆɓɓɡɏ ɕɔ əɒɔɑɝɆɓɎɤ ɚɆɏɑ ɐɔɓɚɎɉəɖɆɜɎɎ Ɏɒɋɋɘ ɗɑɋɊəɤɟɎɏ ɈɎɊ 

Ɏ ɘɖɋɇəɋɘ ɖɋɊɆɐɘɎɖɔɈɆɓɎɥ:  

api _internal _token :  

ccs _host : cts _name. somedomain . sometld  

ets_id: 'dddd - cccc - dddd - cccc'  

phoenix _secret _key _base :  

postgres _password :  

prometheus _users :  

  prometheus :  

rts_host: 'rts_name.somedomain.sometld'  

rts_id: 'aaaa - bbbb - cccc - dddd'  

rts _token : 'verystrongpassword'  

mailto:admin@company-mail.ru
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Ȫɑɥ ɎɍɒɋɓɋɓɎɥ ɚɆɏɑɆ ɐɔɓɚɎɉəɖɆɜɎɎ Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ ɑɤɇɡɒ ɘɋɐɗɘɔɈɡɒ 

ɖɋɊɆɐɘɔɖɔɒ Ɏ ɈɓɋɗɎɘɋ ɎɗɕɖɆɈɑɋɓɎɥ Ɉ ɚɆɏɑ.  ȵɋɖɋɝɋɓɢ Ɉɗɋɛ ɓɆɗɘɖɔɋɐ Ɉ ɚɆɏɑɋ 

ɐɔɓɚɎɉəɖɆɜɎɎ ɕɖɋɊɗɘɆɈɑɋɓ Ɉ ɘɆɇɑ. 33 . 

ɘɆɇɑ. 33  

ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȭɓɆɝɋɓɎɋ 

ȴɇɥɍɆɘɋɑɢɓɡɋ ɓɆɗɘɖɔɏɐɎ 

ccs_host  ȵɔɑɓɔɋ Ɏɒɥ ɊɔɒɋɓɆ ɊɆɓɓɔɉɔ ɗɋɖɈɋɖɆ, ɕɖɔɕɎɗɆɓɓɔɋ Ɉ DNS 

Ɏ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɋ ɎɒɋɓɎ, ɓɆ ɐɔɘɔɖɔɋ ɕɖɎɔɇɖɋɘɆɑɗɥ ɗɋɖɘɎɚɎɐɆɘ 

ets_id ȮɊɋɓɘɎɚɎɐɆɘɔɖ əɗɘɆɓɔɈɑɋɓɓɔɉɔ ɗɋɖɈɋɖɆ, ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ 

ɖɆɍɖɆɇɔɘɝɎɐɔɒ 

prometheus _users  ȷɕɎɗɔɐ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɗ ɕɆɖɔɑɥɒɎ, ɉɋɓɋɖɎɖəɋɒɡɒɎ əɘɎɑɎɘɔɏ 

htpasswd , Ɋɑɥ ɊɔɗɘəɕɆ ɐ ɎɓɘɋɉɖɎɖɔɈɆɓɓɔɒə Ɉ ɗɎɗɘɋɒə ɗɘɋɐə 
Prometheus  

rts _host  ȵɔɑɓɔɋ Ɏɒɥ ɊɔɒɋɓɆ ɗɋɖɈɋɖɆ RTS, ɐ ɐɔɘɔɖɔɒə ɇəɊɋɘ ɕɔɊɐɑɤɝɋɓ 
əɗɘɆɓɔɈɑɋɓɓɡɏ CTS (ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ ɖɆɍɖɆɇɔɘɝɎɐɔɒ) 

rts _id ȮɊɋɓɘɎɚɎɐɆɘɔɖ ɗɋɖɈɋɖɆ RTS (ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ ɖɆɍɖɆɇɔɘɝɎɐɔɒ) 

rts _token  ȸɔɐɋɓ Ɋɑɥ ɆɈɘɔɖɎɍɆɜɎɎ ɓɆ ɗɋɖɈɋɖɋ RTS (ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ 
ɖɆɍɖɆɇɔɘɝɎɐɔɒ) 

le_email  ȵɆɖɆɒɋɘɖ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ 
ɔɘ ɐɔɒɕɆɓɎɎ Let ` s Encrypt . ȭɓɆɝɋɓɎɋ ɕɆɖɆɒɋɘɖɆ ɊɔɑɌɓɔ 
ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ e-mail, ɓɆ ɐɔɘɔɖɡɏ ɇəɊəɘ ɕɖɎɛɔɊɎɘɢ ɔɕɔɈɋɟɋɓɎɥ 
ɔɘ Let ` s Encrypt  

admin _url  ȵɆɖɆɒɋɘɖ əɐɆɍɡɈɆɋɘɗɥ Ɋɑɥ ɕɋɖɋɔɕɖɋɊɋɑɋɓɎɥ ɗɘɆɓɊɆɖɘɓɔɉɔ ɕəɘɎ 
(/ admin ) ɐ Ɉɋɇ Ɏɓɘɋɖɚɋɏɗə ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ: ɓɆɕɖɎɒɋɖ, /not -admin   

ȳɋɔɇɥɍɆɘɋɑɢɓɡɋ ɓɆɗɘɖɔɏɐɎ 

Ȫɔɗɘəɕ ɐ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗə 

ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ Ɏ ɐɔɓɗɔɑɎ 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ DLPS 

admin _allow :  

   - 10.0.0.0/8  

   - 172.16.1.0/24  

Ȫɔɗɘəɕ ɐ Prometheus  prometheus _allow :  

   - 10.0.0.0/8  

   - 172.16.1.0/24  

ȮɍɒɋɓɋɓɎɋ ɕəɘɎ 

ɐ Ɏɓɘɋɖɚɋɏɗə 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 

admin_url: /express -admin -ui  

ȮɍɒɋɓɋɓɎɋ ɕəɘɎ 

ɐ Ɏɓɘɋɖɚɋɏɗə 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ DLPS 

dlps_url: /dlps -admin -ui  

 

Ȫɑɥ ɐɔɖɖɋɐɘɓɔɉɔ ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɥ ɗɋɖɈɋɖɆ ɖɋɐɔɒɋɓɊəɋɘɗɥ 

ɎɗɕɖɆɈɑɥɘɢ ɕɆɖɆɒɋɘɖɡ ets _id , rts _host , rts _ id  Ɏ rts _token ; Ɉ ɕɖɎɒɋɖɋ Ɉɡɞɋ 

ɔɓɎ ɈɡɊɋɑɋɓɡ ɐɖɆɗɓɡɒ ɜɈɋɘɔɒ. 

ŕǐǅǌǀǗƹǍǅǀˊŊǍƹǗǀǍǅǩ Ǐƹǐƹǌǀǒǐǎƻets_id, rts _host, rts _id ǅrts _token ƿǎǋǃǍǞ ǍƹǖǎƿǅǒǜǑǩ
ƻǍǓǒǐǅ ǉƹƻǞǗǀǉ ˜˪value˫̋ː œƹ ƿǐǓƼǅǀ ǏƹǐƹǌǀǒǐǞ ƿƹǍǍǎǀ ǒǐǀƺǎƻƹǍǅǀ ǍǀǐƹǑǏǐǎǑǒǐƹǍǩǀǒǑǩː
Ņǋǩ ǏǐǀƿǎǒƻǐƹǚǀǍǅǩ ǎǙǅƺǎǉ ǐǀǉǎǌǀǍƿǓǀǒǑǩ ǄƹǌǀǍǅǒǜ ǏƹǐƹǌǀǒǐǞ ǑƼǀǍǀǐǅǐǎƻƹǍǍǎƼǎ
Ǖƹǆǋƹ Ǐƹǐƹǌǀǒǐƹǌǅˋ ƻǞƿƹǍǍǞǌǅ ǐƹǄǐƹƺǎǒǗǅǉƹǌǅː Ł ǑǋǓǗƹǀ ǐǓǗǍǎƼǎ ƻƻǎƿƹ ǄǍƹǗǀǍǅǆ
Ǒǅǌƻǎǋ ǉƹƻǞǗǉǅ Ǎǀ ƻƻǎƿǅǒǑǩː 

Ȫɑɥ ɊɆɓɓɔɉɔ ɘɎɕɆ ɆɖɛɎɘɋɐɘəɖɡ əɗɘɆɓɔɈɎɘɋ Ɉɋɇ-ɐɑɎɋɓɘ.  

ȹȷȸȦȳȴȨȰȦ Ȩȫȧ-ȰȱȮȫȳȸȦ 

ŁǍǅǌƹǍǅǀˍ Łǀƺ-ǉǋǅǀǍǒ ǓǑǒƹǍƹƻǋǅƻƹǀǒǑǩ Ǎƹ Ǒǀǐƻǀǐ ǏǎǑǋǀ ǓǑǒƹǍǎƻǉǅdocker- ce ǅdocker-
compose. 

Ȩɋɇ-ɐɑɎɋɓɘ ɕɔɊɐɑɤɝɆɋɘɗɥ ɐ ETS Ɏ ɐ CTS. ȹɗɘɆɓɔɈɐɆ Ɉɋɇ-ɐɑɎɋɓɘɆ ɒɔɌɋɘ ɇɡɘɢ 

ɕɖɔɎɍɈɋɊɋɓɆ Ɉ ɑɤɇɔɏ ɒɔɒɋɓɘ, ɓɔ ɈɛɔɊ ɔɗəɟɋɗɘɈɎɘɗɥ ɘɔɑɢɐɔ ɕɔɗɑɋ əɗɘɆɓɔɈɐɎ CTS. 
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Ȫɑɥ əɗɘɆɓɔɈɐɎ Ɉɋɇ-ɐɑɎɋɓɘɆ: 

 ȭɆɕəɗɘɎɘɋ ɐɔɒɆɓɊɓəɤ ɗɘɖɔɐə. 

 ȵɔɊɐɑɤɝɎɘɋɗɢ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɖɆɍɖɆɇɔɘɝɎɐɆ Ɉ Docker  Ɋɑɥ ɗɐɆɝɎɈɆɓɎɥ 

ɐɔɓɘɋɏɓɋɖɔɈ:  

docker login - u Login - p Password registry.public.express  

 ȷɐɆɝɆɏɘɋ ɐɔɓɘɋɏɓɋɖ-ɎɓɗɘɆɑɑɥɘɔɖ:  

docker run -- rm registry . public . express / dpl : web- release dpl -

install | bash  

docker login - u Login - p Password registry . public . express  

ŕǐǅǌǀǗƹǍǅǀː Ł ǉƹǗǀǑǒƻǀ ǋǎƼǅǍƹ ǅ Ǐƹǐǎǋǩ ǅǑǏǎǋǜǄǓǨǒǑǩLogin ǅPasswordˋ ǉǎǒǎǐǞǀ
ƻǞƿƹǨǒǑǩǐƹǄǐƹƺǎǒǗǅǉǎǌː 

 ȷɔɍɊɆɏɘɋ ɖɆɇɔɝɎɏ ɐɆɘɆɑɔɉ ɗɋɖɈɎɗɆ ɗɗɡɑɔɐ:  

mkdir - p / opt / web_client  

cd / opt / web_client  

echo DPL _IMAGE_TAG=web- release > dpl . env  

dpl -- init  

 ȵɔɗɑɋ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ dpl  -- init  ɗɔɍɊɆɋɘɗɥ ɚɆɏɑ settings .yaml . 

 ȹɗɘɆɓɔɈɎɘɋ ɜɋɕɔɝɐɎ ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ ɐɑɤɝɆ SSL:  

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɔɇɗɘɈɋɓɓɔɉɔ ɗɋɖɘɎɚɎɐɆɘɆ ɗɔɍɊɆɏɘɋ ɊɎɖɋɐɘɔɖɎɤ 

Ɋɑɥ ɗɋɖɘɎɚɎɐɆɘɔɈ.  

ȨɆɌɓɔ! Ȯɒɥ ɚɆɏɑɆ ɗɋɖɘɎɚɎɐɆɘɆ Ɏ Ɏɒɥ ɐɑɤɝɆ ɊɔɑɌɓɡ 

ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ ɕɖɎɒɋɖə ɓɎɌɋ: 

mkdir - p certs  

cp / somewhere / my- certificate - chain . crt certs / express . crt  

cp / somewhere / my- unencrypted - key . key certs / express . key  

ȰɔɓɗɘɖəɐɜɎɎ /somewhere/my -certificate -chain.crt Ɏ /somewhere/my -

unencrypted -key.key ɎɓɊɎɈɎɊəɆɑɢɓɡ Ɋɑɥ ɐɆɌɊɔɉɔ ɐɔɓɐɖɋɘɓɔɉɔ ɗɑəɝɆɥ.  

ȰɔɓɗɘɖəɐɜɎɎ certs / express .crt  Ɏ certs / express .key  ɥɈɑɥɤɘɗɥ 

ɔɇɥɍɆɘɋɑɢɓɡɒɎ. 

ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɘɎɚɎɐɆɘɆɒ ɎɍɑɔɌɋɓɡ ɓɆ ɗɘɖ. 36 :  

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ Let 's Encrypt  Ɉ ɚɆɏɑ settings .yaml  

ɊɔɇɆɈɢɘɋ ɕɆɖɆɒɋɘɖ le_email : admin @company - mail . ru .  

ȵɖɔɈɋɖɐɆ ɕɔɊɐɑɤɝɋɓɎɥ ɗɋɖɘɎɚɎɐɆɘɔɈ ɕɔɗɑɋ ɎɓɗɘɆɑɑɥɜɎɎ ɔɕɎɗɆɓɆ 

ɓɆ ɗɘɖ. 74 . 

 ȷɔɍɊɆɓɓɡɏ ɕɔ əɒɔɑɝɆɓɎɤ ɚɆɏɑ ɐɔɓɚɎɉəɖɆɜɎɎ Ɏɒɋɋɘ ɗɑɋɊəɤɟɎɏ ɈɎɊ 

Ɏ ɘɖɋɇəɋɘ ɖɋɊɆɐɘɎɖɔɈɆɓɎɥ: 

ccs _host : somehost . somedomain . sometld  

web_client _config : ''  

 ȵɖɎɒɋɖ ɍɆɕɔɑɓɋɓɎɥ ɐɔɓɚɎɉəɖɆɜɎɎ: 

ccs _host :  example . com 

le _email : test @example . com 

web_client _enabled : true  

web_client _config :  

  regions :  

    ru :  

      host :  rts1dev . server . ru  

      prefix :  7  

    ae:  

      host :  r ts2dev . server . ru  

      prefix :  971  

  sentryDSN : https :// sentryToken @sentry . server . ru /58  

mailto:admin@company-mail.ru
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  ccsHost : corp . express  

  ctsWeb : false  

  locales : [" en"," ru "," de"," fr "," es "]  

  platformPackageId : ru . unlimitedtech . express  

  gcmSenderId : senderId  

  landingUrl : https :// express . ms/ mobile - corp - express  

  allowCtsLogin : true  

  allowDebugInfo : true  

  ets : true  

  gmapsApiKey : apiKeyapiKeyapiKey  

  actionTaskFeature : true  

  changelogUrl : https :// dl . express . ms/ changelog / changelog - {}. md 

images :  

  web_client : registry . public . express / web_client : develop    

 Ȩ ɐɆɘɆɑɔɉɋ /opt / express / web _client  ɈɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

dpl  - d 

ȹȷȸȦȳȴȨȰȦ ȷȫȶȨȫȶȦ MEDIA  

ȷɋɖɈɋɖ Media  ɕɖɋɊɓɆɍɓɆɝɋɓ Ɋɑɥ ɔɖɉɆɓɎɍɆɜɎɎ ɈɎɊɋɔ-  Ɏ ɆəɊɎɔɗɈɥɍɎ ɒɋɌɊə 

ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ. ȨɎɊɋɔ Ɏɗɕɔɑɢɍəɋɘ ɕɔ əɒɔɑɝɆɓɎɤ ɐɔɊɋɐ VP8, ɇɎɘɖɋɏɘ 

120  kbps , 360 kbps , 1080 kbps  ɓɆ əɝɆɗɘɓɎɐɆ (Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɈɡɇɖɆɓɓɔɉɔ 

ɐɆɝɋɗɘɈɆ ɓɆ ɗɘɔɖɔɓɋ ɐɑɎɋɓɘɆ). ȦəɊɎɔ Ɏɗɕɔɑɢɍəɋɘ ɕɔ əɒɔɑɝɆɓɎɤ ɐɔɊɋɐ OPUS, 

ɇɎɘɖɋɏɘ 16 kbps  ɓɆ əɝɆɗɘɓɎɐɆ. ȷəɒɒɆɖɓɆɥ ɕɔɑɔɗɆ ɕɖɔɕəɗɐɆɓɎɥ, ɐɔɘɔɖəɤ 

ɒɔɌɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢ ɐɑɎɋɓɘ, ɓɋ ɕɖɋɈɡɞɆɋɘ 2500 kbps . 

ȹɗɘɆɓɔɈɐɆ ɗɋɖɈɋɖɆ Media  ɕɖɔɛɔɊɎɘ Ɉ ɗɑɋɊəɤɟɋɒ ɕɔɖɥɊɐɋ:  

¶ ɕɖɋɊɈɆɖɎɘɋɑɢɓɆɥ ɓɆɗɘɖɔɏɐɆ;  

¶ əɗɘɆɓɔɈɐɆ ɗɋɖɈɋɖɆ Media ;  

¶ əɗɘɆɓɔɈɐɆ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ (Single CTS ɎɑɎ ɗɋɖɈɋɖɡ Front CTS 

Ɏ Back CTS ) ;  

¶ ɕɔɊɐɑɤɝɋɓɎɋ ɗɋɖɈɋɖɆ Media ɐ CTS-ɗɋɖɈɋɖə;  

¶ ɓɆɗɘɖɔɏɐɆ ɗɋɖɈɋɖɆ Media . 

ȵȶȫȪȨȦȶȮȸȫȱɂȳȦɅ ȳȦȷȸȶȴȯȰȦ 

Ȫɑɥ ɐɔɖɖɋɐɘɓɔɏ ɖɆɇɔɘɡ ɗɋɖɈɋɖɆ ɈɡɕɔɑɓɎɘɋ ɕɖɋɊɈɆɖɎɘɋɑɢɓəɤ ɓɆɗɘɖɔɏɐə. 

ŕǐǅǌǀǗƹǍǅǀː Ŋƹƿǀǐǃǉǅ Ǐǐǅ ǏǀǐǀƿƹǗǀ ƼǎǋǎǑǎƻǎǆ ǅǍǕǎǐǌƹǘǅǅ ƻ ǐǀǃǅǌǀTURN ǄƹƻǅǑǩǒ
ǎǒ ǓƿƹǋǀǍǍǎǑǒǅ ǉǎǍǀǗǍǎƼǎ ǏǎǋǜǄǎƻƹǒǀǋǩ ǎǒTURN-Ǒǀǐƻǀǐƹː 

ȵɋɖɋɊ əɗɘɆɓɔɈɐɔɏ ɗɋɖɈɋɖɆ Media :  

 ȴɕɖɋɊɋɑɎɘɋ Ɋɔɗɘəɕɓɡɏ Ɋɑɥ ɔɇɖɆɟɋɓɎɏ Ɏɍ ɎɓɘɋɖɓɋɘɆ ɉɑɔɇɆɑɢɓɡɏ IP-

ɆɊɖɋɗ Ɋɑɥ ɗɋɖɈɋɖɆ Media . 

 ȵɖɔɈɋɖɢɘɋ ɕɖɆɈɎɑɢɓɔɗɘɢ ɈɡɗɘɆɈɑɋɓɓɡɛ ɓɆɗɘɖɔɋɐ ɗɋɖɈɋɖɆ ɗ ɕɔɒɔɟɢɤ ɘɆɇɑ. 34 :  

ɘɆɇɑ. 34  

ȳɆɕɖɆɈɑɋɓɎɋ ȮɗɘɔɝɓɎɐ ȵɖɎɋɒɓɎɐ ȵɔɖɘ ȵɖɔɘɔɐɔɑ 
ȵɖɋɊɓɆɍɓɆɝɋɓɎɋ 
ɕɔɖɘɆ 

ȨɛɔɊɥɟɎɏ Admin IP  Media  22  TCP SSH 

ȨɛɔɊɥɟɎɏ CTS Media  8188  TCP Management 

conference  

ȨɛɔɊɥɟɎɏ ȱɤɇɔɏ Media  3478  TCP/ UDP TURN 

ȨɛɔɊɥɟɎɏ ȱɤɇɔɏ Media  20000 ï

40000  
UDP SRTP media  

ȮɗɛɔɊɥɟɎɏ Media  ȱɤɇɔɏ ȱɤɇɔɏ UDP SRTP media  
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ȳɆɕɖɆɈɑɋɓɎɋ ȮɗɘɔɝɓɎɐ ȵɖɎɋɒɓɎɐ ȵɔɖɘ ȵɖɔɘɔɐɔɑ 
ȵɖɋɊɓɆɍɓɆɝɋɓɎɋ 
ɕɔɖɘɆ 

ȮɗɛɔɊɥɟɎɏ Media  DNS 53  TCP/ UDP DNS 

ȮɗɛɔɊɥɟɎɏ Media  NTP 123  UDP NTP 

ȮɗɛɔɊɥɟɎɏ Media  registry .public .

express  
443  TCP Docker registry  

 

 ȵɖɎɗɈɔɏɘɋ Ɋɔɒɋɓɓɔɋ Ɏɒɥ ɗɋɖɈɋɖə Media . 

 ȵɔɊɉɔɘɔɈɢɘɋ ɜɋɕɔɝɐə ɗɋɖɘɎɚɎɐɆɘɔɈ SSL Ɉ ɚɔɖɒɆɘɋ PEM 

Ɏ ɓɋɞɎɚɖɔɈɆɓɓɡɏ ɕɖɎɈɆɘɓɡɏ ɐɑɤɝ. 

ȹȷȸȦȳȴȨȰȦ ȷȫȶȨȫȶȦ MEDIA  

ȷɑɋɊəɤɟɎɏ ɓɆɇɔɖ ɐɔɒɆɓɊ Ɉɡɕɔɑɓɥɋɘɗɥ Ɉ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɋ ɗɋɖɈɋɖɆ, 

ɓɆ ɐɔɘɔɖɔɒ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ Media . 

Ȫɑɥ əɗɘɆɓɔɈɐɎ ɗɋɖɈɋɖɆ Media :  

 ȵɔɊɐɑɤɝɎɘɋɗɢ ɐ Media  ɗɋɖɈɋɖə ɝɋɖɋɍ SSH. 

 ȭɆɕəɗɘɎɘɋ ɐɔɒɆɓɊɓəɤ ɗɘɖɔɐə. 

 ȨɡɕɔɑɓɎɘɋ əɗɘɆɓɔɈɐə NTP-ɗɋɖɈɋɖɆ ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ: 

apt  install  chrony  

ȫɗɑɎ Ɏɒɋɤɘɗɥ ɎɗɘɔɝɓɎɐɎ ɘɔɝɓɔɉɔ ɈɖɋɒɋɓɎ ɈɓəɘɖɎ ɐɔɒɕɆɓɎɎ, Ɉ ɚɆɏɑ 

/ etc / chrony / chrony .conf  ɈɓɋɗɎɘɋ ɗɋɖɈɋɖɡ NTP Ɉ ɈɎɊɋ: 

server ntp1 . local  

server ntp2 . local  

server ntp3 . local  

ȵɖɎɒɋɖ ɐɔɊɆ:  

systemctl enable chrony  

systemctl restart chrony  

Ȫɑɥ ɕɖɔɈɋɖɐɎ ɕɔɊɐɑɤɝɋɓɎɥ ɐ NTP-ɗɋɖɈɋɖɆɒ Ɏɗɕɔɑɢɍəɏɘɋ ɗɑɋɊəɤɟəɤ ɐɔɒɆɓɊə: 

chronyc sources - v 

 ȵɔɊɐɑɤɝɎɘɋɗɢ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɖɆɍɖɆɇɔɘɝɎɐɆ Ɉ Docker  Ɋɑɥ ɗɐɆɝɎɈɆɓɎɥ 

ɐɔɓɘɋɏɓɋɖɔɈ:   

docker login - u Login - p Password registry . public . express  

ŕǐǅǌǀǗƹǍǅǀː Ł ǉƹǗǀǑǒƻǀ ǋǎƼǅǍƹ ǅ Ǐƹǐǎǋǩ ǅǑǏǎǋǜǄǓǨǒǑǩLogin ǅPasswordˋ ǉǎǒǎǐǞǀ
ƻǞƿƹǨǒǑǩ ǐƹǄǐƹƺǎǒǗǅǉǎǌː 

 ȷɐɆɝɆɏɘɋ ɐɔɓɘɋɏɓɋɖ-ɎɓɗɘɆɑɑɥɘɔɖ:  

docker run -- rm registry . public . express / dpl : voex - release dpl -

install | bash  

Ȯɍ ɖɋɕɔɍɎɘɔɖɎɥ ɓɆ ɗɋɖɈɋɖ ɗɐɆɝɆɋɘɗɥ ɚɆɏɑ Ɉ ɚɔɖɒɆɘɋ YAML 

ɗ ɐɔɓɘɋɏɓɋɖɆɒɎ Ɏ ɎɓɗɘɆɑɑɥɘɔɖ.  

 ȷɔɍɊɆɏɘɋ ɖɆɇɔɝɎɏ ɐɆɘɆɑɔɉ ɕɖɔɋɐɘɆ: 

mkdir - p / opt / express - voice  

cd / opt / express - voice  

echo DPL _IMAGE_TAG=voex - release > dpl . env  

dpl -- init  

 ȹɗɘɆɓɔɈɎɘɋ ɜɋɕɔɝɐə ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ ɐɑɤɝɆ SSL Ɋɑɥ TURN Ɏ STUN ɗɋɖɈɋɖɔɈ:  

mkdir - p certs  

cp / somewhere / my- certificate - chain . crt certs / express . crt  

cp / somewhere / my- unencrypted - key . key certs / express . key  
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 ȷɔɍɊɆɏɘɋ DH (Diffie Hellman ) ɐɑɤɝ:  

openssl dhparam - out certs / dhparam . pem 2048  

 ȴɘɐɖɔɏɘɋ ɚɆɏɑ / opt / express - voice / settings .yaml Ɋɑɥ ɖɋɊɆɐɘɎɖɔɈɆɓɎɥ:  

external _interface : eth0  

janus _ws_enable : true  

janus _ws_ip : 127.0.0.1  

janus _wss_enable : false  

janus _wss_ip : 127.0.0.1  

  -  ''  

ccs _host : somehost . somedomain . sometld  

phoenix _secret _key _base : **********  

turnserver _server _name: localhost  

turnserver _listening _ip : 127.0.0.1  

api _internal _token : token  

ȳɆɗɘɖɔɏɐɎ ɕɔ əɒɔɑɝɆɓɎɤ ɔɕɎɗɆɓɡ Ɉ ɘɆɇɑ.  35 :  

ɘɆɇɑ.  35  

ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȭɓɆɝɋɓɎɋ 

external _interface  ȳɆɎɒɋɓɔɈɆɓɎɋ ɎɓɘɋɖɚɋɏɗɆ ɗ ɈɓɋɞɓɎɒ IP-ɆɊɖɋɗɔɒ 

janus _keep _private _host  ȨɐɑɤɝɋɓɎɋ ɗɔɉɑɆɗɔɈɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ ɓɆ Ɉɗɋ ɑɔɐɆɑɢɓɡɋ ip-

ɆɊɖɋɗɆ ɗɋɖɈɋɖɆ 

ccs_host  FQDN Ɏɒɥ Media -ɗɋɖɈɋɖɆ 

api_internal _token  ȸɔɐɋɓ Ɋɑɥ ɍɆɕɖɔɗɔɈ ɐ API 

janus _ws_acl  ȦɊɖɋɗɆ ɎɑɎ ɗɋɘɎ ɗɋɖɈɋɖɔɈ, ɓɆ ɐɔɘɔɖɡɛ ɖɆɗɕɔɑɔɌɋɓ ɐɔɓɘɋɏɓɋɖ 
messaging  (ɓɆɕɖɎɒɋɖ, 172.18.0.) 

janus _ws_ip - ip  Ȯɓɘɋɖɚɋɏɗ, ɐɔɘɔɖɡɏ Ɏɗɕɔɑɢɍəɋɘ janus  websocket  
Ɋɑɥ əɕɖɆɈɑɋɓɎɥ ɐɔɓɚɋɖɋɓɜɎɥɒɎ ɗɋɖɈɎɗɔɒ messaging  

janus_wss_enable janus 
secure websocket  

ȨɐɑɤɝɋɓɎɋ jan us secure websocket  

janus _wss_ip Ȯɓɘɋɖɚɋɏɗ, ɐɔɘɔɖɡɏ Ɏɗɕɔɑɢɍəɋɘ janus  secure  websocket  

janus _nat_1_1_mapping  

janus _keep_private_host  

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ NAT 1:1 əɐɆɍɡɈɆɋɘɗɥ ɈɓɋɞɓɎɏ IP-ɆɊɖɋɗ Ɏ 

ɈɐɑɤɝɆɋɘɗɥ ɖɋɌɎɒ ɗɔɛɖɆɓɋɓɎɥ ɕɖɎɈɆɘɓɔɉɔ IP-ɆɊɖɋɗɆ 

janus _keep _private _host  ȷɕɎɗɔɐ ɖɆɍɖɋɞɋɓɓɡɛ IP-ɆɊɖɋɗɔɈ: 

¶ Ɋɑɥ ɔɊɓɔɉɔ CTS-ɗɋɖɈɋɖɆ ό ɋɉɔ ɆɊɖɋɗ: [1.2.3.4]; 

¶ ɋɗɑɎ CTS Ɏ Media -ɗɋɖɈɋɖ ɓɆɛɔɊɥɘɗɥ ɓɆ ɔɊɓɔɒ ɗɋɖɈɋɖɋ ό 
ɕəɗɘɔɏ ɗɕɎɗɔɐ: [] 

phoenix _secret _key _base  ȷɋɖɈɋɖɓɡɏ ɐɑɤɝ (ɔɗɘɆɈɎɘɢ ɇɋɍ ɎɍɒɋɓɋɓɎɥ) 

turnserver_shared_key  Ȱɑɤɝ Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ Media ɐ CTS (ɗɐɔɕɎɖɔɈɆɘɢ Ɏ ɗɔɛɖɆɓɎɘɢ 
ɗɉɋɓɋɖɎɖɔɈɆɓɓɔɋ ɍɓɆɝɋɓɎɋ ɐɑɤɝɆ) 

turnserver_allowed_peer_ip  ȵɆɖɆɒɋɘɖ, ɚɎɑɢɘɖəɤɟɎɏ ɘɖɆɚɎɐ IP ɆɊɖɋɗɔɈ Ɉɗɋɛ ɒɋɊɎɆ 
ɗɋɖɈɋɖɔɈ Ɋɔ NAT ɆɊɖɋɗɆ 

janus_ice_enforce_list  ȵɆɖɆɒɋɘɖ, ɚɎɑɢɘɖəɤɟɎɏ ɗɔɉɑɆɗɔɈɆɓɎɋ ɘɔɝɋɐ ɕɔɊɐɑɤɝɋɓɎɥ 
ɗ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ ɝɋɖɋɍ əɐɆɍɆɓɓəɤ ɗɋɘɋɈəɤ ɐɆɖɘə ɒɋɊɎɆ 
ɗɋɖɈɋɖɆ 

turnserver _external _ip ȨɓɋɞɓɎɏ IP-ɆɊɖɋɗ 

turnserver _listening _ip ȨɓɋɞɓɎɏ ɎɑɎ ɈɓəɘɖɋɓɓɎɏ IP-ɆɊɖɋɗ ɎɓɘɋɖɚɋɏɗɆ Ɋɑɥ TURN Ɏ 

STUN ɗɋɖɈɋɖɔɈ 

transcoding _storage _enabled  ȨɐɑɤɝɋɓɎɋ ɗɋɖɈɎɗɆ Ɉɖɋɒɋɓɓɔɉɔ ɛɖɆɓɋɓɎɥ ɍɆɕɎɗɋɏ, 

ɕɔ əɒɔɑɝɆɓɎɤ Ɉɡɐɑɤɝɋɓ 

 

 ȨɓɋɗɎɘɋ ɎɍɒɋɓɋɓɎɥ Ɉ ɓɆɗɘɖɔɏɐɎ ɕɔ əɒɔɑɝɆɓɎɤ Ɏ ɊɔɇɆɈɢɘɋ ɗɑɋɊəɤɟɎɏ 

ɕɆɖɆɒɋɘɖ: 

turnserver _external _ip :  

  -  1.2.3.4  

 ȷ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ ɓɎɌɋ ɗɉɋɓɋɖɎɖəɏɘɋ ɍɓɆɝɋɓɎɋ ɐɑɤɝɆ 

turnserver_shared_key:  

cat /proc/sys/kernel/random/uuid | tr - d ' - ' | base64 | cut - b 1 - 22 



 

ȯɓɠɢɜɒ 3. 50 

13. 10.202 5 

54  

 ȷɐɔɕɎɖəɏɘɋ Ɏ ɗɔɛɖɆɓɎɘɋ ɗɉɋɓɋɖɎɖɔɈɆɓɓɔɋ ɍɓɆɝɋɓɎɋ ɐɑɤɝɆ (Ɋɑɥ ɕɖɎɒɋɖɆ 

Ɏɗɕɔɑɢɍəɋɘɗɥ YmNjY2VmNDk0ZTEwNDgzNj) Ɋɑɥ ɊɆɑɢɓɋɏɞɋɉɔ ɕɔɊɐɑɤɝɋɓɎɥ 

ɗɋɖɈɋɖɆ Media  ɐ CTS-ɗɋɖɈɋɖə.  

 ȪɔɇɆɈɢɘɋ ɣɘɔɘ ɕɆɖɆɒɋɘɖ Ɉ ɐɔɓɚɎɉəɖɆɜɎɤ: 

turnserver _shared _key : YmNjY2VmNDk0ZTEwNDgzNj 

 ȪɔɇɆɈɢɘɋ ɗɑɋɊəɤɟɎɏ ɕɆɖɆɒɋɘɖ turnserver_allowed_peer_ip , əɐɆɍɆɈ ɑɔɐɆɑɢɓɡɋ 

IP ɆɊɖɋɗɆ Ɉɗɋɛ ɒɋɊɎɆ ɗɋɖɈɋɖɔɈ (ɋɗɑɎ Ɏɛ ɓɋɗɐɔɑɢɐɔ) ɎɑɎ ɑɔɐɆɑɢɓɡɏ IP ɆɊɖɋɗ 

ɋɊɎɓɗɘɈɋɓɓɔɉɔ ɒɋɊɎɆ ɗɋɖɈɋɖɆ Ɋɑɥ ɚɎɑɢɘɖɆɜɎɎ ɘɖɆɚɎɐɆ Ɋɔ NAT ɆɊɖɋɗɆ:  

turnserver_allowed_peer_ip:  

-  172.20.56.15  

-  172.20.56.16  

ŕǐǅǌǀǗƹǍǅǀ. ņǑǋǅ Ǎƹ ǌǀƿǅƹ Ǒǀǐƻǀǐǀ ǅǑǏǎǋǜǄǓǀǒǑǩ ƻǍǀǙǍǅǆ ˜ƺǀǋǞǆ˝ íē ƹƿǐǀǑ-  ƿƹǍǍǞǆ
Ǖǅǋǜǒǐ ǓǉƹǄǞƻƹǒǜ Ǎǀ ǒǐǀƺǓǀǒǑǩ 

 ȪɔɇɆɈɢɘɋ ɣɘɔɘ ɕɆɖɆɒɋɘɖ Ɉ ɐɔɓɚɎɉəɖɆɜɎɤ: 

janus_ice_enforce_list: eth0  

 ȫɗɑɎ ɇəɊɋɘ ɎɗɕɔɑɢɍɔɈɆɘɢɗɥ ɍɆɕɎɗɢ ɍɈɔɓɐɔɈ, ɊɔɇɆɈɢɘɋ ɕɆɖɆɒɋɘɖ: 

transcoding _storage _enabled : t rue  

 ȪɔɇɆɈɢɘɋ ɗɑɋɊəɤɟɎɋ ɕɆɖɆɒɋɘɖɡ Ɏ əɗɘɆɓɔɈɎɘɋ ɕɆɖɆɒɋɘɖ 

çjanus _nat _1_1_ mapping è ɖɆɈɓɡɒ ɍɓɆɝɋɓɎɤ Ɉɓɋɞɓɋɉɔ IP-ɆɊɖɋɗɆ Ɉ ɗɋɘɎ 

Ȯɓɘɋɖɓɋɘ, ɗ ɐɔɘɔɖɔɉɔ ɕɖɔɎɍɈɔɊɎɘɗɥ ɕɋɖɋɇɖɔɗ ɕɔɖɘɔɈ: 

janus _keep _private _host : true  

janus _ws_ip : 172.17.0.1  

janus _ws_acl : 172.1 9.0 .  

janus _nat _1_1_ mapping : 1.2.3.4  

 ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə ɕɖɋɊɈɆɖɎɘɋɑɢɓɔɉɔ ɉɋɓɋɖɎɖɔɈɆɓɎɥ ɚɆɏɑɔɈ ɐɔɓɚɎɉəɖɆɜɎɏ: 

dpl - p 

 ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

dpl - d 

ȫɗɑɎ ɆɖɛɎɘɋɐɘəɖɓɔɋ ɖɋɞɋɓɎɋ ɕɖɋɊɕɔɑɆɉɆɋɘ ɖɆɍɊɋɑɢɓəɤ əɗɘɆɓɔɈɐə 

ɗɋɖɈɎɗɆ ɍɆɕɎɗɎ ɐɔɓɚɋɖɋɓɜɎɏ (Recording -ɇɔɘ) Ɏ ɗɋɖɈɎɗɆ ɐɔɓɚɋɖɋɓɜɎɏ 

( Media ) ,  ɔɇɖɆɘɎɘɋɗɢ ɐ ɐɔɒɕɆɓɎɎ-ɖɆɍɖɆɇɔɘɝɎɐə. 

ȹȷȸȦȳȴȨȰȦ ȷȫȶȨȫȶȦ TRANSCODING  

Ȫɑɥ əɗɘɆɓɔɈɐɎ Ɏ ɓɆɗɘɖɔɏɐɎ ɗɋɖɈɋɖɆ Transcoding :  

 ȵɔɊɐɑɤɝɎɘɋɗɢ ɐ ɈɡɊɋɑɋɓɓɔɒə ɗɋɖɈɋɖə ɝɋɖɋɍ SSH. 

 ȷɔɍɊɆɏɘɋ ɕɆɕɐə Ɋɑɥ ɖɆɇɔɘɡ ɘɖɆɓɗɐɔɊɎɖɔɈɆɓɎɥ:  

mkdir - p / opt / transcoding  

 ȹɗɘɆɓɔɈɎɘɋ ɗɋɖɈɎɗ Docker :  

curl - fsSL http :// get . docker . com - o get - docker . sh && sh get -

docker . sh  

 ȹɐɆɌɎɘɋ ɕɆɖɆɒɋɘɖɡ ɛɖɆɓɋɓɎɥ ɌəɖɓɆɑɔɈ Ɉ Docker  Ɉ ɐɆɘɆɑɔɉɋ 

/ etc / docker / daemon .json :  

{  

" log - driver ": " json - file ",  

 " log - opts ": {  

  " max- size ": "100m"  

 }  

}  

 ȵɋɖɋɍɆɉɖəɍɎɘɋ ɗɋɖɈɎɗ Docker :  
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systemctl restart docker  

 ȵɋɖɋɏɊɎɘɋ Ɉ ɊɎɖɋɐɘɔɖɎɤ /opt / transcoding :  

cd / opt / transcoding  

 ȷɔɍɊɆɏɘɋ ɕɋɖɋɒɋɓɓəɤ ɕɖɔɋɐɘɆ: 

echo " DPL_IMAGE_TAG=voex - release " > dpl . env  

 ȷɔɍɊɆɏɘɋ Ɏ ɍɆɕəɗɘɎɘɋ ɐɔɓɘɋɏɓɋɖ Docker :  

docker run -- rm registry . public . express / dpl : voex - release dpl -

install | bash  

 ȮɓɎɜɎɆɑɎɍɎɖəɏɘɋ ɕɖɔɋɐɘ VoEx :  

dpl -- init  

 ȴɘɐɖɔɏɘɋ ɚɆɏɑ /opt / transcoding / settings .yaml  Ɉ ɑɤɇɔɒ ɘɋɐɗɘɔɈɔɒ 

ɖɋɊɆɐɘɔɖɋ (ɓɆɕɖɎɒɋɖ, nano ):  

nano / opt / transcoding / settings . yaml  

 ȴɘɐɑɤɝɎɘɋ ɗɋɖɈɎɗɡ redis , coturn  Ɏ janus , əɗɘɆɓɔɈɎɈ ɍɓɆɝɋɓɎɋ çfalseè: 

coturn _enabled : false  

janus _enabled : false  

redis _enabled : false  

transcoding _storage _enabled : false  

 ȪɔɇɆɈɢɘɋ ɛɔɗɘɡ Ɋɑɥ ɖɆɇɔɘɡ ɘɖɆɓɗɐɔɊɎɖɔɈɆɓɎɥ. ȵɆɖɆɒɋɘɖɡ Ɋɑɥ ɖɆɇɔɘɡ 

ɘɖɆɓɗɐɔɊɎɖɔɈɆɓɎɥ ɔɕɎɗɆɓɡ Ɉ ɘɆɇɑ.  36. ȭɓɆɝɋɓɎɥ ɒɔɌɓɔ ɗɐɔɕɎɖɔɈɆɘɢ 

ɗ Media -ɗɋɖɈɋɖɆ, c ɐɔɘɔɖɔɉɔ ɕɋɖɋɓɔɗɎɘɗɥ ɐɔɓɘɋɏɓɋɖ. 

ŁƹǃǍǎˍ ŊǍƹǗǀǍǅǩapi_internal _token ǑǉǎǏǅǐǓǆǒǀ ǅǄ Ǖƹǆǋǎƻ
/opt/express/settings .yamlˋ ǐƹǑǏǎǋǎǃǀǍǍǞǖ Ǎƹ ǑǎǎǒƻǀǒǑǒƻǓǨǚǅǖ Ǒǀǐƻǀǐƹǖ
ccs_hostsː ŊǍƹǗǀǍǅǩtoken ǑǉǎǏǅǐǓǆǒǀ ǅǄ Ǖƹǆǋǎƻ ˖opt/express- voice/settings .yaml 
˜ǄǍƹǗǀǍǅǀapi_internal _token˝ˋ ǐƹǑǏǎǋǎǃǀǍǍǞǖ Ǎƹ ǑǎǎǒƻǀǒǑǒƻǓǨǚǅǖ ǑǀǐƻǀǐƹǖMedia. 

ȵɖɎɒɋɖ ɓɆɗɘɖɔɋɐ ɛɔɗɘɔɈ ɘɖɆɓɗɐɔɊɎɖɔɈɆɓɎɥ: 

¶ Ɋɑɥ ɔɊɓɔɉɔ ɗɋɖɈɋɖɆ CTS:  

transcoding _hosts :  

  cts :  

    ccs _host : fqdn _cts  

    api _internal _token : $api _internal _token _cts  

    storages _tokens _mapping :  

      fqdn _media1 :  

        token : $api _internal _token _media  

        ssl _envs _prefix : " TSS"  

# ʥʝ ʦʙʷʟʘʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ 

# ʝʩʣʠ ʥʝ ʧʫʙʣʠʯʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ, ʪʦ ʦʪʢʣʶʯʘʝʤ ʧʨʦʚʝʨʢʫ 

ʩʝʨʪʠʬʠʢʘʪʘ: 

tc - cts _env _override :  

  TSS_SSL_ENABLED: true  

  TSS_SSL_VERIFY: verify _none  

¶ Ɋɑɥ ɓɋɗɐɔɑɢɐɎɛ CTS-ɗɋɖɈɋɖɔɈ: 

transcoding _hosts :  

  cts1 :  

    ccs _host : fqdn _cts1  

    api _internal _token : $api _internal _token _cts1  

    storages _tokens _mapping :  

      fqdn _media1 :  

        token : $api _internal _token _media1  

        ssl _envs _prefix : " TSS"  

  cts2 :  

    ccs _host : fqdn _cts2  

    api _internal _token : $api _internal _token _cts2  

    storages _tokens _mapping :  
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      fqdn _media2 :  

        token : $api _internal _token _media2  

        ssl _envs _prefix : " TSS"  

ɘɆɇɑ.  36  

ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȭɓɆɝɋɓɎɋ 

transcoding _hosts  ȷɕɎɗɔɐ ɔɇɠɋɐɘɔɈ hosts  (CTS), ɗɔɗɘɔɎɘ Ɏɍ ɕɆɖɆɒɋɘɖɔɈ: 

Å cts  (cts1, cts2)  ð əɓɎɐɆɑɢɓɔɋ ɓɆɍɈɆɓɎɋ, ɒɔɌɓɔ 
ɎɗɕɔɑɢɍɔɈɆɘɢ fqdn _cts ;  

Å ccs_host ð FQDN CTS-ɗɋɖɈɋɖɆ;  

Å api_internal_token ð ɘɔɐɋɓ Ɋɑɥ ɍɆɕɖɔɗɔɈ ɐ API (ɗɐɔɕɎɖəɏɘɋ 
Ɏɍ ɚɆɏɑɔɈ /opt/express/settings.yaml , ɖɆɗɕɔɑɔɌɋɓɓɡɛ 
ɓɆ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɛ ɗɋɖɈɋɖɆɛ ccs_hosts).  

ȲɔɌɋɘ ɗɔɊɋɖɌɆɘɢ ɓɋɗɐɔɑɢɐɔ ɇɑɔɐɔɈ cts, ɋɗɑɎ ə ɈɆɗ ɔɊɎɓ ɗɋɖɈɋɖ 
ɘɖɆɓɗɐɔɊɎɓɉɆ Ɋɑɥ ɓɋɗɐɔɑɢɐɎɛ CTS ɗɋɖɈɋɖɔɈ 

storages _tokens _mapping  ȷɕɎɗɔɐ ɔɇɠɋɐɘɔɈ hosts, ɗɔɗɘɔɎɘ Ɏɍ ɕɆɖɆɒɋɘɖɔɈ: 

Å fqdn _media  ð fqdn  Media  ɗɋɖɈɋɖɆ, ɊɔɑɌɓɔ ɇɡɘɢ 
əɓɎɐɆɑɢɓɡɒ; 

Å token ð api_internal_token Media ɗɋɖɈɋɖɆ;  

Å ssl_envs_prefi x ð ɕɖɋɚɎɐɗ ɗɋɖɘɎɚɎɐɆɘɆ. 

ȲɔɌɋɘ ɗɔɊɋɖɌɆɘɢ ɓɋɗɐɔɑɢɐɔ ɇɑɔɐɔɈ fqdn _media , ɋɗɑɎ ə CTS 
ɗɋɖɈɋɖɆ ɇɔɑɢɞɋ ɔɊɓɔɉɔ Janus ( janus _ws_url )  

tc-ct_env _override  ȪɔɕɔɑɓɎɘɋɑɢɓɡɋ ɕɆɖɆɒɋɘɖɡ Ɋɑɥ transcoding  

TSS_SSL_ENABLE ȨɐɑɤɝɋɓɎɋ/ɔɘɐɑɤɝɋɓɎɋ ɊɔɕɔɑɓɎɘɋɑɢɓɡɛ ɓɆɗɘɖɔɋɐ transcoding  

TSS_SSL_VERIFY ȵɖɔɈɋɖɐɆ ɗɋɖɘɎɚɎɐɆɘɆ Ɋɑɥ transcoding  

 

 ȭɆɕəɗɘɎɘɋ ɗɋɖɈɎɗ ɐɔɒɆɓɊɔɏ: 

dpl - d 

 ȵɖɔɈɋɖɢɘɋ ɗɘɆɘəɗ ɐɔɓɘɋɏɓɋɖɔɈ: 

docker ps - a 

Ȩ ɖɋɍəɑɢɘɆɘɋ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ ɊɔɑɌɓɡ ɕɔɥɈɎɘɢɗɥ ɐɔɓɘɋɏɓɋɖɡ transco ding  

Ɉ ɗɔɔɘɈɋɘɗɘɈɎɎ ɗɔ ɍɓɆɝɋɓɎɋɒ, əɐɆɍɆɓɓɡɒ Ɉ ɕɋɖɋɒɋɓɓɔɏ transcoding _hosts , 

ɓɆɕɖɎɒɋɖ: 

root @yc - msg- ext - voex - transcoding01 :~# docker ps - a 

CONTAINER ID   IMAGE                                        

COMMAND                  CREATED        STATUS        PORTS      

NAMES 

dd5ca4e7bdee   registry . public . express / transcoding :3.24.0   

"/ bin / sh - c 'export é"   45 hours ago   Up 22 hours   4000/ tcp   

voex - tc - cts - 1 

 ȵɖɔɈɋɖɢɘɋ Ɋɔɗɘəɕɓɔɗɘɢ Media -ɗɋɖɈɋɖɆ Ɏɗɕɔɑɢɍəɥ ɐɔɒɆɓɊə: 

curl https :// fqdn - media / testtest  

 ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə Ɋɑɥ ɕɔɑəɝɋɓɎɥ ɑɔɉɔɈ ɐɔɓɘɋɏɓɋɖɆ Docker  ɓɆ ɗɋɖɈɋɖɋ 

Media :  

docker logs voex - nginx - 1 | grep testtest  

Ȩ ɔɘɈɋɘɋ ɊɔɑɌɋɓ ɗɔɊɋɖɌɆɘɗɥ ɍɆɕɖɔɗ (ɍɆɕɖɔɗɡ): 

voice . test . corp . express 172.18.0.2 -  -  [02/ Oct /2024:08:50:34 

+0000] " GET / testtest HTTP /1.1" 204 0 " - " " curl /8.5.0" 

"51.250.102.111"  
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ȹȷȸȦȳȴȨȰȦ ȰȴȶȵȴȶȦȸȮȨȳȴȩȴ ȷȫȶȨȫȶȦ 

ŁƹǃǍǎˍ ŕǀǐǀƿ ǍƹǗƹǋǎǌ ǏǐǎǘǀƿǓǐǞ ǓǑǒƹǍǎƻǉǅ Ǎǀǎƺǖǎƿǅǌǎ ǓǑǒƹǍǎƻǅǒǜ Media ˜Ǒǌː Ǒǒǐː 47). 

ȹȷȸȦȳȴȨȰȦ SINGLE  CTS 

ȷɑɋɊəɤɟɎɏ ɓɆɇɔɖ ɐɔɒɆɓɊ Ɉɡɕɔɑɓɥɋɘɗɥ Ɉ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɋ ɗɋɖɈɋɖɆ, 

ɓɆ ɐɔɘɔɖɔɒ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ CTS. 

Ȫɑɥ əɗɘɆɓɔɈɐɎ CTS :  

 ȭɆɕəɗɘɎɘɋ ɐɔɒɆɓɊɓəɤ ɗɘɖɔɐə.  

 ȵɔɊɐɑɤɝɎɘɋɗɢ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɖɆɍɖɆɇɔɘɝɎɐɆ Ɉ Docker  Ɋɑɥ ɗɐɆɝɎɈɆɓɎɥ 

ɐɔɓɘɋɏɓɋɖɔɈ:   

docker login - u Login  - p Password  registry . public . express  

ŕǐǅǌǀǗƹǍǅǀː Ł ǉƹǗǀǑǒƻǀ ǋǎƼǅǍƹ ǅ Ǐƹǐǎǋǩ ǅǑǏǎǋǜǄǓǨǒǑǩLogin ǅPassword, ǉǎǒǎǐǞǀ
ƻǞƿƹǨǒǑǩ ǐƹǄǐƹƺǎǒǗǅǉǎǌ. 

 ȷɐɆɝɆɏɘɋ ɐɔɓɘɋɏɓɋɖ-ɎɓɗɘɆɑɑɥɘɔɖ:  

docker run -- rm registry . public . express / dpl : cts - release dpl -

install | bash  

Ȯɍ ɖɋɕɔɍɎɘɔɖɎɥ ɓɆ ɗɋɖɈɋɖ ɗɐɆɝɆɋɘɗɥ ɚɆɏɑ Ɉ ɚɔɖɒɆɘɋ YAML 

ɗ ɐɔɓɘɋɏɓɋɖɆɒɎ Ɏ ɎɓɗɘɆɑɑɥɘɔɖ.  

 ȷɔɍɊɆɏɘɋ ɖɆɇɔɝɎɏ ɐɆɘɆɑɔɉ CTS:  

mkdir - p / opt / express  

cd / opt / express  

echo DPL _IMAGE_TAG=cts - release > dpl . env  

dpl -- init   

ȵɔɗɑɋ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ dpl  -- init  ɗɔɍɊɆɋɘɗɥ ɚɆɏɑ settings .yaml . 

 ȹɗɘɆɓɔɈɎɘɋ ɜɋɕɔɝɐɎ ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ ɐɑɤɝɆ SSL:  

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɔɇɗɘɈɋɓɓɔɉɔ ɗɋɖɘɎɚɎɐɆɘɆ ɗɔɍɊɆɏɘɋ ɊɎɖɋɐɘɔɖɎɤ 

Ɋɑɥ ɗɋɖɘɎɚɎɐɆɘɔɈ.  

ȨɓɎɒɆɓɎɋ!  Ȯɒɥ ɚɆɏɑɆ ɗɋɖɘɎɚɎɐɆɘɆ Ɏ Ɏɒɥ ɐɑɤɝɆ ɊɔɑɌɓɡ 

ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ ɕɖɎɒɋɖə ɓɎɌɋ: 

mkdir - p certs  

cp / somewhere / my- certificate - chain . crt certs / express . crt  

cp / somewhere / my- unencrypted - key . key certs / express . key  

ȰɔɓɗɘɖəɐɜɎɎ /somewhere/my -certificate -chain.crt Ɏ /somewhere/my -

unencrypted -key.key ɎɓɊɎɈɎɊəɆɑɢɓɡ Ɋɑɥ ɐɆɌɊɔɉɔ ɐɔɓɐɖɋɘɓɔɉɔ ɗɑəɝɆɥ.  

ȰɔɓɗɘɖəɐɜɎɎ certs / express .crt  Ɏ certs / express .key  ɥɈɑɥɤɘɗɥ 

ɔɇɥɍɆɘɋɑɢɓɡɒɎ. 

ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɘɎɚɎɐɆɘɆɒ ɎɍɑɔɌɋɓɡ ɓɆ ɗɘɖ. 36 ;  

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ Let 's Encrypt  Ɉ ɚɆɏɑ settings .yaml  

ɊɔɇɆɈɢɘɋ ɕɆɖɆɒɋɘɖ le_email : admin @company - mail . ru  

ȵɖɔɈɋɖɐɆ ɕɔɊɐɑɤɝɋɓɎɥ ɗɋɖɘɎɚɎɐɆɘɔɈ ɕɔɗɑɋ ɎɓɗɘɆɑɑɥɜɎɎ ɔɕɎɗɆɓɆ ɓɆ ɗɘɖ. 74 . 

 ȨɡɕɔɑɓɎɘɋ ɓɆɗɘɖɔɏɐə DLPS Ɋɑɥ ɊɔɗɘəɕɆ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɇɋɍɔɕɆɗɓɔɗɘɎ 

ɐ ɗɔɊɋɖɌɎɒɔɒə ɗɔɔɇɟɋɓɎɏ (ɕɆɖɆɒɋɘɖɡ ɓɆɗɘɖɔɏɐɎ ɗɒ. ɗɘɖ. 72 ).  

 ȹɗɘɆɓɔɈɎɘɋ cAdvisor  (əɗɘɆɓɔɈɐɆ Ɉɡɕɔɑɓɥɋɘɗɥ Ɏɍ ɐɆɘɆɑɔɉɆ /opt / expr ess) :  

dpl cadvinstall  

ps ax | grep cadvisor | grep - v grep  

mailto:admin@company-mail.ru
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ȨɡɈɔɊ ɐɔɒɆɓɊɡ:  

17605 ? Ssl 44:20 / usr / bin / cadvisor - listen _ip 172.17.0.1 - port 

9100  

 ȹɗɘɆɓɔɈɎɘɋ Prometheus  node  exporter  Ɏɍ ɐɆɘɆɑɔɉɆ /opt / express  ɗ ɕɔɒɔɟɢɤ 

ɐɔɒɆɓɊɡ: 

dpl nxinstall  

ps ax | grep node _exporter | grep - v grep  

ȨɡɈɔɊ ɐɔɒɆɓɊɡ:  

17802 ?        Ssl  322:51 / usr / bin / node _exporter -- web. listen -

address =172.17.0.1:9200  

ȵɔ ɍɆɈɋɖɞɋɓɎɎ əɗɘɆɓɔɈɐɎ CTS Ɏ ɈɗɕɔɒɔɉɆɘɋɑɢɓɔɉɔ ȵȴ ɗɔɍɊɆɋɘɗɥ ɚɆɏɑ 

ɐɔɓɚɎɉəɖɆɜɎɎ, Ɉ ɐɔɘɔɖɔɒ ɓɋɔɇɛɔɊɎɒɔ ɍɆɊɆɘɢ ɕɆɖɆɒɋɘɖɡ Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ 

ɐ RTS, ɕɔɑəɝɋɓɎɥ push -əɈɋɊɔɒɑɋɓɎɏ, SMS-ɗɔɔɇɟɋɓɎɏ Ɏ ɊɖəɉɎɛ ɚəɓɐɜɎɏ.  

ȷɔɍɊɆɓɓɡɏ ɕɔ əɒɔɑɝɆɓɎɤ ɚɆɏɑ ɐɔɓɚɎɉəɖɆɜɎɎ Ɏɒɋɋɘ ɗɑɋɊəɤɟɎɏ ɈɎɊ 

Ɏ ɘɖɋɇəɋɘ ɖɋɊɆɐɘɎɖɔɈɆɓɎɥ:  

api _internal _token : verystrongpassword  

ccs _host : cts _name. somedomain . somet ld  

cts _id :  ' aaaa - bbbb - cccc - dddd '  

phoenix _secret _key _base : verystrongpassword  

postgres _password : verystrongpassword  

prometheus _users :  

prometheus :  verystrongpassword  

rts _host :  'rts_ name. somedomain . sometld'  

rts _id :  ' aaaa - bbbb - cccc - dddd '  

rts _token :  ' verystrongpassword '  

Ȫɑɥ ɎɍɒɋɓɋɓɎɥ ɚɆɏɑɆ ɐɔɓɚɎɉəɖɆɜɎɎ Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ ɑɤɇɡɒ ɘɋɐɗɘɔɈɡɒ 

ɖɋɊɆɐɘɔɖɔɒ Ɏ ɈɓɋɗɎɘɋ ɎɗɕɖɆɈɑɋɓɎɥ Ɉ ɚɆɏɑ.  ȵɋɖɋɝɋɓɢ Ɉɗɋɛ ɓɆɗɘɖɔɋɐ Ɉ ɚɆɏɑɋ 

ɐɔɓɚɎɉəɖɆɜɎɎ ɕɖɋɊɗɘɆɈɑɋɓ Ɉ ɘɆɇɑ. 37 . 

ɘɆɇɑ. 37  

ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȭɓɆɝɋɓɎɋ 

ȴɇɥɍɆɘɋɑɢɓɡɋ ɓɆɗɘɖɔɏɐɎ 

ccs_host  ȵɔɑɓɔɋ Ɏɒɥ ɊɔɒɋɓɆ ɊɆɓɓɔɉɔ ɗɋɖɈɋɖɆ, ɕɖɔɕɎɗɆɓɓɔɋ Ɉ DNS 
Ɏ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɋ ɎɒɋɓɎ, ɓɆ ɐɔɘɔɖɔɋ ɕɖɎɔɇɖɋɘɆɑɗɥ ɗɋɖɘɎɚɎɐɆɘ 

cts _id ȮɊɋɓɘɎɚɎɐɆɘɔɖ əɗɘɆɓɔɈɑɋɓɓɔɉɔ ɗɋɖɈɋɖɆ, ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ 
ɖɆɍɖɆɇɔɘɝɎɐɔɒ 

prometheus _users  ȷɕɎɗɔɐ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɗ ɕɆɖɔɑɥɒɎ, ɉɋɓɋɖɎɖəɋɒɡɒɎ əɘɎɑɎɘɔɏ 
htpasswd , Ɋɑɥ ɊɔɗɘəɕɆ ɐ ɎɓɘɋɉɖɎɖɔɈɆɓɓɔɒə Ɉ ɗɎɗɘɋɒə ɗɘɋɐə 
Prometheus  

rts _host  ȵɔɑɓɔɋ Ɏɒɥ ɊɔɒɋɓɆ ɗɋɖɈɋɖɆ RTS, ɐ ɐɔɘɔɖɔɒə ɇəɊɋɘ ɕɔɊɐɑɤɝɋɓ 
əɗɘɆɓɔɈɑɋɓɓɡɏ CTS (ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ ɖɆɍɖɆɇɔɘɝɎɐɔɒ) 

rts _id ȮɊɋɓɘɎɚɎɐɆɘɔɖ ɗɋɖɈɋɖɆ RTS (ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ ɖɆɍɖɆɇɔɘɝɎɐɔɒ) 

rts _token  ȸɔɐɋɓ Ɋɑɥ ɆɈɘɔɖɎɍɆɜɎɎ ɓɆ ɗɋɖɈɋɖɋ RTS (ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ 

ɖɆɍɖɆɇɔɘɝɎɐɔɒ) 

le_email  ȵɆɖɆɒɋɘɖ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ 

ɔɘ ɐɔɒɕɆɓɎɎ Let ` s Encrypt . ȭɓɆɝɋɓɎɋ ɕɆɖɆɒɋɘɖɆ ɊɔɑɌɓɔ 
ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ e-mail, ɓɆ ɐɔɘɔɖɡɏ ɇəɊəɘ ɕɖɎɛɔɊɎɘɢ ɔɕɔɈɋɟɋɓɎɥ 
ɔɘ Let ` s Encrypt  

janus _enabled  ȹɗɘɆɓɔɈɎɘɋ ɍɓɆɝɋɓɎɋ çtrueè 

turnserver_shared_key  Ȱɑɤɝ Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ Media  ɐ CTS (ɚɔɖɒɎɖəɋɘɗɥ ɓɆ ɣɘɆɕɋ 
əɗɘɆɓɔɈɐɎ ɗɋɖɈɋɖɆ Media)  

admin _url  ȵɆɖɆɒɋɘɖ əɐɆɍɡɈɆɋɘɗɥ Ɋɑɥ ɕɋɖɋɔɕɖɋɊɋɑɋɓɎɥ ɗɘɆɓɊɆɖɘɓɔɉɔ ɕəɘɎ 
(/ admin ) ɐ Ɉɋɇ Ɏɓɘɋɖɚɋɏɗə ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ: ɓɆɕɖɎɒɋɖ, /not -admin   
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ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȭɓɆɝɋɓɎɋ 

sip_trunk _enable : true  ȵɆɖɆɒɋɘɖ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ Ɋɑɥ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɈɡɍɔɈɔɈ ɝɋɖɋɍ SIP-
ɘɋɑɋɚɔɓɎɤ. ȵɔɗɑɋ ɊɔɇɆɈɑɋɓɎɥ ɕɆɖɆɒɋɘɖɆ ɈɡɕɔɑɓɎɘɋ Ɉ ɐɆɘɆɑɔɉɋ 
/ opt / express  ɐɔɒɆɓɊə:  

-  dpl  - d messaging  

ss - stuln | grep 5060  

ȳɋɔɇɥɍɆɘɋɑɢɓɡɋ ɓɆɗɘɖɔɏɐɎ 

Ȫɔɗɘəɕ ɐ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗə 

ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ Ɏ ɐɔɓɗɔɑɎ 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ DLPS 

admin _allow :  

   -  10.0.0.0/8  

   -  172.16.1.0/24  

Ȫɔɗɘəɕ ɐ Prometheus  prometheus _allow :  

   -  10.0.0.0/8  

   -  172.16.1.0/24  

ȮɍɒɋɓɋɓɎɋ ɕəɘɎ 
ɐ Ɏɓɘɋɖɚɋɏɗə 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 

admin _url : / express -admin -ui  

ȮɍɒɋɓɋɓɎɋ ɕəɘɎ 
ɐ Ɏɓɘɋɖɚɋɏɗə 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ DLPS 

dlps _url : / dlps -admin -ui  

Ƀɐɗɕɔɖɘ ɐɔɖɓɋɈɡɛ 

ɗɋɖɘɎɚɎɐɆɘɔɈ ɗ ɛɔɗɘɆ 
Ɉ ɐɔɓɘɋɏɓɋɖ Docker  

ȹɗɘɆɓɔɈɎɘɋ ɍɓɆɝɋɓɎɋ çtrueè Ɋɑɥ ɕɆɖɆɒɋɘɖɆ host _ca_enabled . 

Ȫɑɥ ɊɎɗɘɖɎɇəɘɎɈɔɈ, ɔɘɑɎɝɓɡɛ ɔɘ Ubuntu , ɊɔɇɆɈɢɘɋ ɕɆɖɆɒɋɘɖ 
host _ca: / somwhere / my -ca-certificates .crt  

ȵəɘɢ ɐ ɚɆɏɑə ɗɋɖɘɎɚɎɐɆɘɔɈ ɎɓɊɎɈɎɊəɆɑɋɓ Ɋɑɥ ɐɆɌɊɔɉɔ 
ɊɎɗɘɖɎɇəɘɎɈɆ:  

   -  /etc/pki/ca -trust/extracted/openssl/ca -bundle.trust.crt  
(CentOS/CentOS Stream) ;  

   -  /etc/ssl/certs/ca -certificates.crt  (Debian/AstraLinux) ;  

   -  /etc/pki/ tls/ certs/ca -bundle.crt (RHEL) ;  

   -  /etc/pki/ca -trust/extracted/pem/tls -ca-bundle.pem (ALT Linux)  

 

ȪɋɏɗɘɈɎɥ ɕɔ ɕɔɊɐɑɤɝɋɓɎɤ ɗɋɖɈɋɖɆ Media ɐ CTS ɔɕɎɗɆɓɡ Ɉ ɖɆɍɊɋɑɋ 

çȵɔɊɐɑɤɝɋɓɎɋ ɗɋɖɈɋɖɆ Media  ɐ CTS-ɗɋɖɈɋɖəè.   

Ȫɑɥ ɐɔɖɖɋɐɘɓɔɉɔ ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɥ ɗɋɖɈɋɖɆ ɖɋɐɔɒɋɓɊəɋɘɗɥ ɎɗɕɖɆɈɑɥɘɢ 

ɕɆɖɆɒɋɘɖɡ cts _id , rts _host , rts _id  Ɏ rts _token ; Ɉ ɕɖɎɒɋɖɋ Ɉɡɞɋ ɔɓɎ ɈɡɊɋɑɋɓɡ 

ɐɖɆɗɓɡɒ ɜɈɋɘɔɒ. 

ŕǐǅǌǀǗƹǍǅǀˊŊǍƹǗǀǍǅǩ Ǐƹǐƹǌǀǒǐǎƻcts_id, rts _host, rts _id ǅrts _token ƿǎǋǃǍǞ ǍƹǖǎƿǅǒǜǑǩ
ƻǍǓǒǐǅ ǉƹƻǞǗǀǉ ˜˪value˫̋ː œƹ ƿǐǓƼǅǀ ǏƹǐƹǌǀǒǐǞƿƹǍǍǎǀ ǒǐǀƺǎƻƹǍǅǀ Ǎǀ ǐƹǑǏǐǎǑǒǐƹǍǩǀǒǑǩː
Ņǋǩ ǏǐǀƿǎǒƻǐƹǚǀǍǅǩ ǎǙǅƺǎǉ ǐǀǉǎǌǀǍƿǓǀǒǑǩ ǄƹǌǀǍǅǒǜ ǏƹǐƹǌǀǒǐǞ ǑƼǀǍǀǐǅǐǎƻƹǍǍǎƼǎ
Ǖƹǆǋƹ Ǐƹǐƹǌǀǒǐƹǌǅˋ ƻǞƿƹǍǍǞǌǅ ǐƹǄǐƹƺǎǒǗǅǉƹǌǅː Ł ǑǋǓǗƹǀ ǐǓǗǍǎƼǎ ƻƻǎƿƹ ǄǍƹǗǀǍǅǆ
Ǒǅǌƻǎǋ ǉƹƻǞǗǉǅ Ǎǀ ƻƻǎƿǅǒǑǩː 

ȹȷȸȦȳȴȨȰȦ ȷȫȶȨȫȶȴȨ FRONT CTS Ȯ BACK CTS 

ȹɗɘɆɓɔɈɐɆ ɐɔɒɇɎɓɆɜɎɎ ɗɋɖɈɋɖɔɈ Front  CTS Ɏ Back  CTS ɔɗəɟɋɗɘɈɑɥɋɘɗɥ 

Ɉ ɔɕɖɋɊɋɑɋɓɓɔɒ ɕɔɖɥɊɐɋ. 

Ȫɑɥ əɗɘɆɓɔɈɐɎ Front CTS :  

 ȭɆɕəɗɘɎɘɋ ɐɔɒɆɓɊɓəɤ ɗɘɖɔɐə. 

 ȵɔɊɐɑɤɝɎɘɋɗɢ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɖɆɍɖɆɇɔɘɝɎɐɆ Ɉ Docker  Ɋɑɥ ɗɐɆɝɎɈɆɓɎɥ 

ɐɔɓɘɋɏɓɋɖɔɈ:   

docker login - u Login - p Password registry . public . express  

ŕǐǅǌǀǗƹǍǅǀː Ł ǉƹǗǀǑǒƻǀ ǋǎƼǅǍƹ ǅ Ǐƹǐǎǋǩ ǅǑǏǎǋǜǄǓǨǒǑǩLogin ǅPasswordˋ ǉǎǒǎǐǞǀ
ƻǞƿƹǨǒǑǩ ǐƹǄǐƹƺǎǒǗǅǉǎǌː 

 ȷɐɆɝɆɏɘɋ ɐɔɓɘɋɏɓɋɖ-ɎɓɗɘɆɑɑɥɘɔɖ:  

docker run -- rm registry . public . express / dpl : cts - release dpl -

install | bash  
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 Ȯɍ ɖɋɕɔɍɎɘɔɖɎɥ ɓɆ ɗɋɖɈɋɖ ɗɐɆɝɆɋɘɗɥ ɚɆɏɑ Ɉ ɚɔɖɒɆɘɋ YAML 

ɗ ɐɔɓɘɋɏɓɋɖɆɒɎ Ɏ ɎɓɗɘɆɑɑɥɘɔɖ. 

 ȷɔɍɊɆɏɘɋ ɖɆɇɔɝɎɏ ɐɆɘɆɑɔɉ Front  CTS:  

mkdir - p / opt / express  

cd / opt / express  

echo DPL _IMAGE_TAG=cts - release > dpl . env  

dpl -- init  

 ȹɗɘɆɓɔɈɎɘɋ ɜɋɕɔɝɐɎ ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ ɐɑɤɝɆ SSL:  

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɔɇɗɘɈɋɓɓɔɉɔ ɗɋɖɘɎɚɎɐɆɘɆ ɗɔɍɊɆɏɘɋ ɊɎɖɋɐɘɔɖɎɤ 

Ɋɑɥ ɗɋɖɘɎɚɎɐɆɘɔɈ.  

ȨɓɎɒɆɓɎɋ!  Ȯɒɥ ɚɆɏɑɆ ɗɋɖɘɎɚɎɐɆɘɆ Ɏ Ɏɒɥ ɐɑɤɝɆ ɊɔɑɌɓɡ 

ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ ɕɖɎɒɋɖə ɓɎɌɋ: 

mkdir - p certs  

cp / somewhere / my- certificate - chai n. crt certs / express . crt  

cp / somewhere / my- unencrypted - key . key certs / express . key  

ȰɔɓɗɘɖəɐɜɎɎ /somewhere/my -certificate -chain.crt Ɏ /somewhere/my -

unencrypted -key.key ɎɓɊɎɈɎɊəɆɑɢɓɡ Ɋɑɥ ɐɆɌɊɔɉɔ ɐɔɓɐɖɋɘɓɔɉɔ ɗɑəɝɆɥ.  

ȰɔɓɗɘɖəɐɜɎɎ certs / express .crt  Ɏ certs / express .key  ɥɈɑɥɤɘɗɥ 

ɔɇɥɍɆɘɋɑɢɓɡɒɎ. 

ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɘɎɚɎɐɆɘɆɒ ɎɍɑɔɌɋɓɡ ɓɆ ɗɘɖ. 36 ;   

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ Let 's Encrypt  Ɉ ɚɆɏɑ settings .yaml  

ɊɔɇɆɈɢɘɋ ɕɆɖɆɒɋɘɖ le_email : admin @company - mail . ru .  

ȵɖɔɈɋɖɐɆ ɕɔɊɐɑɤɝɋɓɎɥ ɗɋɖɘɎɚɎɐɆɘɔɈ ɕɔɗɑɋ ɎɓɗɘɆɑɑɥɜɎɎ ɔɕɎɗɆɓɆ ɓɆ ɗɘɖ. 74 . 

 ȴɘɐɖɔɏɘɋ Ɋɑɥ ɖɋɊɆɐɘɎɖɔɈɆɓɎɥ ɐɔɓɚɎɉəɖɆɜɎɔɓɓɡɏ ɚɆɏɑ settings .yaml , 

ɊɔɇɆɈɢɘɋ ɗɑɋɊəɤɟɎɋ ɕɆɖɆɒɋɘɖɡ:  

api _internal _token : verystrongpassword  

ccs _host : cts _name. somedomain . sometld  

cts _id : 'aaaa - bbbb - cccc - dddd'  

phoenix _secret _key _base : verystrongpassword  

postgres _password : verystrongpassword  

prometheus _users :  

  prometheus : verystrongpassword  

rts _host : 'rts_ name. somedomain . sometld'  

rts _id : 'aaaa - bbbb - cccc - dddd'  

rts _token : 'verystrongpassword'  

Ȫɑɥ ɐɔɖɖɋɐɘɓɔɉɔ ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɥ ɗɋɖɈɋɖɆ ɖɋɐɔɒɋɓɊəɋɘɗɥ 

ɎɗɕɖɆɈɑɥɘɢ ɕɆɖɆɒɋɘɖɡ cts _id , rts _host , rts _ id  Ɏ rts _token ; Ɉ ɕɖɎɒɋɖɋ 

Ɉɡɞɋ ɔɓɎ ɈɡɊɋɑɋɓɡ ɐɖɆɗɓɡɒ ɜɈɋɘɔɒ. 

ŕǐǅǌǀǗƹǍǅǀˊ ŊǍƹǗǀǍǅǩ Ǐƹǐƹǌǀǒǐǎƻcts_id, rts_host, rts_id ǅrts_token ƿǎǋǃǍǞ ǍƹǖǎƿǅǒǜǑǩ
ƻǍǓǒǐǅ ǉƹƻǞǗǀǉ ˜˪value˫̋ː œƹ ƿǐǓƼǅǀ ǏƹǐƹǌǀǒǐǞ ƿƹǍǍǎǀ ǒǐǀƺǎƻƹǍǅǀ Ǎǀ ǐƹǑǏǐǎǑǒǐƹǍǩǀǒǑǩː
Ł ǑǋǓǗƹǀ ǐǓǗǍǎƼǎ ƻƻǎƿƹ ǄǍƹǗǀǍǅǆ Ǒǅǌƻǎǋ ǉƹƻǞǗǉǅ Ǎǀ ƻƻǎƿǅǒǑǩː 

 ȴɘɖɋɊɆɐɘɎɖəɏɘɋ ɐɔɓɚɎɉəɖɆɜɎɔɓɓɡɏ ɚɆɏɑ settings .yaml ,  ɊɔɇɆɈɎɈ 

ɗɑɋɊəɤɟɎɋ ɕɆɖɆɒɋɘɖɡ: 

cts _frontend : true  

kafka _host :  backend _name. somedomain . sometld  

postgres _host : backend _name. somedomain . sometld  

frontend _host : frontend _name. somedomain . sometld  

backend _host : backend _name. somedomain . sometld  

mailto:admin@company-mail.ru
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Ȫɑɥ əɗɘɆɓɔɈɐɎ Back CTS :  

 ȭɆɕəɗɘɎɘɋ ɐɔɒɆɓɊɓəɤ ɗɘɖɔɐə. 

 ȵɔɊɐɑɤɝɎɘɋɗɢ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɖɆɍɖɆɇɔɘɝɎɐɆ Ɉ Docker  Ɋɑɥ ɗɐɆɝɎɈɆɓɎɥ 

ɐɔɓɘɋɏɓɋɖɔɈ:   

docker login - u Login  - p Password  registry . public . express  

ŕǐǅǌǀǗƹǍǅǀː Ł ǉƹǗǀǑǒƻǀ ǋǎƼǅǍƹ ǅ Ǐƹǐǎǋǩ ǅǑǏǎǋǜǄǓǨǒǑǩLogin ǅPasswordˋ ǉǎǒǎǐǞǀ
ƻǞƿƹǨǒǑǩ ǐƹǄǐƹƺǎǒǗǅǉǎǌː 

 ȷɐɆɝɆɏɘɋ ɐɔɓɘɋɏɓɋɖ-ɎɓɗɘɆɑɑɥɘɔɖ:  

docker run -- rm registry . public . express / dpl : cts - release dpl -

install | bash  

Ȯɍ ɖɋɕɔɍɎɘɔɖɎɥ ɓɆ ɗɋɖɈɋɖ ɗɐɆɝɆɋɘɗɥ ɚɆɏɑ Ɉ ɚɔɖɒɆɘɋ YAML 

ɗ ɐɔɓɘɋɏɓɋɖɆɒɎ Ɏ ɎɓɗɘɆɑɑɥɘɔɖ.  

 ȷɔɍɊɆɏɘɋ ɖɆɇɔɝɎɏ ɐɆɘɆɑɔɉ Back  CTS:  

mkdir - p / opt / express  

cd / opt / express  

 ȹɗɘɆɓɔɈɎɘɋ ɜɋɕɔɝɐɎ ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ ɐɑɤɝɆ SSL:  

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɔɇɗɘɈɋɓɓɔɉɔ ɗɋɖɘɎɚɎɐɆɘɆ ɗɔɍɊɆɏɘɋ ɊɎɖɋɐɘɔɖɎɤ 

Ɋɑɥ ɗɋɖɘɎɚɎɐɆɘɔɈ.  

ȨɓɎɒɆɓɎɋ! Ȯɒɥ ɚɆɏɑɆ ɗɋɖɘɎɚɎɐɆɘɆ Ɏ Ɏɒɥ ɐɑɤɝɆ ɊɔɑɌɓɡ 

ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ ɕɖɎɒɋɖə ɓɎɌɋ: 

mkdir - p certs  

cp / somewhere / my- certific ate - chain . crt certs / express . crt  

cp / somewhere / my- unencrypted - key . key certs / express . key  

ȰɔɓɗɘɖəɐɜɎɎ /somewhere/my -certificate -chain.crt Ɏ /somewhere/my -

unencrypted -key.key ɎɓɊɎɈɎɊəɆɑɢɓɡ Ɋɑɥ ɐɆɌɊɔɉɔ ɐɔɓɐɖɋɘɓɔɉɔ ɗɑəɝɆɥ. 

ȰɔɓɗɘɖəɐɜɎɎ certs / express .crt  Ɏ certs / express .key  ɥɈɑɥɤɘɗɥ 

ɔɇɥɍɆɘɋɑɢɓɡɒɎ. 

ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɘɎɚɎɐɆɘɆɒ ɎɍɑɔɌɋɓɡ ɓɆ ɗɘɖ.  36 ;   

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ Let 's Encrypt  Ɉ ɚɆɏɑ settings .yaml  

ɊɔɇɆɈɢɘɋ ɕɆɖɆɒɋɘɖ le_email : admin @company - mail . ru .  

ȵɖɔɈɋɖɐɆ ɕɔɊɐɑɤɝɋɓɎɥ ɗɋɖɘɎɚɎɐɆɘɔɈ ɕɔɗɑɋ ɎɓɗɘɆɑɑɥɜɎɎ ɔɕɎɗɆɓɆ ɓɆ ɗɘɖ. 74 . 

 ȷɐɔɕɎɖəɏɘɋ ɚɆɏɑ ɐɔɓɚɎɉəɖɆɜɎɎ ɗ Front  CTS (/ opt / express / settings .yaml ) 

ɓɆ ɗɋɖɈɋɖ Back  CTS Ɏ ɖɆɍɒɋɗɘɎɘɋ ɋɉɔ Ɉ ɕɆɕɐɋ /opt / express . 

 ȴɘɐɖɔɏɘɋ Ɋɑɥ ɖɋɊɆɐɘɎɖɔɈɆɓɎɥ ɐɔɓɚɎɉəɖɆɜɎɔɓɓɡɏ ɚɆɏɑ settings .yam l 

(ɚɆɏɑ Ɏɗɕɔɑɢɍəɋɘ ɥɍɡɐ ɖɆɍɒɋɘɐɎ YAML) :  

api _internal _token : verystrongpassword  

ccs _host : cts _name. somedomain . sometld  

cts _id : ' aaaa - bbbb - cccc - dddd '  

phoenix _secret _key _base : verystrongpassword  

postgres _password : verystrongpassword  

prometheus _users :  

  prometheus : verystrongpassword  

rts _host : 'rts_ name. somedomain . sometld'  

rts _id : ' aaaa - bbbb - cccc - dddd '  

rts _token : ' verystrongpassword '  

cts _frontend : true  

kafka _host : backend _name. somedomain . sometld  

postgres _host : backend _name. somedomain . sometld  

frontend _host : frontend _name. somedomain . sometld  

backend _host : backend _name. somedomain . sometld  

mailto:admin@company-mail.ru
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ŕǐǅǌǀǗƹǍǅǀˊ ŊǍƹǗǀǍǅǩ Ǐƹǐƹǌǀǒǐǎƻcts_id, rts_host, rts_id ǅrts_token ƿǎǋǃǍǞ ǍƹǖǎƿǅǒǜǑǩ
ƻǍǓǒǐǅ ǉƹƻǞǗǀǉ ˜˪value˫̋ː œƹ ƿǐǓƼǅǀ ǏƹǐƹǌǀǒǐǞ ƿƹǍǍǎǀ ǒǐǀƺǎƻƹǍǅǀ ǍǀǐƹǑǏǐǎǑǒǐƹǍǩǀǒǑǩː
Ł ǑǋǓǗƹǀ ǐǓǗǍǎƼǎ ƻƻǎƿƹ ǄǍƹǗǀǍǅǆ Ǒǅǌƻǎǋ ǉƹƻǞǗǉǅ Ǎǀ ƻƻǎƿǅǒǑǩː 

ȵɋɖɋɝɋɓɢ Ɉɗɋɛ ɓɆɗɘɖɔɋɐ Ɉ ɚɆɏɑɋ ɐɔɓɚɎɉəɖɆɜɎɎ ɕɖɋɊɗɘɆɈɑɋɓ Ɉ ɘɆɇɑ.  38 . 

ɘɆɇɑ.  38  

ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȭɓɆɝɋɓɎɋ 

ȴɇɥɍɆɘɋɑɢɓɡɋ ɓɆɗɘɖɔɏɐɎ 

ccs_host  ȵɔɑɓɔɋ Ɏɒɥ ɊɔɒɋɓɆ ɊɆɓɓɔɉɔ ɗɋɖɈɋɖɆ, ɕɖɔɕɎɗɆɓɓɔɋ Ɉ DNS 

Ɏ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɋ ɎɒɋɓɎ, ɓɆ ɐɔɘɔɖɔɋ ɕɖɎɔɇɖɋɘɆɑɗɥ ɗɋɖɘɎɚɎɐɆɘ 

cts_id ȮɊɋɓɘɎɚɎɐɆɘɔɖ əɗɘɆɓɔɈɑɋɓɓɔɉɔ ɗɋɖɈɋɖɆ, ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ 
ɖɆɍɖɆɇɔɘɝɎɐɔɒ 

prometheus _users  ȷɕɎɗɔɐ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɗ ɕɆɖɔɑɥɒɎ, ɉɋɓɋɖɎɖəɋɒɡɒɎ əɘɎɑɎɘɔɏ 
htpasswd , Ɋɑɥ ɊɔɗɘəɕɆ ɐ ɎɓɘɋɉɖɎɖɔɈɆɓɓɔɒə Ɉ ɗɎɗɘɋɒə ɗɘɋɐə 
Prometheus  

rts _host  ȵɔɑɓɔɋ Ɏɒɥ ɊɔɒɋɓɆ ɗɋɖɈɋɖɆ RTS, ɐ ɐɔɘɔɖɔɒə ɇəɊɋɘ ɕɔɊɐɑɤɝɋɓ 
əɗɘɆɓɔɈɑɋɓɓɡɏ CTS (ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ ɖɆɍɖɆɇɔɘɝɎɐɔɒ) 

rts _id ȮɊɋɓɘɎɚɎɐɆɘɔɖ ɗɋɖɈɋɖɆ RTS (ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ ɖɆɍɖɆɇɔɘɝɎɐɔɒ) 

rts _token  ȸɔɐɋɓ Ɋɑɥ ɆɈɘɔɖɎɍɆɜɎɎ ɓɆ ɗɋɖɈɋɖɋ RTS (ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ 
ɖɆɍɖɆɇɔɘɝɎɐɔɒ) 

le_email  ȵɆɖɆɒɋɘɖ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ 

ɔɘ ɐɔɒɕɆɓɎɎ Let ` s Encrypt . ȭɓɆɝɋɓɎɋ ɕɆɖɆɒɋɘɖɆ ɊɔɑɌɓɔ 
ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ e-mail, ɓɆ ɐɔɘɔɖɡɏ ɇəɊəɘ ɕɖɎɛɔɊɎɘɢ 
ɔɕɔɈɋɟɋɓɎɥ ɔɘ Let ` s Encrypt  

janus _enabled  ȹɗɘɆɓɔɈɎɘɋ ɍɓɆɝɋɓɎɋ çtrueè 

turnserver_shared_key  Ȱɑɤɝ Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ Media  ɐ CTS (ɚɔɖɒɎɖəɋɘɗɥ ɓɆ ɣɘɆɕɋ 

əɗɘɆɓɔɈɐɎ ɗɋɖɈɋɖɆ Media)  

admin _url  ȵɆɖɆɒɋɘɖ əɐɆɍɡɈɆɋɘɗɥ Ɋɑɥ ɕɋɖɋɔɕɖɋɊɋɑɋɓɎɥ ɗɘɆɓɊɆɖɘɓɔɉɔ ɕəɘɎ 

(/ admin ) ɐ Ɉɋɇ Ɏɓɘɋɖɚɋɏɗə ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ: ɓɆɕɖɎɒɋɖ, /not -
admin   

sip_trunk _enable : true  ȵɆɖɆɒɋɘɖ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ Ɋɑɥ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɈɡɍɔɈɔɈ ɝɋɖɋɍ 
SIP-ɘɋɑɋɚɔɓɎɤ. ȵɔɗɑɋ ɊɔɇɆɈɑɋɓɎɥ ɕɆɖɆɒɋɘɖɆ ɈɡɕɔɑɓɎɘɋ 
Ɉ ɐɆɘɆɑɔɉɋ /opt / express  ɐɔɒɆɓɊə 

-  dpl  - d messaging  

ss - stuln | grep 5060  

ȳɋɔɇɥɍɆɘɋɑɢɓɡɋ ɓɆɗɘɖɔɏɐɎ 

Ȫɔɗɘəɕ ɐ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗə 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ Ɏ Ɉɋɇ-
Ɏɓɘɋɖɚɋɏɗə DLPS 

admin _allow :  

   - 10.0.0.0/8  

   - 172.16.1.0/24  

Ȫɔɗɘəɕ ɐ Prometheus  prometheus _allow :  

   - 10.0.0.0/8  

   - 172.16.1.0/24  

ȮɍɒɋɓɋɓɎɋ ɕəɘɎ 
ɐ Ɏɓɘɋɖɚɋɏɗə 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 

admin_url: /express -admin -ui  

ȮɍɒɋɓɋɓɎɋ ɕəɘɎ 
ɐ Ɏɓɘɋɖɚɋɏɗə 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ DLPS 

dlps_url: /dlps -admin -ui  

 

Ȫɑɥ ɎɍɒɋɓɋɓɎɥ ɚɆɏɑɆ ɐɔɓɚɎɉəɖɆɜɎɎ Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ ɑɤɇɡɒ 

ɘɋɐɗɘɔɈɡɒ ɖɋɊɆɐɘɔɖɔɒ Ɏ ɈɓɋɗɎɘɋ ɎɗɕɖɆɈɑɋɓɎɥ Ɉ ɚɆɏɑ.  

 ȵɖɎ ɖɋɊɆɐɘɎɖɔɈɆɓɎɎ ɚɆɏɑɆ ɐɔɓɚɎɉəɖɆɜɎɎ əɊɆɑɎɘɋ ɊɔɕɔɑɓɎɘɋɑɢɓɡɋ 

ɓɆɗɘɖɔɏɐɎ: 

cts _frontend : true  

kafka _host : backend _name. somedomain . sometld  

postgres _host : backend _name. somedomain . sometld  

ȪɔɇɆɈɢɘɋ ɗɑɋɊəɤɟɎɏ ɕɆɖɆɒɋɘɖ: 

cts _backend : true  

set _real _ip _from :   
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  -  ip _frontend  

ɉɊɋ ip_frontend ï ɣɘɔ IP-ɆɊɖɋɗ Front -ɗɋɖɈɋɖɆ.  

ȴɘɖɋɊɆɐɘɎɖəɏɘɋ ɕɆɖɆɒɋɘɖɡ, ɕɔɊɗɘɆɈɎɈ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɍɓɆɝɋɓɎɥ:   

¶ frontend _name .somedomain .sometld ;  

¶ backend _name .somedomain .sometld :  

kafka _advertised _host _name: backend _name. somedomain . sometld   

 ȹɗɘɆɓɔɈɎɘɋ Prometheus  node  exporter  Ɏɍ ɐɆɘɆɑɔɉɆ /opt / express  ɗ ɕɔɒɔɟɢɤ 

ɐɔɒɆɓɊɡ: 

dpl nxinstall  

ps ax | grep node _exporter | grep - v grep  

ȪɋɏɗɘɈɎɥ ɕɔ ɕɔɊɐɑɤɝɋɓɎɤ ɗɋɖɈɋɖɆ Media ɐ CTS ɔɕɎɗɆɓɡ Ɉ ɖɆɍɊɋɑɋ 

çȵɔɊɐɑɤɝɋɓɎɋ ɗɋɖɈɋɖɆ Media  ɐ CTS-ɗɋɖɈɋɖəè.   

ŁǍǅǌƹǍǅǀˍ ņǑǋǅ Ǐǎ ǒǐǀƺǎƻƹǍǅǩǌ ǅǍǕǎǐǌƹǘǅǎǍǍǎǆ ƺǀǄǎǏƹǑǍǎǑǒǅ ƻǞǖǎƿ ƻ ŋǍǒǀǐǍǀǒ ǑBack 
CTS ƿǎǋǃǀǍ ƺǞǒǜ ǎƼǐƹǍǅǗǀǍˋ ǏǐǀƿǓǑǌǎǒǐǀǍǎ ǅǑǏǎǋǜǄǎƻƹǍǅǀTinyProxy. 
ŕǐǅ ǍǀǎƺǖǎƿǅǌǎǑǒǅ ǅǑǏǎǋǜǄǎƻƹǒǜproxyˋ ǐǀǉǎǌǀǍƿǓǀǌ ǎǄǍƹǉǎǌǅǒǜǑǩ Ǒ ǍƹǑǒǐǎǆǉǎǆproxy 
ƿǋǩ ǑǋǓǃƺǞDocker Ǐǎ ǑǑǞǋǉǀhttps:// docs.docker.com/config/daemon/systemd/. 

Ȫɑɥ əɗɘɆɓɔɈɐɎ TinyProxy :  

 Ȩ ɐɆɘɆɑɔɉɋ, Ɉ ɐɔɘɔɖɔɒ əɗɘɆɓɔɈɑɋɓɆ ȴȷ, ɍɆɕəɗɘɎɘɋ ɐɔɒɆɓɊə:  

Ubuntu \ Debian -  apt - get install - y tinyproxy  

RHEL\ CentOS -  yum install - y epel - release  

RHEL\ CentOS -  yum install - y tinyproxy  

 ȷɔɍɊɆɏɘɋ ɚɆɏɑ /etc / tinyproxy / filter ,  Ɉ ɐɔɘɔɖɔɒ ɕɋɖɋɝɎɗɑɥɤɘɗɥ ɛɔɗɘɡ 

Ɋɑɥ ɊɔɗɘəɕɆ ɝɋɖɋɍ ɕɖɔɐɗɎ:  

registry . public . express  

registry - auth . public . express  

ȦɈɘɔɒɆɘɎɝɋɗɐɎ ɇəɊɋɘ ɗɔɍɊɆɓ ɚɆɏɑ ɐɔɓɚɎɉəɖɆɜɎɎ Ɋɑɥ tinyproxy : 

/ etc / tinyproxy / tinyproxy .conf .  

 Ȩ ɚɆɏɑ / etc / tinyproxy / tinyproxy .conf  ɈɓɋɗɎɘɋ ɓɆɗɘɖɔɏɐɎ:  

User tinyproxy  

Group tinyproxy  

Port 8888  

Timeout 600  

DefaultErrorFile "/ usr / share / tinyproxy / default . html "  

StatFile "/ usr / share / tinyproxy / stats . html "  

LogFile "/ var / log / tinyproxy / tinyproxy . log "  

LogLevel Info  

PidFile "/ var / run / tinyproxy / tinyproxy . pid "  

MaxClients 300  

MinSpareServers 5 

MaxSpareServers 10 

StartServers 3 

MaxRequestsPerChild 0 

#BackIP  

Allow 192.168.80.22  

ViaProxyName " tinyproxy "  

Filter "/ etc / tinyproxy / filter "  

FilterDefaultDeny Yes  

ConnectPort 443  

ConnectPort 563  

 ȵɋɖɋɍɆɕəɗɘɎɘɋ ɗɋɖɈɎɗ t inyproxy  ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ:  

systemctl  restart  tinyproxy  

https://docs.docker.com/config/daemon/systemd/
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ȵȴȪȰȱɄȽȫȳȮȫ ȷȫȶȨȫȶȦ MEDIA  Ȱ CTS-ȷȫȶȨȫȶȹ 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɕɔɊɐɑɤɝɋɓɎɥ Media  ɗɋɖɈɋɖɆ ɐ CTS :  

 ȵɔɊɐɑɤɝɎɘɋɗɢ ɐ CTS (Single / Back) ɗɋɖɈɋɖə ɝɋɖɋɍ SSH. 

 ȹɐɆɌɎɘɋ ɍɓɆɝɋɓɎɋ turnserver _shared _key  Ɉ / opt / express / settings .yaml  

(ɐɑɤɝ ɚɔɖɒɎɖəɋɘɗɥ ɓɆ ɣɘɆɕɋ əɗɘɆɓɔɈɐɎ ɗɋɖɈɋɖɆ Media, Ɋɑɥ ɕɖɎɒɋɖɆ 

Ɏɗɕɔɑɢɍəɋɘɗɥ YmNjY2VmNDk0ZTEwNDgzNj):   

turnserver_shared_key: YmNjY2VmNDk0ZTEwNDgzNj 

 ȹɊɆɑɎɘɋ ɐɔɓɚɎɉəɖɆɜɎɔɓɓɡɋ ɚɆɏɑɡ ɗɋɖɈɎɗɆ ɉɖəɕɕɔɈɡɛ ɍɈɔɓɐɔɈ (janus ) ,  

ɈɡɕɔɑɓɎɈ ɐɔɒɆɓɊɡ: 

cd / opt / express - voice && dpl -- dc down  

cd ~ && rm - rf / opt / express - voice  

ȳȦȷȸȶȴȯȰȦ ȷȫȶȨȫȶȦ MEDIA  

ȳɆɗɘɖɔɏɐɆ ɗɋɖɈɋɖɆ Media  ɈɐɑɤɝɆɋɘ: 

¶ ɓɆɗɘɖɔɏɐə ɗɋɖɈɋɖɔɈ JANUS, STUN Ɏ TURN (ɔɇɥɍɆɘɋɑɢɓɆɥ ɓɆɗɘɖɔɏɐɆ); 

¶ ɓɆɗɘɖɔɏɐə IP-ɘɋɑɋɚɔɓɎɎ (ɔɕɜɎɔɓɆɑɢɓɆɥ ɓɆɗɘɖɔɏɐɆ). 

ȳȦȷȸȶȴȯȰȦ ȷȫȶȨȫȶȴȨ JANUS, STUN  Ȯ TURN 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɗɋɖɈɋɖɔɈ JAN US, STUN  Ɏ TURN :  

 ȵɋɖɋɏɊɎɘɋ Ɉ ɊɎɖɋɐɘɔɖɎɤ /opt / express - voice /:  

cd / opt / express - voice  

 ȭɆɕəɗɘɎɘɋ ɗɋɖɈɋɖ Media  Ɉ ɐɔɒɆɓɊɓɔɏ ɗɘɖɔɐɋ ɐɔɒɆɓɊɔɏ: 

dpl - d 

 ȴɘɐɖɔɏɘɋ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. 

 Ȩ ɖɆɍɊɋɑɋ çVoExè Ɋɑɥ ɈɐɑɤɝɋɓɎɥ ɚəɓɐɜɎɎ ɆəɊɎɔ-  Ɏ ɈɎɊɋɔɈɡɍɔɈɔɈ 

Ɉ ɖɆɍɊɋɑɋ çJanus -ɎɓɗɘɆɓɗɡè (ɖɎɗ. 10) ɊɔɇɆɈɢɘɋ ɎɒɋɓɆ Media  Ɉ ɚɔɖɒɆɘɋ 

ws :// internal _fqdn _media _cts:8188 Ɋɑɥ ɐɆɌɊɔɉɔ ɗɋɖɈɋɖɆ ɔɘɊɋɑɢɓɔ. 

 Ȩ ɕɔɑɋ çȨɓɋɞɓɎɏ ɛɔɗɘ Janusè ɈɈɋɊɎɘɋ FQDN ɒɋɊɎɆ ɗɋɖɈɋɖɆ, 

ɉɊɋ əɗɘɆɓɔɈɑɋɓ Janus.  

ŕǐǅǌǀǗƹǍǅǀː Ł ǑǋǓǗƹǀ ǅǑǏǎǋǜǄǎƻƹǍǅǩ ǄƻǎǍǉǎƻ ǌǀǃƿǓ ǐƹǄǍǞǌǅ Ǒǀǐƻǀǐƹǌǅ ƻ ǋǎǉƹǋǜǍǎǆ
Ǒǀǒǅ Ǔǉƹǃǅǒǀ Eu2`ˋ ǏǐǎǏǅǑƹǍǍǞǆ ƻ ǍƹǑǒǐǎǆǉƹǖ zēúíġ 2`z ˜ǅǌǩ ƿǎǋǃǍǎ ǐƹǄǐǀǙƹǒǜǑǩ
ƻǎ ƻǍǀǙǍǅǆ Ms-ƹƿǐǀǑ ƻ Ǒǀǒǅ ǅǍǒǀǐǍǀǒ ǅ ƻǎ ƻǍǓǒǐǀǍǍǅǆ Ms-ƹƿǐǀǑ ƻ ǋǎǉƹǋǜǍǎǆ Ǒǀǒǅ˝ː
ŅǎǏǓǑǒǅǌǎ ǅǑǏǎǋǜǄǎƻƹǒǜ ǏǓƺǋǅǗǍǞǆ Ms ǌǀƿǅƹ Ǒǀǐƻǀǐƹ ˜ƻ ǒƹǉǎǌ ǑǋǓǗƹǀ ǒǐƹǕǅǉ ǌǀǃƿǓ
Ǒǀǐƻǀǐǎƻ ƺǓƿǀǒ ǍƹǏǐƹƻǋǩǒǜǑǩ ǗǀǐǀǄ ǓǉƹǄƹǍǍǞǆ Ms-ƹƿǐǀǑ˝. 

 

ɖɎɗ. 10  

 ȴɘɐɑɤɝɎɘɋ ɓɆɗɘɖɔɏɐɎ ɗɘɆɖɔɉɔ Janus -ɗɋɖɈɋɖɆ. 

 Ȩ ɕɔɑɋ çTURN Server  (ɝɋɖɋɍ ɍɆɕɥɘəɤ)è ɈɈɋɊɎɘɋ ɈɓɋɞɓɎɏ FQDN ɈɆɞɋɉɔ ɒɋɊɎɆ 

ɗɋɖɈɋɖɆ Ɏ ɝɋɖɋɍ ɊɈɔɋɘɔɝɎɋ ɓɔɒɋɖ ɕɔɖɘɆ, ɓɆɕɖɎɒɋɖ, çfqdn _media :3478 è; 
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 Ȩ ɕɔɑɋ çSTUN Server  (ɝɋɖɋɍ ɍɆɕɥɘəɤ)è ɈɈɋɊɎɘɋ ɈɓɋɞɓɎɏ FQDN ɈɆɞɋɉɔ ɒɋɊɎɆ 

ɗɋɖɈɋɖɆ Ɏ ɝɋɖɋɍ ɊɈɔɋɘɔɝɎɋ ɓɔɒɋɖ ɕɔɖɘɆ, ɓɆɕɖɎɒɋɖ, çfqdn _media :3478 è. 

 Ȩ ɕɔɑɋ çȱɔɐɆɑɢɓɆɥ ɗɋɘɢ voex è əɐɆɌɎɘɋ ɒɆɗɐə ɑɔɐɆɑɢɓɔɏ ɗɋɘɎ (ɖɎɗ. 11 ) . 

 

ɖɎɗ. 11  

 ȵɔɗɘɆɈɢɘɋ ɗɑɋɊəɤɟɎɋ ɔɘɒɋɘɐɎ, ɋɗɑɎ ɣɘɔ ɓɋɔɇɛɔɊɎɒɔ. ȴɕɎɗɆɓɎɋ ɓɆɗɘɖɔɋɐ 

ɕɖɋɊɗɘɆɈɑɋɓɔ Ɉ ɘɆɇɑ. 39 :  

ɘɆɇɑ. 39  

ȳɆɗɘɖɔɏɐɆ ȴɕɎɗɆɓɎɋ 

ȶɆɍɖɋɞɎɘɢ ɊɋɒɔɓɗɘɖɆɜɎɤ 
ɣɐɖɆɓɆ ɓɆɖəɌə Ɏɍ ɍɆɐɖɡɘɔɉɔ 
ɐɔɓɘəɖɆ 

ȵɔɍɈɔɑɥɋɘ ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɊɋɒɔɓɗɘɖɎɖɔɈɆɘɢ ɣɐɖɆɓ ɗɈɔɎɛ 
əɗɘɖɔɏɗɘɈ ɊɖəɉɎɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ, ɓɆɛɔɊɥɟɎɒɗɥ ɍɆ ɕɖɋɊɋɑɆɒɎ 
ȰȷȵȪ (RTS-ɕɔɑɢɍɔɈɆɘɋɑɥɒ, ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɘɖɆɗɘɔɈɡɛ 
ɗɋɖɈɋɖɔɈ, ɕɔɑɢɍɔɈɆɘɋɑɥɒ, ɕɔɐɎɓəɈɞɎɒ ɍɔɓə ȰȷȵȪ) 

ȮɗɕɔɑɢɍɔɈɆɘɢ ɘɔɑɢɐɔ relay  
ice ɐɆɓɊɎɊɆɘɡ 

ȵɖɎɓəɊɎɘɋɑɢɓɔɋ ɎɗɕɔɑɢɍɔɈɆɓɎɋ TURN-ɗɋɖɈɋɖɆ 

ȶɆɍɖɋɞɎɘɢ ɎɗɕɔɑɢɍɔɈɆɓɎɋ 
TCP ICE 

ȴɘɒɋɘɐɆ əɗɘɆɓɔɈɑɋɓɆ - ɕɔɊɐɑɤɝɋɓɎɋ TCP Ɉ TURN-ɗɋɖɈɋɖɋ 
ɖɆɍɖɋɞɋɓɔ. 

ȴɘɒɋɘɐɆ ɓɋ əɗɘɆɓɔɈɑɋɓɆ - ɕɔɊɐɑɤɝɋɓɎɋ TCP Ɉ TURN-ɗɋɖɈɋɖɋ 
ɍɆɕɖɋɟɋɓɔ 

ȨɐɑɤɝɎɘɢ ɒɎɐɞɎɖɔɈɆɓɎɋ 
ɆəɊɎɔɕɔɘɔɐɔɈ 

ȴɇɠɋɊɎɓɥɋɘ ɆəɊɎɔɕɔɘɔɐɎ ɍɈɔɓɐɔɈ, ɓɆɕɖɆɈɑɋɓɓɡɋ 
ɔɘ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɐ ɗɋɖɈɋɖə, Ɉ ɔɊɎɓ ɕɔɘɔɐ 

ȶɆɍɖɋɞɎɘɢ ɎɗɕɔɑɢɍɔɈɆɓɎɋ 
ɔɕɜɎɔɓɆɑɢɓɔɉɔ ɈɎɊɋɔɐɔɊɋɐɆ 

ȵəɓɐɘ ɓɆɛɔɊɎɘɗɥ Ɉ ɖɆɍɖɆɇɔɘɐɋ 

ȨɐɑɤɝɎɘɢ ɎɗɕɔɑɢɍɔɈɆɓɎɋ 
Ɉɓəɘɖɋɓɓɋɉɔ ɛɔɗɘɆ janus  
Ɋɑɥ ɗɋɖɈɋɖɔɈ 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ Ɉɓəɘɖɋɓɓɋɉɔ ɛɔɗɘɆ Janus  Ɋɑɥ ɗɋɖɈɋɖɔɈ, 
əɐɆɍɆɓɓɡɛ Ɉ ɕɔɑɋ ɓɎɌɋ (ɗɒ. ɕ. 10 ) 

ȨɐɑɤɝɎɘɢ ɈɔɍɒɔɌɓɔɗɘɢ 
ɍɆɕɎɗɡɈɆɘɢ ɍɈɔɓɐɎ 

ȵɔɍɈɔɑɥɋɘ ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɍɆɕɎɗɡɈɆɘɢ ɎɓɊɎɈɎɊəɆɑɢɓɡɋ 
Ɏ ɉɖəɕɕɔɈɡɋ ɍɈɔɓɐɎ 

 

ŕǐǅǌǀǗƹǍǅǀː ŖǀǉǎǌǀǍƿǓǀǒǑǩ ǏǎǑǒƹƻǅǒǜ ǎǒǌǀǒǉǅ ˣŖƹǄǐǀǙǅǒǜ ƿǀǌǎǍǑǒǐƹǘǅǨ ǣǉǐƹǍƹ
ǍƹǐǓǃǓ ǅǄ ǄƹǉǐǞǒǎƼǎ ǉǎǍǒǓǐƹˤ ǅ ˣŁǉǋǨǗǅǒǜ ǌǅǉǙǅǐǎƻƹǍǅǀ ƹǓƿǅǎ Ǐǎǒǎǉǎƻˤː 

 Ȩ ɕɔɑɋ çȷɕɎɗɔɐ ɗɋɖɈɋɖɔɈ, ɐɔɘɔɖɡɋ ɇəɊəɘ ɎɗɕɔɑɢɍɔɈɆɘɢ ɈɓəɘɖɋɓɓɎɏ ɛɔɗɘ 

janus  (ɝɋɖɋɍ ɍɆɕɥɘəɤ)è,  ɈɈɋɊɎɘɋ ɗɕɎɗɔɐ CTS ID ɗɋɖɈɋɖɔɈ, ɗ ɐɔɘɔɖɡɒɎ 

ɇəɊɋɘ ɕɖɔɎɗɛɔɊɎɘɢ ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ ɝɋɖɋɍ ɈɓəɘɖɋɓɓɎɏ ɛɔɗɘ.  

 ȨɡɇɋɖɎɘɋ Ɏɍ ɈɡɕɆɊɆɤɟɋɉɔ ɗɕɎɗɐɆ ɖɋɌɎɒ ɍɆɕɎɗɎ. 

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè. 
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Ȫɑɥ ɕɔɊɐɑɤɝɋɓɎɥ ɈɔɍɒɔɌɓɔɗɘɎ ɍɆɕɎɗɎ ɍɈɔɓɐɔɈ Ɏ ɐɔɓɚɋɖɋɓɜɎɏ 

ɈɐɑɤɝɎɘɋ Recordings  Bot :  

 Ȩ ɔɗɓɔɈɓɔɒ ɒɋɓɤ Ɉɋɇ-ɎɓɘɋɖɚɋɏɗɆ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ CTS ɓɆɌɒɎɘɋ ɓɆ ɕəɓɐɘ 

çȨɓəɘɖɋɓɓɎɋ ɇɔɘɡè. 

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ çȨɓəɘɖɋɓɓɎɋ ɇɔɘɡè (ɖɎɗ. 12 ):  

 

ɖɎɗ. 12  

 Ȩ ɗɘɖɔɐɋ çRecordings Bot è ɓɆɌɒɎɘɋ .  

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ çȶɋɊɆɐɘɎɖɔɈɆɓɎɋ ɇɔɘɆè (ɖɎɗ. 13 ):  

 

ɖɎɗ. 13  

 ȵɔɗɘɆɈɢɘɋ ɔɘɒɋɘɐə çȨɐɑɤɝɋɓɔè Ɏ ɓɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè. 

ȵɔɊɖɔɇɓɋɋ ɔ ɓɆɗɘɖɔɏɐɋ Recordings Bot  ɗɒ. Ɉ Ɋɔɐəɒɋɓɘɋ çȶəɐɔɈɔɊɗɘɈɔ 

ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. ȸɔɒ 2. ɃɐɗɕɑəɆɘɆɜɎɥ ɗɋɖɈɋɖɆ CTSè. 

Ȫɑɥ ɍɆɕəɗɐɆ ɗɋɖɈɋɖɆ Media  ɈɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊɡ, ɆɓɆɑɔɉɎɝɓɡɋ ɐɔɒɆɓɊɆɒ 

ɍɆɕəɗɐɆ ɗɋɖɈɋɖɆ CTS ɓɆ ɗɘɖ. 74. ȰɔɒɆɓɊɡ əɗɘɆɓɔɈɐɎ ɗɋɖɈɋɖɆ Media  

Ɉɡɕɔɑɓɥɤɘɗɥ Ɏɍ ɊɎɖɋɐɘɔɖɎɎ /opt / express - voice /.  
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ȳȦȷȸȶȴȯȰȦ IP-ȸȫȱȫȺȴȳȮȮ 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ IP -ɘɋɑɋɚɔɓɎɎ: 

 Ȩ ɗɋɐɜɎɎ çSIPè əɗɘɆɓɔɈɎɘɋ ɔɘɒɋɘɐə çSIP Ɉɐɑɤɝɋɓè (ɖɎɗ. 14 ).  

 

ɖɎɗ. 14  

 ȭɆɕɔɑɓɎɘɋ ɕɔɑɥ. ȴɕɎɗɆɓɎɋ ɕɔɑɋɏ ɕɖɋɊɗɘɆɈɑɋɓɔ Ɉ ɘɆɇɑ. 40 :  

ɘɆɇɑ. 40  

ȵɔɑɋ ȳɆɍɓɆɝɋɓɎɋ 

SIP-ɗɋɖɈɋɖ Ȫɔɒɋɓɓɔɋ Ɏɒɥ ɎɑɎ IP-ɆɊɖɋɗ Ȧȸȷ (SIP-ɘɖɆɓɐ). ȫɗɑɎ ɕɔɖɘ ɔɘɑɎɝɆɋɘɗɥ 
ɔɘ UDP/5060 , əɐɆɌɎɘɋ ɋɉɔ ɝɋɖɋɍ ɊɈɔɋɘɔɝɎɋ 

Ȼɔɗɘ, ɊɔɇɆɈɑɥɋɒɡɏ 
Ɉ Ɏɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ 
ɕɖɎ ɖɋɉɎɗɘɖɆɜɎɎ 
ɘɋɖɒɎɓɆɑɆ SIP 

ȵɔɑɋ, ɐɔɘɔɖɔɋ ɕɋɖɋɊɆɋɘɗɥ Ɉ invite -ɗɔɔɇɟɋɓɎɎ Ɉ ɗɘɔɖɔɓə Ȧȸȷ. 
ȵɔ əɒɔɑɝɆɓɎɤ ɊɔɇɆɈɑɥɋɘɗɥ ɍɓɆɝɋɓɎɋ ccs_host. ȫɗɑɎ ɓɋɔɇɛɔɊɎɒɔ, 
əɐɆɌɎɘɋ ɆɊɖɋɗ ɛɔɗɘɆ Ɏɍ ɐɔɓɚɎɉəɖɆɜɎɔɓɓɔɉɔ ɚɆɏɑɆ 

URI Ɋɑɥ 
ɕɔɊɐɑɤɝɋɓɎɥ ɐ SIP 
Trunk  

ȦɊɖɋɗ Back  CTS, ɓɆ ɐɔɘɔɖɔɒ əɗɘɆɓɔɈɑɋɓ ɐɔɓɘɋɏɓɋɖ messaging . 
ȭɆɕɔɑɓɥɋɘɗɥ Ɋɑɥ ɖɆɍɈɋɖɘɡɈɆɓɎɥ Media  Ɏ Back  CTS. ȺɔɖɒɆɘ ɍɆɕɎɗɎ: 
sip :< IP ɎɑɎ DNS-Ɏɒɥ>:<port >  

ȷɕɎɗɔɐ 
ɖɆɍɖɋɞɋɓɓɡɛ 
ɆɊɖɋɗɔɈ SIP Trunk  

IP-ɆɊɖɋɗɆ, ɗ ɐɔɘɔɖɡɛ ɇəɊəɘ ɕɖɎɓɎɒɆɘɢɗɥ ɈɡɍɔɈɡ SIP-ɘɖɆɓɐɔɒ 
CK çExpressè. ȹɐɆɌɎɘɋ ɒɎɓɎɒəɒ ɊɈɆ IP-ɆɊɖɋɗɆ:  

¶ IP-ɆɊɖɋɗ Ȧȸȷ;  

¶ ɆɊɖɋɗ, ɓɆ ɐɔɘɔɖɔɒ əɗɘɆɓɔɈɑɋɓ ɐɔɓɘɋɏɓɋɖ janus  (SIP-ɞɑɤɍ 
əɗɘɆɓɆɈɑɎɈɆɋɒɡɏ Ɉɒɋɗɘɋ ɗ CK çExpressè) . 

Ȩɗɋ IP ɎɑɎ ɗɋɘɎ əɐɆɍɡɈɆɤɘɗɥ ɗ ɒɆɗɐɔɏ, ɓɆɕɖɎɒɋɖ ï 10.10.10.1/32 
Ɋɑɥ ɔɊɎɓɔɝɓɔɉɔ IP, 192.168.12.0/24 Ɋɑɥ ɗɋɘɎ. 

Ȫɑɥ ɖɆɍɈɋɖɘɡɈɆɓɎɥ Single  CTS əɐɆɌɎɘɋ IP-ɆɊɖɋɗ ɗɆɒɔɉɔ ɗɋɖɈɋɖɆ 
CK çExpressè (10.10.10.1/32) Ɏ ɈɓəɘɖɋɓɓɎɏ IP ɎɓɘɋɖɚɋɏɗɆ docker  ɗɋɘɎ 
(172.18.0.1/32) Ɏ Ȧȸȷ.  

Ȫɑɥ ɖɆɍɈɋɖɘɡɈɆɓɎɥ Media  Ɏ Back  CTS əɐɆɌɎɘɋ IP Media  Ɏ Ȧȸȷ 

SIP Proxy  ȦɊɖɋɗ ɕɖɔɐɗɎ-ɗɋɖɈɋɖɆ SIP-ɘɋɑɋɚɔɓɎɎ ɎɑɎ ɆɊɖɋɗ Ȧȸȷ. ȺɔɖɒɆɘ ɍɆɕɎɗɎ 
SIP:  < IP ɎɑɎ DNS-Ɏɒɥ >:< port > .  

ȳɋ ɔɇɥɍɆɘɋɑɢɓɔ əɐɆɍɡɈɆɘɢ ɕɔɖɘ, ɋɗɑɎ ɔɓ ɓɋ ɔɘɑɎɝɆɋɘɗɥ ɔɘ ɗɘɆɓɊɆɖɘɓɔɉɔ 
UDP/5060  
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ȵɔɑɋ ȳɆɍɓɆɝɋɓɎɋ 

ȵɖɋɚɎɐɗ CɘɖɔɐɆ, ɕɔɊɗɘɆɈɑɥɋɒɆɥ ɐ ɓɆɝɆɑə ɓɆɇɎɖɆɋɒɔɉɔ ɓɔɒɋɖɆ ɕɖɎ ɕɋɖɋɊɆɝɋ 
ɓɔɒɋɖɆ ɓɆ Ȧȸȷ Ɏ ɓɔɒɋɖɆ, ɕɖɎɓɎɒɆɋɒɔɉɔ ɗ Ȧȸȷ, Ɉ ɗɑəɝɆɋ, ɋɗɑɎ Ȧȸȷ 
ɔɘɕɖɆɈɑɥɋɘ ɓɔɒɋɖ ɇɋɍ ɕɖɋɚɎɐɗɆ 

PCRE-ɞɆɇɑɔɓ 
Ɋɑɥ ɕɔɊɗɘɆɓɔɈɐɎ 
ɕɖɋɚɎɐɗɆ 

ȶɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ ɕɔ ɗɔɈɕɆɊɋɓɎɤ ɗɘɖəɐɘəɖɡ ɓɔɒɋɖɆ, ɐ ɐɔɘɔɖɔɒə 
ɕɖɎ ɎɗɛɔɊɥɟɋɒ ɈɡɍɔɈɋ ɗ ȷȰ çExpressè ɇəɊɋɘ ɕɔɊɗɘɆɈɑɥɘɢɗɥ ɕɖɋɚɎɐɗ.  

Ȫɑɥ ɘɔɉɔ ɝɘɔɇɡ ɕɖɋɚɎɐɗ ɓɋ ɕɔɊɗɘɆɈɑɥɑɗɥ ɐ ɓɔɒɋɖɆɒ, ɈɈɋɊɎɘɋ 
ɈɡɖɆɌɋɓɎɋ - ^[0 -9](1)  

ȵɖɋɊɕɔɝɘɎɘɋɑɢɓɡɏ 
ɘɎɕ ɘɋɑɋɚɔɓɆ 

ȸɎɕ ɘɋɑɋɚɔɓɆ, ɗ ɐɔɘɔɖɔɉɔ ɇəɊəɘ ɔɗəɟɋɗɘɈɑɥɘɢɗɥ ɍɈɔɓɐɎ. ȨɔɍɒɔɌɓɡɋ 
ɈɆɖɎɆɓɘɡ: 

¶ ɘɋɑɋɚɔɓ; 

¶ IP-ɘɋɑɋɚɔɓ; 

¶ ɘɋɑɋɚɔɓ (Ɋɖəɉɔɏ); 

¶ IP-ɘɋɑɋɚɔɓ (Ɋɖəɉɔɏ). 

ȷɔɕɔɗɘɆɈɑɋɓɎɋ ɕɆɖɆɒɋɘɖɔɈ ɔɇɠɋɐɘɆ ɕɔɑɢɍɔɈɆɘɋɑɥ ɗ ɊɆɓɓɡɒɎ ɘɎɕɆɒɎ 
ɘɋɑɋɚɔɓɔɈ ɓɆɗɘɖɆɎɈɆɋɘɗɥ Ɉ ɖɆɍɊɋɑɋ Active  Directory  Ɉɋɇ-ɎɓɘɋɖɚɋɏɗɆ 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. 

ȨɡɇɖɆɓɓɡɏ ɘɎɕ ɘɋɑɋɚɔɓɆ ɇəɊɋɘ ɗɐɖɡɘ Ɉ ɕɖɔɚɎɑɥɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 
ɗɋɖɈɋɖɆ, ɐɔɉɊɆ ɎɓɘɋɉɖɆɜɎɥ SIP ɈɡɐɑɤɝɋɓɆ. 

 

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè. 

ȪɆɑɋɋ Ɉɡɕɔɑɓɥɋɘɗɥ ɓɆɗɘɖɔɏɐɎ ɐɑɎɋɓɘɗɐɔɉɔ Ȧȸȷ SIP-ɘɖɆɓɐɆ.  

ŁǍǅǌƹǍǅǀˍ Ņǋǩ ƻǑǀǖ Ǒǖǀǌ ǐƹǄƻǀǐǒǞƻƹǍǅǩˋ ǎƺǩǄƹǒǀǋǜǍǞǌ ǓǑǋǎƻǅǀǌ ǩƻǋǩǀǒǑǩ ǎǒǉǋǨǗǀǍǅǀ
Ǐǐǎƻǀǐǉǅ ǑǎǑǒǎǩǍǅǩSIP-ǒǐƹǍǉƹː 

Ȫɑɥ ɐɔɖɖɋɐɘɓɔɏ ɖɆɇɔɘɡ ɕɖɎ ɗɛɋɒɋ ɖɆɍɈɋɖɘɡɈɆɓɎɥ Single  CTS 1  

ɓɆɗɘɖɔɏɘɋ Ɉ Ȧȸȷ 2 SIP -ɘɖɆɓɐ: 

 Ȫɑɥ ɈɡɍɔɈɔɈ ɗ Ȧȸȷ Ɉ ȷɎɗɘɋɒə əɐɆɌɎɘɋ IP ɓɆɍɓɆɝɋɓɎɥ Single  CTS. 

 Ȫɑɥ ɈɡɍɔɈɔɈ ɗ ȷɎɗɘɋɒɡ Ɉ Ȧȸȷ əɐɆɌɎɘɋ IP ɓɆɍɓɆɝɋɓɎɥ Media . 

Ȫɑɥ ɐɔɖɖɋɐɘɓɔɏ ɖɆɇɔɘɡ ɕɖɎ ɗɛɋɒɋ ɖɆɍɈɋɖɘɡɈɆɓɎɥ Front  CTS  Ɏ Back 2  

ɓɆɗɘɖɔɏɘɋ Ɉ Ȧȸȷ 2 SIP -ɘɖɆɓɐ: 

 Ȫɑɥ ɈɡɍɔɈɔɈ ɗ Ȧȸȷ Ɉ ȷɎɗɘɋɒə əɐɆɌɎɘɋ IP ɓɆɍɓɆɝɋɓɎɥ Back  CTS. 

 Ȫɑɥ ɈɡɍɔɈɔɈ ɗ ȷɎɗɘɋɒɡ Ɉ Ȧȸȷ əɐɆɌɎɘɋ IP ɓɆɍɓɆɝɋɓɎɥ Media . 

ȹȷȸȦȳȴȨȰȦ ȷȫȶȨȮȷȦ ȷȷɁȱȴȰ 

Ȫɑɥ əɗɘɆɓɔɈɐɎ ɗɋɖɈɎɗɆ ɗɗɡɑɔɐ: 

 ȭɆɕəɗɘɎɘɋ ɐɔɒɆɓɊɓəɤ ɗɘɖɔɐə.  

 ȵɔɊɐɑɤɝɎɘɋɗɢ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɖɆɍɖɆɇɔɘɝɎɐɆ Ɉ Docker  Ɋɑɥ ɗɐɆɝɎɈɆɓɎɥ 

ɐɔɓɘɋɏɓɋɖɔɈ:   

docker login - u Login - p Password registry . public . express  

ŕǐǅǌǀǗƹǍǅǀː Ł ǉƹǗǀǑǒƻǀ ǋǎƼǅǍƹ ǅ Ǐƹǐǎǋǩ ǅǑǏǎǋǜǄǓǨǒǑǩLogin ǅPasswordˋ ǉǎǒǎǐǞǀ
ƻǞƿƹǨǒǑǩ ǐƹǄǐƹƺǎǒǗǅǉǎǌː 

 

1 ʉʝʪʝʚʘʷ ʩʭʝʤʘ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ɸʊʉ ʧʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ Single CTS ʠ ʩʝʪʝʚʳʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʜʣʷ ʜʘʥʥʦʡ ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ 
ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʇʨʠʣʦʞʝʥʠʠ 8. 

2 ʉʝʪʝʚʘʷ ʩʭʝʤʘ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ɸʊʉ ʧʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ Front ʉTS +Media ʠ Back CTS ʠ ʩʝʪʝʚʳʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʜʣʷ ʜʘʥʥʦʡ 
ʩʭʝʤʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʇʨʠʣʦʞʝʥʠʠ 9. 
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 ȷɐɆɝɆɏɘɋ ɐɔɓɘɋɏɓɋɖ-ɎɓɗɘɆɑɑɥɘɔɖ: 

docker run -- rm registry.public.express/dpl:xlnk - release dpl -

install | bash  

 ȷɔɍɊɆɏɘɋ ɖɆɇɔɝɎɏ ɐɆɘɆɑɔɉ Ɉɋɇ-ɐɑɎɋɓɘɆ:  

mkdir - p / opt / xlnk  

cd / opt / xlnk  

echo DPL _IMAGE_TAG=xlnk - release > dpl . env  

dpl -- init  

 ȵɔɗɑɋ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ dpl  -- init  ɗɔɍɊɆɋɘɗɥ ɚɆɏɑ settings .yaml . 

 ȹɗɘɆɓɔɈɎɘɋ ɜɋɕɔɝɐɎ ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ ɐɑɤɝɆ SSL:  

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɔɇɗɘɈɋɓɓɔɉɔ ɗɋɖɘɎɚɎɐɆɘɆ ɗɔɍɊɆɏɘɋ ɊɎɖɋɐɘɔɖɎɤ 

Ɋɑɥ ɗɋɖɘɎɚɎɐɆɘɔɈ:   

ȨɆɌɓɔ! Ȯɒɥ ɚɆɏɑɆ ɗɋɖɘɎɚɎɐɆɘɆ Ɏ Ɏɒɥ ɐɑɤɝɆ ɊɔɑɌɓɡ 

ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ ɕɖɎɒɋɖə ɓɎɌɋ:  

mkdir - p certs  

cp / somewhere / my- certificate - chain . crt certs / express . crt  

cp / somewhere / my- unencrypted - key . key certs / express . key  

ȰɔɓɗɘɖəɐɜɎɎ /somewhere/my -certificate -chain.crt Ɏ /somewh ere/my -

unencrypted -key.key ɎɓɊɎɈɎɊəɆɑɢɓɡ Ɋɑɥ ɐɆɌɊɔɉɔ ɐɔɓɐɖɋɘɓɔɉɔ ɗɑəɝɆɥ.  

ȰɔɓɗɘɖəɐɜɎɎ certs / express .crt  Ɏ certs / express .key  ɥɈɑɥɤɘɗɥ 

ɔɇɥɍɆɘɋɑɢɓɡɒɎ. 

ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɘɎɚɎɐɆɘɆɒ ɎɍɑɔɌɋɓɡ ɓɆ ɗɘɖ. 36 ;  

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ Let 's Encrypt  Ɉ ɚɆɏɑ settings .yaml  

ɊɔɇɆɈɢɘɋ ɕɆɖɆɒɋɘɖ le_email : admin @company - mail . ru .  

ȵɖɔɈɋɖɐɆ ɕɔɊɐɑɤɝɋɓɎɥ ɗɋɖɘɎɚɎɐɆɘɔɈ ɕɔɗɑɋ ɎɓɗɘɆɑɑɥɜɎɎ ɔɕɎɗɆɓɆ 

ɓɆ ɗɘɖ. 74 . 

ȷɔɍɊɆɓɓɡɏ ɕɔ əɒɔɑɝɆɓɎɤ ɚɆɏɑ ɐɔɓɚɎɉəɖɆɜɎɎ Ɏɒɋɋɘ ɗɑɋɊəɤɟɎɏ ɈɎɊ 

Ɏ ɘɖɋɇəɋɘ ɖɋɊɆɐɘɎɖɔɈɆɓɎɥ: 

ccs _host : somehost . somedomain . sometld  

ȵɖɎɒɋɖ ɍɆɕɔɑɓɋɓɎɥ ɐɔɓɚɎɉəɖɆɜɎɎ: 

ccs _host : xlnk . example . com 

le _email : test @example . com 

home_address : www. example . com 

android _app_link : 

'https:// play . google . com/ store / apps / details ?id =ru . unlimitedtech . ex

press'  

ios _app_link : 'https:// apps . apple . com/ ru / app / express - enterprise -

messaging / id1225251588 ?l =en'ets _id : 00000000 - 0000 - 000- 000-

000000000000  

api _gw_url : 'http:// link :4000'  

web_host _default : 'web. example . com'  

ȵɋɖɋɝɋɓɢ ɓɆɗɘɖɔɋɐ ɗ ɔɕɎɗɆɓɎɋɒ ɕɖɋɊɗɘɆɈɑɋɓ Ɉ ɘɆɇɑ. 41 . 

Ȫɑɥ ɗɔɍɊɆɓɎɥ ɗɕɎɗɐɆ ɖɆɍɖɋɞɋɓɓɡɛ ɛɔɗɘɔɈ Ɉɋɇ-ɐɑɎɋɓɘɆ:  

¶ ɓɆ CTS-ɗɋɖɈɋɖɋ ɍɆɊɆɏɘɋ ɍɓɆɝɋɓɎɋ cookie_hosts Ɉ ɗɋɖɈɎɗɋ link;  

¶ ɓɆ ETS-ɗɋɖɈɋɖɋ ɍɆɊɆɏɘɋ ɍɓɆɝɋɓɎɋ cookie_hosts ɝɋɖɋɍ ɔɐɖəɌɋɓɎɋ 

ɐɔɓɘɋɏɓɋɖɆ.  

ȵɖɎɒɋɖ ɍɆɕɔɑɓɋɓɎɥ: 

cookie _hosts =corp . ex ample , xlnk . ru , webtest . com 

 Ȩ ɐɆɘɆɑɔɉɋ /opt / express / xlnk  ɈɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə 

dpl  - d 

mailto:admin@company-mail.ru
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Ȫɑɥ ɎɍɒɋɓɋɓɎɥ ɚɆɏɑɆ ɐɔɓɚɎɉəɖɆɜɎɎ Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ ɑɤɇɡɒ ɘɋɐɗɘɔɈɡɒ 

ɖɋɊɆɐɘɔɖɔɒ Ɏ ɈɓɋɗɎɘɋ ɎɗɕɖɆɈɑɋɓɎɥ Ɉ ɚɆɏɑ (ɘɆɇɑ. 41 ):  

ɘɆɇɑ. 41  

ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȭɓɆɝɋɓɎɋ 

ccs_host  ȵɔɑɓɔɋ Ɏɒɥ ɊɔɒɋɓɆ ɊɆɓɓɔɉɔ ɗɋɖɈɋɖɆ, ɕɖɔɕɎɗɆɓɓɔɋ Ɉ DNS 
Ɏ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɋ ɎɒɋɓɎ, ɓɆ ɐɔɘɔɖɔɋ ɕɖɎɔɇɖɋɘɆɑɗɥ ɗɋɖɘɎɚɎɐɆɘ 

le_email  ȵɆɖɆɒɋɘɖ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ ɐɔɒɕɆɓɎɎ 

Let ` s Encrypt . ȭɓɆɝɋɓɎɋ ɕɆɖɆɒɋɘɖɆ ɊɔɑɌɓɔ ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ e-mail , 
ɓɆ ɐɔɘɔɖɡɏ ɇəɊəɘ ɕɖɎɛɔɊɎɘɢ ɔɕɔɈɋɟɋɓɎɥ ɔɘ Let ` s Encrypt  

home _address  ȵɔɑɓɔɋ Ɏɒɥ ɊɔɒɋɓɆ ɔɗɓɔɈɓɔɉɔ ɗɆɏɘɆ ɐɔɒɕɆɓɎɎ, ɓɆ ɐɔɘɔɖɡɏ ɇəɊəɘ 

ɕɋɖɋɓɆɕɖɆɈɑɥɘɢɗɥ ɕɔɑɢɍɔɈɆɘɋɑɎ ɕɖɎ ɔɇɖɆɟɋɓɎɎ ɇɋɍ ɗɗɡɑɐɎ 
ɓɆ ɝɆɘ/ɐɔɓɚɋɖɋɓɜɎɤ 

ets _id ȮɊɋɓɘɎɚɎɐɆɘɔɖ ɗɋɖɈɋɖɆ ETS, ɓɋɔɇɛɔɊɎɒɡɏ Ɋɑɥ ɔɕɖɋɊɋɑɋɓɎɥ ɗɗɡɑɔɐ, 

ɗɔɍɊɆɓɓɡɛ ɓɆ ɗɋɖɈɋɖɆɛ ɕɖɋɊɕɖɎɥɘɎɥ. ȨɐɑɤɝɆɋɘ ɔɘɔɇɖɆɌɋɓɎɋ ɗɗɡɑɔɐ 
ɓɆ ɒɔɇɎɑɢɓɡɋ ɕɖɎɑɔɌɋɓɎɥ ɐɔɒɕɆɓɎɎ 

android _app _link  

ios_app _link  

ȷɗɡɑɐɎ ɓɆ ɒɔɇɎɑɢɓɡɋ ɕɖɎɑɔɌɋɓɎɥ Ɉ ɒɆɉɆɍɎɓɆɛ ɕɖɎɑɔɌɋɓɎɏ Apple , Play 

Market  

desktop_app_link  ȷɗɡɑɐɆ ɓɆ ɗɘɖɆɓɎɜə ɗɐɆɝɎɈɆɓɎɥ Ɋɋɗɐɘɔɕ-ɕɖɎɑɔɌɋɓɎɥ Ɋɑɥ ETS 

android _app _name  

ios_app _name  

 

ȳɆɍɈɆɓɎɋ ɗɗɡɑɐɎ ɓɆ ɒɔɇɎɑɢɓɡɋ ɕɖɎɑɔɌɋɓɎɥ, ɕɔ əɒɔɑɝɆɓɎɤ Ɏɒɋɤɘ 

ɍɓɆɝɋɓɎɋ Android  Custom  App, iOS Custom  App. ȴɘɔɇɖɆɌɆɋɘɗɥ 
ɕɖɎ ɕɋɖɋɛɔɊɋ ɗ ɒɔɇɎɑɢɓɡɛ əɗɘɖɔɏɗɘɈ ɕɔ ɗɗɡɑɐɋ 

desktop_app_name  ȳɆɍɈɆɓɎɋ ɗɗɡɑɐɎ ɓɆ ɗɘɖɆɓɎɜə ɗɐɆɝɎɈɆɓɎɥ Ɋɋɗɐɘɔɕ-ɕɖɎɑɔɌɋɓɎɥ 

api _gw _url  ȵəɘɢ Ɋɔ ɗɋɖɈɎɗɆ xlink  Ɋɑɥ ɊɔɗɘəɕɆ 

web _host _default  ȵɔɑɓɔɋ Ɏɒɥ ɊɔɒɋɓɆ ɗɋɖɈɋɖɆ web -ɐɑɎɋɓɘɆ Ɋɑɥ ɝɆɘɆ/ɐɔɓɚɋɖɋɓɜɎɎ 

cookie_hosts  ȷɕɎɗɔɐ ɖɆɍɖɋɞɋɓɓɡɛ ɛɔɗɘɔɈ Ɉɋɇ-ɐɑɎɋɓɘɔɈ 

 

ȹȷȸȦȳȴȨȰȦ DLPS  

ȹȷȸȦȳȴȨȰȦ DLPS ȳȦ ȨɁȪȫȱȫȳȳȴȲ ȷȫȶȨȫȶȫ 

Ȫɑɥ ɚɔɖɒɎɖɔɈɆɓɎɥ ɐɑɤɝɆ DLP S Ɏ ɊɔɇɆɈɑɋɓɎɥ ɋɉɔ Ɉɔ Ɉɗɋ ɝɆɘɡ: 

ŁǍǅǌƹǍǅǀˍŁ ƿƹǍǍǎǌ ǏǐǅǌǀǐǀDLPS ǓǑǒƹǍƹƻǋǅƻƹǀǒǑǩǍƹ ǑǀǐƻǀǐǀˋǎǒƿǀǋǀǍǍǎǌ ǎǒCTS. 

œƹ Ǒǀǐƻǀǐǀ CTS Ǔǉƹǃǅǒǀ ƻǍǀǙǍǅǆDLPS. 

Ņǋǩ ǅǍǑǒƹǋǋǩǘǅǅDockerˋ ǍƹBack-Ǒǀǐƻǀǐǀˋ ƻ Ǖƹǆǋǀ ˖opt/express/settings .yaml ƿǎǏǅǙǅǒǀ:  

dlps _external : true  

dlps _host : fqdn _dlps  

ŕǎǑǋǀ ƻǍǀǑǀǍǅǩ ǅǄǌǀǍǀǍǅǆ Ǎƹ ǣǒǎǌ ǃǀ Ǒǀǐƻǀǐǀ ƻǞǏǎǋǍǅǒǀ: 

cd / opt / express / && DPL_PULL_POLICY=never dpl - p && DPL_PULL_POLICY=never dpl 

-- dc exec nginx nginx - s reload  

Ņǋǩ ǅǍǑǒƹǋǋǩǘǅǅ ƻk8sˋ ƻ Ǘƹǐǒǀ ƻvalues.yaml ǄƹǏǎǋǍǅǒǀ Ǐƹǐƹǌǀǒǐ:  

dlps _host : fqdn _dlps  

 ȭɆɕəɗɘɎɘɋ ɐɔɒɆɓɊɓəɤ ɗɘɖɔɐə. 

 ȵɔɊɐɑɤɝɎɘɋɗɢ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɖɆɍɖɆɇɔɘɝɎɐɆ Ɉ Docker  Ɋɑɥ ɗɐɆɝɎɈɆɓɎɥ 

ɐɔɓɘɋɏɓɋɖɔɈ:   

docker login - u Login - p Password registry . public . express  

ŕǐǅǌǀǗƹǍǅǀː Ł ǉƹǗǀǑǒƻǀ ǋǎƼǅǍƹ ǅ Ǐƹǐǎǋǩ ǅǑǏǎǋǜǄǓǨǒǑǩLogin ǅPasswordˋ ǉǎǒǎǐǞǀ
ƻǞƿƹǨǒǑǩ ǐƹǄǐƹƺǎǒǗǅǉǎǌː 

 ȷɐɆɝɆɏɘɋ ɐɔɓɘɋɏɓɋɖ-ɎɓɗɘɆɑɑɥɘɔɖ:  

docker run -- rm registry . public . express / dpl : dlps - release dpl -

ins tall | bash  
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 ȷɔɍɊɆɏɘɋ ɖɆɇɔɝɎɏ ɐɆɘɆɑɔɉ Ɉɋɇ-ɐɑɎɋɓɘɆ:  

mkdir - p / opt / express  

cd / opt / express  

echo DPL _IMAGE_TAG=dlps - release > dpl . env  

dpl -- init  

ȵɔɗɑɋ ɈɡɕɔɑɓɋɓɎɥ ɐɔɒɆɓɊɡ dpl  -- init  ɗɔɍɊɆɋɘɗɥ ɚɆɏɑ settings .yaml . 

 ȹɗɘɆɓɔɈɎɘɋ ɜɋɕɔɝɐɎ ɗɋɖɘɎɚɎɐɆɘɔɈ Ɏ ɐɑɤɝɆ SSL. 

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɔɇɗɘɈɋɓɓɔɉɔ ɗɋɖɘɎɚɎɐɆɘɆ ɗɔɍɊɆɏɘɋ ɊɎɖɋɐɘɔɖɎɤ 

Ɋɑɥ ɗɋɖɘɎɚɎɐɆɘɔɈ.  

ȨɆɌɓɔ! Ȯɒɥ ɚɆɏɑɆ ɗɋɖɘɎɚɎɐɆɘɆ Ɏ Ɏɒɥ ɐɑɤɝɆ ɊɔɑɌɓɡ 

ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ ɕɖɎɒɋɖə ɓɎɌɋ: 

mkdir - p certs  

cp / somewhere / my- certificate - chain . crt certs / express . crt  

cp / somewhere / my- unencrypted - key . key certs / express . key  

ȰɔɓɗɘɖəɐɜɎɎ /somewhere/my -certificate -chain.crt Ɏ /somewhere/my -

unencrypted -key.key ɎɓɊɎɈɎɊəɆɑɢɓɡ Ɋɑɥ ɐɆɌɊɔɉɔ ɐɔɓɐɖɋɘɓɔɉɔ ɗɑəɝɆɥ.  

ȰɔɓɗɘɖəɐɜɎɎ certs / express .crt  Ɏ certs / express .key  ɥɈɑɥɤɘɗɥ 

ɔɇɥɍɆɘɋɑɢɓɡɒɎ. 

ȸɖɋɇɔɈɆɓɎɥ ɐ ɗɋɖɘɎɚɎɐɆɘɆɒ ɎɍɑɔɌɋɓɡ ɓɆ ɗɘɖ. 36 . 

¶ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ Let 's Encrypt  Ɉ ɚɆɏɑ settings .yaml  

ɊɔɇɆɈɢɘɋ ɕɆɖɆɒɋɘɖ le_email : admin @company - mail . ru .  

ȵɖɔɈɋɖɐɆ ɕɔɊɐɑɤɝɋɓɎɥ ɗɋɖɘɎɚɎɐɆɘɔɈ ɕɔɗɑɋ ɎɓɗɘɆɑɑɥɜɎɎ ɔɕɎɗɆɓɆ 

ɓɆ ɗɘɖ. 74 . 

 ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə:  

mkdir - p dlps _keys / storage && chown - R 888:888 dlps _keys  

ȷɔɍɊɆɓɓɡɏ ɕɔ əɒɔɑɝɆɓɎɤ ɚɆɏɑ ɐɔɓɚɎɉəɖɆɜɎɎ Ɏɒɋɋɘ ɗɑɋɊəɤɟɎɏ ɈɎɊ 

Ɏ ɘɖɋɇəɋɘ ɖɋɊɆɐɘɎɖɔɈɆɓɎɥ: 

api _internal _token : token  

ccs _host : somehost . somedomain . sometld  

cts _id : ''  

dlps _host : ''  

dlps _icap _client _host : ''  

dlps _icap _additional _headers : {}  

etcd _endpoints : http :// etcd :2379  

kafka _host : kafka  

phoenix _secret _key _base : token  

postgres _endpoints : ''  

postgres _user : ''  

postgres _password : ''  

redis _connection _string : ''  

rts _id : ''  

dlps _enabled : true  

ȵɋɖɋɝɋɓɢ ɓɆɗɘɖɔɋɐ ɗ ɔɕɎɗɆɓɎɋɒ ɕɖɋɊɗɘɆɈɑɋɓ Ɉ ɘɆɇɑ. 42 . 

 ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə (ɓɆɛɔɊɥɗɢ Ɉ ɕɆɕɐɋ /opt / express ):  

dpl  - d 

ȵɔɗɑɋ ɈɡɕɔɑɓɋɓɎɥ ɊɆɓɓɔɏ ɐɔɒɆɓɊɡ ɇəɊɋɘ ɗɉɋɓɋɖɎɖɔɈɆɓ ɐɑɤɝ, ɐɔɘɔɖɡɏ 

ɇəɊɋɘ ɊɔɇɆɈɑɥɘɢɗɥ Ɉɔ Ɉɗɋ ɝɆɘɡ. 

Ȫɑɥ ɎɍɒɋɓɋɓɎɥ ɚɆɏɑɆ ɐɔɓɚɎɉəɖɆɜɎɎ Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ ɑɤɇɡɒ ɘɋɐɗɘɔɈɡɒ 

ɖɋɊɆɐɘɔɖɔɒ Ɏ ɈɓɋɗɎɘɋ ɎɗɕɖɆɈɑɋɓɎɥ Ɉ ɚɆɏɑ.  

mailto:admin@company-mail.ru
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ɘɆɇɑ. 42  

ȳɆɍɈɆɓɎɋ ɓɆɗɘɖɔɏɐɎ ȭɓɆɝɋɓɎɋ 

ȴɇɥɍɆɘɋɑɢɓɡɋ ɓɆɗɘɖɔɏɐɎ 

ccs_host  ȵɔɑɓɔɋ Ɏɒɥ ɊɔɒɋɓɆ ɗɋɖɈɋɖɆ CTS, ɕɖɔɕɎɗɆɓɓɔɋ Ɉ DNS Ɏ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɋ 
ɎɒɋɓɎ, ɓɆ ɐɔɘɔɖɔɋ ɕɖɎɔɇɖɋɘɆɑɗɥ ɗɋɖɘɎɚɎɐɆɘ 

le_email  ȵɆɖɆɒɋɘɖ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ ɐɔɒɕɆɓɎɎ 

Let ` s Encrypt . ȭɓɆɝɋɓɎɋ ɕɆɖɆɒɋɘɖɆ ɊɔɑɌɓɔ ɗɔɔɘɈɋɘɗɘɈɔɈɆɘɢ e-mail , 
ɓɆ ɐɔɘɔɖɡɏ ɇəɊəɘ ɕɖɎɛɔɊɎɘɢ ɔɕɔɈɋɟɋɓɎɥ ɔɘ Let ` s Encrypt  

cts _id ȮɊɋɓɘɎɚɎɐɆɘɔɖ əɗɘɆɓɔɈɑɋɓɓɔɉɔ ɗɋɖɈɋɖɆ 

rts _id ȮɊɋɓɘɎɚɎɐɆɘɔɖ ɗɋɖɈɋɖɆ RTS (ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ ɖɆɍɖɆɇɔɘɝɎɐɔɒ) 

etcd _endpoints  ȦɊɖɋɗ ɕɔɊɐɑɤɝɋɓɎɥ ɐ ETCD-ɗɋɖɈɋɖə 

kafka _host  ȦɊɖɋɗ ɕɔɊɐɑɤɝɋɓɎɥ ɐ Kafka -ɗɋɖɈɋɖə  

redis _connection _string  ȵɆɖɆɒɋɘɖɡ ɕɔɊɐɑɤɝɋɓɎɥ ɐ ɇɆɍɋ ɊɆɓɓɡɛ REDIS 

postgres _endpoints  

postgres _user  

postgres _password  

ȵɆɖɆɒɋɘɖɡ ɕɔɊɐɑɤɝɋɓɎɥ ɐ ɇɆɍɋ ɊɆɓɓɡɛ PostgreSQL  

dlps _postgres _endpoints  

dlps _postgres _user  

dlps _postgres _password  

Ȩ ɗɑəɝɆɋ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɔɘɊɋɑɢɓɔɏ ɇɆɍɡ Ɋɑɥ dlps -ɒɔɊəɑɥ əɐɆɍɡɈɆɋɘɗɥ 

ɊɔɕɔɑɓɎɘɋɑɢɓɔ 

ȳɋɔɇɥɍɆɘɋɑɢɓɡɋ ɓɆɗɘɖɔɏɐɎ 

Ȫɔɗɘəɕ ɐ Ɉɋɇ-

Ɏɓɘɋɖɚɋɏɗə DLPS 
admin _allow :  

   -  10.0.0.0/8  

   -  172.16.1.0/24  

ȮɍɒɋɓɋɓɎɋ ɕəɘɎ 
ɐ Ɏɓɘɋɖɚɋɏɗə 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ DLPS 

dlps _url : / dlps -admin -ui  

 

ȹȷȸȦȳȴȨȰȦ DLPS ȳȦ SINGLE  CTS 

Ȫɑɥ ɚɔɖɒɎɖɔɈɆɓɎɥ ɐɑɤɝɆ DLP S Ɏ ɊɔɇɆɈɑɋɓɎɥ ɋɉɔ Ɉɔ Ɉɗɋ ɝɆɘɡ: 

ŁǍǅǌƹǍǅǀˍ Ł ƿƹǍǍǎǌ ǏǐǅǌǀǐǀDLPS ǓǑǒƹǍƹƻǋǅƻƹǀǒǑǩ ǍƹSingle CTS. ŗǖǀǌǞ ǓǑǒƹǍǎƻǉǅ
ƿǋǩ ƿǐǓƼǎƼǎ ǐƹǑǏǎǋǎǃǀǍǅǩDLPS ǄƹǏǐƹǙǅƻƹǆǒǀ Ǔ ǐƹǄǐƹƺǎǒǗǅǉǎƻː 

 ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə:  

mkdir - p dlps _keys / storage && chown - R 888:888 dlps _keys  

 ȵɖɔɕɎɞɎɘɋ Ɉ ɚɆɏɑɋ ɐɔɓɚɎɉəɖɆɜɎɎ ɕɆɖɆɒɋɘɖ dlps _enabled : true :  

api _internal _token : S0L2U6zD0s2iQmdQ 

ccs _host : cts _name. somedomain . sometld  

cts _id : 'aaaa - bbbb - cccc - dddd'  

phoenix _secret _key _base : verystrongpassword  

prometheus _users : verystrongpassword  

prometheus : verystrongpassword  

rts _host : 'rts_ name. somedomain . sometld'  

rts _id : 'aaaa - bbbb - cccc - dddd'  

rts _token : 'verystrongpassword'  

dlps _enabled : true  

 ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə (ɓɆɛɔɊɥɗɢ Ɉ ɕɆɕɐɋ /opt / express ):  

dpl - d && dpl -- dc restart nginx  

 ȵɔɗɑɋ ɈɡɕɔɑɓɋɓɎɥ ɊɆɓɓɔɏ ɐɔɒɆɓɊɡ ɇəɊɋɘ ɗɉɋɓɋɖɎɖɔɈɆɓ ɐɑɤɝ, ɐɔɘɔɖɡɏ 

ɇəɊɋɘ ɊɔɇɆɈɑɥɘɢɗɥ Ɉɔ Ɉɗɋ ɝɆɘɡ. 

 Ȱɔɓɗɔɑɢ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ ɇəɊɋɘ ɊɔɗɘəɕɆ ɕɔ URL 

https :// express .my domain .tld / dlps / . ȷɘɆɓɊɆɖɘɓɆɥ əɝɋɘɓɆɥ ɍɆɕɎɗɢ admin / admin . 

 Ȩ ɐɔɓɗɔɑɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ ɈɐɑɤɝɎɘɋ ɓɆɗɘɖɔɏɐə DLPS ɓɆɌɆɘɎɋɒ ɐɓɔɕɐɎ 

çEnable  DLPSè (ɖɎɗ. 15 ) :  

https://express.mydomain.tld/dlps/
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ɖɎɗ. 15  

ȹȷȸȦȳȴȨȰȦ DLPS ȳȦ SINGLE  CTS ȷ ȻȶȦȳȫȳȮȫȲ ȰȱɄȽȫȯ ȳȦ ȨȳȫȾȳȫȲ 

ȳȴȷȮȸȫȱȫ 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ DLP S ɓɆ Ɉɓɋɞɓɋɒ ɓɔɗɎɘɋɑɋ: 

 ȨɗɘɆɈɢɘɋ USB-ɚɑɋɞ-ɓɆɐɔɕɎɘɋɑɢ ɗɘɆɓɊɆɖɘɆ RW Ɉ ɐɔɒɕɢɤɘɋɖ 

Ɏ ɗɒɔɓɘɎɖəɏɘɋ ɊɎɗɐ Ɉ ɓəɌɓəɤ ɊɎɖɋɐɘɔɖɎɤ. ȪɎɖɋɐɘɔɖɎɥ ɕɔ əɒɔɑɝɆɓɎɤ ð 

/ opt / express - dlps / dlps _keys/. ȺɆɏɑɔɈɆɥ ɗɎɗɘɋɒɆ ɓɆ ɚɑɋɞ-ɓɆɐɔɕɎɘɋɑɋ 

ɊɔɑɌɓɆ ɇɡɘɢ ɗɔɈɒɋɗɘɎɒɆ ɗ OC RHEL. 

 ȵɖɔɕɎɞɎɘɋ Ɉ ɚɆɏɑɋ ɐɔɓɚɎɉəɖɆɜɎɎ ɓɆɗɘɖɔɏɐə dlps _keys _mount _path : 

/ PATH_TO_DIRECTORY, ɉɊɋ PATH_TO_DIRECTORY ð ɕəɘɢ ɐ ɊɎɖɋɐɘɔɖɎɎ, 

ɐəɊɆ ɍɆɕɎɗɡɈɆɤɘɗɥ ɐɑɤɝɎ. 

ȳɆɕɖɎɒɋɖ:  

api _internal _token : TOKEN  

ccs _host : cts _name. somedomain . sometld  

cts _id : 'aaaa - bbbb - cccc - dddd'  

dlps _icap _client _host : IP _ADDRESS  

dlps _icap _client _port : PORT  

dlps _icap _additional _headers : verystrongpassword  

network _segment : CTS  

application : PROD  

client _ip : 127.0.0.1  

server _ip : 127.0.0.1  

kafka _host : etcd01 . ru , etcd02 . ru , etcd03 . ru  

phoenix _secret _key _base : PHOENIX_SECRET_KEY_BASE  

etcd _endpoints : 

http :// etcd01 . ru :2379, http :// etcd02 . ru :2379, http :// etcd03 . ru :2379 

postgres _host : CTS. CTS. RU  

postgres _user : POSTGRES_USER  

postgres _password : POSTGRES_PASSWORD  

dlps _keys _mount _path : / MOUNT_POINT  

prometheus _users : verystrongpassword  

prometheus : verystrongpassword  

rts _id : 'aaaa - bbbb - cccc - dddd'  

pacemaker _generate : true  

pacemaker _virtual _ip : 10.0.0.1  

 ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

mkdir - p dlps _keys / storage && chown - R 888:888 dlps _keys  

 ȭɆɕəɗɘɎɘɋ DLPS (ɋɗɑɎ DLPS əɌɋ ɍɆɕəɟɋɓ, ɘɔ ɔɗɘɆɓɔɈɎɘɋ Ɏ ɕɋɖɋɍɆɕəɗɘɎɘɋ):  

dpl - d 

 Ȫɑɥ ɕɖɔɈɋɖɐɎ ɕɖɆɈɎɑɢɓɔɗɘɎ əɗɘɆɓɔɈɐɎ əɇɋɊɎɘɋɗɢ, ɝɘɔ Ɉ ɚɆɏɑɋ 

/ opt / express - dlps / dlps / docker - compose .yml , ɕɖɔɕɎɗɆɓɔ Ɉɋɖɓɔɋ ɍɓɆɝɋɓɎɋ 

volumes : ç/PATH_TO_DIRECTORY:/ app / keysè. 
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ȹȷȸȦȳȴȨȰȦ ȰȴȲȵȴȳȫȳȸȴȨ ȭȦȵȮȷȮ ȭȨȴȳȰȴȨ Ȯ ȰȴȳȺȫȶȫȳȼȮȯ 

ŕǐǅǌǀǗƹǍǅǩ: 

¶ Ǐǀǐǀƿ ǓǑǒƹǍǎƻǉǎǆ Ǎǀǎƺǖǎƿǅǌǎ ǎƺǍǎƻǅǒǜ ƻǀǐǑǅǨ ǑǀǐƻǀǐƹCTS ƿǎ ƻǀǐǑǅǅ ʷːʵʴ ǅ ƻǞǙǀ1; 

¶ Ǐǀǐǀƿ ǓǑǒƹǍǎƻǉǎǆ ǉǎǌǏǎǍǀǍǒǎƻ ǐǀǉǎǌǀǍƿǓǀǒǑǩ ǎǄǍƹǉǎǌǅǒǜǑǩ ǑƹǐǖǅǒǀǉǒǓǐǎǆ; 

¶ Ǎǀǎƺǖǎƿǅǌǎ ǎǒǉǐǞǒǜ Ǒǀǒǀƻǎǆ ƿǎǑǒǓǏ Ǒ ǑǀǐƻǀǐƹMedia ǉCTS Back Ǐǎ ǏǎǐǒǓ ʸʸʷ. 

Ȫɑɥ əɗɘɆɓɔɈɐɎ ɐɔɒɕɔɓɋɓɘɔɈ: 

 ȳɆ Back CTS ɎɑɎ Single CTS ɊɔɇɆɈɢɘɋ Ɉ / opt / express / settings .yaml :  

transcoding _enabled :  true  

 ȳɆ ɗɋɖɈɋɖɋ Back  CTS ɎɑɎ Single  CTS ɈɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

cd / opt / express / && dpl - p && dpl - d transcoding _manager 

recordings _bot admin && dpl -- dc restart nginx  

 ȳɆ ɗɋɖɈɋɖɋ Media  ɊɔɇɆɈɢɘɋ Ɉ / opt / express - voice / settings .yaml :  

ŕǐǅǌǀǗƹǍǅǀ. ŊǍƹǗǀǍǅǩ ccs_host, api_internal _token cǉǎǏǅǐǓǆǒǀ 
ǅǄ /opt/express/settings.yaml, ǐƹǑǏǎǋǎǃǀǍǍǎƼǎ Ǎƹ Back CTS ǅǋǅ Single CTS. 

transcoding _hosts :  

  cts :   

    ccs _host :  cts . corp . express   

    api _internal _token :  token - cts  

ȫɗɑɎ ɗɋɖɈɋɖ ɍɆɕɎɗɎ Ɏ janus  Ɏɗɕɔɑɢɍəɋɘɗɥ ɓɋɗɐɔɑɢɐɎɒɎ CTS, ɕɋɖɋɝɎɗɑɎɘɢ 

ɓɋɗɐɔɑɢɐɔ ɛɔɗɘɔɈ: 

transcoding _hosts :  

 cts1 :  

  ccs _host :  

  cts1 . corp . express  

  api _internal _token : token - cts1  

 cts2 :  

  ccs _host : cts2 . corp . express  

  api _internal _token : token - cts2  

 ȳɆ ɗɋɖɈɋɖɋ Media  ɈɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

cd / opt / express - voice / && dpl - p && dpl - d 

ȵȶȴȨȫȶȰȦ ȷȫȶȸȮȺȮȰȦȸȴȨ 

Ȫɑɥ ɘɋɗɘɎɖɔɈɆɓɎɥ ɐɔɖɖɋɐɘɓɔɗɘɎ ɗɋɖɘɎɚɎɐɆɘɆ ɕɔɗɑɋ ɎɓɗɘɆɑɑɥɜɎɎ 

ɎɍɊɋɑɎɥ ɈɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

openssl s _client - connect fqnd - cts :443  

ȷɔɔɇɟɋɓɎɋ ɗɑɋɊəɤɟɋɉɔ ɈɎɊɆ ɗɎɉɓɆɑɎɍɎɖəɋɘ ɔɇ ɔɞɎɇɐɋ: 

depth =0 CN = *. domain . ru  

verify error : num=20: unable to get local issuer certificate  

verify return :1  

depth =0 CN = *. domain . ru  

verify error : num=21: unable to verify the first certificate  

verify  return :1  

 

1  ʅʘʩʪʨʦʡʢʘ ʟʘʧʠʩʠ ʟʚʦʥʢʦʚ ʠ ʢʦʥʬʝʨʝʥʮʠʡ ʦʧʠʩʘʥʘ ʚ ʦʜʥʦʠʤʝʥʥʦʤ ʨʘʟʜʝʣʝ ʚ ʜʦʢʫʤʝʥʪʝ çʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 
ʊ.2. ʕʢʩʧʣʫʘʪʘʮʠʷ ʩʝʨʚʝʨʘ CTSè. 
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ȭȦȵȹȷȰ ȷȫȶȨȫȶȦ 

Ȫɑɥ ɍɆɕəɗɐɆ ɗɋɖɈɋɖɆ:  

ŕǐǅǌǀǗƹǍǅǀː ŏǎǌƹǍƿǞ ƿǋǩ ǄƹǏǓǑǉƹ Ǒǀǐƻǀǐƹ ƻǞǏǎǋǍǩǨǒǑǩ ǅǄ ǉƹǒƹǋǎƼƹ ǓǑǒƹǍǎƻǉǅ
/opt/express. 

 ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

ŕǐǅǌǀǗƹǍǅǀː Ł ǑǋǓǗƹǀ ǅǑǏǎǋǜǄǎƻƹǍǅǩ ǐƹǄƿǀǋǀǍǍǎǆ ǓǑǒƹǍǎƻǉǅˋ ƿƹǍǍƹǩ ǉǎǌƹǍƿƹ
ƻǞǏǎǋǍǩǀǒǑǩ ǑǍƹǗƹǋƹ Ǎƹ ǑǀǐƻǀǐǀBack CTS, Ǆƹǒǀǌ  ˞Ǎƹ ǑǀǐƻǀǐǀFront CTS. 

dpl - d 

 ȵɖɔɈɋɖɢɘɋ, ɍɆɕəɗɘɎɑɎɗɢ ɑɎ Ɉɗɋ ɐɔɓɘɋɏɓɋɖɡ, ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ: 

docker  ps  - a 

ȫɗɑɎ ɐɔɓɘɋɏɓɋɖɡ ɓɋ ɍɆɕəɗɘɎɑɎɗɢ, Ɋɑɥ ɕɖɔɗɒɔɘɖɆ ɌəɖɓɆɑɆ ɗɔɇɡɘɎɏ 

ɈɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

dpl  -- dc  logs  -- tail =200  <ʥʝ_ʟʘʧʫʩʢʘʝʤʳʡ_ʢʦʥʪʝʡʥʝʨ> 

ȫɗɑɎ ɕɖɔɜɋɊəɖɆ əɗɘɆɓɔɈɐɎ ɗɋɖɈɋɖɆ ɈɡɕɔɑɓɋɓɆ ɕɖɆɈɎɑɢɓɔ, Ɉ ɘɋɝɋɓɎɋ ɕɥɘɎ 

ɒɎɓəɘ ɇəɊɋɘ əɗɘɆɓɔɈɑɋɓ Ɏ Ɋɔɗɘəɕɋɓ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ:  

https :// ccs_host / admin .  

ŕǐǅǌǀǗƹǍǅǀː Ņǋǩ ǉǎǐǐǀǉǒǍǎǆ ǐƹƺǎǒǞƻǀƺ-ǅǍǒǀǐǕǀǆǑƹ ƹƿǌǅǍǅǑǒǐƹǒǎǐƹ 
Ǎǀ ǐǀǉǎǌǀǍƿǓǀǒǑǩ ǅǑǏǎǋǜǄǎƻƹǒǜInternet  Explorer . 

 ȷɔɍɊɆɏɘɋ əɝɋɘɓəɤ ɍɆɕɎɗɢ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ.  ȰɔɒɆɓɊɆ ɊɔɑɌɓɆ 

ɕɖɔɎɍɈɔɊɎɘɢɗɥ ɓɆ Back  CTS:  

dpl -- dc exec admin bin/add_admin - u admin - p 'Password12#'  

ŕǐǅǌǀǗƹǍǅǀ. ŘǐǀƺǎƻƹǍǅǩ ǉ ǏƹǐǎǋǨ ƹƿǌǅǍǅǑǒǐƹǒǎǐƹˊ 

¶ ǌǅǍǅǌƹǋǜǍƹǩ ƿǋǅǍƹ Ǐƹǐǎǋǩ ˟̓ Ǒǅǌƻǎǋǎƻ˕ 

¶ Ǐƹǐǎǋǜ ƿǎǋǃǀǍ Ǒǎƿǀǐǃƹǒǜ ǉƹǉ ǌǅǍǅǌǓǌ ǎƿǅǍ ǑǏǀǘǅƹǋǜǍǞǆ Ǒǅǌƻǎǋ ˏˍˑ̪@$%^&*(), 
ǎƿǍǓ ǑǒǐǎǗǍǓǨ ǅ ǎƿǍǓ ǏǐǎǏǅǑǍǓǨ ƺǓǉƻǓː 

ȫɗɑɎ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ ɓɋ əɗɘɆɓɔɈɎɑɗɥ, ɘɔ ɕɖɔɎɍɔɞɑɆ ɔɞɎɇɐɆ 

ɓɋɗɔɈɕɆɊɋɓɎɥ ɕɔ ɕɔɑɎɘɎɐɋ ɕɆɖɔɑɋɏ. Ȩ ɣɘɔɒ ɗɑəɝɆɋ, Ɇ ɘɆɐɌɋ Ɉ ɗɑəɝɆɋ 

ɈɔɍɓɎɐɓɔɈɋɓɎɥ ɊɖəɉɎɛ ɔɞɎɇɔɐ ɈɡɕɔɑɓɎɘɋ ɕɖɔɈɋɖɐə.  

Ȫɑɥ ɕɖɔɈɋɖɐɎ ɓɆ ɓɆɑɎɝɎɋ ɔɞɎɇɔɐ Ɉ ɕɔɥɈɎɈɞɎɛɗɥ ɑɔɉɆɛ ɓɆɏɊɎɘɋ ɓɆɎɇɔɑɋɋ 

ɝɆɗɘɔɋ əɕɔɒɎɓɆɓɎɋ ɗ ɔɞɎɇɐɆɒɎ Ɏ ɕɋɖɋɍɆɕəɗɘɎɘɋ ɐɔɓɘɋɏɓɋɖ, ɈɡɊɆɤɟɎɏ 

ɔɞɎɇɐə, ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ: 

dpl  -- dc  restart  {ʠʤʷ_ʢʦʥʪʝʡʥʝʨʘ} 

ȳɆɕɖɎɒɋɖ: 

dpl  -- dc  restart  nginx  

ŕǐǅǌǀǗƹǍǅǀːŁǑǀ ǅǌǀǍƹ ǉǎǍǒǀǆǍǀǐǎƻˋ ǑǎǎǒƻǀǒǑǒƻǓǨǚǅǖ ǉǎǍǉǐǀǒǍǎǆ ƹǐǖǅǒǀǉǒǓǐǀˋ
ǏǀǐǀǗǅǑǋǀǍǞ ƻ ǐƹǄƿǀǋǀĿxǐǖǅǒǀǉǒǓǐƹ.ʕ 

ȫɗɑɎ ɔɕɋɖɆɜɎɥ ɓɋ ɕɔɒɔɌɋɘ, ɗɈɥɌɎɘɋɗɢ ɗ ɘɋɛɓɎɝɋɗɐɔɏ ɕɔɊɊɋɖɌɐɔɏ ɐɔɒɕɆɓɎɎ 

ɖɆɍɖɆɇɔɘɝɎɐɆ. 

https://ccs_host/admin
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ȩɑɆɈɆ 3 
ȳȦȷȸȶȴȯȰȦ ȷȫȶȨȫȶȦ 

Ȫɑɥ ɓɔɖɒɆɑɢɓɔɉɔ ɚəɓɐɜɎɔɓɎɖɔɈɆɓɎɥ ɗɎɗɘɋɒɡ ɓɋɔɇɛɔɊɎɒɔ ɈɡɕɔɑɓɎɘɢ 

ɕɖɋɊɈɆɖɎɘɋɑɢɓəɤ ɓɆɗɘɖɔɏɐə ɗɋɖɈɋɖɆ Ɉ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. 

ȵɖɔɜɋɊəɖɆ ɓɆɗɘɖɔɏɐɎ ɍɆɈɎɗɎɘ ɔɘ ɘɎɕɆ ɗɋɖɈɋɖɆ Ɏ ɔɕɎɗɡɈɆɋɘɗɥ Ɉ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɛ 

ɖɆɍɊɋɑɆɛ ɓɎɌɋ:  

¶ ETS;  

¶ CTS. 

Ȫɑɥ ɆɈɘɔɖɎɍɆɜɎɎ Ɉ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ:  

 Ȩ ɆɊɖɋɗɓɔɏ ɗɘɖɔɐɋ ɇɖɆəɍɋɖɆ əɐɆɌɎɘɋ ɆɊɖɋɗ Ɉɋɇ-ɎɓɘɋɖɚɋɏɗɆ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. 

ŁƹǃǍǎˍ ŅǋǩETS ƻǖǎƿ ƻǞǏǎǋǍǩǀǒǑǩ ƻ ƻǀƺ-ǅǍǒǀǐǕǀǆǑǀ ƹƿǌǅǍǅǑǒǐƹǒǎǐƹ
https://ets_host/adminˋ ƿǋǩCTS  ˞ https:// cts_host/admin. ŀǀǄhttps ƻǀƺ-ǅǍǒǀǐǕǀǆǑ
ƹƿǌǅǍǅǑǒǐƹǒǎǐƹ ǍǀƿǎǑǒǓǏǀǍ. 

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ ɆɈɘɔɖɎɍɆɜɎɎ (ɖɎɗ. 16 ) :  

 

ɖɎɗ. 16  

 ȨɈɋɊɎɘɋ Ɏɒɥ əɝɋɘɓɔɏ ɍɆɕɎɗɎ Ɏ ɕɆɖɔɑɢ Ɉ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɕɔɑɥ. 

 ȳɆɌɒɎɘɋ çȨɛɔɊè. 

ȴɘɐɖɔɋɘɗɥ ɉɑɆɈɓɔɋ ɔɐɓɔ Ɉɋɇ-ɎɓɘɋɖɚɋɏɗɆ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ.  

Ȫɑɥ ɈɡɛɔɊɆ Ɏɍ Ɉɋɇ-ɎɓɘɋɖɚɋɏɗɆ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ ɓɆɌɒɎɘɋ Ɉ Ɉɋɖɛɓɋɏ 

ɑɋɈɔɏ ɝɆɗɘɎ ɔɐɓɆ. 

ȳȦȷȸȶȴȯȰȦ ETS 

ȳɆɗɘɖɔɏɐɆ ETS ɈɐɑɤɝɆɋɘ Ɉ ɗɋɇɥ ɗɑɋɊəɤɟɎɋ ɕɖɔɜɋɊəɖɡ: 

¶ ɕɔɊɐɑɤɝɋɓɎɋ TLS-ɗɋɖɘɎɚɎɐɆɘɆ (ɋɗɑɎ ɣɘɔ ɓɋ ɇɡɑɔ Ɉɡɕɔɑɓɋɓɔ Ɉ ɕɖɔɜɋɗɗɋ 

əɗɘɆɓɔɈɐɎ ETS);  

¶ ɓɆɗɘɖɔɏɐɆ ɈɎɊɋɔ-  Ɏ ɉɔɑɔɗɔɈɔɏ ɗɈɥɍɎ;  

¶ ɕɔɊɐɑɤɝɋɓɎɋ SMTP-ɗɋɖɈɋɖɆ;  

¶ ɓɆɗɘɖɔɏɐɆ push -əɈɋɊɔɒɑɋɓɎɏ;  

¶ ɓɆɗɘɖɔɏɐɆ ȷȲȷ-ɗɋɖɈɋɖɆ;  

¶ ɕɔɊɐɑɤɝɋɓɎɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɊɆɓɓɔɉɔ ETS Ɏɍ AD;  

¶ ɓɆɗɘɖɔɏɐɆ ɕɔɊɐɑɤɝɋɓɎɏ CTS. 

ȵȴȪȰȱɄȽȫȳȮȫ TLS-ȷȫȶȸȮȺȮȰȦȸȦ 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ TLS -ɗɋɖɘɎɚɎɐɆɘɆ Ɉ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 

ɈɡɇɋɖɎɘɋ ɕəɓɐɘ ɒɋɓɤ çȷɋɖɈɋɖè.  ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ ɗ ɎɓɚɔɖɒɆɜɎɋɏ ɔ ɊɆɓɓɔɒ 

ETS-ɗɋɖɈɋɖɋ (ɖɎɗ. 17 ).  

https://ets_host/admin
https://cts_host/admin
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ɖɎɗ. 17  

Ȫɑɥ ɕɖɎɒɋɓɋɓɎɥ TLS -ɕɖɔɘɔɐɔɑɆ Ɉ ɘɖɆɗɘɔɈɡɛ ɗɔɋɊɎɓɋɓɎɥɛ: 

 ȨɓɋɗɎɘɋ ɊɆɓɓɡɋ ɔ ɗɋɖɘɎɚɎɐɆɘɋ Ɏ ɐɑɤɝɋ Ɉ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɕɔɑɥ ɔɇɑɆɗɘɎ 

çTLS-ɗɋɖɘɎɚɎɐɆɘ ɘɖɆɗɘɔɈè. 

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè.  

ŕǐǅǌǀǗƹǍǅǀː ŅǎǏǓǑǉƹǀǒǑǩ ǏǐǅǌǀǍǀǍǅǀTLS-ǑǀǐǒǅǕǅǉƹǒƹˋ ǅǑǏǎǋǜǄǎƻƹǍǍǎƼǎ Ǎƹ ǣǒƹǏǀ
ǓǑǒƹǍǎƻǉǅCTS. 

ȳȦȷȸȶȴȯȰȦ ȨȮȪȫȴ-  Ȯ ȩȴȱȴȷȴȨȴȯ ȷȨɅȭȮ 

ȳɆɗɘɖɔɏɐɆ ɈɎɊɋɔ-  Ɏ ɉɔɑɔɗɔɈɔɏ ɗɈɥɍɎ Ɉɡɕɔɑɓɥɋɘɗɥ ɕɔɗɑɋ əɗɘɆɓɔɈɐɎ ɗɋɖɈɋɖɆ 

Media  Ɏ ɔɕɎɗɆɓɆ ɓɆ ɗɘɖ. 64 . 

ȵȴȪȰȱɄȽȫȳȮȫ SMTP-ȷȫȶȨȫȶȦ 

Ȫɑɥ ɕɔɊɐɑɤɝɋɓɎɥ SMTP -ɗɋɖɈɋɖɆ: 

 Ȩ ɒɋɓɤ ɈɡɇɋɖɎɘɋ ɕəɓɐɘ çE- mail è.  

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ çȳɆɗɘɖɔɏɐɎ e- mail è Ɋɑɥ ɈɈɔɊɆ ɕɆɖɆɒɋɘɖɔɈ (ɖɎɗ. 18 ).  
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ɖɎɗ. 18  

 Ȩ ɔɇɑɆɗɘɎ çȳɆɗɘɖɔɏɐɎ e- mail è ɍɆɕɔɑɓɎɘɋ ɕɔɑɥ ɚɔɖɒɡ. ȴɕɎɗɆɓɎɋ ɕɔɑɋɏ 

ɕɖɋɊɗɘɆɈɑɋɓɔ Ɉ ɘɆɇɑ. 43 :  

ɘɆɇɑ. 43  

ȵɔɑɋ ȴɕɎɗɆɓɎɋ 

Ȯɒɥ ɕɖɎɑɔɌɋɓɎɥ ȳɆɍɈɆɓɎɋ ɕɖɎɑɔɌɋɓɎɥ, ɔɘ ɐɔɘɔɖɔɉɔ ɇəɊəɘ ɔɘɕɖɆɈɑɥɘɢɗɥ ɕɎɗɢɒɆ 

ȴɘ ȴɇɖɆɘɓɡɏ ɆɊɖɋɗ 

ȷɋɖɈɋɖ FQDN ɎɑɎ IP-ɆɊɖɋɗ ɕɔɝɘɔɈɔɉɔ ɗɋɖɈɋɖɆ 

ȵɔɖɘ ȳɔɒɋɖ ɕɔɖɘɆ Ɋɑɥ ɖɋɘɖɆɓɗɑɥɜɎɎ ɎɗɛɔɊɥɟɋɏ ɕɔɝɘɡ: 25, 587 ɎɑɎ 465. 
ȳɔɒɋɖ ɕɔɖɘɆ ɍɆɈɎɗɎɘ ɔɘ ɘɎɕɆ ɗɔɋɊɎɓɋɓɎɥ 

Ȯɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ ȦɊɖɋɗ ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɡ 

ȵɆɖɔɑɢ ȪɆɓɓɡɋ Ɋɑɥ ɆɈɘɔɖɎɍɆɜɎɎ ɓɆ SMTP-ɗɋɖɈɋɖɋ. ȫɗɑɎ ɓɋ Ɏɗɕɔɑɢɍəɋɘɗɥ 

ɆəɘɋɓɘɎɚɎɐɆɜɎɥ ɓɆ ɕɔɝɘɔɈɔɒ ɗɋɖɈɋɖɋ, ɘɔ ɊɆɓɓɡɋ ɕɔɑɥ ɔɗɘɆɈɢɘɋ 
ɕəɗɘɡɒɎ 

ȵɔɊɘɈɋɖɌɊɋɓɎɋ 
ɕɆɖɔɑɥ 

ȪɆɓɓɡɋ Ɋɑɥ ɆɈɘɔɖɎɍɆɜɎɎ ɓɆ SMTP-ɗɋɖɈɋɖɋ. ȫɗɑɎ ɓɋ Ɏɗɕɔɑɢɍəɋɘɗɥ 
ɆəɘɋɓɘɎɚɎɐɆɜɎɥ ɓɆ ɕɔɝɘɔɈɔɒ ɗɋɖɈɋɖɋ, ɘɔ ɊɆɓɓɡɋ ɕɔɑɥ ɔɗɘɆɈɢɘɋ 

ɕəɗɘɡɒɎ 

ȭɆɟɎɘɆ 
ɗɔɋɊɎɓɋɓɎɥ 

ȸɎɕ ɍɆɟɎɟɋɓɓɔɉɔ ɗɔɋɊɎɓɋɓɎɥ (ɈɡɕɆɊɆɤɟɎɏ ɗɕɎɗɔɐ: SSL, Start / TLS ɎɑɎ 
ɕəɗɘɔɋ ɍɓɆɝɋɓɎɋ) 

ȴɘɕɖɆɈɑɥɘɢ 
ɕɎɗɢɒɆ ɝɋɖɋɍ 

ȨɡɕɆɊɆɤɟɎɏ ɗɕɎɗɔɐ ɈɡɇɔɖɆ ɗɋɖɈɋɖɆ, ɗ ɐɔɘɔɖɔɉɔ ɇəɊəɘ ɔɘɕɖɆɈɑɥɘɢɗɥ 
ɕɎɗɢɒɆ (ɕɖɎ Ɉɡɇɔɖɋ çȱɔɐɆɑɢɓɡɋ ɓɆɗɘɖɔɏɐɎè Ɉ ɈɡɕɆɊɆɤɟɋɒ ɗɕɎɗɐɋ 
ɕɎɗɢɒɆ ɇəɊəɘ ɔɘɕɖɆɈɑɥɘɢɗɥ ɝɋɖɋɍ ɗɋɖɈɋɖ, ɓɆɗɘɖɔɋɓɓɡɏ Ɉ ɊɆɓɓɔɒ ɔɐɓɋ, 
ɕɖɎ Ɉɡɇɔɖɋ çRTSè ð ɝɋɖɋɍ RTS) 

 

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè. 

Ȫɑɥ ɕɖɔɈɋɖɐɎ ɓɆɗɘɖɔɋɐ ɕɔɊɐɑɤɝɋɓɎɥ Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ ɔɇɑɆɗɘɢɤ 

çȸɋɗɘɎɖɔɈɆɓɎɋ ɔɘɕɖɆɈɐɎ e- mail è. ȨɕɎɞɎɘɋ Ɉ ɕəɗɘɔɋ ɕɔɑɋ ɆɊɖɋɗ ɕɔɑəɝɆɘɋɑɥ 

Ɏ ɓɆɌɒɎɘɋ çȴɘɕɖɆɈɎɘɢè. 

ȳȦȷȸȶȴȯȰȦ PUSH-ȹȨȫȪȴȲȱȫȳȮȯ 

Ȫɑɥ ɕɔɊɐɑɤɝɋɓɎɥ Ɏ ɓɆɗɘɖɔɏɐɎ push -əɈɋɊɔɒɑɋɓɎɏ ɕɋɖɋɏɊɎɘɋ Ɉ ɖɆɍɊɋɑ 

çPush  Service è.  

Ȯɓɘɋɖɚɋɏɗ ɕɖɋɊɓɆɍɓɆɝɋɓ Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ push -əɈɋɊɔɒɑɋɓɎɏ (ɖɎɗ. 19 ).  
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ɖɎɗ. 19  

ȴɕɎɗɆɓɎɋ ɎɓɘɋɖɚɋɏɗɆ ɕɖɋɊɗɘɆɈɑɋɓɔ Ɉ ɘɆɇɑ. 44 :  

ɘɆɇɑ. 44  

ȳɆɍɈɆɓɎɋ ɗɘɔɑɇɜɆ ȮɓɚɔɖɒɆɜɎɥ 

ȵɑɆɘɚɔɖɒɆ ȵɑɆɘɚɔɖɒɆ, ɓɆ ɐɔɘɔɖɔɏ ɕɔɊɐɑɤɝɋɓɡ push -əɈɋɊɔɒɑɋɓɎɥ 

Package ID  ȳɆɎɒɋɓɔɈɆɓɎɋ ɕɆɐɋɘɆ ɗɇɔɖɐɎ ɕɖɎɑɔɌɋɓɎɥ Express  

ȪɆɘɆ ɔɇɓɔɈɑɋɓɎɥ ȪɆɘɆ ɕɔɗɑɋɊɓɋɉɔ ɎɍɒɋɓɋɓɎɥ ɓɆɗɘɖɔɏɐɎ push -əɈɋɊɔɒɑɋɓɎɏ 

ȪɆɘɆ ɎɗɘɋɝɋɓɎɥ ȪɆɘɆ ɎɗɘɋɝɋɓɎɥ ɕɔɗɘəɕɑɋɓɎɥ push -əɈɋɊɔɒɑɋɓɎɏ 

 

Ȫɑɥ ɖɋɊɆɐɘɎɖɔɈɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ ɓɆɌɒɎɘɋ  Ɏ ɈɓɋɗɎɘɋ ɎɍɒɋɓɋɓɎɥ 

Ɉ ɔɘɐɖɡɈɞɋɒɗɥ ɔɐɓɋ.  

Ȫɑɥ əɊɆɑɋɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ ɓɆɌɒɎɘɋ .  

ȲɋɛɆɓɎɍɒ ɕɔɊɐɑɤɝɋɓɎɥ push -əɈɋɊɔɒɑɋɓɎɏ ɔɘɑɎɝɆɋɘɗɥ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ 

ɔɘ ɕɑɆɘɚɔɖɒɡ. Push -əɈɋɊɔɒɑɋɓɎɥ ɕɔɊɐɑɤɝɆɤɘɗɥ: 

¶ Ɋɑɥ Android RuStore ï ɝɋɖɋɍ RuStore ;  

¶ Android ό ɝɋɖɋɍ FCM;  

¶ Huawei ό ɝɋɖɋɍ Push Kit ;  

¶ iOS ό ɝɋɖɋɍ APNS;  

¶ Ɉɋɇ-ɕɖɎɑɔɌɋɓɎɥ ό ɝɋɖɋɍ FCM. 

ŕǐǅǌǀǗƹǍǅǀː Ņǋǩ ǉǎǐǐǀǉǒǍǎǆ ǐƹƺǎǒǞ Ǎǀǎƺǖǎƿǅǌ ƿǎǑǒǓǏ ǉAPN Push-ǑǀǐƻǅǑƹǌˊ 

¶ Apple APN ˞  api.push.apple.com;  

¶ Google FCM ˞  fcm.googleapis.com; www.googleapis.com; 

¶ Huawei HMS  ˞push- api.cloud.huawei.com, oauth- login.cloud.huawei.com; 

¶ RuStore  ˞vkpns.rustore .ru. 

ȵɖɎ ɈɍɆɎɒɔɊɋɏɗɘɈɎɎ ɗ ɈɓɋɞɓɎɒɎ ɗɎɗɘɋɒɆɒɎ (Huawei  HCM, Apple  APN, Google  FCM) 

push -əɈɋɊɔɒɑɋɓɎɋ ɒɔɌɋɘ ɗɔɊɋɖɌɆɘɢ ɗɑɋɊəɤɟɎɋ ɊɆɓɓɡɋ (ɘɆɇɑ. 45 ):  

ɘɆɇɑ. 45  

ȳɆɍɈɆɓɎɋ ȮɓɚɔɖɒɆɜɎɥ 

group _chat _id ID  ɝɆɘɆ, ɉɊɋ ɕɖɔɎɍɔɞɑɔ ɗɔɇɡɘɎɋ 

chat _type  ȸɎɕ ɝɆɘɆ (chat(group_chat|botx))  

push _opts  ȪɔɕɔɑɓɎɘɋɑɢɓɡɋ ɔɕɜɎɎ (silent  ï ɔɇɖɆɇɔɘɐɆ ɓɋ ɊɔɑɌɓɆ ɈɡɍɡɈɆɘɢ 
ɕɔɥɈɑɋɓɎɥ əɈɋɊɔɒɑɋɓɎɥ, dnd  ï əɈɋɊɔɒɑɋɓɎɋ ɊɔɑɌɓɔ ɔɘɔɇɖɆɌɆɘɢɗɥ, ɊɆɌɋ 
ɋɗɑɎ ɓɆ ɝɆɘɋ əɗɘɆɓɔɈɑɋɓ ɖɋɌɎɒ çɇɋɍɍɈəɝɓɡɏè, ɓɆɕɖɎɒɋɖ, ɋɗɑɎ 

Ɉ ɗɔɔɇɟɋɓɎɎ ɇɡɑɔ əɕɔɒɎɓɆɓɎɋ ɘɋɐəɟɋɉɔ ɕɔɑɢɍɔɈɆɘɋɑɥ) 

sync _id ID ɗɔɔɇɟɋɓɎɥ Ɉ ɝɆɘɋ 
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ȳɆɍɈɆɓɎɋ ȮɓɚɔɖɒɆɜɎɥ 

event _type  ȸɎɕ ɗɔɔɇɟɋɓɎɥ (message_new|bot_command|app_event)  

event _version  ȨɋɖɗɎɥ ɗɔɔɇɟɋɓɎɥ (ɕɔ əɒɔɑɝɆɓɎɤ 1) 

server _id ID  ɗɋɖɈɋɖɆ ï ɔɘɕɖɆɈɎɘɋɑɥ ɗɔɔɇɟɋɓɎɥ (ɐɖɔɒɋ Android ) 

sender  ID ɕɔɑɢɍɔɈɆɘɋɑɥ ï ɔɘɕɖɆɈɎɘɋɑɥ ɗɔɔɇɟɋɓɎɥ 

push _tag _id ID ɘɋɉɆ (ɐɖɔɒɋ Android ) 

cleaned _at  ȪɆɘɆ ɔɝɎɗɘɐɎ ɗɔɔɇɟɋɓɎɥ, ɍɆɕɔɑɓɥɋɘɗɥ ɕɖɎ əɊɆɑɋɓɎɎ ɗɔɔɇɟɋɓɎɥ 

unread _messages _count  ȷɝɋɘɝɎɐ ɓɋɕɖɔɝɎɘɆɓɓɡɛ ɗɔɔɇɟɋɓɎɏ, ɔɘɔɇɖɆɌɆɋɒɡɏ ɓɆ Ɏɐɔɓɐɋ 
ɕɖɎɑɔɌɋɓɎɥ (ɐɖɔɒɋ Android ) 

missed _calls _count  ȷɝɋɘɝɎɐ ɓɋɔɘɈɋɝɋɓɓɡɛ ɍɈɔɓɐɔɈ (ɐɖɔɒɋ Android ) 

parent _group _chat _id ID  ɖɔɊɎɘɋɑɢɗɐɔɉɔ ɝɆɘɆ, ɉɊɋ ɕɖɔɎɍɔɞɑɔ ɗɔɇɡɘɎɋ (UID) (Ɋɑɥ ɍɈɔɓɐɔɈ) 

inserted _at  Ȩɖɋɒɥ ɓɆɝɆɑɆ ɍɈɔɓɐɆ (Ɋɑɥ ɍɈɔɓɐɔɈ) 

body  ȸɋɐɗɘ ɓɔɘɎɚɎɐɆɜɎɎ (Ɋɑɥ SmartApp ) (ɋɗɑɎ ɕəɗɘɔ, ɘɔ çȳɔɈɔɋ ɗɔɇɡɘɎɋ 

Ɉ SmartApp è) 

meta  ȲɋɘɆɊɆɓɓɡɋ ɓɔɘɎɚɎɐɆɜɎɎ (Ɋɑɥ SmartApp ) 

name  ȳɆɍɈɆɓɎɋ ɐɔɓɚɋɖɋɓɜɎɎ 

startAt  Ȩɖɋɒɥ ɓɆɝɆɑɆ ɐɔɓɚɋɖɋɓɜɎɎ 

 

Ȫɑɥ ɗɔɍɊɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ ɓɆ Android  RuStore :  

 ȨɔɏɊɎɘɋ Ɉ ɐɔɓɗɔɑɢ RuStore .  

 ȷɔɍɊɆɏɘɋ ɓɔɈɔɋ ɕɖɎɑɔɌɋɓɎɋ (ɋɗɑɎ ɋɟɋ ɓɋ ɗɔɍɊɆɓɔ), ɓɆɌɆɈ 

 Ɉ ɕɖɆɈɔɒ Ɉɋɖɛɓɋɒ əɉɑə ɗɘɖɆɓɎɜɡ. 

 ȨɔɏɊɎɘɋ Ɉ ɗɔɍɊɆɓɓɔɋ ɕɖɎɑɔɌɋɓɎɋ Ɏ ɗɔɍɊɆɏɘɋ ɓɔɈɡɏ ɕɖɔɋɐɘ Ɉ ɖɆɍɊɋɑɋ 

çPush -əɈɋɊɔɒɑɋɓɎɥ -> ȵɖɔɋɐɘɡè, ɓɆɌɆɈ çȪɔɇɆɈɎɘɢ ɕɖɔɋɐɘè (ɖɎɗ. 20 ).  

 

ɖɎɗ. 20  

 ȭɆɕɔɑɓɎɘɋ ɕɔɑɥ ɓɔɈɔɉɔ ɕɖɔɋɐɘɆ (ɖɎɗ. 21 )  Ɏ ɓɆɌɒɎɘɋ çȷɔɍɊɆɘɢè. 

ȴɕɎɗɆɓɎɋ ɕɆɖɆɒɋɘɖɔɈ ɕɖɋɊɗɘɆɈɑɋɓɔ Ɉ ɘɆɇɑ. 46 . 

 

ɖɎɗ. 21  
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ɘɆɇɑ. 46  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ ȭɓɆɝɋɓɎɋ 

ȳɆɍɈɆɓɎɋ ɕɖɔɋɐɘɆ ȳɆɍɈɆɓɎɋ ɕɖɔɋɐɘɆ. ȲɔɌɋɘ ɇɡɘɢ 
ɕɖɔɎɍɈɔɑɢɓɡɒ. 

ȳɆɕɖɎɒɋɖ: Release  

 

Android Package 

Name  

Ƀɘɔ ɐɔɖɖɋɐɘɓɔɋ ɓɆɎɒɋɓɔɈɆɓɎɋ ɕɆɐɋɘɆ 

ɈɆɞɋɉɔ ɕɖɎɑɔɌɋɓɎɥ 
ȳɆɕɖɎɒɋɖ: com .app .packageid  

 

ȴɘɕɋɝɆɘɔɐ ɕɔɊɕɎɗɎ 

SHA-256  

Ȫɑɥ ɕɔɑəɝɋɓɎɥ ɔɘɕɋɝɆɘɐɆ ɕɔɊɕɎɗɎ 

SHA-256 Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ ɎɓɗɘɖəɐɜɎɋɏ 
ɕɔ ɗɗɡɑɐɋ ɓɆ ɗɘɖɆɓɎɜɋ 

 

 

 ȷɔɍɊɆɏɘɋ ɗɋɖɈɎɗɓɡɏ ɘɔɐɋɓ (ɖɎɗ. 22 ) :  

 

ɖɎɗ. 22  

 Ȩ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ ȷȰ Express  Ɉ ɖɆɍɊɋɑɋ Push  Service  

ɓɆɌɒɎɘɋ çȷɔɍɊɆɘɢ Ɋɑɥ Android  RuStore è.  

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ ɗɔɍɊɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ Ɋɑɥ ɕɑɆɘɚɔɖɒɡ RuStore  (ɖɎɗ. 23 ).  

 

ɖɎɗ. 23  

 ȭɆɕɔɑɓɎɘɋ ɕɔɑɥ ɚɔɖɒɡ Ɉ ɗɔɔɘɈɋɘɗɘɈɎɎ ɗ ɘɆɇɑ. 47 :  

http://com.app.packageid.pe/
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ɘɆɇɑ. 47  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ ȭɓɆɝɋɓɎɋ 

ȵɑɆɘɚɔɖɒɆ ȵɑɆɘɚɔɖɒɆ, ɓɆ ɐɔɘɔɖɔɏ ɕɔɊɐɑɤɝɋɓɡ 
push -əɈɋɊɔɒɑɋɓɎɥ 

android _rustore  

Package ID  ȳɆɎɒɋɓɔɈɆɓɎɋ ɕɆɐɋɘɆ ɗɇɔɖɐɎ 
ɕɖɎɑɔɌɋɓɎɥ Express  

com .app .packageid  

ȲɆɐɗɎɒɆɑɢɓɔɋ 
ɐɔɑɎɝɋɗɘɈɔ 
ɕɔɊɐɑɤɝɋɓɎɏ 
ɐ ɕɑɆɘɚɔɖɒɋ 

ȶɆɍɒɋɖ ɕəɑɆ ɕɔɊɐɑɤɝɋɓɎɏ ɐ push -
ɕɑɆɘɚɔɖɒɋ 

ȫɗɑɎ ɔɗɘɆɈɎɘɢ ɕɔɑɋ ɕəɗɘɡɒ, 
ɘɔ ɖɆɍɒɋɖ ɕəɑɆ ɕɔ əɒɔɑɝɆɓɎɤ 
ɇəɊɋɘ ɖɆɈɋɓ 10 

ȪɆɘɆ ɎɗɘɋɝɋɓɎɥ ȪɆɘɆ ɎɗɘɋɝɋɓɎɥ ɕɔɗɘəɕɑɋɓɎɥ push -
əɈɋɊɔɒɑɋɓɎɏ 

 

URL ȦɊɖɋɗ ɕɖɔɋɐɘɆ Ɉ RuStore  

(https :// vkpns .rustore .ru / v1/ projects /< proj
ect _id>/ messages : send, ɉɊɋ 
/< project _id>  ï ɣɘɔ id  ɕɖɔɋɐɘɆ) 

ȳɆɕɖɎɒɋɖ: 
https :// vkpns .rustore .ru / v1/ pr
ojects  UKs8LXfzddafEyVq -
xjgtbttoWgMX 4BQ 
/ messages : send  

API Key  Ȱɑɤɝ API, ɈɡɊɆɈɆɋɒɡɏ Ɉ ɐɔɓɗɔɑɎ 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ RuStore  

 

 

 Ȫɑɥ ɈɐɑɤɝɋɓɎɥ ɕɖɔɐɗɎɖɔɈɆɓɎɥ ɓɆ RTS-ɗɋɖɈɋɖ ɕɔɗɘɆɈɢɘɋ ɔɘɒɋɘɐə 

Ɉ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɒ ɕɔɑɋ. 

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè. 

Ȫɑɥ ɗɔɍɊɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ ɓɆ Android :  

 ȴɘɐɖɔɏɘɋ ɐɔɓɗɔɑɢ Firebase .  

 Ȩ ɕɖɔɋɐɘɋ (ɒɋɓɤ çProject  Overview è), ɉɊɋ ɗɐɔɓɚɎɉəɖɎɖɔɈɆɓɡ ɐɑɤɝɎ 

Ɋɑɥ Android , ɈɡɇɋɖɎɘɋ ɕəɓɐɘ çProject  settings è. 

 Ȩ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ Express  Ɉ ɖɆɍɊɋɑɋ çPush  Service è 

ɓɆɌɒɎɘɋ çȷɔɍɊɆɘɢ Ɋɑɥ Android è Ɉ Ɉɋɖɛɓɋɒ ɕɖɆɈɔɒ əɉɑə. 

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ ɗɔɍɊɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ Ɋɑɥ ɕɑɆɘɚɔɖɒɡ Android  (ɖɎɗ. 24 ).  

 

ɖɎɗ. 24  

http://com.app.packageid.pe/
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 ȭɆɕɔɑɓɎɘɋ ɕɔɑɥ ɚɔɖɒɡ ɗɔɉɑɆɗɓɔ ɘɆɇɑ. 48 :  

ɘɆɇɑ. 48  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ ȭɓɆɝɋɓɎɋ 

ȵɑɆɘɚɔɖɒɆ ȵɑɆɘɚɔɖɒɆ, ɓɆ ɐɔɘɔɖɔɏ 
ɕɔɊɐɑɤɝɋɓɡ push -əɈɋɊɔɒɑɋɓɎɥ 

android _silent  

Package ID  ȳɆɎɒɋɓɔɈɆɓɎɋ ɕɆɐɋɘɆ ɗɇɔɖɐɎ 
ɕɖɎɑɔɌɋɓɎɥ Express  

 

ȲɆɐɗɎɒɆɑɢɓɔɋ 
ɐɔɑɎɝɋɗɘɈɔ 
ɕɔɊɐɑɤɝɋɓɎɏ 
ɐ ɕɑɆɘɚɔɖɒɋ 

ȶɆɍɒɋɖ ɕəɑɆ ɕɔɊɐɑɤɝɋɓɎɏ 
ɐ push -ɕɑɆɘɚɔɖɒɋ 

ȫɗɑɎ ɔɗɘɆɈɎɘɢ ɕɔɑɋ ɕəɗɘɡɒ, 
ɘɔ ɖɆɍɒɋɖ ɕəɑɆ ɕɔ əɒɔɑɝɆɓɎɤ ɇəɊɋɘ 
ɖɆɈɋɓ 10 

ȪɆɘɆ ɎɗɘɋɝɋɓɎɥ ȪɆɘɆ ɎɗɘɋɝɋɓɎɥ ɕɔɗɘəɕɑɋɓɎɥ 
push -əɈɋɊɔɒɑɋɓɎɏ 

 

FCM URL ȦɊɖɋɗ ɗɋɖɈɋɖɆ Firebase Cloud 
Messaging  

https://fcm.googleapis.com/  
v1/projects/{fcmProjectID}/  
messages:send  

ȭɓɆɝɋɓɎɋ ProjectID   
ɇɋɖɋɘɗɥ Ɏɍ ɐɔɓɗɔɑɎ Firebase  
(ȳɆɗɘɖɔɏɐɎ ɕɖɔɋɐɘɆ Ÿ General )  

FCM 
service _account .json  

JSON-ɚɆɏɑ ɗɋɖɈɎɗɓɔɉɔ ɆɐɐɆəɓɘɆ ȺɆɏɑ ɒɔɌɓɔ ɍɆɉɖəɍɎɘɢ Ɏɍ ɐɔɓɗɔɑɎ 
Firebase  (ȳɆɗɘɖɔɏɐɎ ɕɖɔɋɐɘɆ Ÿ 
Service  Account )  

FCM API Key  Ȱɑɤɝ ɓɋ ɕɖɋɊɔɗɘɆɈɑɥɋɘɗɥ 
Ɏ ɓɋ ɘɖɋɇəɋɘɗɥ ɓɆ ɕɔɗɑɋɊɓɋɏ 
ɈɋɖɗɎɎ Firebase  Cloud  Messaging  
API (HTTP v1)  

 

 

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè. 

Ȫɑɥ ɗɔɍɊɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ ɓɆ HMS  Android :  

 ȳɆɌɒɎɘɋ çȷɔɍɊɆɘɢ Ɋɑɥ HMS Android è.  

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ ɗɔɍɊɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ Ɋɑɥ ɕɑɆɘɚɔɖɒɡ Huawei  (ɖɎɗ. 25 ).  

 

ɖɎɗ. 25  
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 ȭɆɕɔɑɓɎɘɋ ɕɔɑɥ ɚɔɖɒɡ (ɘɆɇɑ. 49 ):  

ɘɆɇɑ. 49  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ ȭɓɆɝɋɓɎɋ 

ȵɑɆɘɚɔɖɒɆ ȵɑɆɘɚɔɖɒɆ, ɓɆ ɐɔɘɔɖɔɏ 
ɕɔɊɐɑɤɝɋɓɡ push -əɈɋɊɔɒɑɋɓɎɥ 

android _hms  

Package ID  ȳɆɎɒɋɓɔɈɆɓɎɋ ɕɆɐɋɘɆ ɗɇɔɖɐɎ 
ɕɖɎɑɔɌɋɓɎɥ Express  

 

ȲɆɐɗɎɒɆɑɢɓɔɋ ɐɔɑɎɝɋɗɘɈɔ 
ɕɔɊɐɑɤɝɋɓɎɏ 
ɐ ɕɑɆɘɚɔɖɒɋ 

ȶɆɍɒɋɖ ɕəɑɆ ɕɔɊɐɑɤɝɋɓɎɏ ɐ push -
ɕɑɆɘɚɔɖɒɋ 

ȫɗɑɎ ɔɗɘɆɈɎɘɢ ɕɔɑɋ ɕəɗɘɡɒ, 
ɘɔ ɖɆɍɒɋɖ ɕəɑɆ ɕɔ əɒɔɑɝɆɓɎɤ 
ɇəɊɋɘ ɖɆɈɋɓ 10 

App ID  ID  ɕɖɎɑɔɌɋɓɎɥ Ɉ ɐɔɓɗɔɑɎ Push Kit   

ȷɋɐɖɋɘɓɡɏ ɐɑɤɝ ɐɑɎɋɓɘɆ Ȱɑɤɝ Ɉ ɐɔɓɗɔɑɎ Push Kit   

 

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè. 

Ȫɑɥ ɗɔɍɊɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ ɓɆ iOS :  

 ȳɆɌɒɎɘɋ çȷɔɍɊɆɘɢ Ɋɑɥ iOSè Ɉ Ɉɋɖɛɓɋɒ ɕɖɆɈɔɒ əɉɑə. 

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ ɗɔɍɊɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ Ɋɑɥ ɕɑɆɘɚɔɖɒɡ iOS (ɖɎɗ. 26 ).  

 

ɖɎɗ. 26  

 ȭɆɕɔɑɓɎɘɋ ɕɔɑɥ ɚɔɖɒɡ ɗɔɉɑɆɗɓɔ ɘɆɇɑ. 50 :  

ɘɆɇɑ. 50  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ ȭɓɆɝɋɓɎɋ 

ȵɑɆɘɚɔɖɒɆ ȵɑɆɘɚɔɖɒɆ, ɓɆ ɐɔɘɔɖɔɏ ɕɔɊɐɑɤɝɋɓɡ 
push -əɈɋɊɔɒɑɋɓɎɥ 

¶ ios_apns  (Ɋɑɥ alert  push  
ɗ ɗɋɖɘɎɚɎɐɆɘɔɒ apns );  

¶ ios_voex  (Ɋɑɥ push -
əɈɋɊɔɒɑɋɓɎɏ ɍɈɔɓɐɔɈ 
ɗ ɗɋɖɘɎɚɎɐɆɘɔɒ voip ) 

Package ID  ȳɆɎɒɋɓɔɈɆɓɎɋ ɕɆɐɋɘɆ ɗɇɔɖɐɎ 
ɕɖɎɑɔɌɋɓɎɥ Express  
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ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ ȭɓɆɝɋɓɎɋ 

ȲɆɐɗɎɒɆɑɢɓɔɋ 
ɐɔɑɎɝɋɗɘɈɔ 
ɕɔɊɐɑɤɝɋɓɎɏ 
ɐ ɕɑɆɘɚɔɖɒɋ 

ȶɆɍɒɋɖ ɕəɑɆ ɕɔɊɐɑɤɝɋɓɎɏ ɐ push -
ɕɑɆɘɚɔɖɒɋ 

ȫɗɑɎ ɔɗɘɆɈɎɘɢ ɕɔɑɋ ɕəɗɘɡɒ, ɘɔ 
ɖɆɍɒɋɖ ɕəɑɆ ɕɔ əɒɔɑɝɆɓɎɤ ɇəɊɋɘ 
ɖɆɈɋɓ 10 

ȪɆɘɆ ɎɗɘɋɝɋɓɎɥ ȪɆɘɆ ɎɗɘɋɝɋɓɎɥ ɕɔɗɘəɕɑɋɓɎɥ push -
əɈɋɊɔɒɑɋɓɎɏ 

 

Mode  ȶɋɌɎɒ ɖɆɇɔɘɡ push -əɈɋɊɔɒɑɋɓɎɏ. 

ȨɔɍɒɔɌɓɡɋ ɍɓɆɝɋɓɎɥ prod / dev  
¶ dev (Ɋɑɥ ɗɇɔɖɐɎ beta );  

¶ prod (Ɋɑɥ ɖɋɑɎɍɆ/ɕɖɋɖɋɑɎɍɆ) 

Ȱɑɤɝ ȵɖɎɈɆɘɓɡɏ ɐɑɤɝ  

Cert  ȷɋɖɘɎɚɎɐɆɘ  

Topic  ȳɆɍɈɆɓɎɋ ɗɇɔɖɐɎ ɕɖɎɑɔɌɋɓɎɥ Express  Package ID ( Ɋɑɥ ios_apns);  

ɕəɗɘɔɋ ɍɓɆɝɋɓɎɋ (Ɋɑɥ ios_voex ) 

 

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè. 

Ȫɑɥ ɗɔɍɊɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ Ɉ Ɉɋɇ-ɕɖɎɑɔɌɋɓɎɎ: 

 ȴɘɐɖɔɏɘɋ ɐɔɓɗɔɑɢ Firebase .  

 Ȩ ɐɔɓɗɔɑɎ Firebase  ɗɔɍɊɆɏɘɋ ɕɖɔɋɐɘ Ɋɑɥ Ɉɋɇ-ɕɖɎɑɔɌɋɓɎɥ. 

 Ȩ ɔɘɐɖɡɈɞɋɒɗɥ ɔɐɓɋ ɓɆɌɒɎɘɋ çGenerate  key  pairè. 

 Ȩ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ Ɉ ɖɆɍɊɋɑɋ çPush  Service è ɓɆɌɒɎɘɋ 

çȷɔɍɊɆɘɢ Ɋɑɥ Webè Ɉ Ɉɋɖɛɓɋɒ ɕɖɆɈɔɒ əɉɑə. 

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ ɗɔɍɊɆɓɎɥ ɕɔɊɐɑɤɝɋɓɎɥ Ɋɑɥ Ɉɋɇ-ɕɖɎɑɔɌɋɓɎɥ (ɖɎɗ. 27 ).  

 

ɖɎɗ. 27  

 ȭɆɕɔɑɓɎɘɋ ɕɔɑɥ ɚɔɖɒɡ (ɘɆɇɑ. 51 ) :  

ŕǐǅǌǀǗƹǍǅǀː Ł Ǐǎǋǀ ˣŕǋƹǒǕǎǐǌƹˤ Ǔǉƹǃǅǒǀ ǄǍƹǗǀǍǅǀ ˣwebˤː 



 

ȯɓɠɢɜɒ 3. 50 

13. 10.202 5 

86  

ɘɆɇɑ. 51  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ ȭɓɆɝɋɓɎɋ 

ȵɑɆɘɚɔɖɒɆ ȵɑɆɘɚɔɖɒɆ, ɓɆ ɐɔɘɔɖɔɏ ɕɔɊɐɑɤɝɋɓɡ push -
əɈɋɊɔɒɑɋɓɎɥ 

¶ web ;  

¶ web _chrome ;  

¶ web _firefox ;  

¶ web _edge  

Package ID  ȳɆɎɒɋɓɔɈɆɓɎɋ ɕɆɐɋɘɆ ɗɇɔɖɐɎ ɕɖɎɑɔɌɋɓɎɥ 
Express  

 

ȲɆɐɗɎɒɆɑɢɓɔɋ 
ɐɔɑɎɝɋɗɘɈɔ 
ɕɔɊɐɑɤɝɋɓɎɏ 
ɐ ɕɑɆɘɚɔɖɒɋ 

ȶɆɍɒɋɖ ɕəɑɆ ɕɔɊɐɑɤɝɋɓɎɏ ɐ push -ɕɑɆɘɚɔɖɒɋ ȫɗɑɎ ɔɗɘɆɈɎɘɢ ɕɔɑɋ 
ɕəɗɘɡɒ, ɘɔ ɖɆɍɒɋɖ 
ɕəɑɆ ɕɔ əɒɔɑɝɆɓɎɤ 
ɇəɊɋɘ ɖɆɈɋɓ 10 

ȪɆɘɆ ɎɗɘɋɝɋɓɎɥ ȪɆɘɆ ɎɗɘɋɝɋɓɎɥ ɕɔɗɘəɕɑɋɓɎɥ push -əɈɋɊɔɒɑɋɓɎɏ  

FCM API Key  Ȱɑɤɝ API, ɈɡɊɆɈɆɋɒɡɏ Ɉ ɐɔɓɗɔɑɎ 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ Firebase  

 

ȵəɇɑɎɝɓɡɏ 

VAPID -ɐɑɤɝ 

ȵəɇɑɎɝɓɡɏ ɐɑɤɝ API, ɗɉɋɓɋɖɎɖɔɈɆɓɓɡɏ 

Ɉ ɐɔɓɗɔɑɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ Firebase  
 

ȵɖɎɈɆɘɓɡɏ 

VAPID -ɐɑɤɝ 

ȵɖɎɈɆɘɓɡɏ ɐɑɤɝ API, ɗɉɋɓɋɖɎɖɔɈɆɓɓɡɏ 

Ɉ ɐɔɓɗɔɑɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ Firebase   
 

ȷəɇɠɋɐɘ VAPID 

(URI ɎɑɎ e-mail )  

ȦɊɖɋɗ ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɡ ɕɔɑɢɍɔɈɆɘɋɑɥ 

Ɉ Firebase  

mailto :< email 

ɆɐɐɆəɓɘɆ Firebase >  

 

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè. 

 ȵɔɈɘɔɖɎɘɋ ɊɋɏɗɘɈɎɥ 1ï6 Ɋɑɥ Chrome , əɐɆɍɆɈ Ɉ ɕɔɑɋ çȵɑɆɘɚɔɖɒɆè 

ɍɓɆɝɋɓɎɋ çweb _chrome è. 

Ȩ ɖɆɍɊɋɑɋ çPush  Service è ɕɔɥɈɥɘɗɥ ɊɈɋ ɍɆɕɎɗɎ (Ɋɑɥ ɊɈəɛ ɇɖɆəɍɋɖɔɈ). 

 Ȩ ɐɔɓɚɎɉəɖɆɜɎɔɓɓɔɒ ɚɆɏɑɋ docker -ɔɇɖɆɍɆ Ɉɋɇ-ɕɖɎɑɔɌɋɓɎɥ 

(WEB_CLIENT_CONFIG) ɎɍɒɋɓɎɘɋ ɕɆɖɆɒɋɘɖ gcmSenderId  ɓɆ ɍɓɆɝɋɓɎɋ 

Ɏɍ Firebase . 

ȳȦȷȸȶȴȯȰȦ ȷȲȷ-ȷȫȶȨȮȷȦ 

Ȩ ɖɆɍɊɋɑɋ çSMSè ɆɊɒɎɓɎɗɘɖɆɘɔɖ ɒɔɌɋɘ ɓɆɗɘɖɆɎɈɆɘɢ ɘɋɐɗɘ ɔɘɕɖɆɈɑɥɋɒɔɉɔ 

ɗɔɔɇɟɋɓɎɥ, ɎɓɘɋɉɖɆɜɎɤ ɗ ɕɖɔɈɆɏɊɋɖɔɒ, ɐɔɘɔɖɡɏ ɇəɊɋɘ ɔɘɕɖɆɈɑɥɘɢ ɕɔɑɢɍɔɈɆɘɋɑɥɒ 

ȷȲȷ-ɗɔɔɇɟɋɓɎɥ ɗ ɐɔɊɔɒ ɆɈɘɔɖɎɍɆɜɎɎ, Ɏ ɕɆɖɆɒɋɘɖɡ ɇɋɍɔɕɆɗɓɔɗɘɎ. 

ȳȦȷȸȶȴȯȰȦ ȸȫȰȷȸȦ ȷȲȷ-ȷȴȴȧȿȫȳȮɅ 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɘɋɐɗɘɆ ȷȲȷ-ɗɔɔɇɟɋɓɎɥ: 

 ȨɡɇɋɖɎɘɋ Ɉ ɒɋɓɤ ɖɆɍɊɋɑ çSMSè. 

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ çȳɆɗɘɖɔɏɐɎ SMSè. 

 Ȩ ɕɔɑɋ çȵɖɔɈɆɏɊɋɖè ɈɡɇɋɖɎɘɋ ɕɖɔɈɆɏɊɋɖɆ. ȳɆɕɖɎɒɋɖ, Beeline . 

 Ȩ ɕɔɑɋ çȸɋɐɗɘ SMS ɗɔɔɇɟɋɓɎɥè ɈɈɋɊɎɘɋ ɘɋɐɗɘ, ɐɔɘɔɖɡɏ ɇəɊɋɘ ɔɘɕɖɆɈɑɥɘɢɗɥ 

Ɉɒɋɗɘɋ ɗ ɐɔɊɔɒ ɆɈɘɔɖɎɍɆɜɎɎ, Ɏ ɓɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè (ɖɎɗ. 28 ).  

 

ɖɎɗ. 28  
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ȳȦȷȸȶȴȯȰȦ ȮȳȸȫȩȶȦȼȮȮ ȷ ȵȶȴȨȦȯȪȫȶȴȲ 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɎɓɘɋɉɖɆɜɎɎ ɗ ɕɖɔɈɆɏɊɋɖɔɒ: 

 ȵɋɖɋɏɊɎɘɋ Ɉ ɕɔɊɖɆɍɊɋɑ çȦɊɆɕɘɋɖɡè. 

 ȹɗɘɆɓɔɈɎɘɋ ɕɆɖɆɒɋɘɖɡ ɈɡɇɖɆɓɓɔɉɔ ɕɖɔɈɆɏɊɋɖɆ Ɉ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɏ 

ɗɋɐɜɎɎ, Ɏ ɓɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè (ɖɎɗ. 29 ) . 

 

ɖɎɗ. 29  

ȳɆɗɘɖɆɎɈɆɋɒɡɋ ɕɆɖɆɒɋɘɖɡ ɍɆɈɎɗɥɘ ɔɘ ɕɖɔɈɆɏɊɋɖɆ. ȵɖɎɒɋɖɡ ɓɆɗɘɖɔɋɐ 

Ɋɑɥ ɕɖɔɈɆɏɊɋɖɔɈ ɕɖɋɊɗɘɆɈɑɋɓɡ Ɉ ɘɆɇɑ. 52 :  

ɘɆɇɑ. 52  

ȵɆɖɆɒɋɘɖ ȳɆɍɓɆɝɋɓɎɋ ȵɖɔɈɆɏɊɋɖ 

Ȱɑɤɝ API Ȱɑɤɝ Ɋɑɥ ɔɘɕɖɆɈɐɎ ȷȲȷ-ɗɔɔɇɟɋɓɎɏ. 

ȵɖɋɊɔɗɘɆɈɑɥɋɘɗɥ ɕɖɔɈɆɏɊɋɖɔɒ 
Clickatell  

API URL  ȦɊɖɋɗ API ȷȲȷ-ɗɋɖɈɎɗɆ Clickatell , QTelecom , Beeline , 

SMSTraffic  

ȵɔɑɢɍɔɈɆɘɋɑɢ Ȯɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ ȷȲȷ-ɗɋɖɈɎɗɆ 
ɕɖɔɈɆɏɊɋɖɆ 

QTelecom , Beeline , SMSTraffic , 
Stream Telecom  

ȱɔɉɎɓ ȱɔɉɎɓ ɕɔɑɢɍɔɈɆɘɋɑɥ ȷȲȷ-ɗɋɖɈɎɗɆ 
ɕɖɔɈɆɏɊɋɖɆ 

SMSC, Tele2  

ȵɆɖɔɑɢ ȵɆɖɔɑɢ ɕɔɑɢɍɔɈɆɘɋɑɥ ȷȲȷ-ɗɋɖɈɎɗɆ 
ɕɖɔɈɆɏɊɋɖɆ 

QTelecom , Beeline , SMSC, Tele2 , 
SMSTraffic , Stream Telecom  

ȴɘɕɖɆɈɎɘɋɑɢ Ȯɒɥ ɔɘɕɖɆɈɎɘɋɑɥ ȷȲȷ (ɓɆɕɖɎɒɋɖ, 
eXpress ) 

QTelecom , Beeline , SMSC, 
SMSTraffic  

ȴɘɕɖɆɈɎɘɋɑɢ Ɋɑɥ MTS Ȯɒɥ ɔɘɕɖɆɈɎɘɋɑɥ ȷȲȷ (ɓɆɕɖɎɒɋɖ, 
eXpress ) 

QTelecom  

Shortcode  ȵɖɋɊɔɗɘɆɈɑɥɋɘɗɥ ɕɖɔɈɆɏɊɋɖɔɒ Tele2  

SID  ȵɖɋɊɔɗɘɆɈɑɥɋɘɗɥ ɕɖɔɈɆɏɊɋɖɔɒ Twilio  

ȸɔɐɋɓ ȵɖɋɊɔɗɘɆɈɑɥɋɘɗɥ ɕɖɔɈɆɏɊɋɖɔɒ Twilio  

ȴɘ Ȯɒɥ ɔɘɕɖɆɈɎɘɋɑɥ ȷȲȷ-ɗɔɔɇɟɋɓɎɥ Stream Telecom  

Validity  Ȩɖɋɒɥ ɌɎɍɓɎ ɗɔɔɇɟɋɓɎɥ Stream Telecom  

Callback URL  ȦɊɖɋɗ ɗɐɖɎɕɘɆ, ɓɆ ɐɔɘɔɖɡɏ 
ɈɔɍɈɖɆɟɆɤɘɗɥ POST ɊɆɓɓɡɋ ɔ ɗɘɆɘəɗɋ 
ɊɔɗɘɆɈɐɎ ȷȲȷ 

Stream Telecom  

ȵɔɑɢɍɔɈɆɘɋɑɢ ȼɎɚɖɔɈɔɏ ɎɊɋɓɘɎɚɎɐɆɘɔɖ ɐɑɎɋɓɘɆ, 
ɐɔɘɔɖɡɏ ɈɔɍɈɖɆɟɆɋɘɗɥ ɓɆ ɆɊɖɋɗ, 
əɐɆɍɆɓɓɡɏ Ɉ ɕɆɖɆɒɋɘɖɋ Callback _url  

Stream Telecom  

Name deliver  ȳɆɍɈɆɓɎɋ ɖɆɗɗɡɑɐɎ, ɕɖɎɗɈɆɎɈɆɋɒɔɋ Ɋɑɥ 

əɊɔɇɗɘɈɆ ɕɔɎɗɐɆ Ɉ ɗɘɆɘɎɗɘɎɐɋ 
Stream Telecom  
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ȳȦȷȸȶȴȯȰȦ ȵȦȶȦȲȫȸȶȴȨ ȧȫȭȴȵȦȷȳȴȷȸȮ 

Ȩ Express  ɕɖɋɊəɗɒɔɘɖɋɓɡ ɗɑɋɊəɤɟɎɋ ɕɆɖɆɒɋɘɖɡ ɇɋɍɔɕɆɗɓɔɗɘɎ: 

¶ ɔɉɖɆɓɎɝɋɓɎɋ ɐɔɑɎɝɋɗɘɈɆ ɍɆɕɖɔɗɔɈ Ɋɑɥ ɔɕɖɋɊɋɑɋɓɓɔɉɔ IP-ɆɊɖɋɗɆ; 

¶ ɚɎɑɢɘɖ ɕɔ User -Agent ;  

¶ ɚɎɑɢɘɖ ɕɔ DEF-ɐɔɊə; 

¶ ɚɎɑɢɘɖ ɕɔ ɓɔɒɋɖə ɘɋɑɋɚɔɓɆ; 

¶ ɔɉɖɆɓɎɝɋɓɎɋ ɐɔɑɎɝɋɗɘɈɆ ɍɆɕɖɔɗɔɈ ɓɆ ɔɕɖɋɊɋɑɋɓɓɡɏ ɘɋɑɋɚɔɓɓɡɏ ɓɔɒɋɖ. 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɕɆɖɆɒɋɘɖɔɈ ɇɋɍɔɕɆɗɓɔɗɘɎ: 

 ȵɋɖɋɏɊɎɘɋ Ɉ ɕɔɊɖɆɍɊɋɑ çȧɋɍɔɕɆɗɓɔɗɘɢè. 

 ȨɈɋɊɎɘɋ ɍɓɆɝɋɓɎɥ Ɉ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɕɔɑɥ Ɏ ɓɆɌɒɎɘɋ 

çȷɔɛɖɆɓɎɘɢè (ɖɎɗ. 30 ) .  

 

ɖɎɗ. 30  

ȳȦȷȸȶȴȯȰȦ ȦȹȸȫȳȸȮȺȮȰȦȼȮȮ ȦȪȲȮȳȮȷȸȶȦȸȴȶȴȨ 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɍɆɉɖəɍɐɎ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ Ɏɍ AD :  

 ȵɋɖɋɏɊɎɘɋ Ɉ ɖɆɍɊɋɑ çȦəɘɋɓɘɎɚɎɐɆɜɎɥ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈè.  

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ (ɖɎɗ. 31 ) :  
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ɖɎɗ. 31  

 ȳɆɗɘɖɔɏɘɋ ɕɆɖɆɒɋɘɖɡ, ɕɖɋɊɗɘɆɈɑɋɓɓɡɋ Ɉ ɘɆɇɑ. 53 .  

ȭɓɆɝɋɓɎɥ ɕɆɖɆɒɋɘɖɔɈ ɕɖɋɊɔɗɘɆɈɑɥɋɘ ɆɊɒɎɓɎɗɘɖɆɘɔɖ Active  Directory .  

ɘɆɇɑ. 53  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ 

ȦɊɖɋɗ ȦɊɖɋɗ Active Directory  

ȵɔɖɘ ȵɔɖɘ ɕɔɊɐɑɤɝɋɓɎɥ ɐ AD 

Base DN  ȴɇɠɋɐɘ ɐɆɘɆɑɔɉɆ, ɓɆɝɎɓɆɥ ɗ ɐɔɘɔɖɔɉɔ ɕɖɔɎɍɈɔɊɎɘɗɥ ɕɔɎɗɐ 

ȵɔɎɗɐɔɈɡɏ 
ɚɎɑɢɘɖ 

ȺɎɑɢɘɖ Ɋɑɥ ɕɔɎɗɐɆ LDAP.  

ȪɔɑɌɋɓ ɔɇɋɗɕɋɝɎɈɆɘɢ ɚɎɑɢɘɖɆɜɎɤ ɆɐɘɎɈɓɡɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ, ɐɔɘɔɖɡɒ 
ɖɆɍɖɋɞɋɓɔ ɕɔɊɐɑɤɝɋɓɎɋ ɐ ɊɆɓɓɔɒə ɗɋɖɈɋɖə. 

ȶɋɐɔɒɋɓɊəɋɒɆɥ ɐɔɓɗɘɖəɐɜɎɥ ɍɆɕɖɔɗɆ: 
ç(&(objectClass =person )( objectClass =user )( memberOf:1.2.840.113556.

1.4.1941: =cn= express , ou=Groups , dc=firma , dc=local )) è, 

ɉɊɋ çcn= express , ou=Groups , dc=firma , dc=local è DN ɉɖəɕɕɡ, ɝɑɋɓɡ 

ɐɔɘɔɖɔɏ ɇəɊəɘ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ Express . 

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɐɖɔɗɗɊɔɒɋɓɓɡɛ ɗɘɖəɐɘəɖ əɐɆɌɎɘɋ Ɋɔɒɋɓ DC=ru  

Ɉ ɕɆɖɆɒɋɘɖɆɛ ɕɔɊɐɑɤɝɋɓɎɥ. 

ȵɖɎɒɋɖ ɓɆɗɘɖɔɏɐɎ ɗɎɓɛɖɔɓɎɍɆɜɎɎ ɆɊɒɎɓɎɗɘɖɆɘɎɈɓɡɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 
ɗ ɚɎɑɢɘɖɔɒ:  
(|(memberOf=adm,OU=Groups,DC=example,DC=local)(memberOf=CN=adm_bot

,OU=Groups,DC=example,DC=local)(memberOf=adm_ib,OU=Groups,DC=examp

le,DC=local))  

ȱɔɉɎɓ 

ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 

ȱɔɉɎɓ ɕɔɑɢɍɔɈɆɘɋɑɥ, Ɏɒɋɤɟɋɉɔ Ɋɔɗɘəɕ ɐ ɝɘɋɓɎɤ ɗɕɎɗɐɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

ɕɔ əɐɆɍɆɓɓɔɒə DN 

ȵɆɖɔɑɢ 

ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 

ȵɆɖɔɑɢ ɕɔɑɢɍɔɈɆɘɋɑɥ, Ɏɒɋɤɟɋɉɔ Ɋɔɗɘəɕ ɐ ɝɘɋɓɎɤ ɗɕɎɗɐɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

ɕɔ əɐɆɍɆɓɓɔɒə DN 

ȵɔɊɘɈɋɖɌɊɋɓɎɋ 

ɕɆɖɔɑɥ 

ȵɔɊɘɈɋɖɌɊɋɓɎɋ ɕɆɖɔɑɥ ɕɔɑɢɍɔɈɆɘɋɑɥ, Ɏɒɋɤɟɋɉɔ Ɋɔɗɘəɕ ɐ ɝɘɋɓɎɤ ɗɕɎɗɐɆ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɕɔ əɐɆɍɆɓɓɔɒə DN 

 

Ȫɑɥ ɈɐɑɤɝɋɓɎɥ/ɔɘɐɑɤɝɋɓɎɥ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ Active  

Directory  əɗɘɆɓɔɈɎɘɋ/ɗɓɎɒɎɘɋ ɚɑɆɉ çȨɐɑɤɝɋɓɔè. 

Ȫɑɥ ɕɖɔɈɋɖɐɎ ɗɔɋɊɎɓɋɓɎɥ ɗ Active  Directory  ɓɆɌɒɎɘɋ çȵɖɔɈɋɖɎɘɢ 

ɗɔɋɊɎɓɋɓɎɋè.  

ȵɔɗɑɋ ɓɆɌɆɘɎɥ ɐɓɔɕɐɎ çȵɔɐɆɍɆɘɢ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈè ɈɡɈɔɊɎɘɗɥ ɗɕɎɗɔɐ 

ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ Active  Directory .  
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ȳȦȷȸȶȴȯȰȦ ȵȴȪȰȱɄȽȫȳȮȯ ȰȴȶȵȴȶȦȸȮȨȳɁȻ ȷȫȶȨȫȶȴȨ 

Ȩ ɖɆɍɊɋɑɋ çȷɋɖɈɋɖɡè ɕɖɋɊɗɘɆɈɑɋɓɆ ɎɓɚɔɖɒɆɜɎɥ ɔɇ RTS-ɗɋɖɈɋɖɋ, ɐ ɐɔɘɔɖɔɒə 

ɕɔɊɐɑɤɝɋɓ ɊɆɓɓɡɏ ETS-ɗɋɖɈɋɖ (ɖɎɗ. 32), Ɏ ɔ ȷȸS-ɗɋɖɈɋɖɆɛ, ɕɔɊɐɑɤɝɋɓɓɡɛ 

ɐ ɊɆɓɓɔɒə ETS-ɗɋɖɈɋɖə (ɖɎɗ. 33 ).  

 

ɖɎɗ. 32  

 

ɖɎɗ. 33  

ȷɘɆɘəɗ ɕɔɊɐɑɤɝɋɓɎɥ ɗɋɖɈɋɖɔɈ RTS Ɏ ȷȸS ɔɇɔɍɓɆɝɆɋɘɗɥ ɗ ɕɔɒɔɟɢɤ ɜɈɋɘɔɈɡɛ 

ɒɆɖɐɋɖɔɈ ɖɥɊɔɒ ɗ ɎɒɋɓɆɒɎ ɗɋɖɈɋɖɔɈ. 

¶ ɍɋɑɋɓɡɏ ð ɗɋɖɈɋɖ ɕɔɊɐɑɤɝɋɓ Ɏ ɋɗɘɢ ɗɈɥɍɢ;  

¶ ɚɎɔɑɋɘɔɈɡɏ ð ɗɋɖɈɋɖ ɍɆɇɑɔɐɎɖɔɈɆɓ;  

¶ ɐɖɆɗɓɡɏ ð ɗɋɖɈɋɖ ɕɔɊɐɑɤɝɋɓ Ɏ ɓɋɘ ɗɈɥɍɎ; 

¶ ɕəɗɘɔɋ ɒɋɗɘɔ ð ɗɋɖɈɋɖ ɕɔɊɐɑɤɝɋɓ ɐ Ɋɖəɉɔɒə RTS. 

ȶɆɍɊɋɑ çȷɋɖɈɋɖɡè ɕɔɍɈɔɑɥɋɘ: 

¶ ɕɖɔɗɒɆɘɖɎɈɆɘɢ ɎɓɚɔɖɒɆɜɎɤ ɔ ɉɖɆɚɎɝɋɗɐɔɏ ɗɛɋɒɋ ɒɆɖɞɖəɘɎɍɆɜɎɎ 

ɕɔɊɐɑɤɝɋɓɎɏ;  

¶ ɕɖɔɗɒɆɘɖɎɈɆɘɢ ɎɓɚɔɖɒɆɜɎɤ ɔ ɕɔɊɐɑɤɝɋɓɎɎ ɐ ɔɘɊɋɑɢɓɔɒə ɗɋɖɈɋɖə 

ɓɆ ɉɖɆɚɎɝɋɗɐɔɏ ɗɛɋɒɋ ɒɆɖɞɖəɘɎɍɆɜɎɎ ɕɔɊɐɑɤɝɋɓɎɏ.  

Ȫɑɥ ɕɖɔɗɒɔɘɖɆ ɉɖɆɚɎɝɋɗɐɔɏ ɗɛɋɒɡ ɒɆɖɞɖəɘɎɍɆɜɎɎ ɕɔɊɐɑɤɝɋɓɎɏ 

ɔɘɐɖɔɏɘɋ ɈɐɑɆɊɐə çGraph è (ɖɎɗ. 34 ).  
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ɖɎɗ. 34  

ȷɋɖɈɋɖɡ ɔɇɔɍɓɆɝɋɓɡ ɓɆ ɗɛɋɒɋ ɜɈɋɘɓɡɒɎ ɐɖəɉɆɒɎ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɘɎɕɆ: 

¶ RTS ό ɍɋɑɋɓɡɒ; 

¶ ETS ό ɚɎɔɑɋɘɔɈɡɒ; 

¶ CTS ό ɗɎɓɎɒ. 

Ȫɑɥ əɊɔɇɗɘɈɆ ɕɖɔɗɒɔɘɖɆ ɣɑɋɒɋɓɘɡ ɗɛɋɒɡ ɒɔɌɓɔ ɕɋɖɋɘɆɗɐɎɈɆɘɢ ɗ ɕɔɒɔɟɢɤ ɒɡɞɎ. 

Ȫɑɥ ɕɖɔɗɒɔɘɖɆ ɎɓɚɔɖɒɆɜɎɎ ɔ ɕɔɊɐɑɤɝɋɓɎɎ ɐ ɗɋɖɈɋɖə ɓɆ ɗɛɋɒɋ: 

 ȳɆ ɈɐɑɆɊɐɋ çGraph è ɓɆɌɒɎɘɋ ɓɆ ɐɖəɉ, ɐɔɘɔɖɡɒ ɔɇɔɍɓɆɝɋɓ ɊɆɓɓɡɏ ɗɋɖɈɋɖ. 

Ȩ ɕɖɆɈɔɒ Ɉɋɖɛɓɋɒ əɉɑə ɣɐɖɆɓɆ ɔɘɔɇɖɆɍɎɘɗɥ ɆɊɖɋɗ ɈɡɇɖɆɓɓɔɉɔ ɗɋɖɈɋɖɆ 

Ɏ ɐɔɑɎɝɋɗɘɈɔ ɝɆɘɔɈ, ɗɔɍɊɆɓɓɡɛ ɓɆ ɓɋɒ (ɖɎɗ. 35 ).  

 

ɖɎɗ. 35  

 ȳɆɌɒɎɘɋ ɓɆ ɓɆɍɈɆɓɎɋ ɗɋɖɈɋɖɆ Ɉ ɕɖɆɈɔɒ Ɉɋɖɛɓɋɒ əɉɑə ɣɐɖɆɓɆ. 

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ ɗ ɎɓɚɔɖɒɆɜɎɋɏ ɔɇ RTS/ ETS/ TTS, ɝɋɖɋɍ ɐɔɘɔɖɡɏ 

ɕɖɔɎɗɛɔɊɎɘ ɔɇɒɋɓ ɊɆɓɓɡɒɎ ɗ ɘɋɐəɟɎɒ ɗɋɖɈɋɖɔɒ (ɖɎɗ. 36 ) . 
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ɖɎɗ. 36  

ȳȦȷȸȶȴȯȰȦ CTS 

ȳɆɗɘɖɔɏɐɆ CTS ɈɐɑɤɝɆɋɘ Ɉ ɗɋɇɥ ɗɑɋɊəɤɟɎɋ ɕɖɔɜɋɊəɖɡ: 

¶ ɕɔɊɐɑɤɝɋɓɎɋ TLS-ɗɋɖɘɎɚɎɐɆɘɆ (ɋɗɑɎ ɣɘɔ ɓɋ ɇɡɑɔ Ɉɡɕɔɑɓɋɓɔ Ɉ ɕɖɔɜɋɗɗɋ 

əɗɘɆɓɔɈɐɎ ETS);  

¶ ɕɔɊɐɑɤɝɋɓɎɋ Botx SSL -ɗɋɖɘɎɚɎɐɆɘɆ;  

¶ ɓɆɗɘɖɔɏɐɆ ɈɎɊɋɔ-  Ɏ ɉɔɑɔɗɔɈɔɏ ɗɈɥɍɎ;  

¶ ɕɔɊɐɑɤɝɋɓɎɋ SMTP-ɗɋɖɈɋɖɆ;  

¶ ɕɔɊɐɑɤɝɋɓɎɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɊɆɓɓɔɉɔ CTS Ɏɍ AD;  

¶ ɓɆɗɘɖɔɏɐɆ ɎɓɘɋɉɖɆɜɎɎ ɗ Active  Directo ry ;  

¶ ɓɆɗɘɖɔɏɐɆ ɊɔɈɋɖɎɘɋɑɢɓɡɛ ɕɔɊɐɑɤɝɋɓɎɏ.  

ȵȴȪȰȱɄȽȫȳȮȫ TLS-ȷȫȶȸȮȺȮȰȦȸȦ Ȯ BOTX SSL-ȷȫȶȸȮȺȮȰȦȸȦ 

Ȫɑɥ ɕɖɎɒɋɓɋɓɎɥ TLS -ɕɖɔɘɔɐɔɑɆ Ɉ ɘɖɆɗɘɔɈɡɛ ɗɔɋɊɎɓɋɓɎɥɛ: 

 ȨɡɇɋɖɎɘɋ ɕəɓɐɘ ɒɋɓɤ çȷɋɖɈɋɖè. 

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ ɗ ɎɓɚɔɖɒɆɜɎɋɏ ɔ ɊɆɓɓɔɒ CTS (ɖɎɗ. 37 ).  
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ɖɎɗ. 37  
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 ȨɓɋɗɎɘɋ ɊɆɓɓɡɋ ɔ ɗɋɖɘɎɚɎɐɆɘɋ Ɏ ɐɑɤɝɋ Ɉ ɗɔɔɘɈɋɘɗɘɈəɤɟɎɋ ɕɔɑɥ ɔɇɑɆɗɘɎ 

çTLS-ɗɋɖɘɎɚɎɐɆɘ ɘɖɆɗɘɔɈè (ɖɎɗ. 38 ) . 

 

ɖɎɗ. 38  

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè.  

ŕǐǅǌǀǗƹǍǅǀː ŅǎǏǓǑǉƹǀǒǑǩ ǏǐǅǌǀǍǀǍǅǀTLS-ǑǀǐǒǅǕǅǉƹǒƹˋ ǅǑǏǎǋǜǄǎƻƹǍǍǎƼǎ Ǎƹ ǣǒƹǏǀ
ǓǑǒƹǍǎƻǉǅCTS. 

Ȫɑɥ ɕɔɊɐɑɤɝɋɓɎɥ ɗɋɖɘɎɚɎɐɆɘɆ ɝɆɘ-ɇɔɘɆ Ɉ ɔɇɑɆɗɘɎ çBotX  SSL ɗɋɖɘɎɚɎɐɆɘè 

ɈɈɋɊɎɘɋ ɊɆɓɓɡɋ ɔ ɗɋɖɘɎɚɎɐɆɘɋ Ɏ ɓɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè (ɖɎɗ. 39 ) .  

 

ɖɎɗ. 39  

ȳȦȷȸȶȴȯȰȦ ȨȮȪȫȴ-  Ȯ ȩȴȱȴȷȴȨȴȯ ȷȨɅȭȮ 

ȳɆɗɘɖɔɏɐɆ ɈɎɊɋɔ-  Ɏ ɉɔɑɔɗɔɈɔɏ ɗɈɥɍɎ Ɉɡɕɔɑɓɥɋɘɗɥ ɕɔɗɑɋ əɗɘɆɓɔɈɐɎ ɗɋɖɈɋɖɆ 

Media  Ɏ ɔɕɎɗɆɓɆ ɓɆ ɗɘɖ. 64 . 

ȵȴȪȰȱɄȽȫȳȮȫ SMTP-ȷȫȶȨȫȶȦ 

Ȫɑɥ ɕɔɊɐɑɤɝɋɓɎɥ SMTP -ɗɋɖɈɋɖɆ: 

 Ȩ ɒɋɓɤ ɈɡɇɋɖɎɘɋ ɕəɓɐɘ çE- mail è.  

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ çȳɆɗɘɖɔɏɐɎ e- mail è Ɋɑɥ ɈɈɔɊɆ ɕɆɖɆɒɋɘɖɔɈ (ɖɎɗ. 40 ):  
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ɖɎɗ. 40  

 Ȩ ɔɐɓɋ çȳɆɗɘɖɔɏɐɎ e-mail è ɍɆɕɔɑɓɎɘɋ ɕɔɑɥ (ɘɆɇɑ. 54 ) :  

ɘɆɇɑ. 54  

ȵɔɑɋ ȴɕɎɗɆɓɎɋ 

Ȯɒɥ ɕɖɎɑɔɌɋɓɎɥ ȳɆɍɈɆɓɎɋ ɕɖɎɑɔɌɋɓɎɥ, ɔɘ ɐɔɘɔɖɔɉɔ ɇəɊəɘ ɔɘɕɖɆɈɑɥɘɢɗɥ ɕɎɗɢɒɆ 

ȴɘ ȴɇɖɆɘɓɡɏ ɆɊɖɋɗ 

ȷɋɖɈɋɖ FQDN ɎɑɎ IP-ɆɊɖɋɗ ɕɔɝɘɔɈɔɉɔ ɗɋɖɈɋɖɆ 

ȵɔɖɘ ȳɔɒɋɖ ɕɔɖɘɆ Ɋɑɥ ɖɋɘɖɆɓɗɑɥɜɎɎ ɎɗɛɔɊɥɟɋɏ ɕɔɝɘɡ: 25, 587 ɎɑɎ 465. 

ȳɔɒɋɖ ɕɔɖɘɆ ɍɆɈɎɗɎɘ ɔɘ ɘɎɕɆ ɗɔɋɊɎɓɋɓɎɥ 

Ȯɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥ ȦɊɖɋɗ ɣɑɋɐɘɖɔɓɓɔɏ ɕɔɝɘɡ 

ȵɆɖɔɑɢ ȪɆɓɓɡɋ Ɋɑɥ ɆɈɘɔɖɎɍɆɜɎɎ ɓɆ SMTP-ɗɋɖɈɋɖɋ. ȫɗɑɎ ɓɋ Ɏɗɕɔɑɢɍəɋɘɗɥ 
ɆəɘɋɓɘɎɚɎɐɆɜɎɥ ɓɆ ɕɔɝɘɔɈɔɒ ɗɋɖɈɋɖɋ, ɘɔ ɊɆɓɓɡɋ ɕɔɑɥ ɔɗɘɆɈɢɘɋ 
ɕəɗɘɡɒɎ 

ȵɔɊɘɈɋɖɌɊɋɓɎɋ 
ɕɆɖɔɑɥ 

ȪɆɓɓɡɋ Ɋɑɥ ɆɈɘɔɖɎɍɆɜɎɎ ɓɆ SMTP-ɗɋɖɈɋɖɋ. ȫɗɑɎ ɓɋ Ɏɗɕɔɑɢɍəɋɘɗɥ 
ɆəɘɋɓɘɎɚɎɐɆɜɎɥ ɓɆ ɕɔɝɘɔɈɔɒ ɗɋɖɈɋɖɋ, ɘɔ ɊɆɓɓɡɋ ɕɔɑɥ ɔɗɘɆɈɢɘɋ 
ɕəɗɘɡɒɎ 

ȭɆɟɎɘɆ ɗɔɋɊɎɓɋɓɎɥ ȸɎɕ ɍɆɟɎɟɋɓɓɔɉɔ ɗɔɋɊɎɓɋɓɎɥ (ɈɡɕɆɊɆɤɟɎɏ ɗɕɎɗɔɐ: SSL, Start / TLS ɎɑɎ 
ɕəɗɘɔɋ ɍɓɆɝɋɓɎɋ) 

ȴɘɕɖɆɈɑɥɘɢ ɕɎɗɢɒɆ 
ɝɋɖɋɍ 

ȨɡɕɆɊɆɤɟɎɏ ɗɕɎɗɔɐ ɈɡɇɔɖɆ ɗɋɖɈɋɖɆ, ɗ ɐɔɘɔɖɔɉɔ ɇəɊəɘ ɔɘɕɖɆɈɑɥɘɢɗɥ 
ɕɎɗɢɒɆ (ɕɖɎ Ɉɡɇɔɖɋ çȱɔɐɆɑɢɓɡɋ ɓɆɗɘɖɔɏɐɎè Ɉ ɈɡɕɆɊɆɤɟɋɒ ɗɕɎɗɐɋ 
ɕɎɗɢɒɆ ɇəɊəɘ ɔɘɕɖɆɈɑɥɘɢɗɥ ɝɋɖɋɍ ɗɋɖɈɋɖ, ɓɆɗɘɖɔɋɓɓɡɏ Ɉ ɊɆɓɓɔɒ ɔɐɓɋ, 
ɕɖɎ Ɉɡɇɔɖɋ çRTSè ð ɝɋɖɋɍ RTS) 

 

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè. 

Ȫɑɥ ɕɖɔɈɋɖɐɎ ɓɆɗɘɖɔɋɐ ɕɔɊɐɑɤɝɋɓɎɥ Ɉɔɗɕɔɑɢɍəɏɘɋɗɢ ɔɇɑɆɗɘɢɤ 

çȸɋɗɘɎɖɔɈɆɓɎɋ ɔɘɕɖɆɈɐɎ e- mail è. ȨɕɎɞɎɘɋ Ɉ ɕəɗɘɔɋ ɕɔɑɋ ɆɊɖɋɗ ɕɔɑəɝɆɘɋɑɥ 

Ɏ ɓɆɌɒɎɘɋ çȴɘɕɖɆɈɎɘɢè. 
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ȳȦȷȸȶȴȯȰȦ ȦȹȸȫȳȸȮȺȮȰȦȼȮȮ ȦȪȲȮȳȮȷȸȶȦȸȴȶȴȨ 

ȶɆɍɊɋɑ ɕɖɋɊɓɆɍɓɆɝɋɓ Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ ɗ ɕɔɒɔɟɢɤ AD. 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɍɆɉɖəɍɐɎ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ Ɏɍ AD :  

 ȵɋɖɋɏɊɎɘɋ Ɉ ɖɆɍɊɋɑ çȦəɘɋɓɘɎɚɎɐɆɜɎɥ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈè (ɖɎɗ. 41 ).  

 

ɖɎɗ. 41  

 ȳɆɗɘɖɔɏɘɋ ɕɆɖɆɒɋɘɖɡ, ɕɖɋɊɗɘɆɈɑɋɓɓɡɋ Ɉ ɘɆɇɑ. 55 .  

ȭɓɆɝɋɓɎɥ ɕɆɖɆɒɋɘɖɔɈ ɕɖɋɊɔɗɘɆɈɑɥɋɘ ɆɊɒɎɓɎɗɘɖɆɘɔɖ Active  Directory .  

ɘɆɇɑ. 55  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ 

ȦɊɖɋɗ ȦɊɖɋɗ Active Directory  

ȵɔɖɘ ȵɔɖɘ ɕɔɊɐɑɤɝɋɓɎɥ ɐ AD 

Base DN  ȴɇɠɋɐɘ ɐɆɘɆɑɔɉɆ, ɓɆɝɎɓɆɥ ɗ ɐɔɘɔɖɔɉɔ ɕɖɔɎɍɈɔɊɎɘɗɥ ɕɔɎɗɐ 

ȵɔɎɗɐɔɈɡɏ 
ɚɎɑɢɘɖ 

ȺɎɑɢɘɖ Ɋɑɥ ɕɔɎɗɐɆ LDAP.  

ȪɔɑɌɋɓ ɔɇɋɗɕɋɝɎɈɆɘɢ ɚɎɑɢɘɖɆɜɎɤ ɆɐɘɎɈɓɡɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ, ɐɔɘɔɖɡɒ 
ɖɆɍɖɋɞɋɓɔ ɕɔɊɐɑɤɝɋɓɎɋ ɐ ɊɆɓɓɔɒə ɗɋɖɈɋɖə. 

ȶɋɐɔɒɋɓɊəɋɒɆɥ ɐɔɓɗɘɖəɐɜɎɥ ɍɆɕɖɔɗɆ: 
ç(&( objectClass =person )( objectClass =user )( memberOf:1.2.840.113556.

1.4.1941:= cn= express , ou=Groups , dc=firma , dc=local )) è, ɉɊɋ 

çcn= express , ou=Groups , dc=firma , dc=local è DN ɉɖəɕɕɡ, ɝɑɋɓɡ ɐɔɘɔɖɔɏ 

ɇəɊəɘ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ Express . 

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɐɖɔɗɗɊɔɒɋɓɓɡɛ ɗɘɖəɐɘəɖ əɐɆɌɎɘɋ Ɋɔɒɋɓ DC=ru  

Ɉ ɕɆɖɆɒɋɘɖɆɛ ɕɔɊɐɑɤɝɋɓɎɥ. 

ȵɖɎɒɋɖ ɓɆɗɘɖɔɏɐɎ ɗɎɓɛɖɔɓɎɍɆɜɎɎ ɆɊɒɎɓɎɗɘɖɆɘɎɈɓɡɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 
ɗ ɚɎɑɢɘɖɔɒ:  
(|(memberOf=adm,OU=Groups,DC=example,DC=l ocal)(memberOf=CN=adm_bot

,OU=Groups,DC=example,DC=local)(memberOf=adm_ib,OU=Groups,DC=examp

le,DC=local))  

ȱɔɉɎɓ 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 

ȱɔɉɎɓ ɕɔɑɢɍɔɈɆɘɋɑɥ, Ɏɒɋɤɟɋɉɔ Ɋɔɗɘəɕ ɐ ɝɘɋɓɎɤ ɗɕɎɗɐɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 
ɕɔ əɐɆɍɆɓɓɔɒə DN 

ȵɆɖɔɑɢ 
ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 

ȵɆɖɔɑɢ ɕɔɑɢɍɔɈɆɘɋɑɥ, Ɏɒɋɤɟɋɉɔ Ɋɔɗɘəɕ ɐ ɝɘɋɓɎɤ ɗɕɎɗɐɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 
ɕɔ əɐɆɍɆɓɓɔɒə DN 

ȵɔɊɘɈɋɖɌɊɋɓɎɋ 

ɕɆɖɔɑɥ 

ȵɔɊɘɈɋɖɌɊɋɓɎɋ ɕɆɖɔɑɥ ɕɔɑɢɍɔɈɆɘɋɑɥ, Ɏɒɋɤɟɋɉɔ Ɋɔɗɘəɕ ɐ ɝɘɋɓɎɤ ɗɕɎɗɐɆ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɕɔ əɐɆɍɆɓɓɔɒə DN 

 

Ȫɑɥ ɈɐɑɤɝɋɓɎɥ/ɔɘɐɑɤɝɋɓɎɥ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ Active  

Directory  əɗɘɆɓɔɈɎɘɋ/ɗɓɎɒɎɘɋ ɚɑɆɉ çȨɐɑɤɝɋɓɔè. 
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Ȫɑɥ ɕɖɔɈɋɖɐɎ ɗɔɋɊɎɓɋɓɎɥ ɗ Active  Directory  ɓɆɌɒɎɘɋ çȵɖɔɈɋɖɎɘɢ 

ɗɔɋɊɎɓɋɓɎɋè.  

ȵɔɗɑɋ ɓɆɌɆɘɎɥ ɐɓɔɕɐɎ çȵɔɐɆɍɆɘɢ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈè ɈɡɈɔɊɎɘɗɥ ɗɕɎɗɔɐ 

ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɈ Active  Directory .  

ȳȦȷȸȶȴȯȰȦ ȶȫȩȮȷȸȶȦȼȮȮ 

ŁƹǃǍǎˍ œǀǓƿƹǗǍǎǀ ǑǎǗǀǒƹǍǅǀ ǉƹǑǒǎǌǅǄƹǘǅǅ ǏǀǐƻǎƼǎ ǣǉǐƹǍƹ ƻǖǎƿƹ ƻ ǏǐǅǋǎǃǀǍǅǀˋ
ƻǉǋǨǗǀǍǅǩ ǅ ǎǒǉǋǨǗǀǍǅǩ ǐǀƼǅǑǒǐƹǘǅǅ ƺǀǄ Ǎǎǌǀǐƹ ǅ ƻǎǄǌǎǃǍǎǑǒǜ Ǆƹƿƹƻƹǒǜ Ǐǐƹƻƹ
ǏǎǋǜǄǎƻƹǒǀǋǨ Ǎƹ ƻǞǏǎǋǍǀǍǅǀ ǐǩƿƹ ǎǏǀǐƹǘǅǆ Ǒǎ Ǒƻǎǅǌ Ǎǎǌǀǐǎǌ ǒǀǋǀǕǎǍƹ ǌǎǃǀǒ ǏǐǅƻǀǑǒǅ
ǉ ǍǀǓƿƹǗǍǎǌǓ ǑǎǗǀǒƹǍǅǨˋ ǉǎǒǎǐǎǀ ƻǞǄǎƻǀǒ ǏǎǒǀǐǨ ƿǎǑǒǓǏƹ ǉ ǏǐǅǋǎǃǀǍǅǨˍ Ŗǩƿ
ǐƹǑǏǐǎǑǒǐƹǍǀǍǍǞǖ ǎǙǅƺǎǉˋ ƻǞǄƻƹǍǍǞǖ ǍǀǏǐƹƻǅǋǜǍǎǆ ǍƹǑǒǐǎǆǉǎǆ Ǒǀǐƻǀǐƹˋ ǏǐǀƿǑǒƹƻǋǀǍ
ƻ ǐƹǄƿǀǋǀřxǑǒǐƹǍǀǍǅǀ ǒǅǏǎƻǞǖ ǎǙǅƺǎǉ.ʕ 

ȦɊɒɎɓɎɗɘɖɆɘɔɖə Ɋɔɗɘəɕɓɡ ɗɑɋɊəɤɟɎɋ ɗɕɔɗɔɇɡ Ɋɑɥ ɓɆɗɘɖɔɏɐɎ 

ɖɋɉɎɗɘɖɆɜɎɎ/ɆɈɘɔɖɎɍɆɜɎɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Ɉ ɗɎɗɘɋɒɋ: 

¶ Active Directory ( NTLM) ;  

¶ E- mail ;  

¶ OpenID ;  

¶ ȶɋɉɎɗɘɖɆɜɎɥ ɇɋɍ ɓɔɒɋɖɆ ɘɋɑɋɚɔɓɆ.  

Ȫɑɥ ɈɡɇɔɖɆ ɗɕɔɗɔɇɆ ɖɋɉɎɗɘɖɆɜɎɎ: 

 ȵɋɖɋɏɊɎɘɋ Ɉ ɖɆɍɊɋɑ çȳɆɗɘɖɔɏɐɆ ɖɋɉɎɗɘɖɆɜɎɎè (ɖɎɗ. 42 ).  

 ȹɗɘɆɓɔɈɎɘɋ ɖɆɍɖɋɞɋɓɎɥ ɓɆ ɈɎɊɎɒɔɗɘɢ ɐɔɖɕɔɖɆɘɎɈɓɡɛ ɊɆɓɓɡɛ 

ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ ɖɆɍɊɋɑɋ çȨɎɊɎɒɔɗɘɢ ɐɔɖɕɔɖɆɘɎɈɓɡɛ ɊɆɓɓɡɛ 

Ɉ ɓɋɆɈɘɔɖɎɍɔɈɆɓɓɔɏ ɍɔɓɋè.  

 ȨɡɇɋɖɎɘɋ ɒɋɘɔɊ ɖɋɉɎɗɘɖɆɜɎɎ Ɉ ɖɆɍɊɋɑɋ çȲɋɘɔɊ ɖɋɉɎɗɘɖɆɜɎɎè.  

 ȨɡɇɋɖɎɘɋ ɎɗɘɔɝɓɎɐ ɗɎɓɛɖɔɓɎɍɆɜɎɎ Ɉ ɖɆɍɊɋɑɋ çȮɗɘɔɝɓɎɐ 

ɗɎɓɛɖɔɓɎɍɆɜɎɎè.  

 Ȩ ɕɔɑɋ çȶɆɗɕɎɗɆɓɎɋ ɕɔɑɓɔɏ ɗɎɓɛɖɔɓɎɍɆɜɎɎè ɍɆɊɆɏɘɋ ɖɆɗɕɎɗɆɓɎɋ 

ɗɎɓɛɖɔɓɎɍɆɜɎɎ (Ɉ ɚɔɖɒɆɘɋ cron ).  

ŁǍǅǌƹǍǅǀˍ Ņǋǩ ǄƹǏǓǑǉƹ ǄƹƿƹǗǅˋ ǎƺǀǑǏǀǗǅƻƹǨǚǀǆ ƻǞƺǐƹǍǍǞǆ ǌǀǒǎƿ ǐǀƼǅǑǒǐƹǘǅǅˋ
ƿƹǍǍǞǆ ǙƹƼ ǩƻǋǩǀǒǑǩ ǎƺǩǄƹǒǀǋǜǍǞǌː 

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè. 
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ɖɎɗ. 42  

ȨɡɇɖɆɓɓɡɏ ɒɋɘɔɊ ɖɋɉɎɗɘɖɆɜɎɎ ɇəɊɋɘ ɗɔɛɖɆɓɋɓ. Ȩ Ɉɋɖɛɓɋɏ ɝɆɗɘɎ ɣɐɖɆɓɆ 

ɕɔɥɈɎɘɗɥ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɋ ɗɎɗɘɋɒɓɔɋ ɗɔɔɇɟɋɓɎɋ. 

Ȫɑɥ ɍɆɈɋɖɞɋɓɎɥ ɓɆɗɘɖɔɏɐɎ ɍɆɊɆɏɘɋ ɕɆɖɆɒɋɘɖɡ Ɋɑɥ əɐɆɍɆɓɓɔɉɔ ɗɕɔɗɔɇɆ 

Ɉ ɗɔɔɘɈɋɘɗɘɈəɤɟɋɏ ɈɐɑɆɊɐɋ: E- mail , NTML ɎɑɎ OpenID . 

ȳȦȷȸȶȴȯȰȦ ȮȳȸȫȩȶȦȼȮȮ ȷ ACTIVE  DIRECTORY 

Ȫɑɥ ɎɓɘɋɉɖɆɜɎɎ ɗ AD  ɕɔɊɐɑɤɝɎɘɋɗɢ ɐ AD Ɏ ɍɆɉɖəɍɎɘɋ ɐɔɓɘɆɐɘɡ ɓɆ ɗɋɖɈɋɖ. 

ȵɖɎ ɎɓɘɋɉɖɆɜɎɎ Express  ɗ ɐɔɖɕɔɖɆɘɎɈɓɡɒ ɐɆɘɆɑɔɉɔɒ ɓɆ ɇɆɍɋ Microsoft  Active  

Directory  ɗɔɍɊɆɏɘɋ əɝɋɘɓəɤ ɍɆɕɎɗɢ ɗ ɕɖɆɈɆɒɎ çDomain  Usersè Ɏ ɝɘɋɓɎɋ ɐɔɓɘɋɏɓɋɖɆ 

çdeleted  objects è (https :// support .microsoft .com / en-us/ help /892806/ how -to - let -non -

administrators -view -the -active -directory -deleted -object ).  

Ȫɑɥ ɕɔɊɐɑɤɝɋɓɎɥ ɐ Active  Directory :  

ŕǐǅǌǀǗƹǍǅǀː Ņǋǩ ǉǎǐǐǀǉǒǍǎǆ ǍƹǑǒǐǎǆǉǅ ǑǅǑǒǀǌǞ Ǐǎƿ ƿǎǌǀǍ ǄƹǉƹǄǗǅǉƹ ǐǀǉǎǌǀǍƿǓǀǒǑǩ
ǏǐǅƻǋǀǗǜ ƹƿǌǅǍǅǑǒǐƹǒǎǐƹActive Directory . 

 ȵɋɖɋɏɊɎɘɋ Ɉ ɖɆɍɊɋɑ çActive Directory è. 

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ ɓɆɗɘɖɔɏɐɎ ɕɆɖɆɒɋɘɖɔɈ ɖɋɉɎɗɘɖɆɜɎɎ ɝɋɖɋɍ Active  

Directory  (ɖɎɗ. 43 ) . 

 Ȩ ɑɋɈɔɏ ɐɔɑɔɓɐɋ Ɉ ɘɋɐɗɘɔɈɡɛ ɕɔɑɥɛ ɍɆɊɆɏɘɋ ɍɓɆɝɋɓɎɥ ɕɆɖɆɒɋɘɖɔɈ 

Ɋɑɥ ɗɎɓɛɖɔɓɎɍɆɜɎɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ LDAP (ɖɎɗ. 43 , ɘɆɇɑ. 56 ) .  

https://support.microsoft.com/en-us/help/892806/how-to-let-non-administrators-view-the-active-directory-deleted-object
https://support.microsoft.com/en-us/help/892806/how-to-let-non-administrators-view-the-active-directory-deleted-object
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ɖɎɗ. 43  

ɘɆɇɑ. 56  

ȵɆɖɆɒɋɘɖ ȳɆɍɓɆɝɋɓɎɋ 

IP-ɆɊɖɋɗ IP-ɆɊɖɋɗ LDAP. ȫɗɑɎ ɘɖɋɇəɋɘɗɥ ɕɔɊɐɑɤɝɋɓɎɋ 
ɕɔ ɕɖɔɘɔɐɔɑə LDAPS, ɘɔ ɕɋɖɋɊ Ɏɒɋɓɋɒ ɊɔɒɋɓɆ ɎɑɎ IP-
ɆɊɖɋɗɆ ɈɈɋɊɎɘɋ çldaps://è, ɓɆɕɖɎɒɋɖ çldaps://firma.localè 

ȵɔɖɘ ȵɔɖɘ ɕɔɊɐɑɤɝɋɓɎɥ ɐ AD. Ȫɑɥ ɕɖɔɘɔɐɔɑɆ LDAP ɈɈɋɊɎɘɋ 

ɍɓɆɝɋɓɎɋ ç389è, Ɋɑɥ ɕɖɔɘɔɐɔɑɆ LDAPS ό ɍɓɆɝɋɓɎɋ ç636è 

Ȫɔɒɋɓ Ȫɔɒɋɓ ɗɋɖɈɋɖɆ, ɓɆ ɐɔɘɔɖɡɏ ɈɡɉɖəɌɆɤɘɗɥ əɝɋɘɓɡɋ ɍɆɕɎɗɎ 

Base DN  ȴɇɠɋɐɘ ɐɆɘɆɑɔɉɆ, ɓɆɝɎɓɆɥ ɗ ɐɔɘɔɖɔɉɔ ɕɖɔɎɍɈɔɊɎɘɗɥ ɕɔɎɗɐ 

ȵɔɎɗɐɔɈɡɏ ɚɎɑɢɘɖ ȺɎɑɢɘɖ Ɋɑɥ ɕɔɎɗɐɆ Ɉ Active  Directory  

ȵɔɎɗɐɔɈɡɋ ɆɘɖɎɇəɘɡ Ɋɑɥ ɈɡɉɖəɍɐɎ ȨɡɉɖəɌɆɋɒɡɋ ɆɘɖɎɇəɘɡ əɝɋɘɓɡɛ ɍɆɕɎɗɋɏ 

ȱɔɉɎɓ ɕɔɑɢɍɔɈɆɘɋɑɥ 
Ɋɑɥ ɗɎɓɛɖɔɓɎɍɆɜɎɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 
LDAP 

ȱɔɉɎɓ Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ ɐ AD Ɋɑɥ ɗɎɓɛɖɔɓɎɍɆɜɎɎ 

ȵɆɖɔɑɢ ɕɔɑɢɍɔɈɆɘɋɑɥ 
Ɋɑɥ ɗɎɓɛɖɔɓɎɍɆɜɎɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 
LDAP 

ȵɆɖɔɑɢ Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ ɐ AD Ɋɑɥ ɗɎɓɛɖɔɓɎɍɆɜɎɎ 

ȵɔɊɘɈɋɖɌɊɋɓɎɋ ɕɆɖɔɑɥ ȵɔɊɘɈɋɖɌɊɋɓɎɋ ɕɆɖɔɑɥ Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ ɐ AD 
Ɋɑɥ ɗɎɓɛɖɔɓɎɍɆɜɎɎ 

ȰɔɑɎɝɋɗɘɈɔ ɓɋɕɖɆɈɎɑɢɓɡɛ ɕɔɕɡɘɔɐ 

ɈɈɔɊɆ, Ɋɔ ɇɑɔɐɎɖɔɈɐɎ 

ȲɆɐɗɎɒɆɑɢɓɔɋ ɐɔɑɎɝɋɗɘɈɔ ɕɔɕɡɘɔɐ ɈɈɔɊɆ ɕɆɖɔɑɥ, ɕɔɗɑɋ 

ɐɔɘɔɖɔɉɔ əɝɋɘɓɆɥ ɍɆɕɎɗɢ ɇɑɔɐɎɖəɋɘɗɥ 

ȸɆɏɒɆəɘ ɇɑɔɐɎɖɔɈɐɎ, ɕɖɎ ɈɈɔɊɋ 

ɓɋɕɖɆɈɎɑɢɓɔɉɔ ɕɆɖɔɑɥ (Ɉ ɗɋɐəɓɊɆɛ) 

Ȩɖɋɒɥ Ɉ ɗɋɐəɓɊɆɛ, ɓɆ ɐɔɘɔɖɔɋ ɇɑɔɐɎɖəɋɘɗɥ ɕɖɎɑɔɌɋɓɎɋ 

ɕɖɎ ɈɈɔɊɋ ɓɋɈɋɖɓɔɉɔ ɕɆɖɔɑɥ 
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 ȦɐɘɎɈɎɖəɏɘɋ ɓɆɗɘɖɔɏɐə çȵɖɋɊɍɆɕɔɑɓɥɘɢ əɝɋɘɓɡɋ ɊɆɓɓɡɋ ɕɔ ɓɆɏɊɋɓɓɔɒə 

emailè Ɋɑɥ əɕɖɔɟɋɓɓɔɏ ɆɈɘɔɖɎɍɆɜɎɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ. 

ȵɖɎ ɆɐɘɎɈɎɖɔɈɆɓɓɔɏ ɓɆɗɘɖɔɏɐɋ, ɐɔɉɊɆ ɓɆɞɑɔɗɢ ɗɔɕɔɗɘɆɈɑɋɓɎɋ 

əɕɖɔɟɋɓɓɔɏ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ, ɊɆɓɓɡɋ ɔ ɑɔɉɎɓɋ Ɏ Ɋɔɒɋɓɋ ɇəɊəɘ 

ɕɖɋɊɍɆɕɔɑɓɋɓɡ.  

 ȦɐɘɎɈɎɖəɏɘɋ ɓɆɗɘɖɔɏɐə çȦɈɘɔɒɆɘɎɝɋɗɐɔɋ ɕɔɊɘɈɋɖɌɊɋɓɎɋ ɍɆɕɖɔɗɆ 

ɓɆ ɑɔɉɆəɘè Ɋɑɥ ɆɈɘɔɒɆɘɎɝɋɗɐɔɉɔ ɕɔɊɘɈɋɖɌɊɋɓɎɥ ɑɔɉɆəɘɆ. ȳɆɗɘɖɔɏɐɆ 

ɗɖɆɇɔɘɆɋɘ ɕɖɎ ɕɔɥɈɑɋɓɎɎ ɗɔɇɡɘɎɏ, ɈɡɇɖɆɓɓɡɛ Ɏɍ ɗɕɎɗɐɆ ɓɎɌɋ (ɘɆɇɑ. 57 ) .  

 ȦɐɘɎɈɎɖəɏɘɋ ɓɆɗɘɖɔɏɐə çȨɐɑɤɝɎɘɢ ɆɈɘɔɒɆɘɎɝɋɗɐɔɋ ɕɔɊɘɈɋɖɌɊɋɓɎɋ 

ɍɆɕɖɔɗɆ ɓɆ ɑɔɉɆəɘ ɔɘ ɕɔɑɢɍɔɈɆɘɋɑɥè.  

ȫɗɑɎ ɓɆɗɘɖɔɏɐɆ ɆɐɘɎɈɎɖɔɈɆɓɆ, Ɉ ɗɑəɝɆɋ ɕɔɗɘəɕɑɋɓɎɥ ɍɆɕɖɔɗɆ ɓɆ ɑɔɉɆəɘ, 

ɎɓɎɜɎɎɖɔɈɆɓɓɔɉɔ ɕɔɑɢɍɔɈɆɘɋɑɋɒ Ɉ ɐɑɎɋɓɘɗɐɔɒ ɕɖɎɑɔɌɋɓɎɎ, Ɏ/ɎɑɎ 

ɕɖɎ ɕɔɗɘəɕɑɋɓɎɎ ɍɆɕɖɔɗɆ ɓɆ ɑɔɉɆəɘ, ɎɓɎɜɎɎɖɔɈɆɓɓɔɉɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɒ 

Ɉ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ, Ɉɡɕɔɑɓɥɋɘɗɥ ɆɈɘɔɒɆɘɎɝɋɗɐɔɋ 

ɕɔɊɘɈɋɖɌɊɋɓɎɋ ɑɔɉɆəɘɆ ɕɔɑɢɍɔɈɆɘɋɑɥ. 

ȫɗɑɎ ɓɆɗɘɖɔɏɐɆ ɓɋ ɆɐɘɎɈɎɖɔɈɆɓɆ, ɘɔ, ɕɖɎ ɕɔɗɘəɕɑɋɓɎɎ ɍɆɕɖɔɗɆ ɓɆ ɑɔɉɆəɘ, 

ɎɓɎɜɎɎɖɔɈɆɓɓɔɉɔ ɕɔɑɢɍɔɈɆɘɋɑɋɒ Ɉ ɐɑɎɋɓɘɗɐɔɒ ɕɖɎɑɔɌɋɓɎɎ, 

ɕɔɊɘɈɋɖɌɊɋɓɎɋ ɑɔɉɆəɘɆ ɕɔɑɢɍɔɈɆɘɋɑɥ ɓɋ Ɉɡɕɔɑɓɥɋɘɗɥ.  

 ȫɗɑɎ ɓɆɗɘɖɔɏɐɆ çȦɈɘɔɒɆɘɎɝɋɗɐɔɋ ɕɔɊɘɈɋɖɌɊɋɓɎɋ ɍɆɕɖɔɗɆ ɓɆ ɑɔɉɆəɘè 

ɓɋ ɆɐɘɎɈɓɆ, əɐɆɌɎɘɋ ɗɔɇɡɘɎɥ, ɕɖɎ ɐɔɘɔɖɡɛ ə ɕɔɑɢɍɔɈɆɘɋɑɥ Express ɇəɊɋɘ 

ɕɔɈɘɔɖɓɔ ɍɆɕɖɆɞɎɈɆɘɢɗɥ ɆəɘɋɓɘɎɚɎɐɆɜɎɥ ɓɆ ɐɔɖɕɔɖɆɘɎɈɓɔɒ ɗɋɖɈɋɖɋ 

Express  (ɘɆɇɑ. 57 ).  

ɘɆɇɑ. 57  

ȵɆɖɆɒɋɘɖ ȳɆɍɓɆɝɋɓɎɋ 

ȭɆɕɖɔɗ ɓɆ ɑɔɉɆəɘ 

ɕɖɎ ɔɘɐɑɤɝɋɓɎɎ 
əɝɋɘɓɔɏ ɍɆɕɎɗɎ 
ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ AD 

ȵɔɗɑɋ ɔɘɐɑɤɝɋɓɎɥ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɕɔɑɢɍɔɈɆɘɋɑɥ ɗɔɍɊɆɋɘ ɍɆɕɖɔɗ 

ɓɆ ɔɘɐɑɤɝɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɥ ɔɘ CTS. ȪɆɓɓɡɏ ɍɆɕɖɔɗ ɘɖɋɇəɋɘ 
ɕɔɊɘɈɋɖɌɊɋɓɎɥ Ɉ ɖɆɍɊɋɑɋ çȭɆɕɖɔɗɡ ɓɆ ɑɔɉɆəɘè, ɕɔɗɑɋ ɕɔɊɘɈɋɖɌɊɋɓɎɥ 
ɕɔɑɢɍɔɈɆɘɋɑɢ ɇəɊɋɘ ɆɈɘɔɒɆɘɎɝɋɗɐɎ ɔɘɐɑɤɝɋɓ ɔɘ CTS 

ȭɆɕɖɔɗ ɓɆ ɑɔɉɆəɘ 
ɕɖɎ ɇɑɔɐɎɖɔɈɐɋ 
ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ AD 

ȵɔɗɑɋ Ɉɖɋɒɋɓɓɔɏ ɇɑɔɐɎɖɔɈɐɎ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ AD 
ɗɔɍɊɆɋɘɗɥ ɍɆɕɖɔɗ ɓɆ ɔɘɐɑɤɝɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɥ ɔɘ CTS. Ȩɗɋ ɆɐɘɎɈɓɡɋ 
ɗɋɗɗɎɎ ɕɔɑɢɍɔɈɆɘɋɑɥ ɇəɊəɘ ɍɆɐɖɡɘɡ. ȪɆɓɓɡɏ ɍɆɕɖɔɗ ɘɖɋɇəɋɘ 
ɕɔɊɘɈɋɖɌɊɋɓɎɥ Ɉ ɖɆɍɊɋɑɋ çȭɆɕɖɔɗɡ ɓɆ ɑɔɉɆəɘè, ɕɔɗɑɋ ɕɔɊɘɈɋɖɌɊɋɓɎɥ 
ɕɔɑɢɍɔɈɆɘɋɑɢ ɇəɊɋɘ ɆɈɘɔɒɆɘɎɝɋɗɐɎ ɔɘɐɑɤɝɋɓ ɔɘ CTS 

ȭɆɕɖɔɗ ɓɆ ɑɔɉɆəɘ 
ɕɖɎ ɎɗɘɋɝɋɓɎɎ ɗɖɔɐɆ 
ɊɋɏɗɘɈɎɥ ɕɆɖɔɑɥ Ɉ AD 

ȫɗɑɎ ɗɖɔɐ ɊɋɏɗɘɈɎɥ ɕɆɖɔɑɥ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ AD Ɏɗɘɋɐ, ɗɔɍɊɆɋɘɗɥ ɍɆɕɖɔɗ 
ɓɆ ɔɘɐɑɤɝɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɥ ɔɘ CTS. Ȩɗɋ ɆɐɘɎɈɓɡɋ ɗɋɗɗɎɎ ɕɔɑɢɍɔɈɆɘɋɑɥ 
ɇəɊəɘ ɍɆɐɖɡɘɡ. ȪɆɓɓɡɏ ɍɆɕɖɔɗ ɘɖɋɇəɋɘ ɕɔɊɘɈɋɖɌɊɋɓɎɥ Ɉ ɖɆɍɊɋɑɋ 
çȭɆɕɖɔɗɡ ɓɆ ɑɔɉɆəɘè, ɕɔɗɑɋ ɕɔɊɘɈɋɖɌɊɋɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɢ ɇəɊɋɘ 
ɆɈɘɔɒɆɘɎɝɋɗɐɎ ɔɘɐɑɤɝɋɓ ɔɘ CTS 

ȭɆɕɖɔɗ ɓɆ ɑɔɉɆəɘ 
ɕɖɎ ɎɗɘɋɝɋɓɎɎ ɗɖɔɐɆ 
ɊɋɏɗɘɈɎɥ əɝɋɘɓɔɏ 
ɍɆɕɎɗɎ ɕɔɑɢɍɔɈɆɘɋɑɥ 
Ɉ AD 

ȫɗɑɎ ɗɖɔɐ ɊɋɏɗɘɈɎɥ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ AD Ɏɗɘɋɐ, ɗɔɍɊɆɋɘɗɥ 
ɍɆɕɖɔɗ ɓɆ ɔɘɐɑɤɝɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɥ ɔɘ CTS. Ȩɗɋ ɆɐɘɎɈɓɡɋ ɗɋɗɗɎɎ 
ɕɔɑɢɍɔɈɆɘɋɑɥ ɇəɊəɘ ɍɆɐɖɡɘɡ. ȪɆɓɓɡɏ ɍɆɕɖɔɗ ɘɖɋɇəɋɘ ɕɔɊɘɈɋɖɌɊɋɓɎɥ 
Ɉ ɖɆɍɊɋɑɋ çȭɆɕɖɔɗɡ ɓɆ ɑɔɉɆəɘè, ɕɔɗɑɋ ɕɔɊɘɈɋɖɌɊɋɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɢ 
ɇəɊɋɘ ɆɈɘɔɒɆɘɎɝɋɗɐɎ ɔɘɐɑɤɝɋɓ ɔɘ CTS 

ȭɆɕɖɔɗ ɓɆ ɑɔɉɆəɘ 
ɕɖɎ ɎɗɐɑɤɝɋɓɎɎ 
Ɏɍ ɈɡɇɔɖɐɎ 
ɗɎɓɛɖɔɓɎɍɆɜɎɎ ɗ AD 

ȫɗɑɎ əɝɋɘɓɆɥ ɍɆɕɎɗɢ ɕɔɑɢɍɔɈɆɘɋɑɥ ɎɗɐɑɤɝɋɓɆ Ɏɍ ɉɖəɕɕɡ, ɗɔɍɊɆɋɘɗɥ 
ɍɆɕɖɔɗ ɓɆ ɔɘɐɑɤɝɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɥ ɔɘ CTS. Ȩɗɋ ɆɐɘɎɈɓɡɋ ɗɋɗɗɎɎ 
ɕɔɑɢɍɔɈɆɘɋɑɥ ɇəɊəɘ ɍɆɐɖɡɘɡ. ȪɆɓɓɡɏ ɍɆɕɖɔɗ ɘɖɋɇəɋɘ ɕɔɊɘɈɋɖɌɊɋɓɎɥ 
Ɉ ɖɆɍɊɋɑɋ çȭɆɕɖɔɗɡ ɓɆ ɑɔɉɆəɘè, ɕɔɗɑɋ ɕɔɊɘɈɋɖɌɊɋɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɢ 
ɇəɊɋɘ ɆɈɘɔɒɆɘɎɝɋɗɐɎ ɔɘɐɑɤɝɋɓ ɔɘ CTS 

ȭɆɕɖɔɗ ɓɆ ɑɔɉɆəɘ 
ɕɖɎ ɎɍɒɋɓɋɓɎɎ 
ɕɆɖɔɑɥ Ɉ AD 

ȫɗɑɎ ɕɆɖɔɑɢ ɔɘ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ AD Ɏɍɒɋɓɋɓ, ɗɔɍɊɆɋɘɗɥ 
ɍɆɕɖɔɗ ɓɆ ɔɘɐɑɤɝɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɥ ɔɘ CTS. Ȩɗɋ ɆɐɘɎɈɓɡɋ ɗɋɗɗɎɎ 
ɕɔɑɢɍɔɈɆɘɋɑɥ ɇəɊəɘ ɍɆɐɖɡɘɡ. ȪɆɓɓɡɏ ɍɆɕɖɔɗ ɘɖɋɇəɋɘ ɕɔɊɘɈɋɖɌɊɋɓɎɥ 
Ɉ ɖɆɍɊɋɑɋ çȭɆɕɖɔɗɡ ɓɆ ɑɔɉɆəɘè, ɕɔɗɑɋ ɕɔɊɘɈɋɖɌɊɋɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɢ 
ɇəɊɋɘ ɆɈɘɔɒɆɘɎɝɋɗɐɎ ɔɘɐɑɤɝɋɓ ɔɘ CTS 

ȭɆɕɖɔɗ ɓɆ ɑɔɉɆəɘ 
ɕɖɎ ɔɘɐɑɤɝɋɓɎɎ 
əɝɋɘɓɔɏ ɍɆɕɎɗɎ 
ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ AD 
LDS 

ȫɗɑɎ əɝɋɘɓɆɥ ɍɆɕɎɗɢ ɕɔɑɢɍɔɈɆɘɋɑɥ ɍɆɇɑɔɐɎɖɔɈɆɓɆ, ɗɔɍɊɆɋɘɗɥ ɍɆɕɖɔɗ 
ɓɆ ɔɘɐɑɤɝɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɥ ɔɘ CTS. Ȩɗɋ ɆɐɘɎɈɓɡɋ ɗɋɗɗɎɎ 
ɕɔɑɢɍɔɈɆɘɋɑɥ ɇəɊəɘ ɍɆɐɖɡɘɡ. ȪɆɓɓɡɏ ɍɆɕɖɔɗ ɘɖɋɇəɋɘ ɕɔɊɘɈɋɖɌɊɋɓɎɥ 
Ɉ ɖɆɍɊɋɑɋ çȭɆɕɖɔɗɡ ɓɆ ɑɔɉɆəɘè, ɕɔɗɑɋ ɕɔɊɘɈɋɖɌɊɋɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɢ 
ɇəɊɋɘ ɆɈɘɔɒɆɘɎɝɋɗɐɎ ɔɘɐɑɤɝɋɓ ɔɘ CTS 
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 Ȩ ɕɖɆɈɔɏ ɐɔɑɔɓɐɋ əɐɆɌɎɘɋ ɆɘɖɎɇəɘɡ, ɐɔɘɔɖɡɋ ɇəɊəɘ ɔɘɔɇɖɆɌɆɘɢɗɥ 

Ɉ ɐɆɖɘɔɝɐɋ ɕɔɑɢɍɔɈɆɘɋɑɥ. ȵɔɊɖɔɇɓɋɋ ɊɆɓɓɆɥ ɓɆɗɘɖɔɏɐɆ ɔɕɎɗɆɓɆ ɓɎɌɋ.   

 ȨɡɇɋɖɎɘɋ ɒɋɘɔɊ ɆɈɘɔɖɎɍɆɜɎɎ: əɕɖɔɟɋɓɓɆɥ ɎɑɎ ɝɋɖɋɍ NTLM, ɓɆɌɆɈ 

ɓɆ ɐɓɔɕɐə çSimple è ɎɑɎ çNTLMè.  

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè Ɋɑɥ ɗɔɛɖɆɓɋɓɎɥ ɎɍɒɋɓɋɓɎɏ.  

ȫɗɑɎ Ɉɗɋ ɓɆɗɘɖɔɏɐɎ əɐɆɍɆɓɡ ɕɖɆɈɎɑɢɓɔ, Ɉ ɘɋɝɋɓɎɋ ɘɖɋɛ ɝɆɗɔɈ ɗɕɎɗɔɐ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɕɔɥɈɎɘɗɥ Ɉ ɖɆɍɊɋɑɋ çȵɔɑɢɍɔɈɆɘɋɑɎè. 

Ȫɑɥ ɈɡɕɔɑɓɋɓɎɥ ɗɎɓɛɖɔɓɎɍɆɜɎɎ ɗ LDAP  ɓɆɌɒɎɘɋ çȷɎɓɛɖɔɓɎɍɎɖɔɈɆɘɢè. 

Ȫɑɥ əɊɆɑɋɓɎɥ ɎɍɒɋɓɋɓɎɏ ɓɆɌɒɎɘɋ çȹɊɆɑɎɘɢè.  

Ȩ ɗɑəɝɆɋ ɈɔɍɓɎɐɓɔɈɋɓɎɥ ɕɖɔɇɑɋɒ ɕɖɎ ɗɎɓɛɖɔɓɎɍɆɜɎɎ ɕɖɔɈɋɖɢɘɋ 

ɐɔɖɖɋɐɘɓɔɗɘɢ ɕɔɑəɝɋɓɓɡɛ ɊɆɓɓɡɛ Ɏɍ AD ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ ldapsearch  

(ɐɖɆɗɓɡɒ ɜɈɋɘɔɒ ɈɡɊɋɑɋɓɡ ɕɆɖɆɒɋɘɖɡ, ɐɔɘɔɖɡɋ ɘɖɋɇəɋɘɗɥ ɍɆɒɋɓɎɘɢ 

Ɉ ɗɔɔɘɈɋɘɗɘɈɎɎ ɗ ɓɆɗɘɖɔɏɐɆɒɎ ɕɔɊɐɑɤɝɋɓɎɥ ɐ AD):  

$ ldapsearch - v - h myhost . mydomain . mytld - p 389 - D ' mydomain \ myuser ' 

- W - b " cn=Users , dc=mydomain , dc=mytld " - s sub 

" (&( objectCategory =person )( objectClass =user )( memberOf:1.2.840.113556.

1.4.1941:= CN=ExpressUsers , CN=Users , DC=mydomain , DC=mytld )) " - x 

ŕǐǅǌǀǗƹǍǅǀː ŅǋǩOS Ubuntu ƻǀǐǑǅǅ ʵʽ ǅ ƻǞǙǀ, ƹ ǒƹǉǃǀ Ǐǐǅ ƻǎǄǍǅǉǍǎƻǀǍǅǅ ǎǙǅƺǉǅ
Ǎƹ ƿǐǓƼǅǖOS, ƻǞǏǎǋǍǅǒǀ ǑǋǀƿǓǨǚǓǨ ǉǎǌƹǍƿǓˊ 

$ ldapsearch - v - H myhost . mydomain . mytld - p 389 - D ' mydomain \ myuser ' - W - b 

" cn=Users , dc=mydomain , dc=mytld " - s sub 

" (&( objectCategory =person )( objectClass =user )( memberOf:1.2.840.113556.1.4.1941

:= CN=ExpressUsers , CN=Users , DC=mydomain , DC=mytld )) " - x 

Ȫɑɥ ɕɖɋɊɔɗɘɆɈɑɋɓɎɥ ɊɔɗɘəɕɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɐ Express  ɗɔɍɊɆɏɘɋ ɉɖəɕɕɡ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ Express  Ɉ Active  Directory . ȸɎɕ ɉɖəɕɕɡ ð çSecurity è, 

ɈɎɊɎɒɔɗɘɢ ɉɖəɕɕɡ ð çUniversal è. 

ȵɖɎ ɎɓɘɋɉɖɆɜɎɎ Express  ɗ ɐɔɖɕɔɖɆɘɎɈɓɡɒ ɐɆɘɆɑɔɉɔɒ ɓɆ ɇɆɍɋ LDAP-

ɗɔɈɒɋɗɘɎɒɔɉɔ ɗɋɖɈɋɖɆ ɗɔɍɊɆɏɘɋ əɝɋɘɓəɤ ɍɆɕɎɗɢ ɗ ɕɖɆɈɆɒɎ ɝɘɋɓɎɥ ɐɆɘɆɑɔɉɆ. 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɈɎɊɎɒɔɗɘɎ ɕɔɑɋɏ ɕɖɔɚɎɑɥ: 

 ȵɋɖɋɏɊɎɘɋ Ɉ ɖɆɍɊɋɑ çȳɆɗɘɖɔɏɐɎ ɈɎɊɎɒɔɗɘɎ ɕɔɑɋɏè. 

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ çȨɎɊɎɒɔɗɘɢ ɕɔɑɋɏ ɕɖɔɚɎɑɥè (ɖɎɗ. 44 ) :  
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ɖɎɗ. 44  

 ȹɗɘɆɓɔɈɎɘɋ ɍɓɆɝɋɓɎɥ ɐɔɖɕɔɖɆɘɎɈɓɡɛ ɕɋɖɋɒɋɓɓɡɛ ɕɖɔɚɎɑɥ Ɉ ɕɔɑɥɛ ɊɔɗɘəɕɆ. 

ȰɔɖɕɔɖɆɘɎɈɓɡɋ ɕɋɖɋɒɋɓɓɡɋ ɕɖɔɚɎɑɥ ɆɈɘɔɒɆɘɎɝɋɗɐɎ ɍɆɕɔɑɓɥɤɘɗɥ ɍɓɆɝɋɓɎɥɒɎ 

Ɏɍ ɇɆɍɡ AD Ɏ Ɋɔɗɘəɕɓɡ Ɋɑɥ ɕɖɔɗɒɔɘɖɆ Ɉ ɕɖɎɑɔɌɋɓɎɎ Ɉ ɐɆɖɘɔɝɐɋ ɝɆɘɆ. 

ȴɕɎɗɆɓɎɋ əɖɔɈɓɥ ɊɔɗɘəɕɆ ɐ ɊɆɓɓɡɒ ɕɖɋɊɗɘɆɈɑɋɓɔ Ɉ ɘɆɇɑ. 58 :  

ɘɆɇɑ. 58  

ȳɆɍɈɆɓɎɋ ɕɔɑɥ ȰɔɒɒɋɓɘɆɖɎɏ 

ȳɎɐɔɒə ȭɓɆɝɋɓɎɋ ɊɆɓɓɔɉɔ ɕɔɑɥ ɓɋɊɔɗɘəɕɓɔ Ɋɑɥ ɕɖɔɗɒɔɘɖɆ 
Ɉ ɕɖɎɑɔɌɋɓɎɎ 

ȸɔɑɢɐɔ Ɋɑɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 
ɗ ɘɔɉɔ Ɍɋ CTS 

ȭɓɆɝɋɓɎɋ ɊɆɓɓɔɉɔ ɕɔɑɥ Ɋɔɗɘəɕɓɔ Ɋɑɥ ɕɖɔɗɒɔɘɖɆ Ɉ ɕɖɎɑɔɌɋɓɎɎ 
ɘɔɑɢɐɔ ɕɔɑɢɍɔɈɆɘɋɑɥɒ, ɍɆɖɋɉɎɗɘɖɎɖɔɈɆɓɓɡɒ ɓɆ ɊɆɓɓɔɒ 
ɐɔɖɕɔɖɆɘɎɈɓɔɒ ɗɋɖɈɋɖɋ 

ȸɔɑɢɐɔ Ɋɑɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

ɗ ɘɖɆɗɘɔɈɡɛ CTS 

ȭɓɆɝɋɓɎɋ ɊɆɓɓɔɉɔ ɕɔɑɥ Ɋɔɗɘəɕɓɔ Ɋɑɥ ɕɖɔɗɒɔɘɖɆ Ɉ ɕɖɎɑɔɌɋɓɎɎ 

ɘɔɑɢɐɔ ɕɔɑɢɍɔɈɆɘɋɑɥɒ, ɍɆɖɋɉɎɗɘɖɎɖɔɈɆɓɓɡɒ: 

¶ ɓɆ ɊɆɓɓɔɒ ɐɔɖɕɔɖɆɘɎɈɓɔɒ ɗɋɖɈɋɖɋ; 

¶ ɗɋɖɈɋɖɆɛ, ɗ ɐɔɘɔɖɡɒɎ əɗɘɆɓɔɈɑɋɓɔ ɘɖɆɗɘɔɈɔɋ ɗɔɋɊɎɓɋɓɎɋ 

ȸɔɑɢɐɔ Ɋɑɥ 
ɐɔɖɕɔɖɆɘɎɈɓɡɛ 
ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

ȭɓɆɝɋɓɎɋ ɊɆɓɓɔɉɔ ɕɔɑɥ Ɋɔɗɘəɕɓɔ Ɋɑɥ ɕɖɔɗɒɔɘɖɆ Ɉ ɕɖɎɑɔɌɋɓɎɎ 
Ɉɗɋɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ, ɍɆɖɋɉɎɗɘɖɎɖɔɈɆɓɓɡɒ Ɉ ɐɔɖɕɔɖɆɘɎɈɓɔɒ 
ɗɋɘɋɈɔɒ ɗɋɉɒɋɓɘɋ 

Ȫɑɥ Ɉɗɋɛ ȭɓɆɝɋɓɎɋ ɊɆɓɓɔɉɔ ɕɔɑɥ Ɋɔɗɘəɕɓɔ Ɋɑɥ ɕɖɔɗɒɔɘɖɆ Ɉ ɕɖɎɑɔɌɋɓɎɎ 
Ɉɗɋɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒ 

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè. 

ȳɆɗɘɖɔɋɓɓɡɋ ɕɔɑɥ ɗɘɆɓəɘ Ɋɔɗɘəɕɓɡ Ɋɑɥ əɐɆɍɆɓɓɡɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ. 

Ȩ Ɉɋɖɛɓɋɏ ɝɆɗɘɎ ɣɐɖɆɓɆ ɕɔɥɈɎɘɗɥ ɗɎɗɘɋɒɓɔɋ ɗɔɔɇɟɋɓɎɋ çȳɆɗɘɖɔɏɐɎ 

ɈɎɊɎɒɔɗɘɎ ɕɔɑɋɏ ɕɖɔɚɎɑɥ ɗɔɛɖɆɓɋɓɡè. 
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ȳȦȷȸȶȴȯȰȦ E- MAIL  

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɖɋɉɎɗɘɖɆɜɎɎ ɕɔ ɒɆɗɐɋ e- mail :  

 ȵɋɖɋɏɊɎɘɋ ɓɆ ɈɐɑɆɊɐə çȳɆɗɘɖɔɏɐɎ ɖɋɉɎɗɘɖɆɜɎɎè ᴼ çE-mail è.  

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ çȳɆɗɘɖɔɏɐɎ e- mail è (ɖɎɗ. 45 ).  

 ȨɈɋɊɎɘɋ ɒɆɗɐə e- mail  Ɉ ɕɔɑɋ, Ɏɗɕɔɑɢɍəɥ ɖɋɉəɑɥɖɓɔɋ ɈɡɖɆɌɋɓɎɋ 

(ɓɆɕɖɎɒɋɖ, ^.*?@ corporate . local ) . 

 ȭɆɊɆɏɘɋ ɒɆɐɗɎɒɆɑɢɓɔɋ ɐɔɑɎɝɋɗɘɈɔ ɕɔɕɡɘɔɐ ɈɈɔɊɆ ɕɆɖɔɑɥ Ɏ ɒɆɐɗɎɒɆɑɢɓɔɋ 

ɐɔɑɎɝɋɗɘɈɔ ɕɔɕɡɘɔɐ ɔɘɕɖɆɈɐɎ ɐɔɊɆ ɓɆ e-mail  Ɋɔ ɇɑɔɐɎɖɔɈɐɎ. 

ȵɔ əɒɔɑɝɆɓɎɤ ɍɓɆɝɋɓɎɋ Ɉ ɕɔɑɋ çȲɆɐɗɎɒɆɑɢɓɔɋ ɐɔɑɎɝɋɗɘɈɔ ɕɔɕɡɘɔɐ ɔɘɕɖɆɈɐɎ 

ɐɔɊɆ Ɋɔ ɇɑɔɐɎɖɔɈɐɎè ɇɑɔɐɎɖɔɈɐɎ ɖɆɈɓɔ 3. ȭɓɆɝɋɓɎɋ Ɉ ɕɔɑɋ ɓɋ ɒɔɌɋɘ ɇɡɘɢ 

ɕəɗɘɡɒ ɎɑɎ ɖɆɈɓɡɒ 0. 

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè. 

  

ɖɎɗ. 45  

ȵɔɗɑɋ əɗɕɋɞɓɔɉɔ ɗɔɛɖɆɓɋɓɎɥ ɎɍɒɋɓɋɓɎɏ Ɉ Ɉɋɖɛɓɋɏ ɝɆɗɘɎ ɣɐɖɆɓɆ ɕɔɥɈɎɘɗɥ 

ɗɎɗɘɋɒɓɔɋ ɗɔɔɇɟɋɓɎɋ çȳɆɗɘɖɔɏɐɎ ɖɋɉɎɗɘɖɆɜɎɎ ɕɔ ɒɆɗɐɋ e-mail  ɗɔɛɖɆɓɋɓɡè. 

Ȫɑɥ ɖɆɍɇɑɔɐɎɖɔɈɐɎ ɕɔɑɢɍɔɈɆɘɋɑɥ ɈɈɋɊɎɘɋ IP-ɆɊɖɋɗ ɕɔɑɢɍɔɈɆɘɋɑɥ 

Ɉ ɔɇɑɆɗɘɎ çȶɆɍɇɑɔɐɎɖɔɈɆɘɢ IP ɆɊɖɋɗè Ɏ ɓɆɌɒɎɘɋ çȶɆɍɇɑɔɐɎɖɔɈɆɘɢè 

(ɖɎɗ. 46 ).  

  

ɖɎɗ. 46  

Ȫɑɥ ɖɆɍɇɑɔɐɎɖɔɈɐɎ ɉɖəɕɕɡ ɕɔɑɢɍɔɈɆɘɋɑɋɏ, ɎɗɕɔɑɢɍəɤɟɎɛ ɔɊɓə 

IP -ɒɆɗɐə, ɈɈɋɊɎɘɋ IP-ɒɆɗɐə Ɉ ɔɇɑɆɗɘɎ çȧɋɑɡɏ ɗɕɎɗɔɐ IP-ɒɆɗɔɐè Ɏ 

ɓɆɌɒɎɘɋ çȪɔɇɆɈɎɘɢè (ɖɎɗ. 47 ) . 

mailto:%5e.*?@corporate.local
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IP-ɒɆɗɐɆ ɕɔɥɈɎɘɗɥ Ɉ ɗɕɎɗɐɋ ɓɎɌɋ. ȵɔɑɢɍɔɈɆɘɋɑɎ, ɎɗɕɔɑɢɍəɤɟɎɋ ɊɆɓɓəɤ 

IP-ɒɆɗɐə, ɓɋ ɇəɊəɘ ɇɑɔɐɎɖɔɈɆɘɢɗɥ ɕɖɎ ɕɖɋɈɡɞɋɓɎɎ ɐɔɑɎɝɋɗɘɈɆ ɕɔɕɡɘɔɐ 

ɈɈɔɊɆ ɕɆɖɔɑɥ Ɏ ɐɔɑɎɝɋɗɘɈɆ ɕɔɕɡɘɔɐ ɔɘɕɖɆɈɐɎ ɐɔɊɆ Ɋɔ ɇɑɔɐɎɖɔɈɐɎ. 

Ȫɑɥ əɊɆɑɋɓɎɥ IP-ɒɆɗɐɎ Ɏɍ ɗɕɎɗɐɆ ɓɆɌɒɎɘɋ  .  

  

ɖɎɗ. 47  

ȳȦȷȸȶȴȯȰȦ OPENID  

ŕǐǅǌǀǗƹǍǅǀː ŕǀǐǀƿ ǍƹǑǒǐǎǆǉǎǆOpenID Ǎǀǎƺǖǎƿǅǌǎ ǍƹǑǒǐǎǅǒǜ ǅǍǒǀƼǐƹǘǅǨCTS ǅKeycloak. 
ŗǌ. ŋxǍǒǀƼǐƹǘǅǩCTS ǅKeycloak .ʕ 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ OpenID :  

 ȵɋɖɋɏɊɎɘɋ Ɉ ɖɆɍɊɋɑ çȳɆɗɘɖɔɏɐɆ ɖɋɉɎɗɘɖɆɜɎɎè  OçOpenID è.  

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ ɓɆɗɘɖɔɏɐɎ ɕɆɖɆɒɋɘɖɔɈ ɖɋɉɎɗɘɖɆɜɎɎ ɝɋɖɋɍ OpenID  (ɖɎɗ. 48 ).  

 ȭɆɕɔɑɓɎɘɋ ɕɔɑɥ (ɘɆɇɑ. 59 ):  

ɘɆɇɑ. 59  

ȵɔɑɋ ȴɕɎɗɆɓɎɋ 

OpenID ɕɖɔɈɆɏɊɋɖ ȵɋɖɋɐɑɤɝɆɘɋɑɢ ɆɈɘɔɕɔɊɗɘɆɓɔɈɐɎ ɕɖɋɚɎɐcɆ /auth  Ɉ ɍɆɕɖɔɗɡ 

ɐ ɐɋɏɐɑɔɐ. Ȫɑɥ ɈɋɖɗɎɏ ɓɎɌɋ 17 ɊɔɇɆɈɑɥɋɘɗɥ ɕɖɋɚɎɐɗ 

Ȼɔɗɘ OpenID  URL ɕɔ ɐɔɘɔɖɔɒə Ɋɔɗɘəɕɋɓ Keylcloak  (ɈɐɑɤɝɆɋɘ Ɉ ɗɋɇɥ 
ɔɇɥɍɆɘɋɑɢɓɡɏ ɕɖɔɘɔɐɔɑ), ɓɆɕɖɎɒɋɖ ð https :// openid .provider .com  

ȵɔɖɘ OpenID  ȵɔɖɘ, ɓɆ ɐɔɘɔɖɔɒ Keycloak  ɕɖɎɓɎɒɆɋɘ ɍɆɕɖɔɗɡ, ɓɆɕɖɎɒɋɖ ð 8443  

ID Realm OpenID  Ȯɒɥ ɖɋɆɑɒɆ Ɉ ɐɔɘɔɖɡɏ ɇəɊɋɘ ɕɔɊɐɑɤɝɋɓ CTS, ɓɆɕɖɎɒɋɖ ð Express  

ID ɐɑɎɋɓɘɆ OpenID  ID  ɐɑɎɋɓɘɆ, ɐ ɐɔɘɔɖɔɒə ɇəɊɋɘ ɔɇɖɆɟɆɘɗɥ CTS, ɓɆɕɖɎɒɋɖ ð cts -
adintegration  

Secret ɐɑɎɋɓɘɆ OpenID  ȷɋɐɖɋɘɓɡɏ ɐɑɤɝ ɐɑɎɋɓɘɆ, əɐɆɍɆɓɓɡɏ Ɉ ɒɋɓɤ credentials  Keycloak , 
ɓɆɕɖɎɒɋɖ ð aNicQoU 5k8UK7BZsUJYaegT 493 e8pYaX 

ȶɋɊɎɖɋɐɘ URI OpenID  URI CTS, ɓɆ ɐɔɘɔɖɡɏ ɇɖɆəɍɋɖ ɇəɊɋɘ ɕɋɖɋɓɆɕɖɆɈɑɥɘɢ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɕɔɗɑɋ əɗɕɋɞɓɔɉɔ ɈɛɔɊɆ Ɉ ɗɎɗɘɋɒə, ɓɆɕɖɎɒɋɖ ð 
https :// cts .express / api / v1/ ad_integration / openid / success  

ȨɔɍɒɔɌɓɡɋ ɖɋɊɎɖɋɐɘ URIs 

OpenID  

ȵɋɖɋɝɋɓɢ URL ɆɊɖɋɗɔɈ WEB-ɐɑɎɋɓɘɔɈ, ɗ ɐɔɘɔɖɡɛ ɖɆɍɖɋɞɋɓɔ 

ɕɋɖɋɓɆɕɖɆɈɑɋɓɎɋ (ɝɋɖɋɍ ɍɆɕɥɘəɤ). Ȯɗɕɔɑɢɍəɋɘɗɥ ɘɔɑɢɐɔ Ɉ ɗɑəɝɆɋ 
ɔɘɐɑɤɝɋɓɎɥ iframe  ɔɐɓɆ Ɉ ɐɑɎɋɓɘɗɐɎɛ ɕɖɎɑɔɌɋɓɎɥɛ web / desktop . 
ȳɆɕɖɎɒɋɖ ð https :// web -beta .express ,https :// web .express  

ȸɎɕ ɔɘɈɋɘɆ OpenID  ȭɓɆɝɋɓɎɋ ɕɆɖɆɒɋɘɖɆ response_type OpenID Connect. ȭɓɆɝɋɓɎɋ 

ɈɗɋɉɊɆ əɐɆɍɡɈɆɋɘɗɥ çcodeè 

OpenID scope  ȷɕɎɗɔɐ ɖɆɍɊɋɑɋɓɓɡɛ ɕɖɔɇɋɑɆɒɎ ɔɇɑɆɗɘɋɏ, ɐɔɘɔɖɡɋ 
ɍɆɕɖɆɞɎɈɆɤɘɗɥ ɗ ɕɔɒɔɟɢɤ ɕɆɖɆɒɋɘɖɆ scope, ɓɆɕɖɎɒɋɖ, openid  
express -scopes  email  offline _access  roles  

ȸɖɋɇəɋɒɆɥ ɖɔɑɢ OpenID  ȹɐɆɍɡɈɆɋɘɗɥ Ɏɒɥ ɖɔɑɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ, ɖɆɍɖɋɞɋɓɓɔɋ ɐ ɈɛɔɊə 
Ɉ CTS, ɓɆɕɖɎɒɋɖ, user _cts01  

ȵəɘɢ Ɋɔ ɗɕɎɗɐɆ ɖɔɑɋɏ. 
ȮɗɕɔɑɢɍɔɈɆɘɢ ɘɔɝɐə 
Ɋɑɥ ɈɑɔɌɋɓɓɡɛ ɕəɘɋɏ, 
ɓɆɕɖ. "path .role " 

ȵəɘɢ, ɕɔ ɐɔɘɔɖɔɒə ɓɆɛɔɊɎɘɗɥ ɗɕɎɗɔɐ ɖɔɑɋɏ, ɓɆɕɖɎɒɋɖ, 
realm _access .roles  

Ȩɖɋɒɥ ɔɌɎɊɆɓɎɥ ɔɘɈɋɘɆ 
ɕɖɎ ɆɗɎɓɛɖɔɓɓɔɒ 
ɔɇɓɔɈɑɋɓɎɎ 
(Ɉ ɒɎɑɑɎɗɋɐəɓɊɆɛ) 

Ȩɖɋɒɥ ɔɌɎɊɆɓɎɥ ɔɘɈɋɘɆ ɔɘ Keycloak , ɓɆɕɖɎɒɋɖ, 5000  

ȵɖɋɊɍɆɕɔɑɓɋɓɎɋ ɑɔɉɎɓɆ 
OpenID  

Ȩɡɇɔɖ ɖɋɌɎɒɆ ɍɆɕɔɑɓɋɓɎɥ ɕɔɑɥ ɑɔɉɎɓ Ɉ ɚɔɖɒɋ ȨȻȴȪȦ Keycloak  

https://openid.provider.com/
https://cts.express/api/v1/ad_integration/openid/success
http://web-beta.express/
https://web.express/
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ȵɔɑɋ ȴɕɎɗɆɓɎɋ 

ȲɋɘɔɊ ɆɈɘɔɖɎɍɆɜɎɎ 
əɗɘɖɔɏɗɘɈɆ 

ȸɎɕ ɆɈɘɔɖɎɍɆɜɎɎ ɐɑɎɋɓɘɗɐɎɛ ɕɖɎɑɔɌɋɓɎɏ ɕɔ QR-ɐɔɊə, ɓɆɕɖɎɒɋɖ, 
CIBA 

 

 

ɖɎɗ. 48  

ŕǐǅǌǀǗƹǍǅǀː Ł Ǐǎǋǀ ˣOpenID scopeˤ ǐǀǉǎǌǀǍƿǓǀǒǑǩ ǓǉƹǄƹǒǜ ǄǍƹǗǀǍǅǀ ǅǄ Ǒǒǐǎǉǅ ˣscopeˤ
ǉǎǍǑǎǋǅ ƹƿǌǅǍǅǑǒǐƹǒǎǐƹKeycloakː ũǒǎ Ǎǀǎƺǖǎƿǅǌǎ ƿǋǩ ǏǎǋǓǗǀǍǅǩ ǑǏǅǑǉƹ
ǏǀǐǀƿƹƻƹǀǌǎƼǎ sxcopeˤ ː

ŅǋǩǣǒǎƼǎ ǎǒǉǐǎǆǒǀ ǉǎǍǑǎǋǜ ƹƿǌǅǍǅǑǒǐƹǒǎǐƹKeycloakˋ Ǐǀǐǀǆƿǅǒǀ ƻ ǐƹǄƿǀǋ
Cxlients  ʕŸClient scopesŸClient IDŸEvaluateŸGenerated access tokenŸǑǒǐǎǉƹsxcopeˤ
ǅ ǑǉǎǏǅǐǓǆǒǀ ǄǍƹǗǀǍǅǀ(ǐǅǑː49). 

 ȦɐɘɎɈɎɖəɏɘɋ ɓɆɗɘɖɔɏɐə çȦɈɘɔɒɆɘɎɝɋɗɐɔɋ ɕɔɊɘɈɋɖɌɊɋɓɎɋ ɍɆɕɖɔɗɆ 

ɓɆ ɑɔɉɆəɘè Ɋɑɥ ɆɈɘɔɒɆɘɎɝɋɗɐɔɉɔ ɕɔɊɘɈɋɖɌɊɋɓɎɥ ɑɔɉɆəɘɆ. ȳɆɗɘɖɔɏɐɆ 

ɗɖɆɇɔɘɆɋɘ ɕɖɎ ɕɔɥɈɑɋɓɎɎ ɗɔɇɡɘɎɏ, ɈɡɇɖɆɓɓɡɛ Ɏɍ ɗɕɎɗɐɆ ɓɎɌɋ (ɘɆɇɑ. 60 ).  



 

ȯɓɠɢɜɒ 3. 50 

13. 10.202 5 

106  

 ȦɐɘɎɈɎɖəɏɘɋ ɓɆɗɘɖɔɏɐə çȨɐɑɤɝɎɘɢ ɆɈɘɔɒɆɘɎɝɋɗɐɔɋ ɕɔɊɘɈɋɖɌɊɋɓɎɋ 

ɍɆɕɖɔɗɆ ɓɆ ɑɔɉɆəɘ ɔɘ ɕɔɑɢɍɔɈɆɘɋɑɥè.  

ȫɗɑɎ ɓɆɗɘɖɔɏɐɆ ɆɐɘɎɈɎɖɔɈɆɓɆ, Ɉ ɗɑəɝɆɋ ɕɔɗɘəɕɑɋɓɎɥ ɍɆɕɖɔɗɆ ɓɆ ɑɔɉɆəɘ, 

ɎɓɎɜɎɎɖɔɈɆɓɓɔɉɔ ɕɔɑɢɍɔɈɆɘɋɑɋɒ Ɉ ɐɑɎɋɓɘɗɐɔɒ ɕɖɎɑɔɌɋɓɎɎ, Ɏ/ɎɑɎ 

ɕɖɎ ɕɔɗɘəɕɑɋɓɎɎ ɍɆɕɖɔɗɆ ɓɆ ɑɔɉɆəɘ, ɎɓɎɜɎɎɖɔɈɆɓɓɔɉɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɔɒ 

Ɉ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ, Ɉɡɕɔɑɓɥɋɘɗɥ ɆɈɘɔɒɆɘɎɝɋɗɐɔɋ 

ɕɔɊɘɈɋɖɌɊɋɓɎɋ ɑɔɉɆəɘɆ ɕɔɑɢɍɔɈɆɘɋɑɥ. 

ȫɗɑɎ ɓɆɗɘɖɔɏɐɆ ɓɋ ɆɐɘɎɈɎɖɔɈɆɓɆ, ɘɔ, ɕɖɎ ɕɔɗɘəɕɑɋɓɎɎ ɍɆɕɖɔɗɆ ɓɆ ɑɔɉɆəɘ, 

ɎɓɎɜɎɎɖɔɈɆɓɓɔɉɔ ɕɔɑɢɍɔɈɆɘɋɑɋɒ Ɉ ɐɑɎɋɓɘɗɐɔɒ ɕɖɎɑɔɌɋɓɎɎ, 

ɕɔɊɘɈɋɖɌɊɋɓɎɋ ɑɔɉɆəɘɆ ɕɔɑɢɍɔɈɆɘɋɑɥ ɓɋ Ɉɡɕɔɑɓɥɋɘɗɥ. 

 ȫɗɑɎ ɓɆɗɘɖɔɏɐɆ çȦɈɘɔɒɆɘɎɝɋɗɐɔɋ ɕɔɊɘɈɋɖɌɊɋɓɎɋ ɍɆɕɖɔɗɆ ɓɆ ɑɔɉɆəɘè 

ɓɋ ɆɐɘɎɈɓɆ, əɐɆɌɎɘɋ ɗɔɇɡɘɎɥ, ɕɖɎ ɐɔɘɔɖɡɛ ə ɕɔɑɢɍɔɈɆɘɋɑɥ Express ɇəɊɋɘ 

ɕɔɈɘɔɖɓɔ ɍɆɕɖɆɞɎɈɆɘɢɗɥ ɆəɘɋɓɘɎɚɎɐɆɜɎɥ ɓɆ ɐɔɖɕɔɖɆɘɎɈɓɔɒ ɗɋɖɈɋɖɋ 

Express ( ɘɆɇɑ. 60 ).  

ɘɆɇɑ. 60  

ȵɆɖɆɒɋɘɖ ȳɆɍɓɆɝɋɓɎɋ 

ȭɆɕɖɔɗ ɓɆ ɑɔɉɆəɘ 

ɕɖɎ ɇɑɔɐɎɖɔɈɐɋ 
ɕɔɑɢɍɔɈɆɘɋɑɥ  

ȵɔɗɑɋ Ɉɖɋɒɋɓɓɔɏ ɇɑɔɐɎɖɔɈɐɎ əɝɋɘɓɔɏ ɍɆɕɎɗɎ ɕɔɑɢɍɔɈɆɘɋɑɥ ɗɔɍɊɆɋɘɗɥ 

ɍɆɕɖɔɗ ɓɆ ɔɘɐɑɤɝɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɥ ɔɘ CTS. Ȩɗɋ ɆɐɘɎɈɓɡɋ ɗɋɗɗɎɎ 
ɕɔɑɢɍɔɈɆɘɋɑɥ ɇəɊəɘ ɍɆɐɖɡɘɡ. ȪɆɓɓɡɏ ɍɆɕɖɔɗ ɘɖɋɇəɋɘ ɕɔɊɘɈɋɖɌɊɋɓɎɥ 
Ɉ ɖɆɍɊɋɑɋ çȭɆɕɖɔɗɡ ɓɆ ɑɔɉɆəɘè, ɕɔɗɑɋ ɕɔɊɘɈɋɖɌɊɋɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɢ 
ɇəɊɋɘ ɆɈɘɔɒɆɘɎɝɋɗɐɎ ɔɘɐɑɤɝɋɓ ɔɘ CTS 

ȭɆɕɖɔɗ ɓɆ ɑɔɉɆəɘ 

ɕɖɎ ɔɘɗəɘɗɘɈɎɎ ɖɔɑɎ 
OpenID  

ȵɖɎ ɕɔɑəɝɋɓɎɎ ɗɋɖɈɎɗɔɒ ɔɘ OpenID  ɔɘɗəɘɗɘɈɎɥ ɖɔɑɎ OpenID , 

ɕɖɎɗɈɔɋɓɓɔɏ ɐɑɎɋɓɘə, ɕɔɑɢɍɔɈɆɘɋɑɢ ɇəɊɋɘ ɊɔɇɆɈɑɋɓ Ɉ ɗɕɎɗɔɐ 
ɍɆɕɖɔɗɔɈ ɓɆ ɑɔɉɆəɘ. ȪɆɓɓɡɏ ɍɆɕɖɔɗ ɘɖɋɇəɋɘ ɕɔɊɘɈɋɖɌɊɋɓɎɥ Ɉ ɖɆɍɊɋɑɋ 
çȭɆɕɖɔɗɡ ɓɆ ɑɔɉɆəɘè, ɕɔɗɑɋ ɕɔɊɘɈɋɖɌɊɋɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɢ ɇəɊɋɘ 
ɆɈɘɔɒɆɘɎɝɋɗɐɎ ɔɘɐɑɤɝɋɓ ɔɘ CTS 

 

 ȵɔɗɘɆɈɢɘɋ ɔɘɒɋɘɐə çȹɊɆɑɥɘɢ ɕɖɔɚɎɑɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɕɖɎ ɕɔɊɘɈɋɖɌɊɋɓɎɎ 

ɑɔɉɆəɘɆè Ɋɑɥ ɆɈɘɔɒɆɘɎɝɋɗɐɔɉɔ əɊɆɑɋɓɎɥ OpenID  ɕɔɑɢɍɔɈɆɘɋɑɥ 

ɕɖɎ ɕɔɊɘɈɋɖɌɊɋɓɎɎ ɍɆɕɖɔɗɆ ɓɆ ɈɡɛɔɊ ɗ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ 

Ɉ ɖɆɍɊɋɑɋ çȭɆɕɖɔɗɡ ɓɆ ɑɔɉɆəɘè (ɕɔɊɖɔɇɓɋɋ ɔ ɖɆɍɊɋɑɋ çȭɆɕɖɔɗɡ ɓɆ ɑɔɉɆəɘè 

ɗɒ. Ɉ Ɋɔɐəɒɋɓɘɋ çȶəɐɔɈɔɊɗɘɈɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. ȸɔɒ 2. ɃɐɗɕɑəɆɘɆɜɎɥ ɗɋɖɈɋɖɆ 

CTSè). 

 Ȩ ɕɔɑɥɛ ɕɖɆɈɔɏ ɐɔɑɔɓɐɎ əɐɆɌɎɘɋ ɆɘɖɎɇəɘɡ, ɐɔɘɔɖɡɋ ɇəɊəɘ ɔɘɔɇɖɆɌɆɘɢɗɥ 

Ɉ ɐɆɖɘɔɝɐɋ ɕɔɑɢɍɔɈɆɘɋɑɥ. 

ŕǐǅǌǀǗƹǍǅǀ. ŕǓǍǉǒǞ ˣZĆçĆĥġ ÌĴ ÓíĚÀÌúÙÓˤ ǅ ˣZĆçĆĥġ ÌĴ ÿíĚĚíĀç ĥĚÙĖ ĖĆúÙˤǍƹǖǎƿǩǒǑǩ 
ƻ ǐƹǄǐƹƺǎǒǉǀ. 

 ȳɆɌɒɎɘɋ çCɔɛɖɆɓɎɘɢè. 
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ɖɎɗ. 49  

ȶȫȩȮȷȸȶȦȼȮɅ ȧȫȭ ȳȴȲȫȶȦ ȸȫȱȫȺȴȳȦ 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɖɋɉɎɗɘɖɆɜɎɎ ɇɋɍ ɓɔɒɋɖɆ ɘɋɑɋɚɔɓɆ: 

 ȵɋɖɋɏɊɎɘɋ Ɉ ɖɆɍɊɋɑ çȳɆɗɘɖɔɏɐɆ ɖɋɉɎɗɘɖɆɜɎɎè. 

 ȹɗɘɆɓɔɈɎɘɋ/ɗɓɎɒɎɘɋ ɔɘɒɋɘɐə Ɉ ɕɔɑɋ çȶɆɍɖɋɞɋɓɆ ɖɋɉɎɗɘɖɆɜɎɥ ɇɋɍ ɓɔɒɋɖɆ 

ɘɋɑɋɚɔɓɆè (ɕɔ əɒɔɑɝɆɓɎɤ ɓɆɗɘɖɔɏɐɆ ɈɐɑɤɝɋɓɆ). 

 ȹɗɘɆɓɔɈɎɘɋ/ɗɓɎɒɎɘɋ ɔɘɒɋɘɐə Ɉ ɕɔɑɋ çȴɘɔɇɖɆɍɎɘɢ ɕɖɋɊəɕɖɋɌɊɋɓɎɋ 

ɔ ɗɐɔɖɔɒ ɔɘɐɑɤɝɋɓɎɎè (Ɋɔɗɘəɕɓɔ Ɋɑɥ ɎɍɒɋɓɋɓɎɥ ɘɔɑɢɐɔ 

ɕɖɎ ɖɆɍɖɋɞɋɓɓɔɏ ɖɋɉɎɗɘɖɆɜɎɎ ɇɋɍ ɓɔɒɋɖɆ ɘɋɑɋɚɔɓɆ). 

 ȹɗɘɆɓɔɈɎɘɋ/ɗɓɎɒɎɘɋ ɔɘɒɋɘɐə Ɉ ɕɔɑɋ çȶɆɍɖɋɞɎɘɢ ɕɖɔɕəɗɐ ɊɈəɛɚɆɐɘɔɖɓɔɏ 

ɆəɘɋɓɘɎɚɎɐɆɜɎɎ Ɉ ɕɖɋɊɋɑɆɛ ɐɔɓɘəɖɆè (ɕɔ əɒɔɑɝɆɓɎɤ ɓɆɗɘɖɔɏɐɆ ɈɡɐɑɤɝɋɓɆ). 

 ȹɗɘɆɓɔɈɎɘɋ ɖɆɍɖɋɞɋɓɎɥ ɕɔɑɢɍɔɈɆɘɋɑɤ ɓɆ ɔɕɋɖɆɜɎɎ ɗ ɓɔɒɋɖɔɒ ɘɋɑɋɚɔɓɆ 

(ɕɔ əɒɔɑɝɆɓɎɤ Ɉɗɋ ɖɆɍɖɋɞɋɓɎɥ ɕɖɋɊɔɗɘɆɈɑɋɓɡ). 

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè. 

ȳȦȷȸȶȴȯȰȦ ȪȴȨȫȶȮȸȫȱɂȳɁȻ ȵȴȪȰȱɄȽȫȳȮȯ 

Ȫɑɥ ɗɔɍɊɆɓɎɥ ɊɔɈɋɖɎɘɋɑɢɓɔɉɔ ɕɔɊɐɑɤɝɋɓɎɥ (ɘɖɆɗɘɆ): 

 ȴɘɐɖɔɏɘɋ ɕəɓɐɘ ɒɋɓɤ çȷɋɖɈɋɖɡè. 

 ȨɡɇɋɖɎɘɋ ɈɐɑɆɊɐə çTrusts è (ɖɎɗ. 50 ).  
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ɖɎɗ. 50  

 ȳɆɌɒɎɘɋ çȷɔɍɊɆɘɢè Ɉ ɕɖɆɈɔɒ Ɉɋɖɛɓɋɒ əɉɑə. 

ȴɘɐɖɔɋɘɗɥ ɔɐɓɔ (ɖɎɗ. 51 ) :  

 

ɖɎɗ. 51  

 ȭɆɕɔɑɓɎɘɋ ɕɔɑɥ (ɘɆɇɑ. 61 ) :  

ɘɆɇɑ. 61  

ȵɔɑɋ ȴɕɎɗɆɓɎɋ 

CTS ID  ȮɊɋɓɘɎɚɎɐɆɘɔɖ ɗɋɖɈɋɖɆ CTS, ɗ ɐɔɘɔɖɡɒ ɇəɊɋɘ əɗɘɆɓɔɈɑɋɓɔ 

ɗɔɋɊɎɓɋɓɎɋ. ȮɊɋɓɘɎɚɎɐɆɘɔɖ CTS ɗɋɖɈɋɖɆ ɓɆɛɔɊɎɘɗɥ Ɉ ɕəɓɐɘɋ 
ɒɋɓɤ çȷɋɖɈɋɖè Ɉɋɇ-ɎɓɘɋɖɚɋɏɗɆ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ ɣɘɔɉɔ ɗɋɖɈɋɖɆ 

Ȯɒɥ ȰɖɆɘɐɔɋ ɔɇɔɍɓɆɝɋɓɎɋ Ɋɑɥ ɗɔɍɊɆɈɆɋɒɔɉɔ ɘɖɆɗɘɆ 
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ȵɔɑɋ ȴɕɎɗɆɓɎɋ 

ȸɔɐɋɓ Ɋɑɥ ɕɖɎɋɒɆ 
ɕɔɊɐɑɤɝɋɓɎɥ 
ɔɘ əɊɆɑɋɓɓɔɉɔ ɗɋɖɈɋɖɆ 

ȳɆɍɈɆɓɎɋ ɘɔɐɋɓɆ 

ȸɔɐɋɓ Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ 
ɐ əɊɆɑɋɓɓɔɒə ɗɋɖɈɋɖə 

ȳɆɍɈɆɓɎɋ ɘɔɐɋɓɆ 

Endpoint  ȦɊɖɋɗ ɕɔɊɐɑɤɝɋɓɎɥ ɐ ɗɋɖɈɋɖə. Ȩ ɘɆɇɑɎɜɋ ɗ ɕɋɖɋɝɓɋɒ ɘɔɐɋɓɔɈ 

ɊɆɓɓɡɋ Ɏɍ ɣɘɔɉɔ ɕɔɑɥ ɔɘɔɇɖɆɌɆɤɘɗɥ Ɉ ɗɘɔɑɇɜɋ çȦɊɖɋɗè 

ȶɆɍɖɋɞɎɘɢ ɘɖɆɗɘɔɈɡɏ 

ɕɔɎɗɐ 

ȶɆɍɖɋɞɆɋɘ Ɋɔɗɘəɕ Ɋɖəɉɔɒə ɗɋɖɈɋɖə ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɏ ɐɓɎɉɋ 

ɐɔɓɘɆɐɘɔɈ ɗɋɖɈɋɖɆ, ɓɆ ɐɔɘɔɖɔɒ ɗɔɍɊɆɋɘɗɥ ɘɖɆɗɘ. ȸɖɆɗɘɔɈɡɏ 
ɕɔɎɗɐ Ɋɔɗɘəɕɋɓ Ɉ ɘɔɒ ɗɑəɝɆɋ, ɋɗɑɎ Ɉ ɓɆɗɘɖɔɏɐɆɛ ɗɋɖɈɋɖɆ 
ɖɆɍɖɋɞɋɓ ɐɔɖɕɔɖɆɘɎɈɓɡɏ ɕɔɎɗɐ ό Corporate  search  

 

ŕǐǅǌǀǐ. ŘǐǀƺǓǀǒǑǩ ǑǎǄƿƹǒǜ ǒǐƹǑǒ ǌǀǃƿǓ ƿƻǓǌǩ ǑǀǐƻǀǐƹǌǅˊCTS1 ǅCTS2ː Ņǋǩ ǐǀǙǀǍǅǩ ǣǒǎǆ
ǄƹƿƹǗǅ ƹƿǌǅǍǅǑǒǐƹǒǎǐ Ǎƹ ǉƹǃƿǎǌ ǅǄ Ǒǀǐƻǀǐǎƻ ǑǎǄƿƹǀǒ ǒǐƹǑǒˋ ƻ ǍƹǑǒǐǎǆǉƹǖ ǓǉƹǄǞƻƹǩ
ǒǎǉǀǍǞǒƹǉǅǌ ǎƺǐƹǄǎǌˋ ǗǒǎƺǞ ǒǎǉǀǍ ƿǋǩ ǏǎƿǉǋǨǗǀǍǅǩ Ǎƹ ǑǀǐƻǀǐǀCTS1 ǑǎƻǏƹƿƹǋ
Ǒ ǒǎǉǀǍǎǌ ƿǋǩ Ǐǐǅǀǌƹ ǏǎƿǉǋǨǗǀǍǅǩ ǍƹCTS2ˋ ǅ Ǎƹǎƺǎǐǎǒː 

 ȳɆɌɒɎɘɋ çȷɔɛɖɆɓɎɘɢè. 

ȪɆɑɋɋ ɍɆɏɊɎɘɋ Ɉ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ 

(Ɉ ɕɖɎɒɋɖɋ, ɕɖɎɈɋɊɋɓɓɔɒ ɓɆ ɞɆɉɋ 2, CTS2), ɗ ɐɔɘɔɖɡɒ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ 

ɗɔɋɊɎɓɋɓɎɋ, Ɏ ɗɔɍɊɆɏɘɋ ɘɖɆɗɘ ɗ ɘɋɐəɟɎɒ ɗɋɖɈɋɖɔɒ (CTS1).  
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ȩɑɆɈɆ 4 
ȵȶȴȼȫȪȹȶȦ ȴȧȳȴȨȱȫȳȮɅ 

ȵɔɑɓɔɗɘɢɤ ɕɖɔɜɋɊəɖɆ ɔɇɓɔɈɑɋɓɎɥ ɗɎɗɘɋɒɡ, ɋɋ ɐɔɒɕɔɓɋɓɘɔɈ Ɏ ɊɔɕɔɑɓɎɘɋɑɢɓɔɉɔ 

ȵȴ ɔɕɎɗɆɓɆ Ɉ Ɋɔɐəɒɋɓɘɋ çȶəɐɔɈɔɊɗɘɈɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. ȴɇɓɔɈɑɋɓɎɋè. 

ȵɖɔɜɋɊəɖɆ ɔɇɓɔɈɑɋɓɎɥ ɗɎɗɘɋɒɡ ɈɐɑɤɝɆɋɘ:  

¶ ɔɇɓɔɈɑɋɓɎɋ ȴȷ; 

¶ ɖəɝɓɔɋ ɔɇɓɔɈɑɋɓɎɋ ɗɋɖɈɋɖɔɈ;  

¶ ɔɇɓɔɈɑɋɓɎɋ ɗɋɖɈɋɖɔɈ ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ Ansible -ɗɜɋɓɆɖɎɋɈ; 

¶ ɔɇɓɔɈɑɋɓɎɋ ɔɘɐɆɍɔəɗɘɔɏɝɎɈɔɏ ɐɔɓɚɎɉəɖɆɜɎɎ;  

¶ ɔɇɓɔɈɑɋɓɎɋ ɗɋɖɈɋɖɆ Media . 

ȵɖɔɜɋɊəɖɆ ɔɇɓɔɈɑɋɓɎɥ ɊɔɕɔɑɓɎɘɋɑɢɓɡɛ ɐɔɒɕɔɓɋɓɘɔɈ ɗɎɗɘɋɒɡ 

Ɏ ɎɓɘɋɉɖɆɜɎɔɓɓɔɉɔ ȵȴ ɈɐɑɤɝɆɋɘ: 

¶ ɔɇɓɔɈɑɋɓɎɋ Ɋɋɗɐɘɔɕ-ɈɋɖɗɎɎ; 

¶ ɔɇɓɔɈɑɋɓɎɋ ɗɋɖɘɎɚɎɐɆɘɆ; 

¶ ɔɇɓɔɈɑɋɓɎɋ PostgreSQL . 

Ȫɔɐəɒɋɓɘ çȶəɐɔɈɔɊɗɘɈɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. ȴɇɓɔɈɑɋɓɎɋè ɗɔɊɋɖɌɎɘ ɔɕɎɗɆɓɎɋ 

ɕɖɔɜɋɊəɖɡ ɔɇɓɔɈɑɋɓɎɥ ȷȰ çExpress è Ɋɔ ɈɋɖɗɎɎ 3.27, ɗ ɎɍɒɋɓɋɓɎɋɒ 

ɆɖɛɎɘɋɐɘəɖɡ ɕɖɎɑɔɌɋɓɎɥ, Ɏ ɕɖɔɜɋɗɗɆ ɒɎɉɖɆɜɎɎ ɇɔɑɢɞɎɛ ɇɆɍ ɊɆɓɓɡɛ. 

ȸɆɐɌɋ Ɉ Ɋɔɐəɒɋɓɘɋ ɕɖɎɈɋɊɋɓɔ ɔɕɎɗɆɓɎɋ ɈɔɍɒɔɌɓɡɛ ɆɈɆɖɎɏɓɡɛ ɗɎɘəɆɜɎɏ 

ɕɖɎ ɔɇɓɔɈɑɋɓɎɎ Ɏɍ ɑɔɐɆɑɢɓɔɉɔ ɖɋɕɔɍɎɘɔɖɎɥ Registery . 
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ȩɑɆɈɆ 5 
ȹȷȸȶȦȳȫȳȮȫ ȸȮȵȴȨɁȻ ȴȾȮȧȴȰ 

ŕǐǅǌǀǗƹǍǅǀː ŁǑǀ ǐƹƺǎǒǞ Ǎƹ Ǒǀǐƻǀǐƹǖ ƿǎǋǃǍǞǏǐǎƻǎƿǅǒǜǑǩ ǎǒ ǅǌǀǍǅ ǑǓǏǀǐǏǎǋǜǄǎƻƹǒǀǋǩː 

Ȩ ȷȰ çExpress è ɕɖɋɊəɗɒɔɘɖɋɓɡ ɗɑɋɊəɤɟɎɋ ɘɎɕɡ ɗɔɔɇɟɋɓɎɏ (ɘɆɇɑ. 62 ):  

ɘɆɇɑ. 62  

ȷɔɔɇɟɋɓɎɋ ɔɇ ɔɞɎɇɐɋ ȭɓɆɝɋɓɎɋ 

403 Forbidden ð You don't 

have access to view this page  
ȹ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ ɓɋɘ ɕɖɆɈ ɓɆ Ɋɔɗɘəɕ 

404 Page Not Found  ȷɘɖɆɓɎɜɆ ɔɘɗəɘɗɘɈəɋɘ 

413 Request is too large  ȨɔɍɓɎɐɆɋɘ, ɋɗɑɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖ ɕɡɘɆɋɘɗɥ ɍɆɉɖəɍɎɘɢ ɗɑɎɞɐɔɒ 
ɇɔɑɢɞɔɏ ɚɆɏɑ, ɓɆɕɖɎɒɋɖ, ɆɈɆɘɆɖ 

500 Internal Server Error  ȮɗɐɑɤɝɎɘɋɑɢɓɆɥ ɔɞɎɇɐɆ 

 

Ȫɑɥ ɕɔɑəɝɋɓɎɥ ɕɖɆɈ ɗəɕɋɖɕɔɑɢɍɔɈɆɘɋɑɥ ɈɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

sudo  - s 

ȷȰ çExpressè ɕɔɗɘɖɔɋɓ ɓɆ ɇɆɍɋ ɒɎɐɖɔɗɋɖɈɎɗɓɔɏ ɆɖɛɎɘɋɐɘəɖɡ ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ 

ɐɔɓɘɋɏɓɋɖɎɍɆɜɎɎ ɓɆ ɔɗɓɔɈɋ ȵȴ Docker . Ȩɗɋ ɔɕɋɖɆɜɎɎ ɔɇɗɑəɌɎɈɆɓɎɥ ȷȰ çExpressè 

Ɏ əɗɘɖɆɓɋɓɎɥ ɓɋɕɔɑɆɊɔɐ ɕɖɔɎɍɈɔɊɥɘɗɥ ɗ ɐɔɓɘɋɏɓɋɖɆɒɎ Docker . 

Ȩ ɗɑəɝɆɋ ɓɋɕɔɑɆɊɔɐ Ɉ ɖɆɇɔɘɋ ȷȰ çExpress è Ɉ ɕɋɖɈəɤ ɔɝɋɖɋɊɢ ɘɖɋɇəɋɘɗɥ 

ɕɖɔɈɋɖɎɘɢ ɗɘɆɘəɗ ɖɆɇɔɘɡ ɐɔɓɘɋɏɓɋɖɔɈ. 

Ȫɑɥ ɕɖɔɈɋɖɐɎ ɗɘɆɘəɗɆ ɐɔɓɘɋɏɓɋɖɔɈ (ɍɆɕəɟɋɓ ɎɑɎ ɔɗɘɆɓɔɈɑɋɓ) 

Ɏɗɕɔɑɢɍəɏɘɋ ɐɔɒɆɓɊə: 

docker ps - a -- format "{{. Names}}: {{. Status }}"  

ȳɔɖɒɆɑɢɓɔɋ ɗɔɗɘɔɥɓɎɋ ɐɔɓɘɋɏɓɋɖɔɈ ɶ çUPè. 

ȫɗɑɎ ɐɔɓɘɋɏɓɋɖə ɕɖɎɗɈɔɋɓ ɗɘɆɘəɗ çExited è, ɍɆɕəɗɘɎɘɋ ɋɉɔ ɐɔɒɆɓɊɔɏ: 

docker start <ʠʤ ̫ ʢʦʥʪʝʡʥʝʨʘ ʚʠʜʘ cts - containername _1> 

ȫɗɑɎ ɕɖɔɇɑɋɒɆ ɓɋ ɖɋɞɋɓɆ, ɗɔɇɋɖɎɘɋ ɑɔɉɎ ɗɎɗɘɋɒɡ.  

Ȫɑɥ ɗɇɔɖɆ ɑɔɉɔɈ ɈɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

cd / opt / express  

dpl - - dc logs - - tail =1000 > logs . txt  

ȴɘɕɖɆɈɢɘɋ ɗɔɇɖɆɓɓɡɋ ɑɔɉɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆɒ, ɔɘɈɋɘɗɘɈɋɓɓɡɒ ɍɆ ȷȰ çExpressè. 

ȫɗɑɎ ɕɔɑɢɍɔɈɆɘɋɑɢ ɓɋ ɒɔɌɋɘ ɈɔɏɘɎ ɓɆ ɗɋɖɈɋɖ, ɗɔɇɋɖɎɘɋ ɑɔɉɎ ɐɔɒɆɓɊɔɏ: 

cd / opt / express  

dpl - - dc logs - - tail =1000 ad_integration > logs . txt  

Ȫɑɥ ɕɋɖɋɍɆɉɖəɍɐɎ Ɉɗɋɛ ɐɔɓɘɋɏɓɋɖɔɈ ɈɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

cd / opt / express  

dpl - - dc restart  

ȫɗɑɎ ə ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɓɆɖəɞɎɑɗɥ ɕɔɖɥɊɔɐ ɔɘɔɇɖɆɌɋɓɎɥ ɗɔɔɇɟɋɓɎɏ 

Ɉ ɇɋɗɋɊɆɛ, ɘɔ ɕɖɔɈɋɖɢɘɋ Ɉɖɋɒɥ ɓɆ ɗɋɖɈɋɖɋ ɐɔɒɆɓɊɔɏ: 

date  

ȫɗɑɎ Ɉɖɋɒɥ ɓɋɐɔɖɖɋɐɘɓɔɋ, ɕɖɔɈɋɖɢɘɋ ɗɘɆɘəɗ ɗɋɖɈɎɗɆ ɘɔɝɓɔɉɔ ɈɖɋɒɋɓɎ chronyd . 
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Ȫɑɥ ɖɋɞɋɓɎɥ ɕɖɔɇɑɋɒɡ ɜɎɐɑɎɝɓɔɉɔ ɖɋɗɘɆɖɘɆ kafka ɈɡɕɔɑɓɎɘɋ ɔɘɐɆɘ 

ɈɋɖɗɎɎ ɐɔɓɘɋɏɓɋɖɆ ɓɆ kafka 2.13 -3.6.1 :  

 Ȩ /opt/express/settings.yaml ɓɆ back (single) ɊɔɇɆɈɢɘɋ ɗɘɖɔɐɎ:  

images:  

kafka: k afka:2.13 - 3.6.1  

 ȨɡɕɔɑɓɎɘɋ Ɋɋɕɑɔɏ kafka:  

cd /opt/express/ && DPL_PULL_POLICY=never dpl - d kafka  

 ȵɖɎ ɈɔɍɓɎɐɓɔɈɋɓɎɎ ɕɖɔɇɑɋɒ ɗ ɊɖəɉɎɒɎ ɗɋɖɈɎɗɆɒɎ ɈɡɕɔɑɓɎɘɋ ɖɋɗɘɆɖɘ 

Ɉɗɋɉɔ ɐɔɒɕɑɋɐɗɆ: 

cd /opt/express/ && DPL_PULL_POLICY=never dpl -- dc restart  

Ȫɑɥ ɕɖɔɈɋɖɐɎ ɗɘɆɘəɗɆ ɗɋɖɈɎɗɆ ɘɔɝɓɔɉɔ ɈɖɋɒɋɓɎ ɈɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

systemctl  status  chronyd  

ȫɗɑɎ ɗɘɆɘəɗ çactive è Ɏɒɋɋɘ ɍɓɆɝɋɓɎɋ çinactive è, ɍɆɕəɗɘɎɘɋ ɗɋɖɈɎɗ ɐɔɒɆɓɊɔɏ: 

systemctl  start  chronyd  

ȴɞɎɇɐɆ ɆɈɘɔɖɎɍɆɜɎɎ 

ȪɆɓɓɆɥ ɔɞɎɇɐɆ ɒɔɌɋɘ ɕɔɥɈɎɘɢɗɥ Ɉ ɘɔɒ ɗɑəɝɆɋ, ɋɗɑɎ ɆɐɐɆəɓɘ ɕɔɑɢɍɔɈɆɘɋɑɥ 

ɕɔɥɈɎɑɗɥ Ɉ ɗɎɗɘɋɒɋ ɕɔɗɑɋ ɗɎɓɛɖɔɓɎɍɆɜɎɎ ɗ AD (ɖɎɗ. 52 ) :  

 

ɖɎɗ. 52  

ȨɔɍɓɎɐɓɔɈɋɓɎɋ ɊɆɓɓɔɏ ɔɞɎɇɐɎ ɕɖɔɎɗɛɔɊɎɘ Ɉ ɘɔɒ ɗɑəɝɆɋ, ɋɗɑɎ Ɉ AD 

ɍɆɖɋɉɎɗɘɖɎɖɔɈɆɓɡ ɕɔɑɢɍɔɈɆɘɋɑɎ ɗ ɖɆɍɓɡɒɎ User  logon  name  Ɏ Ɉ ɓɆɗɘɖɔɏɐɆɛ AD 

əɐɆɍɆɓ Ɋɖəɉɔɏ Ɋɔɒɋɓ.  

Ȫɑɥ ɖɋɞɋɓɎɥ ɕɖɔɇɑɋɒɡ ɕɖɎ ɆɈɘɔɖɎɍɆɜɎɎ ɕɔɑɢɍɔɈɆɘɋɑɢ ɊɔɑɌɋɓ ɊɔɕɔɑɓɎɘɢ 

ɗɈɔɏ ɑɔɉɎɓ Ɋɔɒɋɓɔɒ ɝɋɖɋɍ @, ɓɆɕɖɎɒɋɖ user 9@it - company . local .  

Ȩ ɘɆɇɑ. 63  ɕɖɋɊɗɘɆɈɑɋɓɡ ɈɔɍɒɔɌɓɡɋ ɔɞɎɇɐɎ, ɐɔɘɔɖɡɋ ɒɔɉəɘ ɈɔɍɓɎɐɓəɘɢ 

Ɉ ɗɑəɝɆɋ ɓɋɈɋɖɓɔɉɔ ɗɔɝɋɘɆɓɎɥ ɓɆɗɘɖɔɋɐ ɖɋɉɎɗɘɖɆɜɎɎ ɕɔɑɢɍɔɈɆɘɋɑɋɏ: 

ɘɆɇɑ. 63  

ɷ  ȴɕɎɗɆɓɎɋ ɗɔɝɋɘɆɓɎɥ ɓɆɗɘɖɔɋɐ ȴɕɎɗɆɓɎɋ ɕɔɗɑɋɊɗɘɈɎɏ 

1.   Ȩ ɗɇɔɖɐɋ ɔɘɐɑɤɝɋɓɆ ɐɓɔɕɐɆ çɘɋɑɋɚɔɓ 

Ɏ əɝɋɘɓɡɋ ɊɆɓɓɡɋè, Ɉ Ɉɋɇ-
Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 
ɔɘɐɑɤɝɋɓɆ ɔɕɜɎɥ çɖɋɉɎɗɘɖɆɜɎɥ 
ɇɋɍ ɓɔɒɋɖɆ ɖɆɍɖɋɞɋɓɆè 

ȸɆɐ ɍɆɕɖɋɟɋɓɡ ɔɇɆ ɗɕɔɗɔɇɆ ɖɋɉɎɗɘɖɆɜɎɎ. Ȩ ɕɖɎɑɔɌɋɓɎɋ 

ɕɔɕɆɊəɘ ɘɔɑɢɐɔ ɕɔɑɢɍɔɈɆɘɋɑɎ, ɖɆɓɋɋ ɊɔɇɆɈɎɈɞɎɋ 
ɈɆɕɖɔɚɎɑɋ ɓɔɒɋɖ ɝɋɖɋɍ ɖɋɊɎɖɋɐɘ ɓɆ ɈɈɔɊ ɗɒɗ 

mailto:user9@it-company.local
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ɷ  ȴɕɎɗɆɓɎɋ ɗɔɝɋɘɆɓɎɥ ɓɆɗɘɖɔɋɐ ȴɕɎɗɆɓɎɋ ɕɔɗɑɋɊɗɘɈɎɏ 

2.   Ȩ ɗɇɔɖɐɋ ɔɘɐɑɤɝɋɓɡ Ɉɗɋ ɐɓɔɕɐɎ, 
ɐɖɔɒɋ çɘɋɑɋɚɔɓ Ɏ əɝɋɘɓɡɋ ɊɆɓɓɡɋè, 
Ɉ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 
ɔɘɐɑɤɝɋɓɆ ɈɔɍɒɔɌɓɔɗɘɢ ɊɔɇɆɈɑɥɘɢ 
ɓɔɒɋɖ 

ȵɔɑɢɍɔɈɆɘɋɑɎ, ɓɋ ɊɔɇɆɈɎɈɞɎɋ Ɉ ɕɖɔɚɎɑɋ ɓɔɒɋɖ, 
ɓɋ ɗɒɔɉəɘ ɍɆɏɘɎ Ɉ ɕɖɎɑɔɌɋɓɎɋ 

3.   Ȩ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 
ɔɘɐɑɤɝɋɓɆ ɖɋɉɎɗɘɖɆɜɎɥ ɇɋɍ ɓɔɒɋɖɆ 
ɇɋɍ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔɉɔ əɈɋɊɔɒɑɋɓɎɥ 
ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɔ ɓɋɔɇɛɔɊɎɒɔɗɘɎ ɋɉɔ 
ɊɔɇɆɈɎɘɢ 

ȵɔɑɢɍɔɈɆɘɋɑɎ, ɓɋ ɊɔɇɆɈɎɈɞɎɋ Ɉ ɕɖɔɚɎɑɢ ɓɔɒɋɖ 
ɘɋɑɋɚɔɓɆ, ɓɋ ɗɒɔɉəɘ ɍɆɏɘɎ Ɉ ɕɖɎɑɔɌɋɓɎɋ 

4.   ȵɋɖɈɎɝɓɔ ɕɔɑɢɍɔɈɆɘɋɑɎ 
ɍɆɖɋɉɎɗɘɖɎɖɔɈɆɓɡ ɓɆ ɕəɇɑɎɝɓɔɒ 
ɗɋɖɈɋɖɋ, ɕɔɗɑɋ ɝɋɉɔ Ɏɒ ɇɡɑɔ 
ɕɖɋɊɑɔɌɋɓɔ ɈɔɏɘɎ ɕɔɊ əɝɋɘɓɡɒɎ 
ɊɆɓɓɡɒɎ ɝɋɖɋɍ çɐɔɖɕɔɖɆɘɎɈɓɡɏ 
emailè ɎɑɎ çɆɊɖɋɗ ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ 
ɗɋɖɈɋɖɆè 

Ȩ ɣɘɔɒ ɗɑəɝɆɋ ə ɕɔɑɢɍɔɈɆɘɋɑɥ ɗɔɍɊɆɋɘɗɥ ɊɈɆ ɆɐɐɆəɓɘɆ: 
ɕəɇɑɎɝɓɡɏ ɗ ɓɔɒɋɖɔɒ Ɏ ɐɔɖɕɔɖɆɘɎɈɓɡɏ ɇɋɍ ɓɔɒɋɖɆ. 
ȴɇɠɋɊɎɓɎɘɢ Ɏɛ Ɉ ɔɊɎɓ ɘɋɛɓɎɝɋɗɐɎ ɓɋɈɔɍɒɔɌɓɔ. 
ȫɊɎɓɗɘɈɋɓɓɡɏ ɈɡɛɔɊ Ɏɍ ɊɆɓɓɔɏ ɗɎɘəɆɜɎɎ - ɊɔɇɆɈɎɘɢ ɣɘɔɘ 
Ɍɋ ɓɔɒɋɖ ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɏ əɝɋɘɓɔɏ ɍɆɕɎɗɎ Ɏ əɊɆɑɎɘɢ 
ɕəɇɑɎɝɓɡɏ ɆɐɐɆəɓɘ, ɕɔɘɋɖɥɈ Ɉɗɤ ɕɋɖɋɕɎɗɐə. 

5.   ȳɆ ɇɖɋɓɊɎɖɔɈɆɓɓɔɏ ɗɇɔɖɐɋ 
ɔɘɐɑɤɝɋɓɡ Ɉɗɋ ɐɓɔɕɐɎ, ɐɖɔɒɋ 
çȸɋɑɋɚɔɓ Ɏ əɝɋɘɓɡɋ ɊɆɓɓɡɋè, Ɉ Ɉɋɇ-
Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 
ɔɗɘɆɈɑɋɓɔ ɖɆɍɖɋɞɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɤ 
əɊɆɑɥɘɢ ɓɔɒɋɖ ɘɋɑɋɚɔɓɆ 

ȵɔɑɢɍɔɈɆɘɋɑɢ, əɊɆɑɎɈɞɎɏ ɓɔɒɋɖ ɘɋɑɋɚɔɓɆ, ɓɋ ɗɒɔɌɋɘ 
ɈɔɏɘɎ Ɉ ɕɖɎɑɔɌɋɓɎɋ 

6.   Ȩ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 
ɖɋɉɎɗɘɖɆɜɎɥ ɇɋɍ ɓɔɒɋɖɆ ɍɆɕɖɋɟɋɓɆ, 
ɕɖɎ ɣɘɔɒ ɔɗɘɆɈɑɋɓɔ ɖɆɍɖɋɞɋɓɎɋ 
ɕɔɑɢɍɔɈɆɘɋɑɤ əɊɆɑɥɘɢ ɓɔɒɋɖ 

ȵɔɑɢɍɔɈɆɘɋɑɢ, əɊɆɑɎɈɞɎɏ ɓɔɒɋɖ, ɓɋ ɗɒɔɌɋɘ ɈɔɏɘɎ 
Ɉ ɕɖɎɑɔɌɋɓɎɋ 
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ȩɑɆɈɆ 6 
ȹȷȸȶȦȳȫȳȮȫ ȹɅȭȨȮȲȴȷȸȫȯ 

Ȫɑɥ əɗɘɖɆɓɋɓɎɥ əɥɍɈɎɒɔɗɘɎ log 4 j  ( CVE- 2021 - 44228), CVE- 2021 - 45046:  

ŕǐǅǌǀǗƹǍǅǀː ņǑǋǅ ƻǀǐǑǅǩ ǌǀǍǀǀ ʶːʵʺˋ Ǎǎ Ǎǀ ʵːxˋ ǒǎ ǒǐǀƺǓǀǒǑǩ ǎƺǍǎƻǋǀǍǅǀ ƿǎ Ǒƹǌǎǆ
ǏǎǑǋǀƿǍǀǆ ƻǀǐǑǅǅː Ņǋǩ ƻǀǐǑǅǅ ʵːǖ ƿƹǍǍƹǩ ǓǩǄƻǅǌǎǑǒǜ ǎǒǑǓǒǑǒƻǓǀǒː 

 ȵɖɔɈɋɖɢɘɋ ɈɋɖɗɎɤ log 4j  ɗ ɕɔɒɔɟɢɤ ɐɔɒɆɓɊɡ: 

find  / - name ólog 4j *. jar ô 

ɎɑɎ ɓɆɏɊɎɘɋ ɝɋɖɋɍ ɈɡɈɔɊ CLASSPATH Ɏɗɕɔɑɢɍəɋɒɔɏ əɗɘɆɓɔɈɐɎ java :  

echo $CLASSPATH 

 Ȩ ɓɆɗɘɖɔɏɐɆɛ Java  Virtual  Machine  ( JVM) Ɋɑɥ ɕɆɐɋɘɔɈ log 4j  ɈɋɖɗɎɏ 2.0-

2.15 ɊɔɇɆɈɢɘɋ ɚɑɆɉ Ɋɑɥ ɕɖɎɑɔɌɋɓɎɥ: 

¶ Dlog4j2 . formatMsgNoLookups = true ;  

ŁƹǃǍǎˍ ŕǎǑǒƹƻǜǒǀ ǏǎǑǋǀƿǍǅǆ Ǐƹǉǀǒ ǎƺǍǎƻǋǀǍǅǆLog4j ʶːʵʺːʴˋ ǅǑǏǐƹƻǋǩǨǚǅǆ Ǐƹǉǀǒ
ǎƺǍǎƻǋǀǍǅǆˋ ǉǎǒǎǐǞǆ ƺǞǋ ǑƿǀǋƹǍ ƿǋǩCVE-2021-45046 Log4j ʁ ːʵʹːʴː řǑǒƹǍǎƻǉƹ ǏǎǑǋǀƿǍǀƼǎ
Ǐƹǉǀǒƹ Ǎǀ ǎǒǋǅǗƹǀǒǑǩ ǎǒ ǏǐǀƿǞƿǓǚǀǆ ǓǑǒƹǍǎƻǉǅˋ ǅ Ǎǀ ǒǐǀƺǓǀǒǑǩˋ ǀǑǋǅ Ǎǀ ǅǑǏǎǋǜǄǓǀǒǑǩ
ƿǎǏǎǋǍǅǒǀǋǜǍƹǩ ǏǐǎƼǐƹǌǌƹAPM Ǒ ǍƹǑǒǐǎǆǉǎǆ ǃǓǐǍƹǋǅǐǎƻƹǍǅǩ ƻ ǐǀǃǅǌǀ ˣtracingˤ ː

Ł ǅǍǎǌ ǑǋǓǗƹǀ ǍƹǑǒǎǩǒǀǋǜǍǎ ǐǀǉǎǌǀǍƿǓǀǒǑǩ ǎƺǍǎƻǅǒǜ ǒǀǉǓǚǓǨ ƻǀǐǑǅǨElasticsearch 
ƿǎ 7.16.1 ̃ ǅǋǅ ƿǎ ʺːʼːʶʵ˝ ǅ ƻǞǏǎǋǍǅǒǜ ǏǎǑǋǀƿǎƻƹǒǀǋǜǍǞǆ ǏǀǐǀǄƹǏǓǑǉ Ǎǎƿː 

¶ Ɋɑɥ elasticsearch ð / etc / elasticsearch / jvm .options ;  

¶ Ɋɑɥ logstash ð / etc / logstash / jvm .options .  

ŕǐǅǌǀǗƹǍǅǀː ŕǓǒǜ ǌǎǃǀǒ ǎǒǋǅǗƹǒǜǑǩ ǅ ǄƹƻǅǑǅǒ ǎǒ ǑǏǎǑǎƺƹ ǓǑǒƹǍǎƻǉǅː 

 ȵɋɖɋɍɆɕəɗɘɎɘɋ ɕɖɎɑɔɌɋɓɎɋ ɐɔɒɆɓɊɔɏ: 

systemctl restart elasticsearch  

 ȵɖɔɈɋɖɢɘɋ, ɝɘɔ ɓɆɗɘɖɔɏɐɆ jvm  ɆɐɘɎɈɓɆ: 

ps  axw | grep  formatMsgNo Lookups  

ȺɑɆɉ ɊɔɑɌɋɓ ɇɡɘɢ ɈɎɊɋɓ Ɉ ɗɘɖɔɐɋ ɍɆɕəɗɐɆ ɕɖɎɑɔɌɋɓɎɥ. 

ȵɖɎɒɋɖ ɔɇɓɔɈɑɋɓɎɥ log 4j  Ɋɑɥ elasticsearch :  

wget https : / / dlcdn . apache . org / logging / log4j / 2.16 . 0/ apache -

log4j2 . 16.0 - bin . tar . gz  

tar zxvf apache - log4j - 2.16.0 - bin . tar . gz  

cd apache - log4j - 2.16.0 - bin /  

ls / usr / share / elasticsearch / lib / log4 *  

cp log4j - api - 2.16.0. jar / usr / share / elasticsearch / lib /  

cp log4j - core - 2.16.0. jar / usr / share / elasticsearch / lib /  

rm - f / usr / share / elasticsearch / lib / log4j - api - 2.11.1. jar  

rm - f / usr / share / elasticsearch / lib / log4j - core - 2.11.1. jar  

Ȫɑɥ Logstash  ɈɋɖɗɎɏ ɓɎɌɋ 6.8.21 Ɏ 7.16.0 ɈɡɕɔɑɓɎɘɋ: 

zip - q - d <LOGSTASH_HOME>/ logstash - core /**/*/ log4j - core - 2.* 

org / apache / logging / log4j / core / lookup / JndiLookup . class  

ɎɑɎ:  

wget  https :// dlcdn . apache . org / logging / log 4j /2.16.0/ apache - log 4j -

2.16.0 - bin . tar . gz  

tar zxvf apache - log4j - 2.16.0 - bin . tar . gz  

cd apache - log4j - 2.16.0 - bin /  
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ls / usr / share / logstash / lib / log4 *  

cp log4j - api - 2.16.0. jar / usr / share / logstash / lib /  

cp log4j - core - 2.16.0. jar / usr / share / logstash / lib /  

rm - f / usr / share / logstash / lib / log4j - api - 2.11.1. jar  

rm - f / usr / share / logstash / lib / log4j - core - 2.11.1. jar  
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ȵɖɎɑɔɌɋɓɎɋ 1 
ȷȫȸȫȨɁȫ ȨȭȦȮȲȴȪȫȯȷȸȨȮɅ SINGLE CTS  

ɷ  ȮɗɘɔɝɓɎɐ ȵɔɑəɝɆɘɋɑɢ 
ȵɔɖɘ Ɏ 
ɕɖɔɘɔɐɔɑ 

ȴɕɎɗɆɓɎɋ 

1 ȷɋɖɈɋɖ Single CTS Bot -ɗɋɖɈɋɖ TCP/8000 -8100 

TCP/443  

ȨɍɆɎɒɔɊɋɏɗɘɈɎɋ Single  CTS ɗ Bot -

ɗɋɖɈɋɖɔɒ, ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ Bot -
ɗɋɖɈɋɖɆ ɗ Single  CTS 
ɕɔ ɕɖɔɘɔɐɔɑə HTTP/ HTTPS 

Bot -ɗɋɖɈɋɖ ȷɋɖɈɋɖ Single 

CTS 

 

2 ȨɓəɘɖɋɓɓɎɋ Ȯȷ Bot -ɗɋɖɈɋɖ TCP/80  

TCP/443  

TCP/8000 -8100  

ȨɍɆɎɒɔɊɋɏɗɘɈɎɋ ɈɓəɘɖɋɓɓɎɛ 
ɎɓɚɔɖɒɆɜɎɔɓɓɡɛ ɗɎɗɘɋɒ ɗ Bot -
ɗɋɖɈɋɖɔɒ, ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ Bot -
ɗɋɖɈɋɖɆ ɗ ɈɓəɘɖɋɓɓɎɒɎ 
ɎɓɚɔɖɒɆɜɎɔɓɓɡɒɎ ɗɎɗɘɋɒɆɒɎ 
ɕɔ ɕɖɔɘɔɐɔɑə HTTP/ HTTPS 

Bot -ɗɋɖɈɋɖ ȨɓəɘɖɋɓɓɎɋ Ȯȷ 

3 ȷɋɖɈɋɖ Single CTS  ȷɋɖɈɋɖ LDAP TCP/389, 636  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ LDAP/ LDAPS 

4 ȦɊɒɎɓɎɗɘɖɆɘɔɖ ȷɋɖɈɋɖ Single 
CTS, Bot -
ɗɋɖɈɋɖ, 
Transcoding  

TCP/22  ȦɊɒɎɓɎɗɘɖɎɖɔɈɆɓɎɋ ɗɋɖɈɋɖɔɈ 
ɕɔ ɕɖɔɘɔɐɔɑə SSH 

TCP/443  ȦɊɒɎɓɎɗɘɖɎɖɔɈɆɓɎɋ Express  
ɝɋɖɋɍ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗ 
ɕɔ ɕɖɔɘɔɐɔɑə HTTPS 

5 ȷɋɖɈɋɖ Single CTS  ȷɋɖɈɋɖ SMTP 

 

TCP/25  

TCP/587  

TCP/465  

ȴɇɋɗɕɋɝɋɓɎɋ ɔɘɕɖɆɈɐɎ ɕɎɗɋɒ 
ɗ ȵȮȳ-ɐɔɊɔɒ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ 
ɕɔ ɕɖɔɘɔɐɔɑə SMTP 

6 ȷɋɖɈɋɖ Single CTS  ȷɋɖɈɋɖ DNS Ɏ 
NTP 

 

TCP/53  

UDP/53  

ȴɇɋɗɕɋɝɎɈɆɓɎɋ ɖɆɇɔɘɡ 
ɖɆɍɖɋɞɋɓɎɥ Ɏɒɋɓ DNS 

UDP/123  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɗɑəɌɇɡ 

ɘɔɝɓɔɉɔ ɈɖɋɒɋɓɎ NTP 

7 ȷɋɖɈɋɖ Single CTS  ȷɋɖɈɋɖ Media  TCP/8188  ȴɇɋɗɕɋɝɋɓɎɋ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ 
Ɏ ɞɎɚɖɔɈɆɓɎɥ ɉɔɑɔɗɔɈɡɛ 
ɈɡɍɔɈɔɈ 

8 Transcoding  ȷɋɖɈɋɖ Single 

CTS 
TCP/443  ȵɋɖɋɊɆɝɆ ɘɖɆɓɗɐɔɊɎɖɔɈɆɓɓɡɛ 

ɍɆɕɎɗɋɏ Ɉ ɚɆɏɑɔɈɔɋ ɛɖɆɓɎɑɎɟɋ 

9 Transcoding  ȷɋɖɈɋɖ Media  TCP/443  ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ ɚɆɏɑɔɈ 

ɍɆɕɎɗɎ ɍɈɔɓɐɔɈ ɕɔ ɕɖɔɘɔɐɔɑə 
HTTPS Ɋɑɥ ɕɔɗɑɋɊəɤɟɋɏ 
ɔɇɖɆɇɔɘɐɎ ɗɋɖɈɋɖɔɒ Transcoding  

10  ȨɓəɘɖɋɓɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Single 

CTS 

 

TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ 

ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɒə ɗɋɘɋɈɔɒə 
ɗɋɉɒɋɓɘə Express  ɗ 
ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ ɕɖɔɘɔɐɔɑɆ HTTPS 

11  ȨɓəɘɖɋɓɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Media  UDP/20000 -
40000  

ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ 
ɒɋɊɎɆɊɆɓɓɡɛ ɕɔ ɕɖɔɘɔɐɔɑə SRTP 

ɐɔɓɚɋɖɋɓɜɗɈɥɍɎ 

12  ȨɓɋɞɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Media  

(ȨɓɋɞɓɎɏ IP 
NAT) 

 

TCP/3478  

UDP/3478  

ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɕɖɔɘɔɐɔɑɔɈ 
STUN/ TURN 

UDP/20000 -

40000  

ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ 

ɒɋɊɎɆɊɆɓɓɡɛ ɕɔ ɕɖɔɘɔɐɔɑə SRTP 
ɐɔɓɚɋɖɋɓɜɗɈɥɍɎ 

13  ȨɓɋɞɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Single 

CTS 
TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ 

ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɒə ɗɋɘɋɈɔɒə 
ɗɋɉɒɋɓɘə Express  ɗ 
ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ ɕɖɔɘɔɐɔɑɆ HTTPS 

14  ȷɋɖɈɋɖ Single CTS  ȷɋɖɈɋɖɆ Let ` s 

Encrypt  

(ANY)  

TCP/80  

TCP/443  

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɇɋɗɕɑɆɘɓɔɉɔ 

ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ ɐɔɒɕɆɓɎɎ Let ` s 
Encrypt  

ȷɋɖɈɋɖɆ Let ` s 
Encrypt (ANY) 

ȷɋɖɈɋɖ Single 
CTS 
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ɷ  ȮɗɘɔɝɓɎɐ ȵɔɑəɝɆɘɋɑɢ 
ȵɔɖɘ Ɏ 
ɕɖɔɘɔɐɔɑ 

ȴɕɎɗɆɓɎɋ 

15  ȷɋɖɈɋɖ Single CTS  ȷɋɖɈɋɖ 
əɗɘɆɓɔɈɐɎ Ɏ 
ɔɇɓɔɈɑɋɓɎɏ 
Registry .public .e
xpress  

TCP/443  Ȫɔɗɘəɕ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɔɇɖɆɍɔɈ 
Docker  Ɋɑɥ əɗɘɆɓɔɈɐɎ 
Ɏ ɔɇɓɔɈɑɋɓɎɥ ȵȴ Express  

16  ȷɋɖɈɋɖ Single CTS  ȵɆɖɘɓɋɖɗɐɎɏ 
ɗɋɖɈɋɖ Express 
CTS 

TCP/5001  ȴɇɋɗɕɋɝɋɓɎɋ ɕɖɥɒɔɏ ɕɋɖɋɊɆɝɎ 
ɗɔɔɇɟɋɓɎɏ ɒɋɌɊə 
ɐɔɖɕɔɖɆɘɎɈɓɡɒɎ ɗɋɖɈɋɖɆɒɎ 
ɒɎɓəɥ ɕəɇɑɎɝɓɡɏ ɗɋɘɋɈɔɏ 
ɗɋɉɒɋɓɘ 

ȵɆɖɘɓɋɖɗɐɎɏ 
ɗɋɖɈɋɖ Express 
CTS 

ȷɋɖɈɋɖ Single 
CTS 

17  ȷɋɖɈɋɖ Media  ȵɆɖɘɓɋɖɗɐɎɏ 

ɗɋɖɈɋɖ Express 
CTS 

UDP/20000 -

40000  

ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ 

ɒɋɊɎɆɊɆɓɓɡɛ ɕɔ ɕɖɔɘɔɐɔɑə SRTP 

ȵɆɖɘɓɋɖɗɐɎɏ 

ɗɋɖɈɋɖ Express 
CTS 

ȷɋɖɈɋɖ Media  

18  ȨɓɋɞɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɢ 
RTS 

ru .public .express  

TCP/443  ȴɇɋɗɕɋɝɋɓɎɋ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ 

Ɉɓɋɞɓɋɉɔ ɕɔɑɢɍɔɈɆɘɋɑɥ ɗ RTS 

19  ȷɋɖɈɋɖ Single CTS  RTS 

ru .public .express  

TCP/5001  ȴɇɋɗɕɋɝɋɓɎɋ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ 

ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ Express  
Ɏ RTS 

20  ȨɓəɘɖɋɓɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɢ 
RTS 

ru .public .express  

TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ ɐ ɕəɇɑɎɝɓɔɒə 

ɗɋɘɋɈɔɒə ɗɋɉɒɋɓɘə Express  
ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ ɕɖɔɘɔɐɔɑɆ 
HTTPS 

21  ȨɓɋɞɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Ɉɋɇ-

ɐɑɎɋɓɘɆ 
corp .express  

TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ ɐ ɗɋɖɈɋɖə Ɉɋɇ-

ɐɑɎɋɓɘɆ Ɉ ɕəɇɑɎɝɓɔɒ Ɋɔɗɘəɕɋ 

22  ȨɓəɘɖɋɓɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Ɉɋɇ-

ɐɑɎɋɓɘɆ 
corp .express  

TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ ɐ ɗɋɖɈɋɖə Ɉɋɇ-

ɐɑɎɋɓɘɆ Ɉ ɕəɇɑɎɝɓɔɒ Ɋɔɗɘəɕɋ 

23  RTS 

ru .public .express  

SMS-ɔɕɋɖɆɘɔɖ TCP/443  ȴɘɕɖɆɈɐɆ SMS-ɗɔɔɇɟɋɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɥɒ 

24  RTS 

ru .public .express  

ȷɑəɌɇɆ push -

əɈɋɊɔɒɑɋɓɎɏ 
Huawei  

TCP/443  ȴɘɕɖɆɈɐɆ push -əɈɋɊɔɒɑɋɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒ Huawei  

25  RTS 

ru .public .express  

ȷɑəɌɇɆ push -

əɈɋɊɔɒɑɋɓɎɏ 
Apple  

TCP/443  ȴɘɕɖɆɈɐɆ push -əɈɋɊɔɒɑɋɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒ iOS 

26  RTS 

ru .public .express  

ȷɑəɌɇɆ push -

əɈɋɊɔɒɑɋɓɎɏ 
Google  

TCP/80  ȴɘɕɖɆɈɐɆ push -əɈɋɊɔɒɑɋɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒ Android  

 

Ȫɑɥ ɗɋɖɈɋɖɆ Single  CTS ɊɔɑɌɋɓ ɇɡɘɢ ɓɆɗɘɖɔɋɓ NAT IP- to - IP Ɏ ɈɡɕɔɑɓɋɓɆ 

ɘɖɆɓɗɑɥɜɎɥ ɗɑɋɊəɤɟɎɛ ɕɔɖɘɔɈ Ɏ ɕɖɔɘɔɐɔɑɔɈ: 

¶ TCP/443  (Ɉ ɘɔɒ ɝɎɗɑɋ Ɋɑɥ ɗɋɖɈɋɖɆ Media );  

¶ TCP/5001;  

¶ TCP/3478  (ɘɔɑɢɐɔ Ɋɑɥ ɗɋɖɈɋɖɆ Media );  

¶ UDP/3478  (ɘɔɑɢɐɔ Ɋɑɥ ɗɋɖɈɋɖɆ Media );  

¶ UDP/20000 -40000  (ɘɔɑɢɐɔ Ɋɑɥ ɗɋɖɈɋɖɆ Media ).  

ȵɔɖɘ TCP/80 ɊɔɇɆɈɑɥɋɘɗɥ ɕɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ Let 's Encrypt .  

http://xlnk.ms/
http://xlnk.ms/
http://m-ru.public.express/
http://xlnk.ms/
http://m-ru.public.express/
http://xlnk.ms/
http://m-ru.public.express/
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ȵɖɎɑɔɌɋɓɎɋ 2 
ȷȫȸȫȨɁȫ ȨȭȦȮȲȴȪȫȯȷȸȨȮɅ FRONT CTS, MEDIA  Ȯ BACK CTS 

ɷ  ȮɗɘɔɝɓɎɐ ȵɔɑəɝɆɘɋɑɢ 
ȵɔɖɘ Ɏ 
ɕɖɔɘɔɐɔɑ 

ȴɕɎɗɆɓɎɋ 

ȴɗɓɔɈɓɡɋ ɗɋɘɋɈɡɋ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ 

1 ȷɋɖɈɋɖ Back CTS  Bot -ɗɋɖɈɋɖ TCP/8000 -8100  

TCP/443  

ȨɍɆɎɒɔɊɋɏɗɘɈɎɋ Back  CTS ɗ Bot -

ɗɋɖɈɋɖɔɒ, ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ Bot -
ɗɋɖɈɋɖɆ ɗ ɗɋɖɈɋɖɔɒ Back  CTS 
ɕɔ ɕɖɔɘɔɐɔɑə HTTP ɑɎɇɔ HTTPS 

Bot -ɗɋɖɈɋɖ ȷɋɖɈɋɖ Back CTS  

 

2 ȨɓəɘɖɋɓɓɎɋ Ȯȷ Bot -ɗɋɖɈɋɖ TCP/8000 -8100  

TCP/80  

TCP/443  

ȨɍɆɎɒɔɊɋɏɗɘɈɎɋ ɈɓəɘɖɋɓɓɎɛ 
ɎɓɚɔɖɒɆɜɎɔɓɓɡɛ ɗɎɗɘɋɒ ɗ Bot -

ɗɋɖɈɋɖɔɒ, ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ Bot -
ɗɋɖɈɋɖɆ ɗ ɈɓəɘɖɋɓɓɎɒɎ 
ɎɓɚɔɖɒɆɜɎɔɓɓɡɒɎ ɗɎɗɘɋɒɆɒɎ 
ɕɔ ɕɖɔɘɔɐɔɑə HTTP ɑɎɇɔ HTTPS 

Bot -ɗɋɖɈɋɖ ȨɓəɘɖɋɓɓɎɋ Ȯȷ 

3 RTS 

ru .public .express  

ȷɑəɌɇɆ push -

əɈɋɊɔɒɑɋɓɎɏ 
Google  

TCP/443  ȴɘɕɖɆɈɐɆ push -əɈɋɊɔɒɑɋɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒ Android  

4 ȷɋɖɈɋɖ Back CTS  ȷɋɖɈɋɖ Front CTS  TCP/8888  Tinyproxy  ï ɑɔɐɆɑɢɓɡɏ ɕɖɔɐɗɎ-ɗɋɖɈɋɖ 

Ɋɑɥ ɕɔɊɐɑɤɝɋɓɎɥ Back  CTS 
ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɔɇɖɆɍɔɈ Docker , 
Ɏɗɕɔɑɢɍəɋɒɡɛ Ɋɑɥ əɗɘɆɓɔɈɐɎ 
Ɏ ɔɇɓɔɈɑɋɓɎɥ ɎɍɊɋɑɎɥ 

TCP/443  ȲɔɓɎɘɔɖɎɓɉ ɖɆɇɔɘɡ ɐɔɓɘɋɏɓɋɖɆ trusts  

5 ȷɋɖɈɋɖ Front CTS  ȷɋɖɈɋɖ Back CTS  TCP/443  ȵɋɖɋɊɆɝɆ ɍɆɞɎɚɖɔɈɆɓɓɡɛ 
ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ ɊɆɓɓɡɛ 
Ɉ ɘɖɆɓɗɕɔɖɘɓɔɏ ɔɇɋɖɘɐɋ TLS 

TCP/2379  ȵɔɊɐɑɤɝɋɓɎɋ ɐ ɛɖɆɓɎɑɎɟə 

ɐɔɓɚɎɉəɖɆɜɎɏ Ɋɑɥ ɕɔɑəɝɋɓɎɥ 
ɖɆɍɑɎɝɓɡɛ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ 

TCP/5432  ȵɔɊɐɑɤɝɋɓɎɋ ɐɔɓɘɋɏɓɋɖɆ trusts  ɐ ɇɆɍɋ 

ɊɆɓɓɡɛ Ɋɑɥ ɛɖɆɓɋɓɎɥ ɎɓɚɔɖɒɆɜɎɎ, 
ɓɋɔɇɛɔɊɎɒɔɏ Ɋɑɥ ɖɆɇɔɘɡ 

TCP/9092  ȵɔɊɐɑɤɝɋɓɎɋ ɐ ɕɖɔɉɖɆɒɒɓɔɒə 

ɇɖɔɐɋɖə ɗɔɔɇɟɋɓɎɏ Kafka  Ɋɑɥ ɔɇɒɋɓɆ 
ɗɔɇɡɘɎɥɒɎ ɒɋɌɊə ɗɋɖɈɎɗɆɒɎ 

TCP/6379  ȵɔɊɐɑɤɝɋɓɎɋ ɐ Redis  Ɋɑɥ ɖɆɇɔɘɡ 
ɚəɓɐɜɎɎ ɐɋɞɎɖɔɈɆɓɎɥ 

6 ȦɊɒɎɓɎɗɘɖɆɘɔɖ ȷɋɖɈɋɖ Front CTS , 
Back CTS Ɏ Media  

TCP/22  ȦɊɒɎɓɎɗɘɖɎɖɔɈɆɓɎɋ ɗɋɖɈɋɖɔɈ 
ɕɔ ɕɖɔɘɔɐɔɑə SSH 

TCP/443  ȦɊɒɎɓɎɗɘɖɎɖɔɈɆɓɎɋ Express  ɝɋɖɋɍ 
Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗ ɕɔ ɕɖɔɘɔɐɔɑə HTTPS 

7 ȷɋɖɈɋɖ Back CTS  ȷɋɖɈɋɖ SMTP TCP/25  

TCP/587  

TCP/465  

ȴɇɋɗɕɋɝɋɓɎɋ ɔɘɕɖɆɈɐɎ ɕɎɗɋɒ ɗ ȵȮȳ-
ɐɔɊɔɒ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ ɕɔ ɕɖɔɘɔɐɔɑə 
SMTP 

8 ȷɋɖɈɋɖ Back CTS  ȷɋɖɈɋɖ Media  TCP/8188  ȴɇɋɗɕɋɝɋɓɎɋ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ 
Ɏ ɞɎɚɖɔɈɆɓɎɥ ɉɔɑɔɗɔɈɡɛ ɈɡɍɔɈɔɈ 

9 Transcoding  ȷɋɖɈɋɖ Media  TCP/443  ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ ɚɆɏɑɔɈ ɍɆɕɎɗɎ 

ɍɈɔɓɐɔɈ ɕɔ ɕɖɔɘɔɐɔɑə HTTPS 
Ɋɑɥ ɕɔɗɑɋɊəɤɟɋɏ ɔɇɖɆɇɔɘɐɎ ɗɋɖɈɋɖɔɒ 
Transcoding   

10  Transcoding  ȷɋɖɈɋɖ Back CTS  TCP/443  ȵɋɖɋɊɆɝɆ ɘɖɆɓɗɐɔɊɎɖɔɈɆɓɓɡɛ ɍɆɕɎɗɋɏ 

Ɉ ɚɆɏɑɔɈɔɋ ɛɖɆɓɎɑɎɟɋ 

11  ȨɓəɘɖɋɓɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɢ 
ȷɋɖɈɋɖ Back CTS  TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɒə 

ɗɋɘɋɈɔɒə ɗɋɉɒɋɓɘə Express  
ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ ɕɖɔɘɔɐɔɑɆ HTTPS 

12  ȷɋɖɈɋɖ Front CTS  ȷɋɖɈɋɖ DNS Ɏ NTP TCP/53  

UDP/53  

ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɖɆɍɖɋɞɋɓɎɥ 

Ɏɒɋɓ DNS 

UDP/123  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɗɑəɌɇɡ ɘɔɝɓɔɉɔ 

ɈɖɋɒɋɓɎ NTP 
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ɷ  ȮɗɘɔɝɓɎɐ ȵɔɑəɝɆɘɋɑɢ 
ȵɔɖɘ Ɏ 
ɕɖɔɘɔɐɔɑ 

ȴɕɎɗɆɓɎɋ 

13  ȨɓəɘɖɋɓɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Media  UDP/20000 -
40000  

ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ ɒɋɊɎɆɊɆɓɓɡɛ 
ɕɔ ɕɖɔɘɔɐɔɑə SRTP ɐɔɓɚɋɖɋɓɜɗɈɥɍɎ 

14  ȨɓɋɞɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Media  

(ȨɓɋɞɓɎɏ IP NAT) 

TCP/3478  

UDP/3478  

ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɕɖɔɘɔɐɔɑɔɈ 
STUN/ TURN 

UDP/20000 -
40000  

 

ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ ɒɋɊɎɆɊɆɓɓɡɛ 
ɕɔ ɕɖɔɘɔɐɔɑə SRTP 

15  ȨɓɋɞɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Front  CTS 

(ȨɓɋɞɓɎɏ IP NAT) 

TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɒə 
ɗɋɘɋɈɔɒə ɗɋɉɒɋɓɘə Express  
ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ ɕɖɔɘɔɐɔɑɆ HTTPS 

16  ȷɋɖɈɋɖ Front CTS  ȷɋɖɈɋɖ əɗɘɆɓɔɈɐɎ 
Ɏ ɔɇɓɔɈɑɋɓɎɏ 

registry .public .expr
ess 

TCP/443  Ȫɔɗɘəɕ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɔɇɖɆɍɔɈ Docker  
Ɋɑɥ əɗɘɆɓɔɈɐɎ Ɏ ɔɇɓɔɈɑɋɓɎɥ ȵȴ 
Express  

17  ȨɓɋɞɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɢ 
RTS 

ru .public .express  

TCP/443  ȴɇɋɗɕɋɝɋɓɎɋ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ 

Ɉɓɋɞɓɋɉɔ ɕɔɑɢɍɔɈɆɘɋɑɥ ɗ RTS 

18  ȷɋɖɈɋɖ Front CTS  RTS 

ru .public .express  

TCP/5001  ȴɇɋɗɕɋɝɋɓɎɋ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ 

ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ Express  ɗ RTS 

19  ȨɓəɘɖɋɓɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

RTS 

ru .public .express  

TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ ɐ ɕəɇɑɎɝɓɔɒə 
ɗɋɘɋɈɔɒə ɗɋɉɒɋɓɘə Express  
ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ ɕɖɔɘɔɐɔɑɆ HTTPS 

20  ȨɓɋɞɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Ɉɋɇ-
ɐɑɎɋɓɘɆ 
ɗorp.express  

TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ ɐ ɗɋɖɈɋɖə Ɉɋɇ-
ɐɑɎɋɓɘɆ Ɉ ɕəɇɑɎɝɓɔɒ ɗɋɘɋɈɔɒ ɗɋɉɒɋɓɘɋ 

21  ȨɓəɘɖɋɓɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Ɉɋɇ-

ɐɑɎɋɓɘɆ 
ɗorp.express  

 

TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ ɐ ɗɋɖɈɋɖə 

ɉɔɑɔɗɔɈɡɛ ɐɔɒɒəɓɎɐɆɜɎɏ Ɉ ɕəɇɑɎɝɓɔɒ 
ɗɋɘɋɈɔɒ ɗɋɉɒɋɓɘɋ 

22  ȷɋɖɈɋɖ Front  CTS ȷɋɖɈɋɖɆ Let ` s 
Encrypt  

(ANY)  

TCP/443  

TCP/80  

ȵɖɎ ɎɗɕɔɑɢɍɔɈɆɓɎɎ ɇɋɗɕɑɆɘɓɔɉɔ 
ɗɋɖɘɎɚɎɐɆɘɆ ɔɘ ɐɔɒɕɆɓɎɎ Let ` s 
Encrypt  

ȷɋɖɈɋɖɆ Let ` s 
Encrypt (ANY) 

ȷɋɖɈɋɖ Front  CTS 

23  ȷɋɖɈɋɖ Front  CTS ȵɆɖɘɓɋɖɗɐɎɏ 
ɗɋɖɈɋɖ Express 
CTS 

TCP/5001  ȴɇɋɗɕɋɝɋɓɎɋ ɕɖɥɒɔɏ ɕɋɖɋɊɆɝɎ 
ɗɔɔɇɟɋɓɎɏ ɒɋɌɊə ɐɔɖɕɔɖɆɘɎɈɓɡɒɎ 
ɗɋɖɈɋɖɆɒɎ ɒɎɓəɥ ɕəɇɑɎɝɓɡɏ ɗɋɘɋɈɔɏ 
ɗɋɉɒɋɓɘ ȵɆɖɘɓɋɖɗɐɎɏ 

ɗɋɖɈɋɖ Express CTS  
ȷɋɖɈɋɖ Front  CTS 

24  ȷɋɖɈɋɖ Media  ȵɆɖɘɓɋɖɗɐɎɏ 
ɗɋɖɈɋɖ Express 
CTS 

UDP/20000 -
40000  

ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ ɒɋɊɎɆɊɆɓɓɡɛ 
ɕɔ ɕɖɔɘɔɐɔɑə SRTP 

ȵɆɖɘɓɋɖɗɐɎɏ 

ɗɋɖɈɋɖ Express CTS  
ȷɋɖɈɋɖ Media  

25  RTS 

ru .public .express  

SMS ɔɕɋɖɆɘɔɖ TCP/443  ȴɘɕɖɆɈɐɆ SMS-ɗɔɔɇɟɋɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒ 

26  RTS 

ru .public .express  

ȷɑəɌɇɆ push -
əɈɋɊɔɒɑɋɓɎɏ 
Huawei  

TCP/443  ȴɘɕɖɆɈɐɆ push -əɈɋɊɔɒɑɋɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɥɒ Huawei  

27  RTS 

ru .public .express  

ȷɑəɌɇɆ push -

əɈɋɊɔɒɑɋɓɎɏ 
Apple  

TCP/443  ȴɘɕɖɆɈɐɆ push -əɈɋɊɔɒɑɋɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒ iOS 

ȦəɘɋɓɘɎɚɎɐɆɜɎɥ ɗ ɕɔɒɔɟɢɤ AD  

28  ȷɋɖɈɋɖ Back CTS  ȷɋɖɈɋɖ LDAP TCP/53  

UDP/53  

ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɖɆɍɖɋɞɋɓɎɥ 

Ɏɒɋɓ DNS 

UDP/123  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɗɑəɌɇɡ ɘɔɝɓɔɉɔ 

ɈɖɋɒɋɓɎ NTP 

TCP/389  

TCP/636  

ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ LDAP ɎɑɎ LDAPS 

ȦəɘɋɓɘɎɚɎɐɆɜɎɥ ɗ ɕɔɒɔɟɢɤ ADLDS  

29  ȷɋɖɈɋɖ Back CTS  ȷɋɖɈɋɖ ADLDS TCP/389  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ LDAP ɎɑɎ LDAPS 

http://xlnk.ms/
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ɷ  ȮɗɘɔɝɓɎɐ ȵɔɑəɝɆɘɋɑɢ 
ȵɔɖɘ Ɏ 
ɕɖɔɘɔɐɔɑ 

ȴɕɎɗɆɓɎɋ 

TCP/636  

30  ȷɋɖɈɋɖ ADLDS ȷɋɖɈɋɖ LDAP TCP/389  

TCP/636  

Ȯɒɕɔɖɘ ɕɔɑɢɍɔɈɆɘɋɑɋɏ LDAP 
ɎɑɎ LDAPS 

ȦəɘɋɓɘɎɚɎɐɆɜɎɥ ɗ ɕɔɒɔɟɢɤ e-mail  

ȵɔɊɐɑɤɝɋɓɎɋ ɐ ɗɋɖɈɋɖə SMTP ɔɕɎɗɆɓɔ Ɉɡɞɋ (ɕ. 7), ɊɔɕɔɑɓɎɘɋɑɢɓɡɛ ɕɔɊɐɑɤɝɋɓɎɏ ɓɋ ɘɖɋɇəɋɘɗɥ 

ȦəɘɋɓɘɎɚɎɐɆɜɎɥ ɗ ɕɔɒɔɟɢɤ Keycloak  

31 ȨɓɋɞɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Keycloak 

Front  
TCP/443  ȦəɘɋɓɘɎɚɎɐɆɜɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

32 ȷɋɖɈɋɖ Keycloak 
Front  

ȷɋɖɈɋɖ Keycloak 
Back  

TCP/443  ȵɖɔɐɗɎɖɔɈɆɓɎɋ ɍɆɕɖɔɗɔɈ 
ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

33 ȨɓəɘɖɋɓɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Keycloak 
Front  

TCP/443  ȦəɘɋɓɘɎɚɎɐɆɜɎɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

34  ȷɋɖɈɋɖ Keycloak 
Back  

ȷɋɖɈɋɖ LDAP TCP/389  

TCP/636  

Ȯɒɕɔɖɘ ɕɔɑɢɍɔɈɆɘɋɑɋɏ LDAP 
ɎɑɎ LDAPS 

35  ȷɋɖɈɋɖ Back CTS  ȷɋɖɈɋɖ Keycloak 
Back  

TCP/443  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ OpenID  

ȷɋɖɈɋɖ Keycloak 
Back  

ȷɋɖɈɋɖ Back CTS 
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ȵɖɎɑɔɌɋɓɎɋ 3 
ȷȫȸȫȨɁȫ ȨȭȦȮȲȴȪȫȯȷȸȨȮɅ ETS, MEDIA  Ȯ SINGLE  CTS 

ɷ  ȮɗɘɔɝɓɎɐ ȵɔɑəɝɆɘɋɑɢ 
ȵɔɖɘ Ɏ 
ɕɖɔɘɔɐɔɑ 

ȴɕɎɗɆɓɎɋ 

1 ȷɋɖɈɋɖ Single CTS  ȷɋɖɈɋɖ LDAP TCP/389, 636  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ LDAP ɑɎɇɔ 

LDAPS 

2 ȷɋɖɈɋɖ Single CTS  Bot -ɗɋɖɈɋɖ TCP/8000 ï

8100  

TCP/443  

ȨɍɆɎɒɔɊɋɏɗɘɈɎɋ Single  CTS ɗ Bot -

ɗɋɖɈɋɖɔɒ, ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ Bot -
ɗɋɖɈɋɖɆ ɗ Single  CTS ɕɔ ɕɖɔɘɔɐɔɑə 
HTTP/ HTTPS 

Bot -ɗɋɖɈɋɖ ȷɋɖɈɋɖ Single 
CTS 

3 ȨɓəɘɖɋɓɓɎɋ Ȯȷ Bot ɗɋɖɈɋɖ TCP/8000 ï

8100  

TCP/80  

TCP/443  

ȨɍɆɎɒɔɊɋɏɗɘɈɎɋ ɈɓəɘɖɋɓɓɎɛ 

ɎɓɚɔɖɒɆɜɎɔɓɓɡɛ ɗɎɗɘɋɒ ɗ Bot -
ɗɋɖɈɋɖɔɒ, ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ Bot -
ɗɋɖɈɋɖɆ ɗ ɈɓəɘɖɋɓɓɎɒɎ 
ɎɓɚɔɖɒɆɜɎɔɓɓɡɒɎ ɗɎɗɘɋɒɆɒɎ 
ɕɔ ɕɖɔɘɔɐɔɑə HTTP/ HTTPS 

Bot -ɗɋɖɈɋɖ ȨɓəɘɖɋɓɓɎɋ Ȯȷ 

4 ȦɊɒɎɓɎɗɘɖɆɘɔɖ ȷɋɖɈɋɖ Single 

CTS, ETS, 
Media , Web 
Client , XLink  

TCP/22  ȦɊɒɎɓɎɗɘɖɎɖɔɈɆɓɎɋ ɗɋɖɈɋɖɔɈ 

ɕɔ ɕɖɔɘɔɐɔɑə SSH 

TCP/443  ȦɊɒɎɓɎɗɘɖɎɖɔɈɆɓɎɋ Express  ɝɋɖɋɍ 
Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗ ɕɔ ɕɖɔɘɔɐɔɑə 
HTTPS 

5 ȷɋɖɈɋɖ Single CTS  ȷɋɖɈɋɖ SMTP TCP/25  

TCP/587  

TCP/465  

ȴɇɋɗɕɋɝɋɓɎɋ ɔɘɕɖɆɈɐɎ ɕɎɗɋɒ 
ɗ ȵȮȳ-ɐɔɊɔɒ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ 
ɕɔ ɕɖɔɘɔɐɔɑə SMTP 

6 ȷɋɖɈɋɖ ETS Docker registry  TCP/443  Ȫɔɗɘəɕ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɔɇɖɆɍɔɈ 

Docker  Ɋɑɥ əɗɘɆɓɔɈɐɎ 
Ɏ ɔɇɓɔɈɑɋɓɎɥ ȵȴ Express  

7 ȷɋɖɈɋɖ ETS ȷɋɖɈɋɖ DNS Ɏ 

NTP 
TCP/53  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɖɆɍɖɋɞɋɓɎɥ 

Ɏɒɋɓ DNS UDP/53  

UDP/123  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɗɑəɌɇɡ 
ɘɔɝɓɔɉɔ ɈɖɋɒɋɓɎ NTP 

8 ȨɓəɘɖɋɓɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ ETS TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ 
ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɒə ɗɋɘɋɈɔɒə 
ɗɋɉɒɋɓɘə Express  ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ 
ɕɖɔɘɔɐɔɑɆ HTTPS 

9 ȷɋɖɈɋɖ Single CTS  ȷɋɖɈɋɖ ETS TCP/5001  ȴɇɋɗɕɋɝɋɓɎɋ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ 
ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ Express  
ɗ ɗɋɖɈɋɖɔɒ ɕɖɋɊɕɖɎɥɘɎɥ ETS 

10  ȷɋɖɈɋɖ Single CTS  ȷɋɖɈɋɖ DNS Ɏ 
NTP 

TCP/53  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɖɆɍɖɋɞɋɓɎɥ 
Ɏɒɋɓ DNS UDP/53  

UDP/123  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɗɑəɌɇɡ 
ɘɔɝɓɔɉɔ ɈɖɋɒɋɓɎ NTP 

11  ȷɋɖɈɋɖ Single 

CTS, Media , Web 
Client , ȷɋɖɈɋɖ 
XLink  

Docker registry  TCP/443  Ȫɔɗɘəɕ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɔɇɖɆɍɔɈ 

Docker  Ɋɑɥ əɗɘɆɓɔɈɐɎ 
Ɏ ɔɇɓɔɈɑɋɓɎɥ ȵȴ Express  

12  Single CTS  Media  TCP/8188  ȹɕɖɆɈɑɋɓɎɋ ɍɈɔɓɐɆɒɎ 

ɐɔɓɚɋɖɋɓɜɗɈɥɍɎ 

13  Transcoding  ȷɋɖɈɋɖ Single 

CTS 
TCP/443  ȵɋɖɋɊɆɝɆ ɘɖɆɓɗɐɔɊɎɖɔɈɆɓɓɡɛ 

ɍɆɕɎɗɋɏ Ɉ ɚɆɏɑɔɈɔɋ ɛɖɆɓɎɑɎɟɋ 

14  Transcoding  ȷɋɖɈɋɖ Media  TCP/443  ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ ɚɆɏɑɔɈ 
ɍɆɕɎɗɎ ɍɈɔɓɐɔɈ ɕɔ ɕɖɔɘɔɐɔɑə 
HTTPS Ɋɑɥ ɕɔɗɑɋɊəɤɟɋɏ 
ɔɇɖɆɇɔɘɐɎ ɗɋɖɈɋɖɔɒ Transcoding  

15  ȨɓəɘɖɋɓɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Single 
CTS 

TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ 
ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɒə ɗɋɘɋɈɔɒə 
ɗɋɉɒɋɓɘə Express  ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ 
ɕɖɔɘɔɐɔɑɆ HTTPS 

16  ȨɓəɘɖɋɓɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Web 
Client  

TCP/443  ȵɔɊɐɑɤɝɋɓɎɋ ɈɓəɘɖɋɓɓɎɛ 
ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɐ Ɉɋɇ-ɐɑɎɋɓɘə 
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ɷ  ȮɗɘɔɝɓɎɐ ȵɔɑəɝɆɘɋɑɢ 
ȵɔɖɘ Ɏ 
ɕɖɔɘɔɐɔɑ 

ȴɕɎɗɆɓɎɋ 

ȷɋɖɈɋɖ XLink  TCP/443  ȵɔɊɐɑɤɝɋɓɎɋ ɈɓəɘɖɋɓɓɎɛ 
ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɐ XLink  

17  ȨɓəɘɖɋɓɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Media  UDP/20000 -
40000  

ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ 
ɒɋɊɎɆɊɆɓɓɡɛ ɕɔ ɕɖɔɘɔɐɔɑə SRTP 
ɐɔɓɚɋɖɋɓɜɗɈɥɍɎ 

18  ȷɋɖɈɋɖ ETS SMS ɔɕɋɖɆɘɔɖ TCP/443  ȴɘɕɖɆɈɐɆ SMS-ɗɔɔɇɟɋɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒ 

19  ȷɋɖɈɋɖ ETS ȷɑəɌɇɆ push -

əɈɋɊɔɒɑɋɓɎɏ 
Huawei  

TCP/443  ȴɘɕɖɆɈɐɆ push -əɈɋɊɔɒɑɋɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒ Huawei  

20  ȷɋɖɈɋɖ ETS ȷɑəɌɇɆ push -

əɈɋɊɔɒɑɋɓɎɏ 
Apple  

TCP/443  ȴɘɕɖɆɈɐɆ push -əɈɋɊɔɒɑɋɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒ iOS 

21  ȷɋɖɈɋɖ ETS ȷɑəɌɇɆ push -

əɈɋɊɔɒɑɋɓɎɏ 
Google  

TCP/443  ȴɘɕɖɆɈɐɆ push -əɈɋɊɔɒɑɋɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒ Android  

22  ȷɋɖɈɋɖ ETS RTS 

ru .public .express  

TCP/5001  ȴɇɋɗɕɋɝɋɓɎɋ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ETS 
ɗ RTS 

23  ȷɋɖɈɋɖɆ Let ` s 

Encrypt  
ȷɋɖɈɋɖ ETS TCP/80  ȵɖɔɈɋɖɐɆ ɊɔɒɋɓɆ, ɓɆ ɐɔɘɔɖɡɏ 

ɍɆɕɖɆɞɎɈɆɋɘɗɥ ɗɋɖɘɎɚɎɐɆɘ 
ɔɘ ɐɔɒɕɆɓɎɎ Let ` s Encrypt  

ȷɋɖɈɋɖ Single 
CTS 

ȷɋɖɈɋɖ ETS ȷɋɖɈɋɖɆ Let ` s 
Encrypt  

TCP/443  ȭɆɕɖɔɗ ɇɋɗɕɑɆɘɓɔɉɔ ɗɋɖɘɎɚɎɐɆɘɆ 
ɔɘ ɐɔɒɕɆɓɎɎ Let ` s Encrypt  

ȷɋɖɈɋɖ Single CTS  ȷɋɖɈɋɖɆ Let ` s 
Encrypt  

TCP/443  

24  ȨɓɋɞɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ ETS TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ 
ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɒə ɗɋɘɋɈɔɒə 
ɗɋɉɒɋɓɘə Express  ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ 
ɕɖɔɘɔɐɔɑɆ HTTPS 

25  ȨɓɋɞɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Single  
CTS (ȨɓɋɞɓɎɏ 
IP NAT)  

TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ 
ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɒə ɗɋɘɋɈɔɒə 
ɗɋɉɒɋɓɘə Express  ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ 
ɕɖɔɘɔɐɔɑɆ HTTPS 

26  ȷɋɖɈɋɖ Single CTS  ȵɆɖɘɓɋɖɗɐɎɏ 
ɗɋɖɈɋɖ CTS 

TCP/5001  ȴɇɋɗɕɋɝɋɓɎɋ ɕɖɥɒɔɏ ɕɋɖɋɊɆɝɎ 
ɗɔɔɇɟɋɓɎɏ ɒɋɌɊə 
ɐɔɖɕɔɖɆɘɎɈɓɡɒɎ ɗɋɖɈɋɖɆɒɎ ɒɎɓəɥ 
ɕəɇɑɎɝɓɡɏ ɗɋɘɋɈɔɏ ɗɋɉɒɋɓɘ 

ȵɆɖɘɓɋɖɗɐɎɏ 

ɗɋɖɈɋɖ CTS 

ȷɋɖɈɋɖ Single  

CTS 

(ȨɓɋɞɓɎɏ IP 
NAT) 

27  ȷɋɖɈɋɖ Media  ȵɆɖɘɓɋɖɗɐɎɏ 
ɗɋɖɈɋɖ CTS 

UDP/20000 -
40000  

ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ 
ɒɋɊɎɆɊɆɓɓɡɛ ɕɔ ɕɖɔɘɔɐɔɑə SRTP 

ȵɆɖɘɓɋɖɗɐɎɏ 
ɗɋɖɈɋɖ CTS 

ȷɋɖɈɋɖ Media  

(ȨɓɋɞɓɎɏ IP 
NAT) 

28  ȨɓɋɞɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Media  

(ȨɓɋɞɓɎɏ IP 
NAT) 

TCP/3478  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɕɖɔɘɔɐɔɑɔɈ 
STUN/ TURN UDP/3478  

ȷɋɖɈɋɖ Media  UDP/20000 -
40000  

ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ 
ɒɋɊɎɆɊɆɓɓɡɛ ɕɔ ɕɖɔɘɔɐɔɑə SRTP 

29  ȨɓɋɞɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Web 
Client  

TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ ɐ Ɉɋɇ-ɐɑɎɋɓɘə 
ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ ɕɖɔɘɔɐɔɑɆ 
HTTPS 

ȷɋɖɈɋɖ XLink  TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ ɐ XLink  
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ȵɖɎɑɔɌɋɓɎɋ 4 
ȷȫȸȫȨɁȫ ȨȭȦȮȲȴȪȫȯȷȸȨȮɅ ETS, MEDIA , FRONT CTS Ȯ BACK CTS 

ɷ  ȮɗɘɔɝɓɎɐ ȵɔɑəɝɆɘɋɑɢ 
ȵɔɖɘ Ɏ 
ɕɖɔɘɔɐɔɑ 

ȴɕɎɗɆɓɎɋ 

1 ȷɋɖɈɋɖ Back CTS  ȷɋɖɈɋɖ LDAP TCP/53  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ 

ɖɆɍɖɋɞɋɓɎɥ Ɏɒɋɓ DNS 
UDP/53  

UDP/123  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɗɑəɌɇɡ 

ɘɔɝɓɔɉɔ ɈɖɋɒɋɓɎ NTP 

TCP/389  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ 
LDAP/ LDAPS 

TCP/636  

2 ȷɋɖɈɋɖ Back CTS  Bot -ɗɋɖɈɋɖ TCP/8000 ï8100  ȨɍɆɎɒɔɊɋɏɗɘɈɎɋ Back  CTS ɗ Bot -
ɗɋɖɈɋɖɔɒ ɕɔ ɕɖɔɘɔɐɔɑə 
HTTP/ HTTPS 

TCP/443  

Bot -ɗɋɖɈɋɖ ȷɋɖɈɋɖ Back 
CTS 

TCP/443  ȨɍɆɎɒɔɊɋɏɗɘɈɎɋ Bot -ɗɋɖɈɋɖɆ 
ɗ Back  CTS ɕɔ ɕɖɔɘɔɐɔɑə 
HTTP/ HTTPS 

3 ȨɓəɘɖɋɓɓɎɋ Ȯȷ Bot -ɗɋɖɈɋɖ TCP/443  ȨɍɆɎɒɔɊɋɏɗɘɈɎɋ ɈɓəɘɖɋɓɓɎɛ 
ɎɓɚɔɖɒɆɜɎɔɓɓɡɛ ɗɎɗɘɋɒ 
ɗ ɗɋɖɈɋɖɔɒ Bot  ɕɔ ɕɖɔɘɔɐɔɑə 
HTTP/ HTTPS 

TCP/8000 ï8100  

Bot -ɗɋɖɈɋɖ ȨɓəɘɖɋɓɓɎɋ Ȯȷ TCP/80  ȨɍɆɎɒɔɊɋɏɗɘɈɎɋ Bot -ɗɋɖɈɋɖɆ 

ɗ ɈɓəɘɖɋɓɓɎɒɎ 
ɎɓɚɔɖɒɆɜɎɔɓɓɡɒɎ ɗɎɗɘɋɒɆɒɎ 
ɕɔ ɕɖɔɘɔɐɔɑə HTTP / HTTPS 

TCP443  

4 ȷɋɖɈɋɖ Back CTS  Docker registry  TCP/443  Ȫɔɗɘəɕ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɔɇɖɆɍɔɈ 

Docker  Ɋɑɥ əɗɘɆɓɔɈɐɎ Ɏ 
ɔɇɓɔɈɑɋɓɎɥ ȵȴ Express  

5 ȷɋɖɈɋɖ Back CTS  ȷɋɖɈɋɖ Front 
CTS 

TCP/443  ȲɔɓɎɘɔɖɎɓɉ ɖɆɇɔɘɡ ɐɔɓɘɋɏɓɋɖɆ 
trusts  Ɏ ɈɍɆɎɒɔɊɋɏɗɘɈɎɋ ɗ ɋɉɔ API 

6 ȷɋɖɈɋɖ Front CTS  ȷɋɖɈɋɖ Back 
CTS 

TCP/443  ȵɋɖɋɊɆɝɆ ɍɆɞɎɚɖɔɈɆɓɓɡɛ 
ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɎɛ ɊɆɓɓɡɛ 
c ɘɖɆɓɗɕɔɖɘɓɔɏ ɔɇɋɖɘɐɔɏ TLS 

TCP/2379  ȵɔɊɐɑɤɝɋɓɎɋ ɐ ɛɖɆɓɎɑɎɟə 
ɐɔɓɚɎɉəɖɆɜɎɏ Ɋɑɥ ɕɔɑəɝɋɓɎɥ 
ɖɆɍɑɎɝɓɡɛ ɓɆɗɘɖɔɋɐ ɗɋɖɈɎɗɔɈ 

TCP/5432  ȵɔɊɐɑɤɝɋɓɎɋ ɐɔɓɘɋɏɓɋɖɆ trusts  
ɐ ɇɆɍɋ ɊɆɓɓɡɛ Ɋɑɥ ɛɖɆɓɋɓɎɥ 
ɎɓɚɔɖɒɆɜɎɎ, ɓɋɔɇɛɔɊɎɒɔɏ 
Ɋɑɥ ɖɆɇɔɘɡ 

TCP/6379  ȵɔɊɐɑɤɝɋɓɎɋ ɐ Redis  

TCP/9092  ȵɔɊɐɑɤɝɋɓɎɋ ɐ ɕɖɔɉɖɆɒɒɓɔɒə 

ɇɖɔɐɋɖə ɗɔɔɇɟɋɓɎɏ Kafka  
Ɋɑɥ ɔɇɒɋɓɆ ɗɔɇɡɘɎɥɒɎ ɒɋɌɊə 
ɗɋɖɈɎɗɆɒɎ 

7 ȦɊɒɎɓɎɗɘɖɆɘɔɖ ȷɋɖɈɋɖ ETS, 

Front CTS , Back 
CTS, Media , 
Web Client , 
XLink  

TCP/22  ȦɊɒɎɓɎɗɘɖɎɖɔɈɆɓɎɋ ɗɋɖɈɋɖɔɈ 

ɕɔ ɕɖɔɘɔɐɔɑə SSH 

TCP/443  ȦɊɒɎɓɎɗɘɖɎɖɔɈɆɓɎɋ Express  
ɝɋɖɋɍ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗ 
ɕɔ ɕɖɔɘɔɐɔɑə HTTPS 

8 ȷɋɖɈɋɖ Back CTS  ȷɋɖɈɋɖ SMTP TCP/25  

TCP/587  

TCP/465  

ȴɇɋɗɕɋɝɋɓɎɋ ɔɘɕɖɆɈɐɎ ɕɎɗɋɒ 
ɗ ȵȮȳ-ɐɔɊɔɒ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ 
ɕɔ ɕɖɔɘɔɐɔɑə SMTP 

9 ȷɋɖɈɋɖ Back CTS  ȷɋɖɈɋɖ Media  TCP/8188  ȹɕɖɆɈɑɋɓɎɋ ɍɈɔɓɐɆɒɎ 

ɐɔɓɚɋɖɋɓɜɗɈɥɍɎ 

10  ȨɓəɘɖɋɓɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Back 
CTS 

TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ 
ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɒə ɗɋɘɋɈɔɒə 

ɗɋɉɒɋɓɘə Express  
ɗ ɗɕɔɑɢɍɔɈɆɓɎɋɒ ɕɖɔɘɔɐɔɑɆ 
HTTPS 
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ɷ  ȮɗɘɔɝɓɎɐ ȵɔɑəɝɆɘɋɑɢ 
ȵɔɖɘ Ɏ 
ɕɖɔɘɔɐɔɑ 

ȴɕɎɗɆɓɎɋ 

11  Transcoding  ȷɋɖɈɋɖ Back 
CTS 

TCP/443  ȵɋɖɋɊɆɝɆ ɘɖɆɓɗɐɔɊɎɖɔɈɆɓɓɡɛ 
ɍɆɕɎɗɋɏ Ɉ ɚɆɏɑɔɈɔɋ ɛɖɆɓɎɑɎɟɋ 

12  Transcoding  ȷɋɖɈɋɖ Media  TCP/443  ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ ɚɆɏɑɔɈ 

ɍɆɕɎɗɎ ɍɈɔɓɐɔɈ ɕɔ ɕɖɔɘɔɐɔɑə 
HTTPS Ɋɑɥ ɕɔɗɑɋɊəɤɟɋɏ 
ɔɇɖɆɇɔɘɐɎ ɗɋɖɈɋɖɔɒ Transcoding  

13  ȷɋɖɈɋɖ ETS Docker -ɖɋɋɗɘɖ TCP/443  Ȫɔɗɘəɕ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɔɇɖɆɍɔɈ 

Docker  Ɋɑɥ əɗɘɆɓɔɈɐɎ 
Ɏ ɔɇɓɔɈɑɋɓɎɥ ȵȴ Express  

14  ȷɋɖɈɋɖ ETS ȷɋɖɈɋɖ DNS Ɏ 
NTP 

TCP/53  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ 
ɖɆɍɖɋɞɋɓɎɥ Ɏɒɋɓ DNS 

UDP/53  

UDP/123  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɗɑəɌɇɡ 
ɘɔɝɓɔɉɔ ɈɖɋɒɋɓɎ NTP 

15  ȨɓəɘɖɋɓɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ ETS TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ 
ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɒə ɗɋɘɋɈɔɒə 
ɗɋɉɒɋɓɘə Express  
ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ ɕɖɔɘɔɐɔɑɆ 
HTTPS 

16  ȷɋɖɈɋɖ Front CTS  ȷɋɖɈɋɖ ETS TCP/5001  ȴɇɋɗɕɋɝɋɓɎɋ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ 
ɐɔɖɕɔɖɆɘɎɈɓɔɉɔ ɗɋɖɈɋɖɆ Express  
ɗ ETS 

17  ȷɋɖɈɋɖ Front CTS , 

Media , Web Client  
Docker registry  TCP/443  Ȫɔɗɘəɕ ɐ ɖɋɕɔɍɎɘɔɖɎɤ ɔɇɖɆɍɔɈ 

Docker  Ɋɑɥ əɗɘɆɓɔɈɐɎ 
Ɏ ɔɇɓɔɈɑɋɓɎɥ ȵȴ Express  ȷɋɖɈɋɖ XLink  

18  ȷɋɖɈɋɖ Front CTS  ȷɋɖɈɋɖ DNS Ɏ 

NTP 
TCP/53  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ 

ɖɆɍɖɋɞɋɓɎɥ Ɏɒɋɓ DNS 
UDP/53  

UDP/123  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɗɑəɌɇɡ 

ɘɔɝɓɔɉɔ ɈɖɋɒɋɓɎ NTP 

19  ȨɓəɘɖɋɓɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Web 
Client  

TCP/443  ȵɔɊɐɑɤɝɋɓɎɋ ɈɓəɘɖɋɓɓɎɛ 
ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɐ Ɉɋɇ-ɐɑɎɋɓɘə 

ȷɋɖɈɋɖ XLink  TCP/443  ȵɔɊɐɑɤɝɋɓɎɋ ɈɓəɘɖɋɓɓɎɛ 
ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɐ XLink  

20  ȨɓəɘɖɋɓɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Media  UDP/20000 -
40000  

ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ 
ɒɋɊɎɆɊɆɓɓɡɛ ɕɔ ɕɖɔɘɔɐɔɑə SRTP 
ɐɔɓɚɋɖɋɓɜɗɈɥɍɎ 

21  ȷɋɖɈɋɖ ETS SMS ɔɕɋɖɆɘɔɖ TCP/443  ȴɘɕɖɆɈɐɆ SMS-ɗɔɔɇɟɋɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒ 

22  ȷɋɖɈɋɖ ETS ȷɑəɌɇɆ push -

əɈɋɊɔɒɑɋɓɎɏ 
Huawei  

TCP/443  ȴɘɕɖɆɈɐɆ push -əɈɋɊɔɒɑɋɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɥɒ Huawei  

23  ȷɋɖɈɋɖ ETS ȷɑəɌɇɆ push -
əɈɋɊɔɒɑɋɓɎɏ 
Apple  

TCP/443  ȴɘɕɖɆɈɐɆ push -əɈɋɊɔɒɑɋɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɥɒ iOS 

24  ȷɋɖɈɋɖ ETS ȷɑəɌɇɆ push -
əɈɋɊɔɒɑɋɓɎɏ 
Google  

TCP/443  ȴɘɕɖɆɈɐɆ push -əɈɋɊɔɒɑɋɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɥɒ Android  

25  ȷɋɖɈɋɖ ETS RTS 

ru .public .express  

TCP/5001  ȴɇɋɗɕɋɝɋɓɎɋ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ 
ETS ɗ RTS 

26  ȷɋɖɈɋɖ Let ` s 
Encrypt  

ȷɋɖɈɋɖ ETS TCP/80  ȵɖɔɈɋɖɐɆ ɊɔɒɋɓɆ, ɓɆ ɐɔɘɔɖɡɏ 
ɍɆɕɖɆɞɎɈɆɋɘɗɥ ɗɋɖɘɎɚɎɐɆɘ 
ɔɘ ɐɔɒɕɆɓɎɎ Let ` s Encrypt  

ȷɋɖɈɋɖ Front 
CTS 

ȷɋɖɈɋɖ ETS ȷɋɖɈɋɖ Let ` s 
Encrypt  

TCP/443  ȭɆɕɖɔɗ ɇɋɗɕɑɆɘɓɔɉɔ ɗɋɖɘɎɚɎɐɆɘɆ 
ɔɘ ɐɔɒɕɆɓɎɎ Let ` s Encrypt  

ȷɋɖɈɋɖ Front CTS  ȷɋɖɈɋɖ Let ` s 

Encrypt  
TCP/443  

27  ȨɓɋɞɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Front 

CTS 
TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ 

ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɒə ɗɋɘɋɈɔɒə 
ɗɋɉɒɋɓɘə Express  
ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ ɕɖɔɘɔɐɔɑɆ 
HTTPS 
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ɷ  ȮɗɘɔɝɓɎɐ ȵɔɑəɝɆɘɋɑɢ 
ȵɔɖɘ Ɏ 
ɕɖɔɘɔɐɔɑ 

ȴɕɎɗɆɓɎɋ 

28  ȨɓɋɞɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ ETS TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ 
ɐ ɐɔɖɕɔɖɆɘɎɈɓɔɒə ɗɋɘɋɈɔɒə 
ɗɋɉɒɋɓɘə Express  
ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ ɕɖɔɘɔɐɔɑɆ 
HTTPS 

29  ȵɆɖɘɓɋɖɗɐɎɏ 

ɗɋɖɈɋɖ CTS 

ȷɋɖɈɋɖ Front  

CTS 

(ȨɓɋɞɓɎɏ IP 
NAT) 

TCP/5001  ȴɇɋɗɕɋɝɋɓɎɋ ɕɖɥɒɔɏ ɕɋɖɋɊɆɝɎ 

ɗɔɔɇɟɋɓɎɏ ɒɋɌɊə 
ɐɔɖɕɔɖɆɘɎɈɓɡɒɎ ɗɋɖɈɋɖɆɒɎ 
ɒɎɓəɥ ɕəɇɑɎɝɓɡɏ ɗɋɘɋɈɔɏ 
ɗɋɉɒɋɓɘ ȷɋɖɈɋɖ Front CTS  ȵɆɖɘɓɋɖɗɐɎɏ 

ɗɋɖɈɋɖ CTS 

30  ȵɆɖɘɓɋɖɗɐɎɏ 

ɗɋɖɈɋɖ CTS 
ȷɋɖɈɋɖ Media  

(ȨɓɋɞɓɎɏ IP 
NAT) 

UDP/20000 -

40000  

ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ 

ɒɋɊɎɆɊɆɓɓɡɛ ɕɔ ɕɖɔɘɔɐɔɑə SRTP 
ɐɔɓɚɋɖɋɓɜɗɈɥɍɎ 

ȷɋɖɈɋɖ Media  ȵɆɖɘɓɋɖɗɐɎɏ 
ɗɋɖɈɋɖ CTS 

31  ȨɓɋɞɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɢ 
ȷɋɖɈɋɖ Media  

(ȨɓɋɞɓɎɏ IP 
NAT) 

TCP/3478  ȴɇɋɗɕɋɝɋɓɎɋ ɖɆɇɔɘɡ ɕɖɔɘɔɐɔɑɔɈ 

STUN/ TURN 
UDP/3478  

UDP/20000 -

40000  

ȴɇɋɗɕɋɝɋɓɎɋ ɕɋɖɋɊɆɝɎ 

ɒɋɊɎɆɊɆɓɓɡɛ ɕɔ ɕɖɔɘɔɐɔɑə SRTP 
ɐɔɓɚɋɖɋɓɜɗɈɥɍɎ 

32  ȨɓɋɞɓɎɏ 
ɕɔɑɢɍɔɈɆɘɋɑɢ 

ȷɋɖɈɋɖ Web 
Client  

TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ ɐ Ɉɋɇ-
ɐɑɎɋɓɘə ɗ ɎɗɕɔɑɢɍɔɈɆɓɎɋɒ 

ɕɖɔɘɔɐɔɑɆ HTTPS 

ȷɋɖɈɋɖ XLink  TCP/443  ȰɑɎɋɓɘɗɐɎɏ Ɋɔɗɘəɕ ɐ XLink  
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ȵɖɎɑɔɌɋɓɎɋ 5 
ȲȴȳȮȸȴȶȮȳȩ EXPRESS 

Ȩ ɗɔɗɘɆɈ ȷȰ çExpress è ɈɛɔɊɎɘ ɗɘɔɖɔɓɓɋɋ ȵȴ, ɔɘɈɋɝɆɤɟɋɋ ɍɆ ɒɔɓɎɘɔɖɎɓɉ 

ɖɆɇɔɘɡ ɗɎɗɘɋɒɡ: 

¶ Prometheus ;  

¶ Grafana ;  

¶ Ȧɑɋɖɘɡ.  

PROMETHEUS 

ȷȰ çExpressè ɗɔɊɋɖɌɎɘ ɗɑəɌɋɇɓɡɏ ɒɔɊəɑɢ (docker -ɐɔɓɘɋɏɓɋɖ) ɗ ȵȴ ɒɔɓɎɘɔɖɎɓɉɆ 

Prometheus , ɐɔɘɔɖɡɏ ɗɔɇɎɖɆɋɘ ɒɋɘɖɎɐɎ c ɔɗɘɆɑɢɓɡɛ ɒɔɊəɑɋɏ. 

ȲɋɘɖɎɐɎ ɚɔɖɒɎɖəɤɘɗɥ ɖɆɍɓɡɒɎ ɒɔɊəɑɥɒɎ: node _exporter , cadvisor , 

redis _exporter  Ɏ ɕɖɔɉɖɆɒɒɓɡɒɎ ɗɖɋɊɗɘɈɆɒɎ ɈɓəɘɖɎ ɒɔɊəɑɋɏ ȷȰ çExpressè. 

Prometheus Ɋɔɗɘəɕɋɓ ɕɔ ɕəɘɎ / system / prometheus /. ȷɛɋɒɆ ɆɈɘɔɖɎɍɆɜɎɎ ð basic  

(ɕɔɊɊɋɖɌɎɈɆɋɘɗɥ ɍɆɞɎɚɖɔɈɆɓɓɡɏ ɚɔɖɒɆɘ openssl  passwd ). ȱɔɉɎɓ Ɏ ɕɆɖɔɑɢ 

ɒɔɌɓɔ ɓɆɏɘɎ ɓɆ ɗɋɖɈɋɖɋ Single / Back  Ɉ /opt / express / settings .yaml . 

node _ exporter  

Node _exporter  ɕɖɋɊɔɗɘɆɈɑɥɋɘ ɆɕɕɆɖɆɘɓɡɋ Ɏ ɗɎɗɘɋɒɓɡɋ ɒɋɘɖɎɐɎ ɓɆ əɖɔɈɓɋ ȴȷ, 

ɕɖɋɊɔɗɘɆɈɑɥɋɒɡɋ ɥɊɖɆɒɎ *NIX  ɝɋɖɋɍ ɗɇɔɖɟɎɐɎ ɒɋɘɖɎɐ. Node _exporter  Ɏɍɒɋɖɥɋɘ 

ɓɋɗɐɔɑɢɐɔ ɒɋɘɖɎɐ, ɘɆɐɎɛ ɐɆɐ: ɕɆɒɥɘɢ, ɊɎɗɐ, CPU, ɗɋɘɢ. 

ȫɗɑɎ ɗɋɖɈɋɖɆ CTS/ ETS ɖɆɍɈɔɖɆɝɎɈɆɑɎ ɗ ɕɔɒɔɟɢɤ əɘɎɑɎɘɡ dpl, ɘɔ node _exporter  

ɊɔɑɌɋɓ ɇɡɘɢ əɗɘɆɓɔɈɑɋɓ ɆɈɘɔɒɆɘɎɝɋɗɐɎ. 

ŁǍǅǌƹǍǅǀˍ ņǑǋǅ ǌǎƿǓǋǜ ǓǑǒƹǍƹƻǋǅƻƹǀǒǑǩ Ǎƹ ǐƹǑǏǐǀƿǀǋǀǍǍǎǌ Ǒǀǐƻǀǐǀ ˜Front + Back), 
ǏǐǎǘǀƿǓǐǓ ǓǑǒƹǍǎƻǉǅ ƻǞǏǎǋǍǩǨǒ Ǎƹ ǉƹǃƿǎǌ Ǒǀǐƻǀǐǀ ǎǒƿǀǋǜǍǎː 

Ȫɑɥ əɗɘɆɓɔɈɐɎ ɓɆ ɖɆɗɕɖɋɊɋɑɋɓɓɔɒ ɗɋɖɈɋɖɋ: 

 ȭɆɏɊɎɘɋ Ɉ ɐɆɘɆɑɔɉ: 

/ opt / express  

 ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

dpl nxinstall  

ps ax | grep node _exporter | grep - v grep  

17802 ? Ssl 322:51 / usr / bin / node _exporter -- web. listen -

address =172.17.0.1:9200  

cAdvisor  

cAdvisor  τ ɣɘɔ ɍɆɕəɟɋɓɓɡɏ Ɋɋɒɔɓ, ɐɔɘɔɖɡɏ ɗɔɇɎɖɆɋɘ, ɆɉɖɋɉɎɖəɋɘ, ɔɇɖɆɇɆɘɡɈɆɋɘ 

Ɏ ɣɐɗɕɔɖɘɎɖəɋɘ ɎɓɚɔɖɒɆɜɎɤ ɔ ɍɆɕəɟɋɓɓɡɛ ɐɔɓɘɋɏɓɋɖɆɛ. Ȩ ɝɆɗɘɓɔɗɘɎ, 

Ɋɑɥ ɐɆɌɊɔɉɔ ɐɔɓɘɋɏɓɋɖɆ ɔɓ ɛɖɆɓɎɘ ɕɆɖɆɒɋɘɖɡ ɎɍɔɑɥɜɎɎ ɖɋɗəɖɗɔɈ, ɎɗɘɔɖɎɝɋɗɐɔɋ 

ɎɗɕɔɑɢɍɔɈɆɓɎɋ ɖɋɗəɖɗɔɈ, ɉɎɗɘɔɉɖɆɒɒɡ ɕɔɑɓɔɉɔ ɎɗɘɔɖɎɝɋɗɐɔɉɔ ɎɗɕɔɑɢɍɔɈɆɓɎɥ 

ɖɋɗəɖɗɔɈ Ɏ ɗɋɘɋɈəɤ ɗɘɆɘɎɗɘɎɐə. 

ȫɗɑɎ ɗɋɖɈɋɖɆ CTS/ ETS ɖɆɍɈɔɖɆɝɎɈɆɑɎ ɗ ɕɔɒɔɟɢɤ əɘɎɑɎɘɡ dpl, ɘɔ cAdvisor  ɊɔɑɌɋɓ 

ɇɡɘɢ əɗɘɆɓɔɈɑɋɓ ɆɈɘɔɒɆɘɎɝɋɗɐɎ. 

ȫɗɑɎ ɒɔɊəɑɢ əɗɘɆɓɆɈɑɎɈɆɋɘɗɥ ɓɆ ɖɆɗɕɖɋɊɋɑɋɓɓɔɒ ɗɋɖɈɋɖɋ (Front  + Back ), 

ɕɖɔɜɋɊəɖə əɗɘɆɓɔɈɐɎ Ɉɡɕɔɑɓɥɤɘ ɓɆ ɐɆɌɊɔɒ ɗɋɖɈɋɖɋ ɔɘɊɋɑɢɓɔ.  
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Ȫɑɥ əɗɘɆɓɔɈɐɎ ɓɆ ɖɆɗɕɖɋɊɋɑɋɓɓɔɒ ɗɋɖɈɋɖɋ: 

 ȭɆɏɊɎɘɋ Ɉ ɐɆɘɆɑɔɉ: 

/ opt / express  

 ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

dpl cadvinstall  

ps ax | grep cadvisor | grep - v grep  

17605 ? Ssl 44:20 / usr / bin / cadvisor - listen _ip 172.17.0.1 - port 

9100  

Fed eration  Prometheus  

ȫɗɑɎ Ɉ ɗɔɗɘɆɈ ȷȰ çExpressè ɈɛɔɊɎɘ ɓɋɗɐɔɑɢɐɔ ɊɔɕɔɑɓɎɘɋɑɢɓɡɛ ɔɘɊɋɑɢɓɡɛ 

ɗɋɖɈɋɖɔɈ: ɇoɘ-ɗɋɖɈɋɖ, ɔɘɊɋɑɢɓɡɏ ɗɋɖɈɋɖ Media  ɎɑɎ ɓɋɗɐɔɑɢɐɔ ɗɋɖɈɋɖɔɈ 

ȷȰ çExpressè, Ɋɑɥ ɋɊɎɓɔɏ ɗɎɗɘɋɒɡ ɒɔɓɎɘɔɖɎɓɉɆ ɓəɌɓɔ ɖɆɍɈɋɖɓəɘɢ ɚɋɊɋɖɆɜɎɤ 

Prometheus , ɐɔɘɔɖɆɥ ɔɇɠɋɊɎɓɎɘ Ɉɗɋ ɒɋɘɖɎɐɎ Ɉ ɔɊɓɔɒ ɒɋɗɘɋ. ȶɋɐɔɒɋɓɊəɋɒɡɏ ɗɕɔɗɔɇ 

ɜɋɓɘɖɆɑɎɍɔɈɆɓɓɔɉɔ ɗɇɔɖɆ Ɏ ɛɖɆɓɋɓɎɥ ɒɋɘɖɎɐ ɗɔ Ɉɗɋɛ ɐɔɒɕɔɓɋɓɘɔɈ ȷȰ çExpressè: 

mkdir / opt / prometheus  

cd / opt / prometheus  

mkdir conf  

docker - compose .yaml  

ȮɗɛɔɊɓɡɏ ɐɔɊ:  

services :  

  prometheus :  

    image : " prom/ prometheus "  

    container _name: prometheus  

    volumes :  

      -  "./ conf / prometheus . yaml :/ etc / prometheus / prometheus . yaml : ro "  

      -  " prometheus :/ prometheus "  

    command:  

      -  ' -- config . file =/ etc / prometheus / prometheus . yaml'  

      -  ' -- storage . tsdb . path =/ prometheus'  

      -  ' -- web. console . libraries =/ etc / prometheus / console _libraries'  

      -  ' -- web. console . templates =/ etc / prometheus / consoles'  

      -  ' -- web. route - prefix =/ prom/'  

      -  ' -- storage . tsdb . retention . time =30d'  

    restart : " always "  

    security _opt :  

      -  no- new- privileges  

 

    ports :  

      -  "8002:9090"  

 

volumes :  

  prometheus :  

    driver : local  

ȹɐɆɌɎɘɋ ɓəɌɓɡɋ ɕɆɖɆɒɋɘɖɡ (ɘɆɇɑ.  64 ):  

ɘɆɇɑ. 64  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ 

job _name  ȵɖɔɎɍɈɔɑɢɓɔɋ əɓɎɐɆɑɢɓɔɋ ɓɆɍɈɆɓɎɋ (ɓɆɕɖɎɒɋɖ, job _name : cts )  

basic _auth  ȦəɘɋɓɘɎɚɎɐɆɜɎɥ ɕɔ ɑɔɉɎɓə/ɕɆɖɔɑɤ (ɓɆɕɖɎɒɋɖ, basic _auth :  

¶ username : Prometheus ;  

¶ password : pass ) 

fqnd  Ɋɔɒɋɓɓɔɋ Ɏɒɥ ɈɆɞɋɉɔ CTS\ ETS-ɗɋɖɈɋɖɆ (ɓɆɕɖɎɒɋɖ,  

static _configs :  

        -  targets :  

          -  'fqnd:443' ) 
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conf / prometheus .yaml  

ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə:  

docker compose up - d 

ȵɖɎɒɋɖ ɐɔɊɆ:  

scrape _configs :  

  -  job _name: 'cts' # ʠʟʤʝʥʠʪʴ, ʫʥʠʢʘʣʴʥʦʝ ʧʦʣʝ  

    scheme: https  

    scrape _timeout : 1m  

    tls _config :  

      insecure _skip _verify : true  

    relabel _configs :  

      -  source _labels : [__ address __]  

        target _label : federate _host  

    basic _auth :  

      username : prometheus # ʠʟʤʝʥʠʪʴ 

      password : pass       # ʠʟʤʝʥʠʪʴ  

 

    honor _labels : true  

    metrics _path : '/ system / prometheus / federate'  

 

    params :  

      'match[]':  

        -  '{ job =~".+"}'  

 

    static _configs :  

        -  targets :  

          -  'fqnd:443' # ʠʟʤʝʥʠʪʴ fqdn cts  

ȲɋɘɖɎɐɎ Ɉɔ Ɉɗɘɖɔɋɓɓɔɒ Prometheus  ɛɖɆɓɥɘɗɥ 15 Ɋɓɋɏ, ɓɔ ɕɖɎ ɓɋɔɇɛɔɊɎɒɔɗɘɎ 

ɒɋɘɖɎɐɎ ɒɔɌɓɔ ɕɋɖɋɊɆɘɢ Ɋɑɥ ɊɑɎɘɋɑɢɓɔɉɔ ɛɖɆɓɋɓɎɥ Ɉ ɜɋɓɘɖɆɑɎɍɔɈɆɓɓɔɋ 

ɛɖɆɓɎɑɎɟɋ, ɗɔɈɒɋɗɘɎɒɔɋ ɗ Prometheus  (ɓɆɕɖɎɒɋɖ, ɜɋɓɘɖɆɑɎɍɔɈɆɓɓɡɏ ɗɋɖɈɋɖ 

Prometheus , ɖɆɇɔɘɆɤɟɎɏ Ɉ ɖɋɌɎɒɋ çɚɋɊɋɖɆɜɎɎè). 

ȲɋɘɖɎɐɎ əɗɑɔɈɓɔ ɒɔɌɓɔ ɖɆɍɊɋɑɎɘɢ ɓɆ ɉɖəɕɕɡ: 

¶ ɒɋɘɖɎɐɎ ɗɔɗɘɔɥɓɎɥ ɒɔɊəɑɋɏ (çɈɐɑɤɝɋɓïɈɡɐɑɤɝɋɓè, çuptime è, çɈɖɋɒɥ 

ɍɆɕəɗɐɆè Ɏ ɘ. ɕ.);  

¶ ɒɋɘɖɎɐɎ ɕɖɔɎɍɈɔɊɎɘɋɑɢɓɔɗɘɎ (cpu  usage , memory  usage  Ɏ ɘ. Ɋ.);  

¶ ɒɋɘɖɎɐɎ ɊɔɗɘəɕɓɔɗɘɎ Ɏ ɘ. ɕ. 

ȲɋɘɖɎɐɎ ɗɔɗɘɔɥɓɎɥ ɒɔɊəɑɋɏ ɕɖɋɊɗɘɆɈɑɋɓɡ Ɉ ɘɆɇɑ. 65 . 

ɘɆɇɑ. 65  

Ȱɔɒɕɔɓɋɓɘɡ ȲɔɊəɑɢ ȲɋɘɖɎɐɆ 

ȷɘɆɘəɗ ɐɔɓɘɋɏɓɋɖɔɈ Ɉ docker  Prometheus  up  

ȷɘɆɘəɗ ɇɆɍɡ ɊɆɓɓɡɛ Posrgres  Prometheus  pg_up 

ȷɘɆɘəɗ ɇɆɍɡ ɊɆɓɓɡɛ Redis  Prometheus  redis _up 

 

ȲɋɘɖɎɐɎ ɕɖɔɎɍɈɔɊɎɘɋɑɢɓɔɗɘɎ ɕɖɋɊɗɘɆɈɑɋɓɡ Ɉ ɘɆɇɑ. 66 . 

ɘɆɇɑ. 66  

Ȱɔɒɕɔɓɋɓɘɡ ȲɔɊəɑɢ ȲɋɘɖɎɐɆ 

CPU usage  Zabbix Agent  CPU usage  

Memory  Zabbix Agent  Memory usage  

Networking  Zabbix Agent  rx / tx rate  
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SSD Zabbix Agent  Free space  

container : CPU Usage  Prometheus  container _cpu _user _seconds _total  

container : Memory Usage  Prometheus  container _memory _usage _bytes  

container : SSD Prometheus  container _fs_writes _bytes _total 
container _fs_reads _bytes _total  

container : Networking  Prometheus  container _network _transmit _bytes _total 
container _network _receive _bytes _total  

 

ȲɋɘɖɎɐɎ ɊɔɗɘəɕɓɔɗɘɎ ɗɋɘɋɈɡɛ ɗɋɖɈɎɗɔɈ ɕɖɋɊɗɘɆɈɑɋɓɡ Ɉ ɘɆɇɑ. 67 . 

ɘɆɇɑ. 67  

Ȱɔɒɕɔɓɋɓɘɡ ȲɔɊəɑɢ ȲɋɘɖɎɐɆ 

Front  Zabbix Server  TCP/80, 443, 3478, 6379, 8188  

Front  Zabbix Server  TCP 5001  

Back  Zabbix Server  TCP/80, 443, 5432, 9092  

 

ȷɘɆɘɎɗɘɎɝɋɗɐɆɥ ɎɓɚɔɖɒɆɜɎɥ ɔ ɗɎɗɘɋɒɋ ɕɖɋɊɗɘɆɈɑɋɓɆ Ɉ ɘɆɇɑ. 68 .  

ɘɆɇɑ. 68  

ȵɆɖɆɒɋɘɖ ȲɔɊəɑɢ ȲɋɘɖɎɐɆ 

ȭɆɖɋɉɎɗɘɖɎɖɔɈɆɓɓɡɋ ɕɔɑɢɍɔɈɆɘɋɑɎ Prometheus  active _users  

ȵɔɊɐɑɤɝɋɓɓɡɋ ɕɔɑɢɍɔɈɆɘɋɑɎ ɐ ɗɋɖɈɋɖə Ɉ ɊɆɓɓɡɏ ɒɔɒɋɓɘ Prometheus  online _users  

ȴɇɟɋɋ ɐɔɑɎɝɋɗɘɈɔ ɖɆɇɔɘɆɤɟɎɛ Android -ɐɑɎɋɓɘɔɈ Prometheus  android _users  

ȴɇɟɋɋ ɐɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ Prometheus  total _users  

ȰɔɑɎɝɋɗɘɈɔ ɍɆɖɋɉɎɗɘɖɎɖɔɈɆɓɓɡɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 
ɗ ɗɔɖɘɎɖɔɈɐɔɏ ɕɔ ɓɆɍɈɆɓɎɤ ɐɔɒɕɆɓɎɎ 

Prometheus  users _count  

ȴɇɟɋɋ ɐɔɑɎɝɋɗɘɈɔ ɖɆɇɔɘɆɤɟɎɛ Ɉɋɇ-ɐɑɎɋɓɘɔɈ Prometheus  web _users  

ȴɇɟɋɋ ɐɔɑɎɝɋɗɘɈɔ ɕɋɖɋɊɆɓɓɡɛ ɗɔɔɇɟɋɓɎɏ Prometheus  messages _count  

ȴɇɟɋɋ ɐɔɑɎɝɋɗɘɈɔ ɖɆɇɔɘɆɤɟɎɛ iOS-ɐɑɎɋɓɘɔɈ Prometheus  ios_users  

ȴɇɟɋɋ ɐɔɑɎɝɋɗɘɈɔ ɖɆɇɔɘɆɤɟɎɛ Ɋɋɗɐɘɔɕ-ɐɑɎɋɓɘɔɈ Prometheus  desktop _users  

ȨɋɖɗɎɎ ɐɔɓɘɋɏɓɋɖɔɈ Express  Prometheus  express _version  

ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ, ɓɆɛɔɊɥɟɎɛɗɥ Ɉ ɊɆɓɓɡɏ 

ɒɔɒɋɓɘ Ɉ ɍɈɔɓɐɋ 
Prometheus  users _in_calls _count  

ȶɆɍɒɋɖ ɇɆɍ ɊɆɓɓɡɛ Postgres  Prometheus  pg_database _size 

ȷɘɆɘəɗ ɚɋɊɋɖɆɘɎɈɓɡɛ ɕɔɊɐɑɤɝɋɓɎɏ Prometheus  connection _status  

 

ȦɊɒɎɓɎɗɘɖɆɘɔɖ ɒɔɌɋɘ əɕɖɆɈɑɥɘɢ Janus -ɗɋɖɈɋɖɆɒɎ Ɏɍ Ɉɋɇ-ɎɓɘɋɖɚɋɏɗɆ 

ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ, ɒɆɗɞɘɆɇɎɖɔɈɆɘɢ ɗɋɖɈɎɗ, Ɇ ɘɆɐɌɋ ɒɔɓɎɘɔɖɎɘɢ ɋɉɔ ɒɋɘɖɎɐɎ. 

ɒɋɘɖɎɐɎ Janus -ɗɋɖɈɋɖɆ ɕɖɋɊɗɘɆɈɑɋɓɡ Ɉ ɘɆɇɑ. 69 . 

ɘɆɇɑ. 69  

ȵɆɖɆɒɋɘɖ ȲɔɊəɑɢ ȲɋɘɖɎɐɆ 

ȰɔɑɎɝɋɗɘɈɔ ɔɘɝɋɘɔɈ ɕɔ ɍɈɔɓɐɆɒ, 
ɔɜɋɓɋɓɓɡɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ 
ɐɆɐ ɓɋəɗɕɋɞɓɡɋ 

Prometheus  call _reports _bad _count  

ȰɔɑɎɝɋɗɘɈɔ ɔɘɝɋɘɔɈ ɕɔ ɍɈɔɓɐɆɒ, 
ɔɜɋɓɋɓɓɡɒ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ 
ɐɆɐ əɗɕɋɞɓɡɋ 

Prometheus  call _reports _good _count  

ȰɔɑɎɝɋɗɘɈɔ ɔɘɝɋɘɔɈ çɥ ɓɎɐɔɉɔ ɓɋ ɗɑɡɞəè Prometheus  call _reports _input _issue _count  



 

ȯɓɠɢɜɒ 3. 50 

13. 10.202 5 

130  

ȵɆɖɆɒɋɘɖ ȲɔɊəɑɢ ȲɋɘɖɎɐɆ 

ȰɔɑɎɝɋɗɘɈɔ ɔɘɝɋɘɔɈ çɊɖəɉɔɋè Prometheus  call _reports _other _issue _count  

ȰɔɑɎɝɋɗɘɈɔ ɔɘɝɋɘɔɈ çɒɋɓɥ ɓɎɐɘɔ 
ɓɋ ɗɑɡɞɎɘè 

Prometheus  call _reports _output _issue _count  

ȰɔɑɎɝɋɗɘɈɔ ɔɘɝɋɘɔɈ ɗ ɕɖɔɇɑɋɒɆɒɎ 

ɗ ɕɔɊɐɑɤɝɋɓɎɋɒ 
Prometheus  call _reports _poor _connection _count  

ȰɔɑɎɝɋɗɘɈɔ ɔɘɝɋɘɔɈ ɗ ɕɖɔɇɑɋɒɆɒɎ 

ɗ ɊɋɒɔɓɗɘɖɆɜɎɋɏ ɣɐɖɆɓɆ 
Prometheus  call _reports _poor _sharing _count  

ȰɔɑɎɝɋɗɘɈɔ ɔɘɝɋɘɔɈ ɗ ɕɖɔɇɑɋɒɆɒɎ 
ɗɔ ɍɈəɐɔɒ 

Prometheus  call _reports _poor _sound _count  

ȰɔɑɎɝɋɗɘɈɔ ɔɘɝɋɘɔɈ ɗ ɕɖɔɇɑɋɒɆɒɎ 
ɗ ɈɎɊɋɔ 

Prometheus  call _reports _poor _video _count  

ȰɔɑɎɝɋɗɘɈɔ ɆɈɘɔɒɆɘɎɝɋɗɐɎɛ ɔɘɝɋɘɔɈ 
Ɉ ɗɈɥɍɎ ɗ ɓɋɊɔɗɘəɕɓɔɗɘɢɤ 

Prometheus  call _reports _session _issue _count  

ȰɔɑɎɝɋɗɘɈɔ ɔɘɝɋɘɔɈ çɈɡɐɎɓəɑɔ 
Ɏɍ ɍɈɔɓɐɆè 

Prometheus  call _reports _user _disconnected _count  

ȰɔɑɎɝɋɗɘɈɔ ɆɈɘɔɒɆɘɎɝɋɗɐɎɛ ɔɘɝɋɘɔɈ 
Ɉ ɗɈɥɍɎ ɗ ɖɆɍɖɡɈɔɒ ɗɋɘɎ 

Prometheus  call _reports _webrtc _issue _count  

ȰɔɑɎɝɋɗɘɈɔ ɆəɊɎɔ Prometheus  janus _audio _count  

ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ, ɕɔɑəɝɆɤɟɎɛ 
ɒɋɊɎɆɊɆɓɓɡɋ 

Prometheus  janus _participants _count  

ȰɔɑɎɝɋɗɘɈɔ əɝɆɗɘɓɎɐɔɈ Prometheus  janus _publishers _count  

ȰɔɑɎɝɋɗɘɈɔ ɍɆɕɎɗɋɏ Prometheus  janus _recording _count  

ȰɔɑɎɝɋɗɘɈɔ ɐɔɒɓɆɘ Prometheus  janus _rooms _count  

ȰɔɑɎɝɋɗɘɈɔ ɊɋɒɔɓɗɘɖɆɜɎɏ ɣɐɖɆɓɆ Prometheus  janus _screen _count  

ȰɔɑɎɝɋɗɘɈɔ ɈɎɊɋɔ Prometheus  janus _video _count  

ȰɔɑɎɝɋɗɘɈɔ ɆɈɘɔɒɆɘɎɝɋɗɐɎɛ ɔɘɝɋɘɔɈ 

Ɉ ɗɈɥɍɎ ɗ ɔɞɎɇɐɆɒɎ ɇɎɍɓɋɗ-ɑɔɉɎɐɎ 
ɍɈɔɓɐɔɈ 

Prometheus  redis call _reports _domain _issue _count  

ȰɔɑɎɝɋɗɘɈɔ ɍɈɔɓɐɔɈ ɍɆ ɕɋɖɎɔɊ Prometheus  voex _call _started _count  

ȰɔɑɎɝɋɗɘɈɔ ɐɔɓɚɋɖɋɓɜɎɏ ɍɆ ɕɋɖɎɔɊ Prometheus  voex _conference _started _count  

ȰɔɑɎɝɋɗɘɈɔ ɕɔɑɢɍɔɈɆɘɋɑɋɏ, ɕɖɎɓɥɈɞɎɛ 
əɝɆɗɘɎɋ Ɉ ɍɈɔɓɐɆɛ/ɐɔɓɚɋɖɋɓɜɎɥɛ 
ɍɆ ɕɋɖɎɔɊ 

Prometheus  voex _publisher _joined _count  

 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɊɔɇɆɈɢɘɋ Ɉ ɚɆɏɑ settings .yaml  ɕɆɖɆɒɋɘɖɡ: 

ŕǐǅǌǀǗƹǍǅǀːŁ ǑǋǓǗƹǀ ǅǑǏǎǋǜǄǎƻƹǍǅǩ ǐƹǄƿǀǋǜǍǎǆ ǓǑǒƹǍǎƻǉǅ ǏƹǐƹǌǀǒǐǞ ƿǎƺƹƻǋǩǨǒǑǩ
Ǎƹ Back CTS. 

prometheus _options :  

  command:  

    -  -- config . file =/ etc / prometheus / prometheus . yml  

    -  -- storage . tsdb . path =/ prometheus  

    -  -- storage . tsdb . retention . time =90d  

    -  -- web. console . libraries =/ etc / prometheus / console _libraries  

    -  -- web. console . templates =/ etc / prometheus / consoles  

    -  -- web. external - url =/ system / prometheus  

    -  -- web. route - prefix =/  

Ȯɓɘɋɖɚɋɏɗ Ɋɑɥ ɊɔɗɘəɕɆ ɐ Prometheus :  

¶ url  ï ɍɆɊɆɋɘɗɥ Ɉ ɚɆɏɑɋ settings .yaml ;  

¶ username : prometheus ;  

¶ password : ɉɋɓɋɖɎɖəɋɘɗɥ Ɉ ɚɆɏɑɋ settings .yaml  ɕɖɎ ɎɓɎɜɎɆɑɎɍɆɜɎɎ. 
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GRAFANA 

Grafana  ð ɣɘɔ ɕɑɆɘɚɔɖɒɆ ɗ ɔɘɐɖɡɘɡɒ ɎɗɛɔɊɓɡɒ ɐɔɊɔɒ Ɋɑɥ ɈɎɍəɆɑɎɍɆɜɎɎ, 

ɒɔɓɎɘɔɖɎɓɉɆ Ɏ ɆɓɆɑɎɍɆ ɊɆɓɓɡɛ. Grafana  ɕɔɍɈɔɑɥɋɘ ɕɔɑɢɍɔɈɆɘɋɑɥɒ ɗɔɍɊɆɈɆɘɢ 

ɊɆɞɇɔɖɊɡ ɗ ɕɆɓɋɑɥɒɎ, ɐɆɌɊɆɥ Ɏɍ ɐɔɘɔɖɡɛ ɔɘɔɇɖɆɌɆɋɘ ɔɕɖɋɊɋɑɋɓɓɡɋ ɕɔɐɆɍɆɘɋɑɎ 

Ɉ ɘɋɝɋɓɎɋ əɗɘɆɓɔɈɑɋɓɓɔɉɔ ɕɋɖɎɔɊɆ ɈɖɋɒɋɓɎ. ȰɆɌɊɡɏ ɊɆɞɇɔɖɊ əɓɎɈɋɖɗɆɑɋɓ, 

ɕɔɣɘɔɒə ɋɉɔ ɒɔɌɓɔ ɓɆɗɘɖɔɎɘɢ Ɋɑɥ ɐɔɓɐɖɋɘɓɔɉɔ ɕɖɔɋɐɘɆ ɎɑɎ ɗ əɝɋɘɔɒ ɑɤɇɡɛ 

ɕɔɘɖɋɇɓɔɗɘɋɏ ɖɆɍɖɆɇɔɘɐɎ Ɏ/ɎɑɎ ɇɎɍɓɋɗɆ. 

ȵəɇɑɎɝɓɡɏ ɊɆɞɇɔɖɊ Ɋɑɥ ɗɋɖɈɋɖɆ Single :  

https :// grafana .com / grafana / dashboards /21386 -express -single -cts /  

Ȫɑɥ əɗɘɆɓɔɈɐɎ Grafana  ɗ ɔɘɊɋɑɢɓɡɒ ɔɇɖɆɘɓɡɒ ɕɖɔɐɗɎ-ɗɋɖɈɎɗɔɒ:   

 ȳɆ ɔɘɊɋɑɢɓɔɒ ɛɔɗɘɋ ɗɔɍɊɆɏɘɋ ɊɎɖɋɐɘɔɖɎɤ: 

mkdir / opt / grafana && cd / opt / grafana  

 Ȩ ɣɘɔɏ ɊɎɖɋɐɘɔɖɎɎ ɗɔɍɊɆɏɘɋ ɚɆɏɑ docker - compose .yaml  ɗ ɗɔɊɋɖɌɆɓɎɋɒ 

services :  

  grafana :  

    image : grafana / grafana - enterprise  

    container _name: grafana  

    environment :  

      TZ: Europe / Moscow 

    restart : unless - stopped  

    volumes :  

      -  " grafana :/ var / lib / grafana "  

    ports :  

     -  "8001:3000"  

 

volumes :  

  grafana :  

    driver : local  

 ȭɆɕəɗɘɎɘɋ ɐɔɒɆɓɊə: 

docker compose up - d 

ȵɔɗɑɋ ɘɔɉɔ ɐɆɐ ɐɔɓɘɋɏɓɋɖ ɇəɊɋɘ ɖɆɍɈɋɖɓəɘ, ɍɆɏɊɎɘɋ ɝɋɖɋɍ ɇɖɆəɍɋɖ ɕɔ ɆɊɖɋɗə 

http :// ip :8001/ , ɈɈɋɊɎɘɋ ɑɔɉɎɓ/ɕɆɖɔɑɢ admin / admin  Ɏ ɎɍɒɋɓɎɘɋ ɕɆɖɔɑɢ. 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɖɆɇɔɘɡ Grafan a :  

 ȪɔɇɆɈɢɘɋ ɎɗɘɔɝɓɎɐ ɊɆɓɓɡɛ. ȳɆɕɖɎɒɋɖ, Prometheus . ȫɗɑɎ ɗɋɖɈɋɖɔɈ 

ɓɋɗɐɔɑɢɐɔ ɖɋɐɔɒɋɓɊəɋɘɗɥ ɚɋɊɋɖɆɜɎɥ Prometheus . 

 Ȩ ɒɋɓɤ grafana ɕɋɖɋɏɊɎɘɋ Ɉ Connections > Data sources > Add data source 

Ɏ ɓɆɌɒɎɘɋ çAdd data source è. 

 ȨɡɇɋɖɎɘɋ Prometheus  Ɏ ɍɆɕɔɑɓɎɘɋ ɕɔɑɥ ɚɔɖɒɡ (ɘɆɇɑ. 70 ):  

ɘɆɇɑ. 70  

ȵɆɖɆɒɋɘɖ ȴɕɎɗɆɓɎɋ 

Prometheus server URL  ȵɔɊɐɑɤɝɆɋɘɋ ɐ ɗɋɖɈɋɖɆɒ CTS\ ETS 

ɓɆɕɖɥɒəɤ https :// fqdn / system / prometheus / . 

ȫɗɑɎ ɣɘɔ ɚɋɊɋɖɆɜɎɥ ï http (s):// ip /.  

ȫɗɑɎ ɖɆɍɈɋɖɓəɑɎ ɚɋɊɋɖɆɜɎɤ ɕɔ ɓɆɞɋɏ ɎɓɗɘɖəɐɜɎɎ, Ɏ ɔɓɎ 
ɓɆɛɔɊɥɘɗɥ Ɉ ɔɊɓɔɏ Ɋɔɐɋɖ-ɗɋɘɎ ð http :// prometheus :9090/ prom /  

Authentication methods  ȦəɘɋɓɘɎɚɎɐɆɜɎɥ ɕɔ ɑɔɉɎɓə/ɕɆɖɔɑɤ (ɓɆɕɖɎɒɋɖ, authorization  
(ɓɆɛɔɊɎɘɗɥ ɓɆ ɗɋɖɈɋɖɋ Ɉ / opt / express / settings .yaml )  

Prometheus type  ȹɐɆɌɎɘɋ Prometheus  

Prometheus version  ȹɐɆɌɎɘɋ Ɏɗɕɔɑɢɍəɋɒəɤ ɈɋɖɗɎɤ Prometheus  

 

 ȵɋɖɋɏɊɎɘɋ Ɉ ɒɋɓɤ Dashboards  Ɏ ɈɡɇɋɖɎɘɋ çCreate  dashboard è. 

 ȨɡɇɋɖɎɘɋ çimport dashboard è. 

https://grafana.com/grafana/dashboards/21386-express-single-cts/
http://ip:8001/
https://fqdn/system/prometheus/
http://prometheus:9090/prom/
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 Ȩ ɕɔɑɋ çFind and import dashboards for common applications 

at  grafana .com / dashboards è əɐɆɌɎɘɋ 21386 Ɏ ɓɆɌɒɎɘɋ Load . 

 Ȩ ɕɔɑɋ CTS-DEMO ɈɡɇɋɖɎɘɋ Prometheus  (ɖɆɓɋɋ ɊɔɇɆɈɑɋɓɓɡɏ data -sources ) Ɏ 

ɓɆɌɒɎɘɋ çimport è. 

ȦȱȫȶȸɁ 

Ȧɑɋɖɘɡ ð ɣɘɔ əɈɋɊɔɒɑɋɓɎɥ ɗɋɖɈɎɗɆ. ȴɓɎ ɕɔɥɈɑɥɤɘɗɥ, ɐɔɉɊɆ ɕɔɐɆɍɆɘɋɑɎ 

ɗɎɗɘɋɒɡ ɕɖɎɇɑɎɌɆɤɘɗɥ ɐ ɕɔɖɔɉɔɈɔɒə ɍɓɆɝɋɓɎɤ ɎɑɎ ɕɡɘɆɤɘɗɥ ɈɡɏɘɎ ɍɆ ɋɉɔ 

ɕɖɋɊɋɑɡ. ȷȰ çExpress è ɔɘɗɑɋɌɎɈɆɋɘ ɗɑɋɊəɤɟɎɋ ɕɔɐɆɍɆɘɋɑɎ: 

¶ ȷɎɗɘɋɒɆ:  

¶ CPU;  

¶ ɔɕɋɖɆɘɎɈɓɆɥ ɕɆɒɥɘɢ; 

¶ ɊɎɗɐ; 

¶ ɊɎɗɐ I / O Utilization . 

¶ ȨɍɆɎɒɔɊɋɏɗɘɈɎɋ ɐɔɒɕɔɓɋɓɘɔɈ:  

¶ ɔɞɎɇɐɎ 5ɛɛ; 

¶ ɔɞɎɇɐɎ 4ɛɛ; 

¶ ɊɑɎɘɋɑɢɓɔɗɘɢ http -ɔɘɈɋɘɔɈ ɕɔ ɗɋɖɈɎɗɆɒ. 

¶ Kafka :  

¶ ɍɆɊɋɖɌɐɎ Kafka . 

¶ Docker :  

¶ Ɋɔɗɘəɕɓɔɗɘɢ ɒɔɊəɑɋɏ; 

¶ Ɋɔɗɘəɕɓɔɗɘɢ trusts ;  

¶ Ɋɔɗɘəɕɓɔɗɘɢ ɛɔɗɘɆ; 

¶ ɕɖɔɇɑɋɒɡ ɕɔɊɐɑɤɝɋɓɎɥ trust -ɗɋɖɈɎɗɆ. 

¶ Postgres :  

¶ ɖɆɍɑɎɝɎɥ Ɉ ɖɋɕɑɎɐɆɜɎɎ postgres  ɕɖɋɈɡɗɎɑɎ 1 ȩɇ; 

¶ ɎɍɒɋɓɋɓɎɋ ɐɔɑɎɝɋɗɘɈɆ ɓɔɊ ɖɋɕɑɎɐɆɜɎɎ Postgres .  

¶ ETCD:  

¶ ɔɘɗɑɋɌɎɈɆɓɎɋ ɕɋɖɋɕɔɑɓɋɓɎɥ ɇɆɍɡ ɊɆɓɓɡɛ ETCD. 

ȷȮȷȸȫȲȦ 

CPU  

ȹɖɔɈɋɓɢ: ɕɖɋɊəɕɖɋɌɊɋɓɎɋ 

ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ:> 80%  

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ: 5 ɒɎɓəɘ 

ȮɗɕɔɑɢɍɔɈɆɓɎɋ ɕɖɔɜɋɗɗɔɖɆ Ɉ ɕɖɔɜɋɓɘɆɛ: 

100 * sum(  

    avg (  

        rate ( node _cpu _seconds _total { mode!=" idle "}[10m])  

    ) without ( cpu )  

) without ( mode)  

ȴɕɋɖɆɘɎɈɓɆɥ ɕɆɒɥɘɢ  

ȹɖɔɈɋɓɢ: ɕɖɋɊəɕɖɋɌɊɋɓɎɋ 
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ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ: > 80%  

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ: 5 ɒɎɓəɘ 

ȭɆɓɥɘɔ ɔɕɋɖɆɘɎɈɓɔɏ ɕɆɒɥɘɎ Ɉ ɕɖɔɜɋɓɘɆɛ: 

(1 -  (  

    avg _over _time ( node _memory_MemAvailable _bytes [10m])  

      /  

    avg _over _time ( node _memory_MemTotal _bytes [10m])  

    )  

) * 100  

ȪɎɗɐ 

ȹɖɔɈɋɓɢ: ɕɖɋɊəɕɖɋɌɊɋɓɎɋ 

ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ: > 80%  

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ: 5 ɒɎɓəɘ 

ȭɆɓɥɘɔ ɒɋɗɘɔ ɓɆ ɊɎɗɐɆɛ Ɉ ɕɖɔɜɋɓɘɆɛ: 

(1 -  ( node _filesystem _avail _bytes { device !~'tmpfs'} / 

node _filesystem _size _bytes )) * 100  

ȪɎɗɐ I / O Utilization  

ȹɖɔɈɋɓɢ: ɕɖɋɊəɕɖɋɌɊɋɓɎɋ 

ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ: > 30%  

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ: 5 ɒɎɓəɘ 

ȹɘɎɑɎɍɆɜɎɥ ɊɎɗɐɔɈ Ɉ ɕɖɔɜɋɓɘɆɛ: 

irate ( node _disk _io _time _seconds _total { device !~' dm.*'}[5 m])  

ȨȭȦȮȲȴȪȫȯȷȸȨȮȫ ȰȴȲȵȴȳȫȳȸȴȨ 

ȴɞɎɇɐɎ 5ɛɛ 

Ƀɘɔ ɔɇɟɋɋ ɐɔɑɎɝɋɗɘɈɔ 5ɛɛ ɔɞɎɇɔɐ ɕɖɎ ɔɇɖɆɟɋɓɎɥɛ ɐ nginx , ɉɖəɇɆɥ ɔɜɋɓɐɆ ɓɆɑɎɝɎɥ 

ɕɖɔɇɑɋɒ (ɓɋɕɔɑɆɊɔɐ ð Ɉ ɗɑəɝɆɋ 4ɛɛ ɔɞɎɇɔɐ) ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ɐɔɒɕɔɓɋɓɘɔɈ. 

ȹɖɔɈɋɓɢ: ɕɖɋɊəɕɖɋɌɊɋɓɎɋ 

ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ: > 20%  

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ: 15 ɒɎɓəɘ 

ȵɖɔɜɋɓɘ 5ɛɛ ɔɞɎɇɔɐ ɔɘ ɔɇɟɋɉɔ ɝɎɗɑɆ ɍɆɕɖɔɗɔɈ: 

(  

    sum by ( express _host )( avg _over _time (  

        rate ( http _requests _total { status =~"5.."}[5m])  

        [1h:]  

    ))  

    /  

    sum by ( express _host )( avg _over _time (  

        rate ( http _requests _total [5m])  

        [1h:]  

    ))  

) * 100  

ȴɞɎɇɐɎ 4ɛɛ 

ȹɖɔɈɋɓɢ: ɕɖɋɊəɕɖɋɌɊɋɓɎɋ 

ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ: > 20%  

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ: 15 ɒɎɓəɘ 
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ȵɖɔɜɋɓɘ 4ɛɛ ɔɞɎɇɔɐ ɔɘ ɔɇɟɋɉɔ ɝɎɗɑɆ ɍɆɕɖɔɗɔɈ: 

(  

    sum by ( express _host )( avg _over _time (  

        rate ( http _requests _total { status =~"4.."}[5m])  

        [1h:]  

    ))  

    /  

    sum by ( express _host )( avg _over _time (  

        ra te ( http _requests _total [5m])  

        [1h:]  

    ))  

) * 100  

ȪɑɎɘɋɑɢɓɔɗɘɢ http -ɔɘɈɋɘɔɈ ɕɔ ɗɋɖɈɎɗɆɒ 

ȹɖɔɈɋɓɢ: ɕɖɋɊəɕɖɋɌɊɋɓɎɋ 

ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ: >  10 ɗɋɐəɓɊ 

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ: 15 ɒɎɓəɘ 

ȷɖɋɊɓɥɥ ɊɑɎɘɋɑɢɓɔɗɘɢ http -ɔɘɈɋɘɔɈ ɕɔ ɗɋɖɈɎɗɆɒ: 

increase ( http _request _duration _seconds _sum{ app!~'.*_ socket ' }[5m])  

/  

increase ( http _request _duration _seconds _count [5m])  

KAFKA 

ȭɆɊɋɖɌɐɎ Kafka  

ȴɘɗɑɋɌɎɈɆɋɘ ɗɐɔɖɔɗɘɢ ɖɆɇɔɘɡ ɐɔɒɕɔɓɋɓɘɔɈ ɗ ɊɆɓɓɡɒɎ (ɋɗɘɢ ɕɖɔɇɑɋɒɡ ɎɑɎ ɓɋɘ). 

ȹɖɔɈɋɓɢ: ɕɖɋɊəɕɖɋɌɊɋɓɎɋ 

ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ: >  5 00  

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ: 10 ɒɎɓəɘ 

ȹɖɔɈɋɓɢ: ɐɆɘɆɗɘɖɔɚɆ 

ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ: >  10 00  

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ: 10 ɒɎɓəɘ 

ȭɆɊɋɖɌɐɎ Kafka  ɕɔ ɘɔɕɎɐɆɒ:  

kafka _consumergroup _l ag 

DOCKER 

Ȫɔɗɘəɕɓɔɗɘɢ ɒɔɊəɑɋɏ 

ȲɋɘɖɎɐɆ ɗɔɇɎɖɆɋɘ ɊɆɓɓɡɋ ɊɔɗɘəɕɓɔɗɘɎ ɒɔɊəɑɋɏ Ɉ ɗɎɗɘɋɒɋ (1 ð Ɋɔɗɘəɕɋɓ, 

0  ð ɓɋ Ɋɔɗɘəɕɋɓ). 

ȹɖɔɈɋɓɢ: ɕɖɋɊəɕɖɋɌɊɋɓɎɋ, ɐɆɘɆɗɘɖɔɚɆ 

ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ: =0  

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ: 10 ɒɎɓəɘ 

Ȫɔɗɘəɕɓɔɗɘɢ ɒɔɊəɑɋɏ: 

up 

Ȫɔɗɘəɕɓɔɗɘɢ trusts  

ȷɔɗɘɔɥɓɎɋ ɗɋɖɈɎɗɆ trust  (Ɋɑɥ ɓɋɎɍɔɑɎɖɔɈɆɓɓɡɛ ɗɋɘɋɈɡɛ ɗɋɉɒɋɓɘɔɈ ɎɑɎ 

Ɋɑɥ ɗɛɋɒ ɗ ETS).  

ȲɋɘɖɎɐɆ ɘɖɋɇəɋɘɗɥ Ɋɑɥ ɔɇɍɔɖɆ ɗɔɗɘɔɥɓɎɥ ɗɋɖɈɎɗɆ, ɔɘɈɋɝɆɤɟɋɉɔ 

ɍɆ ɒɆɖɞɖəɘɎɍɆɜɎɤ cj  ɈɓɋɞɓɎɒɎ ɗɋɘɋɈɡɒɎ ɗɋɉɒɋɓɘɆɒɎ. ȭɓɆɝɋɓɎɥ: 1 ð ɞɘɆɘɓɔɋ 
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ɗɔɗɘɔɥɓɎɋ, 0 ð ɒɔɊəɑɢ ɓɋɊɔɗɘəɕɋɓ, 2+ ð ɔɞɎɇɐɆ Ɉ ɖɆɇɔɘɋ ɔɘɐɆɍɔəɗɘɔɏɝɎɈɔɗɘɎ 

(ɕɖɎ ɓɆɑɎɝɎɎ). 

ȹɖɔɈɋɓɢ: ɕɖɋɊəɕɖɋɌɊɋɓɎɋ, ɐɆɘɆɗɘɖɔɚɆ 

ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ: =0  

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ: 5  ɒɎɓəɘ 

Ȫɔɗɘəɕɓɔɗɘɢ trusts :  

up{ jo b=" trusts "}  

Ȫɔɗɘəɕɓɔɗɘɢ ɛɔɗɘɆ 

ȲɋɘɖɎɐɆ ɕɔɐɆɍɡɈɆɋɘ Ɋɔɗɘəɕɓɔɗɘɢ CTS ɓɆ ɔɗɓɔɈɋ ɊɔɗɘəɕɓɔɗɘɎ HTTP-ɔɘɈɋɘɔɈ. 

ȹɖɔɈɋɓɢ: ɕɖɋɊəɕɖɋɌɊɋɓɎɋ, ɐɆɘɆɗɘɖɔɚɆ 

ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ: < 1  

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ: 5  ɒɎɓəɘ 

ȰɔɑɎɝɋɗɘɈɔ ɕɔɊɐɑɤɝɋɓɎɏ http :  

sum by ( express _host )  ( http _connections )  

ȵɖɔɇɑɋɒɡ ɕɔɊɐɑɤɝɋɓɎɥ trust -ɗɋɖɈɎɗɆ 

ȲɋɘɖɎɐɆ əɐɆɍɡɈɆɋɘ ɓɆ ɓɋɕɔɑɆɊɐɎ ɗ ɒɆɖɞɖəɘɎɍɆɜɎɋɏ ɒɋɌɊə CTS/ eCTS/ ETS/ RTS. 

ȹɖɔɈɋɓɢ: ɕɖɋɊəɕɖɋɌɊɋɓɎɋ, ɐɆɘɆɗɘɖɔɚɆ 

ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ: > 0  

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ: 5  ɒɎɓəɘ 

ȸɖɆɗɘɔɈɡɋ ɕɔɊɐɑɤɝɋɓɎɥ:  

connection _status { status =" red "}  

POSTGRES 

ȲɋɘɖɎɐɎ Ɋɑɥ ɗɎɗɘɋɒ ɗ ɔɘɐɆɍɔəɗɘɔɏɝɎɈɡɒɎ ɐɑɆɗɘɋɖɆɒɎ postgres .  

ȶɆɍɑɎɝɎɥ Ɉ ɖɋɕɑɎɐɆɜɎɎ Postgres  ɕɖɋɈɡɗɎɑɎ 1 Gb  

ȲɋɘɖɎɐɆ əɐɆɍɡɈɆɋɘ ɓɆ ɕɖɔɇɑɋɒɡ Ɉ ɖɋɕɑɎɐɆɜɎɎ ɊɆɓɓɡɛ ɈɓəɘɖɎ ɐɑɆɗɘɋɖɆ. 

ȹɖɔɈɋɓɢ: ɕɖɋɊəɕɖɋɌɊɋɓɎɋ, ɐɆɘɆɗɘɖɔɚɆ 

ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ: > 1  

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ: 10  ɒɎɓəɘ 

ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə:  

sum by ( slot _name) ( pg_replication _slots _pg_wal _lsn _diff ) / 1073741824  

ȮɍɒɋɓɋɓɎɋ ɐɔɑɎɝɋɗɘɈɆ ɓɔɊ ɖɋɕɑɎɐɆɜɎɎ Postgres  

ȲɋɘɖɎɐɆ əɐɆɍɡɈɆɋɘ ɓɆ ɎɍɒɋɓɋɓɎɥ Ɉ ɕɔɈɋɊɋɓɎɎ ɐɑɆɗɘɋɖɆ. 

ȹɖɔɈɋɓɢ: ɕɖɋɊəɕɖɋɌɊɋɓɎɋ, ɐɆɘɆɗɘɖɔɚɆ 

ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ: !=   <ɐɔɑɎɝɋɗɘɈɔ ɖɋɕɑɎɐ> 

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ: 10  ɒɎɓəɘ 

ȨɡɕɔɑɓɎɘɋ ɐɔɒɆɓɊə: 

count ( pg_replication _slot _slot _is _active )  
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ECTD 

ȴɘɗɑɋɌɎɈɆɓɎɋ ɕɋɖɋɕɔɑɓɋɓɎɥ ɇɆɍɡ ɊɆɓɓɡɛ ETCD. 

ȹɖɔɈɋɓɢ: ɕɖɋɊəɕɖɋɌɊɋɓɎɋ 

ȶɋɐɔɒɋɓɊəɋɒɔɋ ɍɓɆɝɋɓɎɋ ɗɖɆɇɆɘɡɈɆɓɎɥ ɘɖɎɉɉɋɖɆ: > 0.8  

ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɘɋɗɘɆ:  10 ɒɎɓəɘ 

etcd_mvcc_db_total_size_in_use_in_bytes  /  

etcd_server_quota_backend_bytes  
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ȵɖɎɑɔɌɋɓɎɋ 6 
ȳȦȷȸȶȴȯȰȦ ȻȴȷȸȴȨ SMARTAPPPROXY 

ȫɗɑɎ ɚɆɏɑ Ɏɍ ȰȷȵȪ ɊɔɑɌɋɓ ɗɘɆɘɢ ɝɆɗɘɢɤ Ɉɋɇ-ɗɘɖɆɓɎɜɡ SmartApp  Frontend  

(ɓɆɕɖɎɒɋɖ, ɈɎɊɋɔ Ɉ ɕɑɋɋɖɋ), ɕɋɖɋɊɆɝɆ ɚɆɏɑɔɈ ɝɋɖɋɍ ɗɋɖɈɎɗ çFile  Service è 

ɓɋ ɖɆɇɔɘɆɋɘ, ɘɆɐ ɐɆɐ SmartApp  Frontend  ɥɈɑɥɋɘɗɥ ɔɘɊɋɑɢɓɡɒ ɐɔɒɕɔɓɋɓɘɔɒ. 

Ȫɑɥ ɣɘɔɏ ɍɆɊɆɝɎ ɗəɟɋɗɘɈəɋɘ ɈɆɖɎɆɓɘ ɕɋɖɋɊɆɝɎ ɚɆɏɑɔɈ ɝɋɖɋɍ 

smartapp _proxy , ɐɔɘɔɖɡɏ ɒɔɉəɘ ɎɗɕɔɑɢɍɔɈɆɘɢ ɖɆɍɖɆɇɔɘɝɎɐɎ SmartApp . 

ŕǐǅǌǀǗƹǍǅǀ: 

¶ ƿƹǍǍƹǩ ǕǓǍǉǘǅǎǍƹǋǜǍǎǑǒǜ ƿǎǑǒǓǏǍƹ ǒǎǋǜǉǎ ƻSmartApp ƺǀǄ ǉǀǙǅǐǎƻƹǍǅǩ
ǅ Ǒ ǏǐǎǉǑǅǐǎƻƹǍǅǀǌ˕ 

¶ ƿƹǍǍƹǩ ǅǍǑǒǐǓǉǘǅǩ ƹǉǒǓƹǋǜǍƹ ƿǋǩ Ǒƺǎǐǉǅ ǑǀǐƻǀǐƹCTS ʷːʸ ǅǋǅ ƻǞǙǀː 

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɛɔɗɘɔɈ SmartAppProxy  ɓɆ Single  CTS :   

 ȪɔɇɆɈɢɘɋ Ɉ ɚɆɏɑ settings .yaml  ɗɋɖɈɋɖɆ CTS:  

smartapp _proxy _enabled :  true  

smartapp _proxy _env _override :  

COOKIE_KEY:  _file _service _key  

COOKIE_SIGNING_SALT:  <salt  ʠʟ file _service  ʠʣʠ vm5ponDZ ʚʰʠʪʳʡ 

ʜʝʬʦʣʪ> 

 ȨɡɕɔɑɓɎɘɋ Ɋɋɕɑɔɏ: 

dpl  - p 

dpl  - d smartapp _proxy  admin  

 Ȩ ɖɆɍɊɋɑɋ çSmartApp è Ɉɋɇ-ɎɓɘɋɖɚɋɏɗɆ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ CTS Ɉ ɇɑɔɐɋ 

çȳɆɗɘɖɔɏɐɎ ɛɔɗɘɔɈ SmartAppProxy è: 

¶ Ɉ ɕɔɑɋ çHost  IDè ɈɈɋɊɎɘɋ ɕɖɔɎɍɈɔɑɢɓɡɏ ɓɆɇɔɖ Ɏɍ ɑɆɘɎɓɗɐɎɛ ɇəɐɈ 

Ɏ ɜɎɚɖ. Ƀɘɔɘ ID ɥɈɑɥɋɘɗɥ ɣɑɋɒɋɓɘɔɒ URL ɐ ɕɖɔɐɗɎɖəɋɒɔɒə ɚɆɏɑə; 

¶ Ɉ ɕɔɑɋ çHostè ɈɈɋɊɎɘɋ URL ɖɋɗəɖɗɆ, ɗ ɐɔɘɔɖɔɉɔ ɇəɊəɘ ɍɆɕɖɆɞɎɈɆɘɢɗɥ 

ɚɆɏɑɡ. 

 

ɖɎɗ. 53  

 ȳɆɌɒɎɘɋ çȷɔɍɊɆɘɢè.  

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɛɔɗɘɔɈ SmartAppProxy  ɓɆ ɖɆɍɊɋɑɋɓɓɔɒ ɐɔɖɕɔɖɆɘɎɈɓɔɒ 

ɗɋɖɈɋɖɋ (Front  CTS + Back  CTS ) :   

 ȪɔɇɆɈɢɘɋ Ɉ ɚɆɏɑ settings .yaml  ɗɋɖɈɋɖɆ Back  CTS:  

smartapp _proxy _enabled :  true  

smartapp _proxy _env _override :  

COOKIE_KEY:  _file _service _key  

COOKIE_SIGNING_SALT:  <salt  ʠʟ file _service  ʠʣʠ vm5ponDZ ʚʰʠʪʳʡ 

ʜʝʬʦʣʪ> 
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 ȨɡɕɔɑɓɎɘɢ Ɋɋɕɑɔɏ: 

dpl  - p 

dpl  - d smartapp _proxy  admin  

 Ȩ ɖɆɍɊɋɑɋ çSmartApp è Ɉɋɇ-ɎɓɘɋɖɚɋɏɗɆ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ CTS Ɉ ɇɑɔɐɋ 

çȳɆɗɘɖɔɏɐɎ ɛɔɗɘɔɈ SmartAppProxy è: 

¶ Ɉ ɕɔɑɋ çHost  IDè ɈɈɋɊɎɘɋ ɕɖɔɎɍɈɔɑɢɓɡɏ ɓɆɇɔɖ Ɏɍ ɑɆɘɎɓɗɐɎɛ ɇəɐɈ 

Ɏ ɜɎɚɖ. Ƀɘɔɘ ID ɥɈɑɥɋɘɗɥ ɣɑɋɒɋɓɘɔɒ URL ɐ ɕɖɔɐɗɎɖəɋɒɔɒə ɚɆɏɑə; 

¶ Ɉ ɕɔɑɋ çHostè ɈɈɋɊɎɘɋ URL ɖɋɗəɖɗɆ, ɗ ɐɔɘɔɖɔɉɔ ɇəɊəɘ ɍɆɕɖɆɞɎɈɆɘɢɗɥ 

ɚɆɏɑɡ. 

 

ɖɎɗ. 54  

 ȳɆɌɒɎɘɋ çȷɔɍɊɆɘɢè. 
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ȵɖɎɑɔɌɋɓɎɋ 7 
ȷȫȸȫȨȦɅ ȷȻȫȲȦ ȨȭȦȮȲȴȪȫȯȷȸȨȮɅ ȷ Ȧȸȷ ȪȱɅ SINGLE  CTS 

ȷɋɘɋɈɆɥ ɗɛɋɒɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ɗ Ȧȸȷ ɕɖɎ ɖɆɍɈɋɖɘɡɈɆɓɎɎ Single  CTS 

ɕɖɋɊɗɘɆɈɑɋɓɆ ɓɆ ɖɎɗəɓɐɋ ɓɎɌɋ (ɖɎɗ. 55 ) . 

 

ɖɎɗ. 55. ȷɋɘɋɈɆɥ ɗɛɋɒɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ɗ Ȧȸȷ ɕɖɎ ɖɆɍɈɋɖɘɡɈɆɓɎɎ Single  CTS 

ȷɋɘɋɈɡɋ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ Ɋɑɥ ɗɛɋɒɡ ɖɆɍɈɋɖɘɡɈɆɓɎɥ Single  ɕɖɋɊɗɘɆɈɑɋɓɡ 

Ɉ ɘɆɇɑ. 71  (ɓɔɒɋɖɆ ɗɔɋɊɎɓɋɓɎɏ Ɉ ɘɆɇɑɎɜɋ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɓɔɒɋɖɆɒ 

ɗɔɋɊɎɓɋɓɎɏ ɓɆ ɖɎɗəɓɐɋ Ɉɡɞɋ ð ɖɎɗ. 55 ) . 

ɘɆɇɑ. 71  

ɷ  IP 
ɎɗɘɔɝɓɎɐɆ 

ȵɔɖɘ 
ɎɗɘɔɝɓɎɐɆ 

IP 
ɓɆɍɓɆɝɋɓɎɥ 

ȵɔɖɘ 
ɓɆɍɓɆɝɋɓɎɥ 

ȵɖɔɘɔɐɔɑ ȴɕɎɗɆɓɎɋ 

1 IP PBX 1024ï65535  IP Single CTS   5060  UDP SIP-ɗɎɉɓɆɑɎɍɆɜɎɥ 
ɈɡɍɔɈɆ ɔɘ IP Ȧȸȷ 

2 IP Media  1024ï65535  IP PBX 5060  UDP SIP-ɗɎɉɓɆɑɎɍɆɜɎɥ 
ɈɡɍɔɈɆ ɐ IP Ȧȸȷ 

3 IP Media  1024ï65535  IP Single CTS  5060  UDP SIP-ɗɎɉɓɆɑɎɍɆɜɎɥ 
ɈɡɍɔɈɆ ɐ Single  
CTS 

4 IP Single 
CTS 

1024ï65535  IP Media  8188  TCP ȹɕɖɆɈɑɋɓɎɋ 
ɖɆɇɔɘɔɏ ɗɋɖɈɋɖɆ 
ɐɔɓɚɋɖɋɓɜɎɏ 

5 IP Media  1024ï65535  IP PBX 1024 -65535  UDP ȲɋɊɎɆɊɆɓɓɡɋ 
ɈɡɍɔɈɆ ɐ IP Ȧȸȷ 

6 IP PBX 1024ï65535  IP Media  1024 -65535  UDP ȲɋɊɎɆɊɆɓɓɡɋ 
ɈɡɍɔɈɆ 
ɐ ɕɖɎɑɔɌɋɓɎɤ 
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ȵɖɎɑɔɌɋɓɎɋ 8 
ȷȫȸȫȨȦɅ ȷȻȫȲȦ ȨȭȦȮȲȴȪȫȯȷȸȨȮɅ ȷ Ȧȸȷ ȵȶȮ ȶȦȭȨȫȶȸɁȨȦȳȮȮ 

FRONT CTS Ȯ BACK CTS 

ȷɋɘɋɈɆɥ ɗɛɋɒɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ɗ Ȧȸȷ ɕɖɎ ɖɆɍɈɋɖɘɡɈɆɓɎɎ Front  CTS +  Media  

Ɏ Back  CTS ɕɖɋɊɗɘɆɈɑɋɓɆ ɓɆ ɖɎɗəɓɐɋ ɓɎɌɋ (ɖɎɗ. 56 ) . 

 

ɖɎɗ. 56. ȷɋɘɋɈɆɥ ɗɛɋɒɆ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ ɗ Ȧȸȷ ɕɖɎ ɖɆɍɈɋɖɘɡɈɆɓɎɎ Front  CTS + Media  Ɏ Back  CTS 

ȷɋɘɋɈɡɋ ɈɍɆɎɒɔɊɋɏɗɘɈɎɥ Ɋɑɥ ɗɛɋɒɡ ɖɆɍɈɋɖɘɡɈɆɓɎɥ Front  CTS + Media  Ɏ Back  

CTS ɕɖɋɊɗɘɆɈɑɋɓɡ Ɉ ɘɆɇɑ. 72  (ɓɔɒɋɖɆ ɗɔɋɊɎɓɋɓɎɏ ɗɔɔɘɈɋɘɗɘɈəɤɘ ɓɔɒɋɖɆɒ 

ɓɆ ɖɎɗəɓɐɋ Ɉɡɞɋ ð ɖɎɗ. 56 ) . 

ɘɆɇɑ. 72  

ɷ  IP 
ɎɗɘɔɝɓɎɐɆ 

ȵɔɖɘ 
ɎɗɘɔɝɓɎɐɆ 

IP 
ɓɆɍɓɆɝɋɓɎɥ 

ȵɔɖɘ 
ɓɆɍɓɆɝɋɓɎɥ 

ȵɖɔɘɔɐɔɑ ȴɕɎɗɆɓɎɋ 

1 IP PBX 1024 -65535  IP Single CTS   5060  UDP SIP-ɗɎɉɓɆɑɎɍɆɜɎɥ 
ɈɡɍɔɈɆ ɔɘ IP Ȧȸȷ 

2 IP Media  1024 -65535  IP PBX 5060  UDP SIP-ɗɎɉɓɆɑɎɍɆɜɎɥ 
ɈɡɍɔɈɆ ɐ IP Ȧȸȷ 

3 IP Media  1024 -65535  IP Single CTS  5060  UDP SIP-ɗɎɉɓɆɑɎɍɆɜɎɥ 
ɈɡɍɔɈɆ ɐ Single  CTS 

4 IP Single 
CTS 

1024 -65535  IP Media  8188  TCP ȹɕɖɆɈɑɋɓɎɋ 
ɖɆɇɔɘɔɏ ɗɋɖɈɋɖɆ 
ɐɔɓɚɋɖɋɓɜɎɏ 

5 IP Media  1024 -65535  IP PBX 1024 -65535  UDP ȲɋɊɎɆɊɆɓɓɡɋ 
ɈɡɍɔɈɆ ɐ IP Ȧȸȷ 

6 IP PBX 1024 -65535  IP Media  1024 -65535  UDP ȲɋɊɎɆɊɆɓɓɡɋ 
ɈɡɍɔɈɆ 

ɐ ɕɖɎɑɔɌɋɓɎɤ 
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ȵɖɎɑɔɌɋɓɎɋ 9 
ȮȳȸȫȩȶȦȼȮɅ CTS Ȯ KEYCLOAK 

Keyɗloak  ð ɣɘɔ ɕɖɔɊəɐɘ ɗ ɔɘɐɖɡɘɡɒ ɎɗɛɔɊɓɡɒ ɐɔɊɔɒ Ɋɑɥ ɖɋɆɑɎɍɆɜɎɎ ɋɊɎɓɔɉɔ 

ɈɛɔɊɆ. ȪɆɓɓɔɋ ɕɖɔɉɖɆɒɒɓɔɋ ɔɇɋɗɕɋɝɋɓɎɋ ɕɔɍɈɔɑɥɋɘ əɕɖɆɈɑɥɘɢ ɎɊɋɓɘɎɚɎɐɆɜɎɋɏ Ɏ 

Ɋɔɗɘəɕɔɒ ɐ ɗɋɖɈɎɗɆɒ Ɏ ɕɖɎɑɔɌɋɓɎɥɒ. ȱɎɜɋɓɍɎɥ ȵȴ ð Apache  License  2.0, 

ɖɆɍɖɆɇɔɘɆɓɔ RedHat , Inc . 

ȴɗɓɔɈɓɡɋ ɚəɓɐɜɎɎ Keyɗloak :  

¶ əɕɖɆɈɑɋɓɎɋ ɕɔɑɢɍɔɈɆɘɋɑɥɒɎ, ɉɖəɕɕɆɒɎ Ɏ ɖɔɑɥɒɎ; 

¶ ɆəɘɋɓɘɎɚɎɐɆɜɎɥ ɐɑɎɋɓɘɗɐɎɛ ɕɖɎɑɔɌɋɓɎɏ ɕɔ ɕɖɔɘɔɐɔɑɆɒ OpenID  Connect  

Ɏ SAML;  

¶ ɋɊɎɓɡɏ ɈɛɔɊ ( single sign - on );  

¶ ɕɔɊɊɋɖɌɐɆ ɐɆɐ ɖɋɑɥɜɎɔɓɓɡɛ ȷȹȧȪ, ɘɆɐ Ɏ NoSQL ( MongoDB );  

¶ ɐɑɆɗɘɋɖɎɍɆɜɎɥ;  

¶ ɔɉɖɆɓɎɝɋɓɓɆɥ ɕɔɊɊɋɖɌɐɆ ɆəɘɋɓɘɎɚɎɐɆɜɎɎ ɕɔ OTP (ɗ ɕɔɒɔɟɢɤ Google 

Authenticator );  

¶ ɎɓɘɋɉɖɆɜɎɥ ɗ ɈɓɋɞɓɎɒɎ ɊɎɖɋɐɘɔɖɎɥɒɎ LDAP Ɏ Active  Directory ;  

¶ ɎɓɘɋɉɖɆɜɎɥ ɗ ɗɔɜɎɆɑɢɓɡɒɎ ɗɋɖɈɎɗɆɒɎ (Facebook , Twitter , GitHub , 

StackExchange  etc .) ;  

¶ ɖɆɗɞɎɖɋɓɎɋ ɚəɓɐɜɎɔɓɆɑɢɓɔɗɘɎ ɝɋɖɋɍ ɖɆɍɖɆɇɔɘɐə ɗɔɇɗɘɈɋɓɓɡɛ SPI .  

ȸȶȫȧȴȨȦȳȮɅ Ȱ KEYCLOAK 

ȶɋɐɔɒɋɓɊəɋɘɗɥ ɈɋɖɗɎɥ Keycloak  21.1.2 Ɏ Ɉɡɞɋ.  

ȵɖɎ əɗɘɆɓɔɈɐɋ ɓɋɔɇɛɔɊɎɒɔ ɈɡɕɔɑɓɎɘɢ ɗɑɋɊəɤɟɎɋ əɗɑɔɈɎɥ: 

¶ ɓɆɗɘɖɔɋɓɆ ɐɔɓɚɎɉəɖɆɜɎɥ HTTPS;  

¶ əɐɆɍɆɓɔ ɕəɇɑɎɝɓɔɋ Ɏɒɥ ɛɔɗɘɆ Keycloak  (FQDN)  Ɉ ɗɔɔɘɈɋɘɗɘɈɎɎ 

ɗ Ɉɡɕəɟɋɓɓɡɒ SSL ɗɋɖɘɎɚɎɐɆɘɔɒ; 

¶ Ɏɗɕɔɑɢɍəɋɘɗɥ ɇɆɍɆ ɊɆɓɓɡɛ PostgreSQL . 

Ȩ ɓɆɗɘɖɔɏɐɆɛ ɔɇɑɆɗɘɎ (Realm) əɐɆɍɆɓɡ ɗɑɋɊəɤɟɎɋ ɍɓɆɝɋɓɎɥ (ɘɆɇɑ. 73 ) :  

ɘɆɇɑ. 73  

ȵɆɖɆɒɋɘɖ ȭɓɆɝɋɓɎɋ ȰɔɒɒɋɓɘɆɖɎɏ 

Tokens -> Access Token Lifespan  8 Hours  ȵɖɔɊɔɑɌɎɘɋɑɢɓɔɗɘɢ ɌɎɍɓɎ ɘɔɐɋɓɆ ɊɔɗɘəɕɆ 

Sessions -> SSO Session Idle  8 Hours  ȸɆɏɒɆəɘ ɗɋɗɗɎɎ SSO 

Sessions -> SSO Session  9 Hours  ȴɉɖɆɓɎɝɋɓɎɋ ɗɋɗɗɎɎ SSO 

 

ȹɐɆɍɆɓɓɡɋ ɎɓɘɋɖɈɆɑɡ ɓɋɔɇɛɔɊɎɒɡ Ɋɑɥ ɒɎɓɎɒɎɍɆɜɎɎ ɈɔɍɒɔɌɓɡɛ ɓɋɉɆɘɎɈɓɡɛ 

ɕɔɗɑɋɊɗɘɈɎɏ ɕɖɎ ɔɕɋɖɆɜɎɥɛ ɔɇɓɔɈɑɋɓɎɏ ɘɔɐɋɓɆ Ɏ ɗɔɐɖɆɟɋɓɎɋ ɓɆɉɖəɍɐɎ 

ɐɔɒɕɔɓɋɓɘɔɈ CTS Ɏ Keycloak .  

ȸɖɋɇɔɈɆɓɎɥ ɐ ɕɆɖɆɒɋɘɖɆɒ ɚɋɊɋɖɆɜɎɎ LDAP (ɕɖɎ ɓɆɑɎɝɎɎ) (ɘɆɇɑ. 74 ) :  

ɘɆɇɑ. 74  

ȵɆɖɆɒɋɘɖ ȭɓɆɝɋɓɎɋ ȰɔɒɒɋɓɘɆɖɎɏ 

User federation -> LDAP -> Settings  
-> Import users  

ON ȨɐɑɤɝɋɓɎɋ ɎɒɕɔɖɘɆ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

User federation -> LDAP -> Settings  

-> Sync Registrations  
ON ȳɔɈɡɋ ɕɔɑɢɍɔɈɆɘɋɑɎ, ɗɔɍɊɆɓɓɡɋ Keycloak , 

ɇəɊəɘ ɊɔɇɆɈɑɥɘɢɗɥ Ɉ LDAP 
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ȵɆɖɆɒɋɘɖ ȭɓɆɝɋɓɎɋ ȰɔɒɒɋɓɘɆɖɎɏ 

User federation -> LDAP -> Settings  
-> Periodic full sync  

ON ȵɋɖɎɔɊɎɝɋɗɐɆɥ ɕɔɑɓɆɥ ɗɎɓɛɖɔɓɎɍɆɜɎɥ 

User federation -> LDAP -> Settings  
-> Full sync period  

3600  ȵɋɖɎɔɊ ɕɔɑɓɔɏ ɗɎɓɛɖɔɓɎɍɆɜɎɎ. ȭɓɆɝɋɓɎɋ 
ɓɋ ɊɔɑɌɓɔ ɇɡɘɢ ɇɔɑɢɞɋ ɓɆɗɘɖɔɋɓɓɔɉɔ 
ɎɓɘɋɖɈɆɑɆ Ɉ Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ CTS 

User federation -> LDAP -> Settings  

-> Periodic changed users sync  
ON ȵɋɖɎɔɊɎɝɋɗɐɆɥ ɗɎɓɛɖɔɓɎɍɆɜɎɥ ɎɍɒɋɓɋɓɎɏ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

User federation -> LDAP -> Settings  

-> Changed users sync period  
300  ȵɋɖɎɔɊ ɗɎɓɛɖɔɓɎɍɆɜɎɎ Ɏɍɒɋɓɋɓɓɡɛ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

 

ȸɖɋɇɔɈɆɓɎɥ ɐ ɕɋɖɋɊɆɝɋ ɖɔɑɋɏ (Ɋɑɥ ɖɋɆɑɎɍɆɜɎɎ ɕɖɆɈɎɑ ɖɔɑɋɈɔɏ ɒɔɊɋɑɎ): 

ɓɋɔɇɛɔɊɎɒɔ ɈɐɑɤɝɎɘɢ Ɉ ɕɋɖɋɊɆɝə id _token  Ɏ userinfo  ɗɕɎɗɔɐ ɖɔɑɋɏ Ɋɔɗɘəɕɓɡɛ 

ɕɔɑɢɍɔɈɆɘɋɑɤ Keycloak .  

ɃȸȦȵɁ ȶȫȩȮȷȸȶȦȼȮȮ/ȦȨȸȴȶȮȭȦȼȮȮ 

ȴɗɓɔɈɓɡɋ ɣɘɆɕɡ ɖɋɉɎɗɘɖɆɜɎɎ/ɆɈɘɔɖɎɍɆɜɎɎ ɕɔɑɢɍɔɈɆɘɋɑɥ ɓɆ CTS ɗ ɕɔɒɔɟɢɤ 

Keycloak ɕɔɐɆɍɆɓɡ ɓɆ ɗɛɋɒɋ ɓɎɌɋ (ɖɎɗ. 57 ):  

 

ɖɎɗ. 57 . ȴɗɓɔɈɓɡɋ ɣɘɆɕɡ ɖɋɉɎɗɘɖɆɜɎɎ/ɆɈɘɔɖɎɍɆɜɎɎ ɕɔɑɢɍɔɈɆɘɋɑɥ ɓɆ CTS ɗ ɕɔɒɔɟɢɤ Keycloak  
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ȷȫȸȫȨɁȫ ȨȭȦȮȲȴȪȫȯȷȸȨȮɅ 

ȷəɟɋɗɘɈəɤɘ ɊɈɆ ɈɆɖɎɆɓɘɆ ɗɋɘɋɈɡɛ ɈɍɆɎɒɔɊɋɏɗɘɈɎɏ.  

ȷɛɋɒɆ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɔɉɔ ɊɔɗɘəɕɆ ɐ Ɏɓɘɋɖɚɋɏɗə Keycloak  ɕɔɐɆɍɆɓɆ 

ɓɆ ɖɎɗəɓɐɋ ɓɎɌɋ (ɖɎɗ. 58 ) :  

 

ɖɎɗ. 58. ȵɔɑɢɍɔɈɆɘɋɑɢɗɐɎɏ Ɋɔɗɘəɕ ɐ Ɏɓɘɋɖɚɋɏɗə Keycloak  

ȷɛɋɒɆ ɕɔɑɢɍɔɈɆɘɋɑɢɗɐɔɉɔ ɊɔɗɘəɕɆ ɐ Ɏɓɘɋɖɚɋɏɗə Keycloak  ɝɋɖɋɍ revers e proxy  

ɕɔɐɆɍɆɓɆ ɓɆ ɖɎɗəɓɐɋ ɓɎɌɋ (ɖɎɗ. 59 ) :  

 

ɖɎɗ. 59. ȵɔɑɢɍɔɈɆɘɋɑɢɗɐɎɏ Ɋɔɗɘəɕ ɐ Ɏɓɘɋɖɚɋɏɗə Keycloak  ɝɋɖɋɍ revers e proxy  
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ȳȦȷȸȶȴȯȰȦ ȮȳȸȫȩȶȦȼȮȮ 

ŕǐǅǌǀǗƹǍǅǀː ŅƹǍǍǎǀ ǎǏǅǑƹǍǅǀ ǍƹǑǒǐǎǆǉǅ ǅǍǒǀƼǐƹǘǅǅǑǎǑǒƹƻǋǀǍǎ Ǎƹ Ǐǐǅǌǀǐǀ ǅǍǒǀǐǕǀǆǑƹ
ǉǎǍǑǎǋǅƹƿǌǅǍǅǑǒǐƹǒǎǐƹKeycloak ƻǀǐǑǅǅ ʶʵːʵːʶː 

ȳɆɗɘɖɔɏɐɆ ɎɓɘɋɉɖɆɜɎɎ CTS Ɏ Keycloak  ɈɐɑɤɝɆɋɘ Ɉ ɗɋɇɥ ɗɑɋɊəɤɟɎɋ ɕɖɔɜɋɊəɖɡ: 

¶ ɗɔɍɊɆɓɎɋ client scope ;  

¶ ɓɆɗɘɖɔɏɐɆ ɒɆɕɕɎɓɉɆ ɕɔɑɋɏ;  

¶ ɗɔɍɊɆɓɎɋ client ;  

¶ ɓɆɗɘɖɔɏɐɆ ɔɘɔɇɖɆɌɋɓɎɋ ɚɔɖɒɡ ɆɈɘɔɖɎɍɆɜɎɎ Keycloak ;  

¶ ɓɆɗɘɖɔɏɐɆ ɆɈɘɔɖɎɍɆɜɎɤ ɕɔ QR-ɐɔɊə.  

ȷȴȭȪȦȳȮȫ CLIENT  SCOPE 

Ȫɑɥ ɎɓɘɋɉɖɆɜɎɎ CTS Ɏ Keycloak , ɓɋɔɇɛɔɊɎɒɔ ɗɓɆɝɆɑɆ ɗɔɍɊɆɘɢ client  scope  

Ɏ ɓɆɗɘɖɔɎɘɢ ɒɆɕɕɎɓɉ ɕɔɑɋɏ:  

¶ username  ð ɔɇɥɍɆɘɋɑɢɓɡɏ ɕɆɖɆɒɋɘɖ (Ɉ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 

CTS əɐɆɍɆɘɢ ɗɔɔɘɈɋɘɗɘɈɎɋ çȮɒɥ ɕɔɑɢɍɔɈɆɘɋɑɥè ð çpreferred _username è);  

¶ user ID ð ɔɇɥɍɆɘɋɑɢɓɡɏ ɕɆɖɆɒɋɘɖ; 

¶ domain  ð ɔɇɥɍɆɘɋɑɢɓɡɏ ɕɆɖɆɒɋɘɖ (Ɉ Ɉɋɇ-Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ 

CTS əɐɆɍɆɘɢ ɗɔɔɘɈɋɘɗɘɈɎɋ çȪɔɒɋɓè ð çdomain è) ;  

¶ name ð ɓɋɔɇɥɍɆɘɋɑɢɓɡɏ ɕɆɖɆɒɋɘɖ; 

¶ public name ð ɓɋɔɇɥɍɆɘɋɑɢɓɡɏ ɕɆɖɆɒɋɘɖ; 

¶ company ð ɓɋɔɇɥɍɆɘɋɑɢɓɡɏ ɕɆɖɆɒɋɘɖ. 

ȪɔɕɔɑɓɎɘɋɑɢɓɡɋ ɒɆɕɕɋɖɡ ɗɔɍɊɆɤɘɗɥ ɔɕɜɎɔɓɆɑɢɓɔ ɗ ɘɎɕɔɒ çUser  Attribute è 

Ɏ ɕɖɎɈɥɍɡɈɆɤɘɗɥ ɐ ɐɔɓɋɝɓɔɏ ɘɔɝɐɋ çuser - infoè. 

Ȫɑɥ ɗɔɍɊɆɓɎɥ c lient scope :  

 Ȩ ɐɔɓɗɔɑɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ Keycloak  ɕɋɖɋɏɊɎɘɋ Ɉ ɖɆɍɊɋɑ çClient  scopesè. 

 ȳɆɌɒɎɘɋ çCreate  client  scopeè Ɏ ɍɆɊɆɏɘɋ ɗɑɋɊəɤɟɎɋ ɍɓɆɝɋɓɎɥ (ɖɎɗ. 60  

Ɏ ɘɆɇɑ. 75 ) :  

ɘɆɇɑ. 75  

ȵɆɖɆɒɋɘɖ ȭɓɆɝɋɓɎɋ 

Name  ȳɆɍɈɆɓɎɋ client scope . ȳɆɕɖɎɒɋɖ, express -scopes  

Description  ȴɗɘɆɈɎɘɢ ɓɋɍɆɕɔɑɓɋɓɓɡɒ 

Type  None  

Display on consent screen  On 

Consent screen text  ȴɗɘɆɈɎɘɢ ɓɋɍɆɕɔɑɓɋɓɓɡɒ 

Include in token scope  On 

Display Order   ȴɗɘɆɈɎɘɢ ɓɋɍɆɕɔɑɓɋɓɓɡɒ 

 

 ȳɆɌɒɎɘɋ çSaveè. 
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ɖɎɗ. 60  

ȳȦȷȸȶȴȯȰȦ ȲȦȵȵȮȳȩȦ ȵȴȱȫȯ 

Ȫɑɥ ɊɔɇɆɈɑɋɓɎɥ ɒɆɕɕɎɓɉɆ ɕɔɑɋɏ ɘɎɕɆ çUser  p roperty è:  

 Ȩ ɗɔɍɊɆɓɓɔɒ client  scope çexpress - scopesè ɈɡɇɋɖɎɘɋ ɈɐɑɆɊɐə çMappers è. 

 ȳɆɌɒɎɘɋ çConfigure a new mapper è (ɖɎɗ. 61 ) .  

 

ɖɎɗ. 61  

 Ȩ ɔɐɓɋ çConfigure a new mapper è ɈɡɇɋɖɎɘɋ çUser Property è. 

 Ȩ ɔɘɔɇɖɆɍɎɈɞɋɒɗɥ ɔɐɓɋ ɍɆɊɆɏɘɋ ɗɑɋɊəɤɟɎɋ ɍɓɆɝɋɓɎɥ (ɖɎɗ. 62 ).  

¶ Ɋɑɥ ɆɘɖɎɇəɘɆ çUsername è ɗɔɉɑɆɗɓɔ ɘɆɇɑ. 76 :  

ɘɆɇɑ. 76  

ȵɔɑɋ/ɕɋɖɋɐɑɤɝɆɘɋɑɢ ȭɓɆɝɋɓɎɋ 

Mapper type  User Property  

Name  username  

Property  username  

Token Claim Name  preferred _username  

Claim JSON Type  String  



 

ȯɓɠɢɜɒ 3. 50 

13. 10.202 5 

146  

ȵɔɑɋ/ɕɋɖɋɐɑɤɝɆɘɋɑɢ ȭɓɆɝɋɓɎɋ 

Add to ID token  On 

Add to access token  On 

Add to userinfo  On 

 

¶ Ɋɑɥ ɆɘɖɎɇəɘɆ çUser  IDè ɗɔɉɑɆɗɓɔ ɘɆɇɑ. 77 :  

ɘɆɇɑ. 77  

ȵɔɑɋ/ɕɋɖɋɐɑɤɝɆɘɋɑɢ ȭɓɆɝɋɓɎɋ 

Mapper type  User Property  

Name  User ID  

Property  id  

Token Claim Name  user _id 

Claim JSON Type  String  

Add to ID token  On 

Add to access token  On 

Add to userinfo  On 

 

 ȳɆɌɒɎɘɋ çSaveè. 

 

ɖɎɗ. 62  

Ȫɑɥ ɊɔɇɆɈɑɋɓɎɥ ɒɆɕɕɎɓɉɆ ɕɔɑɋɏ ɘɎɕɆ çUser  a ttribute è: 

 Ȩ ɗɔɍɊɆɓɓɔɒ client  scope çexpress - scopesè ɈɡɇɋɖɎɘɋ ɈɐɑɆɊɐə çMappers è. 

 ȳɆɌɒɎɘɋ çConfigure a new mapper è (ɖɎɗ. 61 ) .  

 Ȩ ɔɐɓɋ çConfigure a new mapper è ɈɡɇɋɖɎɘɋ ɕəɓɐɘ çUser Attribute è.   

 Ȩ ɔɘɔɇɖɆɍɎɈɞɋɒɗɥ ɔɐɓɋ ɍɆɊɆɏɘɋ ɗɑɋɊəɤɟɎɋ ɍɓɆɝɋɓɎɥ (ɖɎɗ. 63 ) :  

¶ Ɋɑɥ ɆɘɖɎɇəɘɆ çDomain è (ɔɇɥɍɆɘɋɑɢɓɡɏ ɆɘɖɎɇəɘ) ɗɔɉɑɆɗɓɔ ɘɆɇɑ. 78 :  

ɘɆɇɑ. 78  

ȵɔɑɋ/ɕɋɖɋɐɑɤɝɆɘɋɑɢ ȭɓɆɝɋɓɎɋ 

Mapper type  User Attribute  

Name  Domain  

User Attribute  domain  

Token Claim Name  domain  

Claim JSON Type  String  
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ȵɔɑɋ/ɕɋɖɋɐɑɤɝɆɘɋɑɢ ȭɓɆɝɋɓɎɋ 

Add to ID token  On 

Add to access token  Off  

Add to userinfo  On 

Multivalued  Off  

Aggregate attribute values  Off  

 

¶ Ɋɑɥ ɆɘɖɎɇəɘɆ çNameè (ɔɕɜɎɔɓɆɑɢɓɡɏ ɆɘɖɎɇəɘ) ɗɔɉɑɆɗɓɔ ɘɆɇɑ. 79 :  

ɘɆɇɑ. 79  

ȵɔɑɋ/ɕɋɖɋɐɑɤɝɆɘɋɑɢ ȭɓɆɝɋɓɎɋ 

Mapper type  User Attribute  

Name  Name  

User Attribute :  name  

Token Claim Name  name  

Claim JSON Type  String  

Add to ID token  Off  

Add to access token  Off  

Add to userinfo  On 

Multivalued  Off  

Aggregate attribute values  Off  

 

¶ Ɋɑɥ ɆɘɖɎɇəɘɆ çPublic  name è (ɔɕɜɎɔɓɆɑɢɓɡɏ ɆɘɖɎɇəɘ) ɗɔɉɑɆɗɓɔ ɘɆɇɑ. 80 :  

ɘɆɇɑ. 80  

ȵɔɑɋ/ɕɋɖɋɐɑɤɝɆɘɋɑɢ ȭɓɆɝɋɓɎɋ 

Mapper type  User Attribute  

Name  Public name  

User Attribute :  public _name  

Token Claim Name  public _name  

Claim JSON Type  String  

Add to ID token  Off  

Add to access token  Off  

Add to userinfo  On 

Multivalued  Off  

Aggregate attribute values  Off  

 

¶ Ɋɑɥ ɆɘɖɎɇəɘɆ çCompany è (ɔɕɜɎɔɓɆɑɢɓɡɏ ɆɘɖɎɇəɘ) ɗɔɉɑɆɗɓɔ ɘɆɇɑ. 81 :  

ɘɆɇɑ. 81  

ȵɔɑɋ/ɕɋɖɋɐɑɤɝɆɘɋɑɢ ȭɓɆɝɋɓɎɋ 

Mapper type  User Attribute  

Name  Company  

User Attribute :  company  

Token Claim Name  company  

Claim JSON Type  String  

Add to ID token  Off  

Add to access token  Off  

Add to userinfo  On 

Multivalued  Off  

Aggregate attribute values  Off  

 

 ȳɆɌɒɎɘɋ çSaveè. 
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ɖɎɗ. 63  

ȷȴȭȪȦȳȮȫ ȷLIENT  

Ȫɑɥ ɗɔɍɊɆɓɎɥ Client :  

 Ȩ ɐɔɓɗɔɑɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ Keycloak  ɕɋɖɋɏɊɎɘɋ Ɉ ɖɆɍɊɋɑ çClients è. 

 ȳɆɌɒɎɘɋ çCreate client è. 

 Ȩ ɔɘɐɖɡɈɞɋɒɗɥ ɔɐɓɋ ɍɆɊɆɏɘɋ ɗɑɋɊəɤɟɎɋ ɍɓɆɝɋɓɎɥ (ɖɎɗ. 64 )  

Ɉ ɗɔɔɘɈɋɘɗɘɈɎɎ ɗ ɘɆɇɑ. 82 :  

 

ɖɎɗ. 64  
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ɘɆɇɑ. 82  

ȵɆɖɆɒɋɘɖ ȭɓɆɝɋɓɎɋ 

Client type  OpenID Connect  

Client ID  ȮɊɋɓɘɎɚɎɐɆɜɎɔɓɓɡɏ ɓɔɒɋɖ ɐɑɎɋɓɘɆ, ɓɆɕɖɎɒɋɖ, çexpress -
adintegration è 

Name  CTS integration  

Description   ȴɗɘɆɈɎɘɢ ɓɋɍɆɕɔɑɓɋɓɡɒ 

Always display in UI  Off  

 

 ȳɆɌɒɎɘɋ çNext è. 

 Ȩ ɔɘɐɖɡɈɞɋɒɗɥ ɔɐɓɋ ɍɆɊɆɏɘɋ ɗɑɋɊəɤɟɎɋ ɍɓɆɝɋɓɎɥ Ɉ ɗɔɔɘɈɋɘɗɘɈɎɎ 

ɗ ɘɆɇɑ. 83 :  

ɘɆɇɑ. 83  

ȵɆɖɆɒɋɘɖ ȭɓɆɝɋɓɎɋ 

Client authentication  On 

Authorization  ȴɗɘɆɈɎɘɢ ɓɋɍɆɕɔɑɓɋɓɡɒ 

Authentication flow  ȹɗɘɆɓɔɈɎɘɋ ɚɑɆɉɎ:  

¶ çStandard flow è;  

¶ çDirect access grants è;  

¶ çService accounts roles è; 

¶ çOIDC CIBA Grant è  

 

 ȳɆɌɒɎɘɋ çNextè Ɏ ɍɆɊɆɏɘɋ ɗɑɋɊəɤɟɎɋ ɍɓɆɝɋɓɎɥ Ɉ ɗɔɔɘɈɋɘɗɘɈɎɎ ɗ ɘɆɇɑ. 84 :  

ɘɆɇɑ. 84  

ȵɆɖɆɒɋɘɖ ȭɓɆɝɋɓɎɋ 

Root URL  ȴɗɘɆɈɎɘɢ ɓɋɍɆɕɔɑɓɋɓɡɒ 

Home URL  ȴɗɘɆɈɎɘɢ ɓɋɍɆɕɔɑɓɋɓɡɒ 

Valid redirect URIs  https :// cts .company .local / api / v1/ ad_integration / openid / success* (ɆɊɖɋɗ 
cts .company .local  ɓɋɔɇɛɔɊɎɒɔ ɍɆɒɋɓɎɘɢ ɓɆ ɆɊɖɋɗ ɗɈɔɋɉɔ CTS/ CTS BACK) 

Valid post logout 

redirect URIs   
+  

Web origins  *  

 

 ȳɆɌɒɎɘɋ çSaveè. 

 Ȩ ɗɔɍɊɆɓɓɔɒ Client  ɕɋɖɋɏɊɎɘɋ Ɉ ɖɆɍɊɋɑ çClient  scopesè.  

 ȳɆɌɒɎɘɋ çAdd client scopeè.  

 ȨɡɇɋɖɎɘɋ ɗɔɍɊɆɓɓɡɏ ɖɆɓɋɋ client scope çexpress - scopesè. 

 ȳɆɌɒɎɘɋ ɓɆ ɒɋɓɤ çAddè Ɏ ɈɡɇɋɖɎɘɋ çDefault è. 

 ȪɆɑɋɋ Ɉ ɔɐɓɋ çClient  details è Ɋɑɥ scope  çoffline _accessè əɗɘɆɓɔɈɎɘɋ 

ɍɓɆɝɋɓɎɋ çDefault è.  

ȳȦȷȸȶȴȯȰȦ ȴȸȴȧȶȦȬȫȳȮɅ ȺȴȶȲɁ ȦȨȸȴȶȮȭȦȼȮȮ KEYCLOAK 

Ȫɑɥ ɔɘɔɇɖɆɌɋɓɎɥ ɚɔɖɒɡ ɆɈɘɔɖɎɍɆɜɎɎ Keycloak :  

 Ȩ ɐɔɓɗɔɑɎ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ Keycloak  ɕɋɖɋɏɊɎɘɋ Ɉ ɖɆɍɊɋɑ çRealm  settings è. 

 ȨɡɇɋɖɎɘɋ ɈɐɑɆɊɐə çSecurity defenses è. 

 Ȩ ɕɔɑɋ çContent -Security -Policyè əɐɆɌɎɘɋ:  

frame - src 'self'; frame - ancestors 'self' https :// web. company . local  

file :; object - src 'none';  

https://web.company.local/
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ŕǐǅǌǀǗƹǍǅǀː ŏǐƹǑǍǞǌ ǘƻǀǒǎǌ ƻǞƿǀǋǀǍ Ǐǐǅǌǀǐ ƹƿǐǀǑƹ ƻǀƺ-ǉǋǅǀǍǒƹ:  

¶ ƿǋǩ -¢z-ǑǀǐƻǀǐƹǓǉƹǃǅǒǀhttps://corp.express ; 

¶ ƿǋǩ ETS-ǑǀǐƻǀǐƹǓǉƹǃǅǒǀ ƹƿǐǀǑ ǀƼǎ ƻǀƺ-ǉǋǅǀǍǒƹ ˜ǍƹǏǐǅǌǌǀǐˋ ëġġēĚˊ˖˖ĲÙÌːÙġĚːúĆÎÀú˝. 

 ȳɆɌɒɎɘɋ çSaveè. 

ȳȦȷȸȶȴȯȰȦ ȦȨȸȴȶȮȭȦȼȮȮ ȵȴ QR-ȰȴȪȹ 

Ȫɑɥ ɈɐɑɤɝɋɓɎɥ ɆɈɘɔɖɎɍɆɜɎɎ ɓɆ CTS -ɗɋɖɈɋɖɋ ɕɔ QR -ɐɔɊə Ɉ ɐɔɒɆɓɊɓɔɏ 

ɗɘɖɔɐɋ Ɉ ɗɘɖɔɐɋ ɍɆɕəɗɐɆ ɗɋɖɈɋɖɆ Keycloak  ɊɔɇɆɈɎɘɢ: 

-- spi - ciba - auth - channel - ciba - http - auth - channel - http - authentication -

channel - uri =https :// ru . public . express 

/ api / v1 / authentication / openid / ciba / callback  

Ȫɑɥ ɈɐɑɤɝɋɓɎɥ ɆɈɘɔɖɎɍɆɜɎɎ ɓɆ ETS -ɗɋɖɈɋɖ ɕɔ QR -ɐɔɊə Ɉ ɐɔɒɆɓɊɓɔɏ 

ɗɘɖɔɐɋ ɍɆɕəɗɐɆ Ɉ ɗɘɖɔɐɋ ɗɋɖɈɋɖɆ Keycloak  ɊɔɇɆɈɎɘɢ:  

-- spi - ciba - auth - channel - ciba - http - auth - channel - http - authentication -

channel - uri =https :// ets . corp . lan 

/ api / v1 / authentication / openid / ciba / callback  

ȶȴȱȫȨȦɅ ȲȴȪȫȱɂ 

Ȩ ɖɆɒɐɆɛ ɖɔɑɋɈɔɏ ɒɔɊɋɑɎ Ɋɑɥ ɔɘɊɋɑɢɓɡɛ ɉɖəɕɕ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɆɊɒɎɓɎɗɘɖɆɘɔɖ 

ɒɔɌɋɘ əɗɘɆɓɆɈɑɎɈɆɘɢ ɔɉɖɆɓɎɝɋɓɎɥ Ɋɑɥ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɓɆ ɗɑɋɊəɤɟɎɋ ɔɕɋɖɆɜɎɎ: 

¶ ɍɆɕɖɋɘ ɈɔɍɒɔɌɓɔɗɘɎ ɕɋɖɋɗɑɆɘɢ/ɕɔɊɋɑɎɘɢɗɥ/ɗɔɛɖɆɓɎɘɢ ɈɑɔɌɋɓɎɥ Ɉ ɕɆɒɥɘɢ 

əɗɘɖɔɏɗɘɈɆ;  

¶ ɍɆɕɖɋɘ Ɋɑɥ ɕɔɑəɝɆɘɋɑɋɏ ɗɐɆɝɎɈɆɘɢ ɈɑɔɌɋɓɎɥ ɔɘ ɕɔɑɢɍɔɈɆɘɋɑɋɏ ɗ CTS-

ɗɋɖɈɋɖɆ; 

¶ ɍɆɕɖɋɘ ɍɆɉɖəɍɐɎ/ɕɖɔɗɒɔɘɖɆ ɈɑɔɌɋɓɎɏ;  

¶ ɍɆɕɖɋɘ ɎɗɕɔɑɢɍɔɈɆɓɎɥ ɇəɚɋɖɆ ɔɇɒɋɓɆ Ɉ ɕɖɎɑɔɌɋɓɎɎ; 

¶ ɍɆɕɖɋɘ ɔɘɕɖɆɈɐɎ/ɕɋɖɋɗɡɑɐɎ ɈɑɔɌɋɓɎɏ;  

¶ ɍɆɕɖɋɘ ɗɔɍɊɆɓɎɥ ɗɐɖɎɓɞɔɘɔɈ; 

¶ ɔɇɥɍɆɘɋɑɢɓɡɏ ɈɈɔɊ ȵȮȳ-ɐɔɊɆ. 

ȴɉɖɆɓɎɝɋɓɎɥ ɒɔɉəɘ ɖɆɗɕɖɔɗɘɖɆɓɥɘɢɗɥ: 

¶ ɓɆ ɘɎɕ ɈɑɔɌɋɓɎɏ (ɎɍɔɇɖɆɌɋɓɎɋ, ɈɎɊɋɔ, Ɋɔɐəɒɋɓɘ); 

¶ ɚɔɖɒɆɘ ɊɔɐəɒɋɓɘɔɈ (ɓɆɕɖɎɒɋɖ, PDF, DOCX, TXT Ɏ ɘ. Ɋ.); 

¶ ɖɆɍɒɋɖ ɈɑɔɌɋɓɎɏ (ɓɆɕɖɎɒɋɖ, 300 Ȳɇ); 

¶ ɔɕɖɋɊɋɑɋɓɓɡɋ ɝɆɘɡ/ɐɆɓɆɑɡ; 

¶ ɔɇɗəɌɊɋɓɎɥ Ɏ ɝɆɘɡ ɍɈɔɓɐɔɈ/ɐɔɓɚɋɖɋɓɜɎɏ; 

¶ ɕɔɑɢɍɔɈɆɘɋɑɋɏ.  

ȨɓɆɝɆɑɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖ Ɉ ɖɆɍɊɋɑɋ çȩɖəɕɕɡ ɕɔɑɢɍɔɈɆɘɋɑɋɏè ɗɔɍɊɆɋɘ ɉɖəɕɕɡ 

ɕɔɑɢɍɔɈɆɘɋɑɋɏ, ɓɆ ɐɔɘɔɖɡɋ ɇəɊəɘ ɖɆɗɕɖɔɗɘɖɆɓɥɘɗɥ ɔɉɖɆɓɎɝɋɓɎɥ, Ɇ ɍɆɘɋɒ Ɉ ɖɆɍɊɋɑɋ 

çȶɔɑɋɈɆɥ ɒɔɊɋɑɢè ï ɕɖɆɈɎɑɆ, ɐɔɘɔɖɡɒ ɇəɊəɘ ɕɔɊɝɎɓɥɘɢɗɥ ɔɉɖɆɓɎɝɋɓɎɥ. 

ȴɉɖɆɓɎɝɋɓɎɥ ɒɔɉəɘ ɇɡɘɢ əɗɘɆɓɔɈɑɋɓɡ Ɋɑɥ ɐɔɓɐɖɋɘɓɡɛ ɕɔɑɢɍɔɈɆɘɋɑɋɏ 

ɎɑɎ ɔɕɖɋɊɋɑɋɓɓɡɛ ɉɖəɕɕ Ɉ ɍɆɈɎɗɎɒɔɗɘɎ ɔɘ ɕɖɎɓɆɊɑɋɌɓɔɗɘɎ ɐ ɗɋɖɈɋɖə 

(ɕɔɊɖɔɇɓɋɋ ɗɒ. Ɉ Ɋɔɐəɒɋɓɘɋ çȶəɐɔɈɔɊɗɘɈɔ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ. ȸɔɒ 2. 

ɃɐɗɕɑəɆɘɆɜɎɥ ɗɋɖɈɋɖɆ CTSè) .  

ȵɖɎ ɗɔɍɊɆɓɎɎ ɉɖəɕɕɡ ɆɊɒɎɓɎɗɘɖɆɘɔɖ ɒɔɌɋɘ əɐɆɍɆɘɢ OpenID  

ɕɔɑɢɍɔɈɆɘɋɑɥ (ɖɎɗ. 65 ).  
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ɖɎɗ. 65  

Ȫɑɥ ɐɔɖɖɋɐɘɓɔɏ ɖɆɇɔɘɡ ɖɔɑɋɈɔɏ ɒɔɊɋɑɎ ɕɖɋɊɈɆɖɎɘɋɑɢɓɔ ɓəɌɓɔ ɓɆɗɘɖɔɎɘɢ 

ɖɔɑɢ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ Keycloak .  

Ȫɑɥ ɓɆɗɘɖɔɏɐɎ ɖɔɑɎ ɕɔɑɢɍɔɈɆɘɋɑɥ Ɉ Keycloak :  

 Ȩ Ɏɓɘɋɖɚɋɏɗɋ ɆɊɒɎɓɎɗɘɖɆɘɔɖɆ Ɉ Keycloak  Ɉ ɓɆɗɘɖɔɏɐɆɛ Client  scopes  

ɈɡɇɋɖɎɘɋ çrolesè (ɖɎɗ. 66 ).  

 

ɖɎɗ. 66  








